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? 

From: 2001: A Space Odyssey (1968) 
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Smart Cars 

An old car! 
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Insulin Pumps 

 An insulin pump can be 

remotely controlled via 

wireless communication 

 

 Hack introduced in 2011 

by Jerome Radcliffe 
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Pacemakers 

 Wireless communication 

between a pacemaker 

(older model) and its 

control device is 

unencrypted 

 

 Hack introduced in 2008 

by Kevin Fu 

 

 Potential victims: 

2.6 million people 

operated on in 1990-2002 
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Do you know this? 
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Samsung SGR-A1 Military Robot 

 Introduced in 2006 

 

 Designed to guard the 

DMZ for South Korea 

 

 Asks for a password 

 

 Can react to intruders by 

ringing an alarm or by 

using a mounted machine 

gun! 
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General Atomics MQ-1 Predator 

 Unmanned aerial vehicle 

(UAV) 

 

 Fully remote controlled 

 

 Armed version in use 

since 2001 

 

 Can be equipped with 

Hellfire missiles 
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1984 

 Dystopian novel written 

by George Orwell in 1948 

 

 Quote: 

 
Behind Winston's back the 

voice from the telescreen 

was still babbling (…) The 

telescreen received and 

transmitted simultaneously.  
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But Gamers Are Safe, Aren‘t They? 
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Face Recognition 

Source: http://www.eyebrazil.com 

http://www.eyebrazil.com/
http://www.eyebrazil.com/
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The Glastonbury Experiment 

Source: http://glastonbury.orange.co.uk/glastotag/  

http://glastonbury.orange.co.uk/glastotag/
http://glastonbury.orange.co.uk/glastotag/
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Fun with Phones 

Before Vodafone released a 

patch in 2010, it was possible 

to modify the box and use it 

as an IMSI catcher 

(range: 50 meters) for 

intercepting traffic and 

calls of other people‘s 

mobile phones. 
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Hardware backdoors and „backdoors“ 

Source: http://www.geek.com  Source: http://www.h-online.com Source: http://www.flylogic.net Source: http://www.wired.com  

http://www.geek.com/
http://www.h-online.com/
http://www.h-online.com/
http://www.h-online.com/
http://www.h-online.com/
http://www.flylogic.net/
http://www.flylogic.net/
http://www.wired.com/
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Cyber Combat 

Doesn‘t Come Without Risks 

 Quote: 

 

"‘If you shut down our 

power grid, maybe we will 

put a missile down one of 

your smokestacks‘ said a 

military official" 
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Who would do such a thing? 

Source: http://www.h-online.com  

http://www.h-online.com/
http://www.h-online.com/
http://www.h-online.com/
http://www.h-online.com/


 Magnus Kalkuhl 

magnus.kalkuhl@kaspersky.com  
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