The Kaspersky Security Symposium
Sep 21 - 23,2011 | Munich | Germany

Why ALL Social Media Are Security Nightmares!

Myspace is linked to your Facebook and its Twitterific!

David Jacoby
Senior Security Researcher
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Senior Security Researcher

Global Research and Analysis Team
Vulnerability and Threat Management
Spokesperson

Web Application Security

Alternative Operating Systems

Read about security!
Write about security!
Talk about security!
Work with security!
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" What we already know about social media and security

Koobface

Phishing attacks

Clickjacking

Malicious applications
Malvertising

Used for C&C servers
Malicious links

Extreme information exposure
Client vulnerabilities
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" KoobFace A
= Facebook
= MySpace
= Twitter

=  Friendster
= and others...

= Multi-platform H =
=  Microsoft Windows =
= MacOSX
= Linux

" Two social engineering attacks

= Tricked users to visit a link
= Tricked users to update Adobe Flash
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= Collects username / passwords

= Looks VERY authentic
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From:
Subject:
Date:
To:

alerts@linkedin.com

Important Linkedin Update
August 23, 2011 3:17:58 AM MST
Maria Langer

Show in Mailbox

LinkedIn

Your Linkedln account was blocked due to inactivity.
To remove the restrictions please Follow this link

Thank you for using LinkedIn!

—The LinkedIn Team
http:www linkedin.com/

£ 2011, LinkedIn Compaoration
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= Twitter used as C&C Server

= Encrypted (HTTPS)

Ewikker
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Cwikker;

Get short, timely messages from-

Twitter is a rich source of instantly updated information. It's aasy 1o stay updated on an
Incredibly wide variety of topics. Join today and follow
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® Total Facebook users
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" About 50% of the population in the United States and United Kingdom

List of countries on Facebook

#

1.

10.
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Country

United States

. Indonesia

ndia

Turkey

United Kingdom

Mexico
Brazil
Philippines
France

Germany

Users ~

155 094 860

40 144 320

35623 220

30 545 000

30 169 460

28 963 320

26 829 900

26 488 600

22 806 420

20951 460

Change =+

+4 294 660

(%) @
+2.85% &
0.00
0.00
0.00
+0.00% &*
0.00
0.00
0.02% %
0.00

0.00

49.99%

16.52%

3.04%

39.26%

48.39%

2575%

13.34%

26.52%

35.21%

25.46%
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" Total Facebook users in Europe
m 211 512 380 users - 26.6% of the population

List of countries in Europe on Facebook

#

1.

2

10.
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Country
Monaco
lceland
Gibrattar
Faroe lslands
MNorway
Denmark

Sweden

United Kingdom

Users =«

i

32 800

208 560

17 700

28 240

2 508 380

2743 T80

4 457 380

30 16& 340

153 560

508 000

+11 160

i

+020

+2 060

-8 370

+140 240

+345 180

+905 170

+18 G40

+108 440

=% #
+32.26% &
+5 65% &
+5.48% @
+7.45% i
-0.33% &
+530% &
+3.39% @
+3.09% 4

+10.85% &

+27 11% 4%

107.24%

67.51%

61.28%

60.83%

33.54%

45.75%

48.12%

48.39%

47.58%

46.07%
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source: SocialBakers
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® Facebook vs. LinkedIn

#

—

S © ® N O ;AW N

—
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Country

. United States

India

United Kingdom

Brazil

Canada

Metherlands

France

g

tal
ai

Mexico

23 408 997
11717 273
7477101
2 829 327
4 555 863
2915 501
2810811
2 329 589
2196 762
1796 306

f Users

155 094 860
35623 220
30 169 460
26 829 900
16 300 100

2 002 180
22 806 420
19 838 240
14 563 640
28 963 320
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17.22%
1.00%
11.99%
291%
13.49%
17.37%
4.34%
401%
472%
1.60%
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" Who is responsible for ,security“?
" People don‘t really understand that WE are responsible

" What type of ,security” can we expect? ?
" Vendors handle security for their property
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USER GENERATED CONTENT
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" Attacks exploit trust
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" This makes social engineering attacks very powerful!

Request for Permission

Who Stalks You is requesting permission to do the Following:

Access my basic information Srat ,.._,)
Inchudes name, profile picture, gender Fall IIIII"': '!
'

wall Whao Stalks You

[ Post to
li’l Whio 5t :':""'T:

nates, ph gbioes, and vid

4

s agrese to the Wha Stalke You Terms of Service and Privacy Policy + Repont App

Logged in as (Mot You?)

Sep 22,2011

m Don't Allow

Henrik [N

01! Jag kan inte fatta att jag har suttit vid Facebook i 56 immar denna manad och
det verkar som om 456 personer har tittat pa min profil. Anvand knappen nedan
om du vill skanna din profil och visa mig hur popular DU ar.

via Reviews * Like * Comment * Scan Profile

01! Jag kan inte fatta att jag har suttit vid Facebook i 56 tmmar denna manad och
det verkar som om 456 personer har tittat pa min profil, Anvand knappen nedan
om du vill skanna din profil ach visa mig hur popular DU ar.

ﬂ 9 hours ago via Reviews * Like * Comment * Scan Profile

Johannal

Q1! Jagkan inte fatta att jag har suttit vid Facebook i 56 tmmar denna manad och
det verkar som om 456 personer har tittat pa min profil. Anvand knappen nedan
om du vill skanna din profil ach visa mig hur popular DU ar.

ﬂ 11hours ago via Reviews - Like - Comment - See Friendship - Scan Profile

]

QJ! Jagkaninte fatta att jag har suttit vid Facebook i 56 tmmar denna manad och
det verkar som om 456 personer har tittat pa min profil, Anvand knappen nedan
om du vill skanna din profil och visa mig hur popular DU ar.

ﬁ 12 hour:
ool

Awesome! A new way to see your profile’s full stats, T just checked how many
people have viewed my profile and how much time I spent on FB this month :).
Scan your profile and let me know how popular YOU are.

ﬁ 12 hiours ago via Reviews * Like « Comment * Scan Profila

via Reviews * Like * Comment * S¢an Profile
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= Attacks exploit ignorance

" We are willing to take risks just to get connected even we know its a
risk!

by Firesheep [

) acebook

|
@

lf\ Stop Capturing

eric+google@codebutier.com

*4 Google lan Gallagher ] Ne
™ lan Gallagher B Edit My Profile
i _f Facebook - gt hars

neg9
73, a News Feed
Twitter

edine r};' Messages
"B Flickr E Events 1 £‘
&\ Friends -

ﬂg Create Group...
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=  Leapfrog attacks*
" We re-use information (accounts, passwords), which can lead to other

R ANONYMOUS

—

?
)@4 }@
N4
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You can protect yourself against technical vulnerabilities,
but how do you secure a mindset?
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Thank you

= David Jacoby
david.jacoby@kaspersky.com

+46-707-359001
http://www.securelist.com




Summary
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We already know a lot about social network platforms
Social media are a part of our life; therefore, very hard to
limit

We can protect ourselves against technical
vulnerabilities, but not social vulnerabilities
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We expect more attacks for social media platforms
Attackers need only a very low attack rate to succeed
We are now facing ,user-generated attacks”
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