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ONLINE PAYMENTS ARE VERY POPULAR BUT NOT SECURE

980/ of respondents regularly use online
O banking, online shopping or e-

www payment services

E of users have concerns about

‘ banking fraud online
69 O/ of people fear for the safety of their
O personal data (including banking

credentials)

Kaspersky Lab and B2B International Study - 8,605 respondents,19 countries
http://media.kaspersky.com/pdf/Kaspersky_Lab_B2C_Summary_2013_final_EN.pdf
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WHICH TYPE OF DATA LOSS IS MOST CRITICAL
TO INTERNET USERS?

A
111
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Personal Passwords, Banking
email messages account details details

Harris Interactive Kaspersky Digital Consumers Internet Security Needs - Topline Report, 2012
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ATTACKING THE BANK VS. ATTACKING THE USER

Before criminals used
to crack the banks

But it’s too expensive,
complicated and risky
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Now they fraud users
to steal money from them
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And unfortunately they are
very successful in doing that
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Visa Cw 2 § per 1

Master Cw 2 5 % per 1

Discover Cw 3.5 $ per 1

TODAY CYBERCRIMINALS SELL USER CREDENTIALS
IN AN EASY WAY- LIKE IN A SHOP

Amex Cw 3.5 $ per 1

VISA

DISCOVER

NETWORK I

Warrtanty : 3 day Min buy: 5
Max buy : 30 In Stock : 42
quantity

5 10 15 20 30

50% For 500% Balance

Warrtanty : 3 day Min buy: 5
Max buy : 30 In Stock : 42
quantity

5 10 15 20 30

50% For 500% Balance

Warrtanty : 3 day Min buy : 5
Max buy : 30 In Stock : 42
quantity

5 10 15 20 30

50% For 500% Balance

Warrtanty : 3 day Min buy: 5
Max buy : 30 In Stock : 42
quantity

5 10 15 20 30

50% For 500% Balance

Bankof America.
/}‘,?/

'50% For 500% Balance

citibank

'50% For 500% Balance

HSBC <»

'50% For'500% Balance

FUN
REGIONS

'50%For' 500% Balance

Warrtanty : 3 day
Max buy : 3

Min buy : 1
In Stock: 13
Buy With Balance

500% 10005 1500 20005 30008
Balance

Warrtanty : 3 day
Max buy : 30

Min buy : 5
In Stock : 42
Buy With Balance

500% 1000 15008 20005 30008
Balance

Warrtanty : 3 day
Max buy : 30

Min buy : 5
In Stock : 42

Balance

Buy With Balance
500% 1000% 1500% 20005 3000%

Warrtanty : 3 day
Max buy : 30

Min buy : 5
In Stock : 42

Buy With Balance

500% 10005 1500$ 20005 30008
Balance
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PROBLEMS USERS ENCOUNTER WHILE ONLINE

Problems users
encounter while online

More than 25% of consumers
have experienced a malware
incident during last 12 months

Source: Kaspersky Lab, September 2013

36% of malware incidents
resulted in financial loss

Did you incur any financial costs as a
result of a virus / malware infection?

Banking trojans worldwide

Zeus
Carberp
SpyEye
Shiz
Sinowal

Other
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YOU THOUGHT YOU WERE PROTECTING YOUR USERS.....
..... "AND YOU THOUGHT YOU WERE SAFE!”

Online banking site:
login, password

Carberp

Authorization:
CVwv2
One time passwords: Carberp, SpyEye,
SMS, Token, printed receipts, TAN generators Zeus for mobile, Lurk

Transaction approval:
cell phone

Read more details in “Staying safe from virtual robbers”
http://www.securelist.com/en/analysis/204792304/Staying_safe_from_virtual_robbers
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HOW THE FRAUD WORKS

1. Malware coder writes malicious software to exploit
a computer vulnerability and installs a trojan

MALWARE CODER
2. Victim infected with 3. Banking 4. Hacker 5. Remote access
credential-stealing [~ credentials retrieves banking to compromised
malware = siphoned credentials computer p—
’ (%) S0 '
HACKER TARGETED COMPROMISED HACKER COMPROMISED
PROXY

VICTIM COLLECTION SERVER

6. Hacker logs into victim’s online bank account

A 7. Money transferred 8. Money transferred
from mule to organizers

v

|
111 =

VICTIM BANK MONEY MULES

FRAUDULENT COMPANY
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MODERN PROTECTION MECHANISMS USED BY BANKS
VS. BANKING TROJANS

Authentication:

login/password, CVV2, - - ZEUS
SMS, printed receipts
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ZEUS — MAIN FEATURES

10

Most widespread online banking trojan out there

ZeusS tracks which keys the user presses — virtual or
physical (keyloging, screenshooting)

Zeu$S uses web injections — Man in the Browser attacks

ZeusS is capable of bypassing the most advanced bank
security system, bypassing 2-factor authentication systems

Spreads through social engineering and drive-by
downloads
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MODERN PROTECTION MECHANISMS USED BY BANKS
VS. BANKING TROJANS

Authentication:

login, password, SMS - - Carberp
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CARBERP: BANK CLIENT SOFTWARE + KEYS

Data theft technologies:
> Injection in the web browser

> Interception of payment data
> Fake notice/ popups
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CARBERP: BANK CLIENT SOFTWARE INTERCEPTOR

Intercepted data
(CVV/CVC, PIN etc.)
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MODERN PROTECTION MECHANISMS USED BY BANKS
VS. BANKING TROJANS

Authentication:

login/password, SMS, Token, SpyEye
TAN generators, Cam capture
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SPYEYE: TAN GENERATORS BYPASS

TAN benefits:

> The user must have the
unique device

> The user must know the PIN

~ Online-Banking

a2 Schuitzen Sie |hr Konto Serv f s . .
Fuwesis ] gioneres anking > Unique transaction code
& Anmelden Vertrauen Sie aut dle neuen Online-
Banki rfahren —fir doppelte Si
Anmeideassistent und noch mehr Komfort
Online-Kunde werden
Sicherheit
DekaBank Depot A
Kreditkarten-Online-Senvice 4 /
Demokonto ISR
. a .
~ Privatkunden
Sparkassen-Finanzkonzept Wammeldungen
Konten und Karten
< - 2 : : ; - ——
Online- und Mobie-Banking Achtung! Banking-Trojaner verleitet Kunden zu 0000
Online-Banking s ihe Lol g <
Oniine-Banking mit vermeintlicher Ruckuberweisung.
e 0000
Online-Banking mit 26.04.2012
choTAN , 0000
< Akduell treten vereinzelt Banking-Trojaner auf, die bei der Anmeldung des Kunden zum Online-Banking
Online-Banking mit HBCI- 3 Q o
Chipkarte aktiv werden. Unter dem Vorwand, dass imtimlich eine Uberweisung auf dem Kundenkonto
& eingegangen sei, fordern sie den Kunden zur R des Betrags auf. &
Mobile-Banking
SRR Tatsachlich liegt jedoch keine fehlgeleitete Uberweisung vor. O .|
w
I iR
1 &
iV
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SPYEYE: CHIPTAN BYPASS BY MEANS OF SOCIAL ENGINEERING

RECENT TRANSACTIONS RECENT TRANSACTIONS
R Refund Transfer
03.042012 8000 €  Warning A 04.04.2012  -8000 0K UserID Name of recipient’s banks: | Some Euro Bank, .5, Zurich, Swiss \
O.I 03-20 .I 2 75 € O K 03.04.2012 8000 QK — :‘:(I::enl‘s account no.: :::ZZXXXXXXXXXXXXXXXX i

€
€

18.01.2012 50 € oK 01.03.2012 75 & oK
€

Generated Token Password chipTAN PIN:
18.01.2012 50 OK o

Wire PIN

| Transfer
TOTAL 16125 € TOTAL G5 € a—
Logn
User sees fake Warning User sees fake User is requested User enters one time
window on banking page information about to refund money passwords for making
transaction to his account transaction... and transfers his

own money to cybercriminals

“One of your recent transactions was completed by mistake. You have received some
funds that were designated to another recipient. Please refund the money back as
soon as possible. Thank you!”
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SPYEYE: SPYING VIA A WEBCAM

MapameTpu Adobe Flash Player
KoHPHASHUMANEHOCTE @

P aspewnTy vuan. .de pocTyn &
E3WHM xaulgﬁmmt
'\@OPaspemnTb ) & 3anpeTuTe

T ZanomHuTe

Q LN e

Everything you say on the phone are recorded by cybercriminals
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http://help-user.ru/uploads/tiny_images/stat_11_aprel_2012/1334143925_web_camera.png

MODERN PROTECTION MECHANISMS USED BY BANKS
VS. BANKING TROJANS

<

Authentication:

18
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LURK: DISTRIBUTION AND PRINCIPLES OF WORK

TOKEN Bypass:

A problem has been detected and Windows has been shut down to prevent damage
of your comuter. >

Blocks the workstation when
DRIVER_IRQL _NOT_LESS_OR_EQUAL the tOken |nS|de

If this is the first time you've seen this_Stop error screen, restart your
computer, If this screen appears again, follow these steps: >

. : : Remote access to the
Chceck to make_sure any new hardware or software is properly installed.If this
is a new installation, ask your hardware or software manufacturer for any WOI’KStatlon for CyberCrImlnals

windows updates you might need.

If problems continue, disable or remove any newly installed hardwre od
software. Disable BIOS memory options such as caching or shadowing.If you need
to use Safe Mode to remove or disable compontns, restart your computer, press
EBfto select Advanced Startup Options, and then select Sate Mode.Technical
information:

STOP: 0x00000001 (0x00000002, 0x00000000, OxF86BS5A89)

gv3.sys - Adress F86B5000 base at F86B5000, DateStamp 3dd991eb

Beginning dump of physical memory

Physical memory dump complete.
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MOBILE THREATS

One time passwords:
SMS

<

ZitMo

Zeus in the Mobile

SpitMo
SpyEye in the Mobile

CitMo
Carberp in the Mobile
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MOBILE THREATS: FEW EXAMPLES

CyberSafe App

How it works

> By means of social engineering
user is advised to download the

. (4)

app from an online store Cnsta |

> The app is malicious, once it's

More from developer

installed it steals one time SMS

authentication passwords n st
No ratings
Free °
AlfaSafe
%, SAMSONOV SERGEY
= )
Free

SMS Authorization codes stealing

21

OVERVIEW

Description

Safety Receive SMS from
Email Developer

App Screenshots

........

¥0R ABTOPNIILM (T UHD)
Oun oTnpaanoy Baw b oW
oDy
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CONCLUSIONS

> Financial malware is getting more targeted Effeotive

SECURITY

> New protection measures introduced by banks are
quickly cracked/bypassed

> Targeted attacks are getting widespread and almost SO FTWARE
becoming a routine _
IS @ must

> There is a lot of space for vulnerability exploitation
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LET'S TALK?

KFP_HQ@kaspersky.com

www.kaspersky.com/fraudprevention
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