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Introduction

At the end of every year, AV-Comparatives releases a summary report to comment on the various
anti-virus products tested over the year, and to highlight the high-scoring products of the various
tests. Please bear in mind that this report looks at all the comparative tests of 2013, i.e. not only
the latest ones. Comments and conclusions are based on the results shown in the various
comparative test reports of AV-Comparatives, as well as from observations made during the tests

(http://www.av-comparatives.orq/comparatives-reviews/).

Participating Vendors

The following vendors participated in AV-Comparatives” public main test-series of 2013 and agreed
to have the effectiveness of their products independently evaluated. Microsoft asked to be included

in the tests, but to be regarded as a baseline and not as competition to the other products.

We are happy that this year’s tests have helped several vendors to find critical and other bugs in

their software, and that this has contributed to improving the products.

Ahnlab  Jsfovast  EEEAVG  (RAVIRA
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Bitdefender

GDATA

Fi:RTINET F-Secure\®
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PANDA & 360 SOPHOS SORIA o
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Please note that the Chinese-language versions of Kingsoft, Qihoo and Tencent were used in our

tests. For all other vendors, the English-language version was used.



Summary Report 2013 www.av-comparatives.org

Management Summary

This year, AV-Comparatives has again subjected 22 security products for Windows to rigorous
investigation. All the programs have been tested for their ability to protect against real-world
Internet threats, identify thousands of recent malicious programs, and provide protection without
slowing down the PC. Additionally, optional tests checked how well the products could remove
malware from an infected PC, block new and unknown threats, and protect the user against phishing
attacks. Whilst all of the programs in our test reached an acceptable level overall, some programs

performed better than others, and our awards recognise the best results in each test and overall.

AV-Comparatives’ 2013 Product of the Year Award for the best overall score, considering all the

tests, goes to Kaspersky Lab.

In addition to the Product of the Year Award, we also give the Top Rated Award to products which

have excellent results across our range of tests.

Top Rated products for 2013 are Bitdefender, ESET, F-Secure, Avast, BullGuard, Fortinet and
AVIRA.

We feel that Emsisoft deserves a special mention for gaining the Silver Award in the Real-World

Protection Test in its first year of testing.

The awards are based exclusively on the results in the tests. However, we have as usual looked at
how user-friendly the products are in everyday use, and we have listed below some of the

outstanding points from this review:

The main program windows of Avira, Bitdefender, Kaspersky Lab, Microsoft and Trend Micro make it
very easy to find all relevant functions and information. In the event that any protection

components are disabled, a “Fix-All” button will immediately reactivate them all.

The setup programs of avast! and AVG allow components and interface languages to be selected
during installation. In both cases, the uninstall wizard allows the installed components and

languages to be changed, and also has a repair function.

Avast, eScan, ESET, Kaspersky Lab and McAfee all allow basic functions to be carried out easily on a

touchscreen device.



Summary Report 2013 www.av-comparatives.org

The setup wizard of Emsisoft provides a good explanation of potentially unwanted programs,
illustrated with a browser that has been overrun with toolbars. Similarly, one of Qihoo’s malware
alerts explains very succinctly what a Trojan is, namely a dangerous program disguised as e.g. an

audio or video file.

When the real-time protection of F-Secure discovers malware on a flash drive, the alert shown is
clear, reassuring, and does not require any user interaction; expert users can however see further

details.

Sophos uses Windows 8 Modern-Style alerts throughout. These are simple, clear, require no user

interaction, and are consistent across Desktop and Modern Modes.

If protection components are disabled, F-Secure and Trend Micro supplement the rather fleeting

warning from Windows Action Center with their own, much more obvious and persistent warnings.

AVG, ESET and Kaspersky Lab provide local help files, an online knowledgebase and a downloadable

manual, all produced to a very high standard.
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Overview of levels reached during 2013

AV-Comparatives provides a wide range of tests and reviews in comprehensive reports

(http://www.av-comparatives.org/comparatives-reviews/). Annual awards are based on the yearly

public main test-series of 2013: Real-World Protection Test, Performance Test, File Detection
Test, and False-Alarm Test (all compulsory), and the Proactive Test, Malware Removal Test, and
Anti-Phishing Test (all optional). Vendors who choose not to have some features of their products
publicly evaluated (i.e. did not participate in some of the optional tests) are still eligible for
Product of the Year/Top Rated awards, but obviously have fewer opportunities to score points.
Additional tests/reviews (not part of the main test-series, and not relevant to the awards) included:

Mac Security Test/Review, Mobile Security Test/Review, Business Security Review.

All the programs tested are from the reputable and reliable manufacturers. Please note that even
the STANDARD level/award requires a program to reach a good standard, although it indicates areas
which need further improvement compared to other products. ADVANCED indicates areas which may

need some improvement, but are already very competent. Below is an overview of awards reached

by the various anti-virus products in AV-Comparatives’ main test-series of 2013.

d) Proactive .
De}t:(;t‘lon Test Test T?;‘(‘,S:;e)
March 2013 March 2013 July 2013 2013
Kaspersky Lab ook kK ok kK K ook K OOk ook
Bi(defender ok ok ok - ok ok ook ok ok
ESET x K ok kK xRK ok XK *x K ok KK
F_Secure ok ok ok *x X ok ok X X
avast! K L RO EE L o e Ok Ok
Bu"Guard ok EE K K Ok ok > K K
FOlﬁnet K ook x K ook ok ok x ok ook
AVIRA == ok ok K K XK ook Aok ook
Emsisoft K K xx kK xx EE x x K ok
Sophos X ook - X ok ok X ok
Panda xK x xK K ok K xxK x K ok x K
escan X *x * EE 2 X X *x X X
G DATA K K *x Ok e K x K K
Trend Micro *x K Ok ook ok - K
Qihoo 360 ok *x ok x ok ok ook *x
TencentQQ ook === kK K - ==
McAfee K x K ook * K * * K
ThreatTrack Vipre . tested ks - ik . *x * i
Kingsoft A A tested ~ S - tested
AVG * X *x X kK *
AhnLab tested tested tested ~ L L tested
Key: * = Standard, ** = Advanced, *** = Advanced+

An empty box indicates that the vendor did not participate in the optional test.

-6-
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Winners

Before mentioning this year’s award winners, we would like to give readers some advice. If you plan
to buy an anti-virus program, please visit the vendor's website and evaluate their software by
downloading a trial version, as there are many features and important considerations (e.g.
compatibility, graphical user interface, ease of use, price, support etc.) that you should evaluate for

yourself.

As explained above, the perfect anti-virus program or the best one for all needs and for every user
does not exist. Our winners’ categories are based on test results and do not evaluate or consider
other factors that may be of importance for specific users” needs or preferences. Being recognized
as “Product of the Year” does not mean that a program is the “best” in all cases and for everyone; it
only means that its overall performance in our tests throughout the year was consistent and

unbeaten.

The Product of the Year award depends on the number of Advanced+ awards received in all our
tests. As all products receiving an Advanced+ award are considered (statistically speaking) to be as
good as each other, a product can receive the Product of the Year award without necessarily

reaching the highest score in any individual test.
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Overall winner of 2013 (Product of the Year)

For AV-Comparatives’ “Product of the Year” award, all tests in the public main-test series are taken
into consideration. The 2013 Product of the Year award uniquely reached Advanced+ in all tests of

this year's series:

Kaspersky Lab
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Top Rated Products 2013

This year, like last year, a number of products reached a very high standard in all our tests.
Although we only have one Product of the Year, we recognise all those products with good overall

results by giving them the AV-Comparatives Top Rated award.

We have used the results over the year to designate products as “Top Rated”. Results from all the
tests are assigned points as follows: Tested = 0, Standard = 5, Advanced = 10, Advanced+ = 15.
Products with 105 points or more were given the Top Rated award, with two conditions. Firstly, any
products that failed to win any award (i.e. got 0 points) in either of the Real-World Protection tests
have not been considered. Secondly, good results in the performance tests cannot make up for weak
results in the detection/protection tests. We intend to give the Top Rated award again next year,

but the criteria may be adapted.

Top Rated products for 2013 are, in alphabetical order:

Avast - AVIRA - Bitdefender -
BullGuard - ESET - Fortinet - F-Secure

Please see our summary and awards pages - links below:

http://chart.av-comparatives.org/awardslist.php?vear=2013
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Whole-Product Dynamic “Real-World” Protection winners

Security products include various different features to protect systems against malware. Such
protection features are taken into account in the Whole-Product Dynamic “Real-World” Protection
tests, which test products under real-world conditions. Products must provide a high level of
protection without producing too many false alarms, and without requiring the user to make many

decisions.

The figure shown is the average result over the year: Kaspersky Lab (99.9%, few FPs), Emsisoft
(99.2%, few FPs), Avast and ESET (98.9%, few FPs) all received the Advanced+ award in both tests
of 2013.

AWARDS

o
V EAL-WORLD

)

R
PROTECTION

J Kaspersky Lab

V%EAL-WORLD\QQv
\ ** Y Emsisoft

\

REAL-WORLD
PROTECTION
2013

Avast, ESET
S —

For details and full results of the 2013 Real-World Protection tests, please click the link below:

http://www.av-comparatives.org/dynamic-tests/

- m
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File Detection winners

The File Detection Test evaluates the static file scanning engine component, which is one subset of
the protection features provided by security products. A high detection rate of malware - without
causing too many false alarms - is, depending on the situation, one of the most important,
deterministic and reliable features of an anti-virus product (as e.g. it is not heavily dependent on

infection vectors or other factors).

The following products received the ADVANCED+ award in both overall File Detection tests, in March
and September 2013. The figure shown is the average of the two test results: F-Secure (99.6%, few
FPs), Bitdefender, Qihoo (99.4%, few FPs) and BullGuard and Kaspersky Lab (99.3%, few FPs).

AWARDS

F-Secure

Bitdefender, Qihoo

BullGuard, Kaspersky Lab

For details and full results of the 2013 File Detection tests, please click the link below:

http://www.av-comparatives.org/detection-test/
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False Positives winners

False positives can cause as much trouble as a real infection. Due to this, it is important that anti-
virus products undergo stringent quality assurance testing before release to the public, in order to
avoid false positives. AV-Comparatives carry out extensive false-positive testing as part of the File

Detection Tests.

The products with the lowest rates of false positives' during 2013 were Fortinet (8), ESET (10) and
Kaspersky Lab (11). These figures represent the SUM of the false positives from both FP Tests.

AWARDS
AV &
POSITIVES V
N\ 203 L Fortinet

I.OVI EST
FALSE

POSITIVFS

2013 ESET

Kaspersky Lab

For details and full results of the 2013 False Positive tests, please click the link below:

http://www.av-comparatives.org/false-alarm-tests/

! Microsoft was the actual winner in this category, with 0 false positives, but is out of competition

-12 -
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Overall Performance (Low System-Impact) winners

Security products must remain turned on under all circumstances, while users are performing their
usual computing tasks. Some products may have a higher impact than others on system performance

while performing some tasks.

Sophos, Avast, F-Secure, Kaspersky Lab and Bitdefender demonstrated a lower impact on system

performance than other products.

AWARDS

2\
' X
AV | °¥5:=‘*‘§
N\ 2013 L Sophos

AV ()
SPEED
2°“ Avast, F-Secure, Kaspersky Lab

Bitdefender

For details and full results of the 2013 Performance tests, please click the link below:

http://www.av-comparatives.org/performance-tests/
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Proactive (Heuristic/Behavioural) Protection winners

The Proactive Test shows how good the heuristic detection and behavioural protection features of
the various anti-virus products are (i.e. how good they are at protecting against new/unknown
malware) without Internet access against completely new (0-day) malware. A high proactive

detection/protection rate must be achieved with a low rate of false alarms.

The following products showed the highest proactive protection rates in the 2013 test: Bitdefender
(97%, few FPs), Kaspersky Lab (94%, few FPs) and BullGuard (89%, few FPs).

AWARDS

A (o)
‘&5’22‘552‘21}’ Bitdefender

Av %omm \)
MALWARE
\i’z‘;g Y Kaspersky Lab

Av PROACTIVE
MALWARE
3::'532 BullGuard

For details and full results of the 2013 File Detection tests, please click the link below:

http://www.av-comparatives.org/retrospective-test/

- m
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Malware Removal winners

A very useful ability for an anti-virus program is removal of malware which has already infected a

system.

In this year’s test, seven products received the Advanced+ award, the very best of these being
Kaspersky Lab, Bitdefender and AVIRA:

AWARDS

/
AV |
' Kaspersky Lab

Av VV/ ::::c:f
zm Bitdefender

AVIRA

For details and full results of the 2013 Malware Removal test, please click the link below:

http://www.av-comparatives.org/removal-tests/

- m
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Anti-Phishing Protection winners

Phishing websites attempt to steal money from their victims without making any changes to the
computer or device being used to access them. A security product that warns of known/suspected

phishing sites can protect the user from fraud.

The products with the highest blocking rate of phishing websites were ESET, Kaspersky Lab (99%),
Bitdefender, Trend Micro, McAfee (98%) and Fortinet (97%).

AWARDS

ESET, Kaspersky Lab

vaHISHING\

PROTECT]OLy

Bitdefender, McAfee, Trend Micro

Fortinet

For details and full results of the 2013 Anti-Phishing test, please click the link below:

http://www.av-comparatives.org/anti-phishing-test/

_16_ m
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User-Interface Review Section

The program reviews in this section do not have any effect on the awards. They are intended to give
users an idea of what each program is like in everyday use. We hope that this, together with the
results of the tests, will help readers find a security program that meets their needs; nonetheless,
we strongly recommend potential buyers of any of the programs in this report to evaluate the
software themselves by using a free trial version. Other factors that should be considered before

purchase include compatibility, price and technical support.

The programs were tested for this year’s review on a Lenovo ThinkPad Twist 3347 running Windows
8 64-hit. This is a hybrid device; it is essentially a normal ThinkPad laptop, with a touchscreen
display that can be rotated through 180° and folded back over the keyboard, effectively
transforming the device into a tablet. This allowed us to test suitability of the programs for use

with a touchscreen device.

Whilst we assume that the vast majority of our readers are computer enthusiasts or professionals,
the user-interface review primarily considers how easy each program is to use for non-expert users.
Our Real-World Protection Test demonstrates that in some cases, a security program will only
protect the PC if the user makes the right decision - it is possible to allow the malware to run.
Additionally, if a program is out-of-date or a protection component is disabled, the computer will
not be protected unless the user is made aware of the problem and provided with a simple means of
rectifying it. We thus feel that if a security program is to provide effective protection for the
average user, it must either carry out actions automatically, or make it clear to the user what needs
to be done, without requiring any decision-making or specialist knowledge. We hope our feedback
will be helpful to vendors in optimising their products. Equally, we are sure that many of our
readers will provide IT support for non-expert family members, friends and customers, and we aim

to help them decide which products will be easiest for their supported users to operate.

Our everyday-usage report looks at the following aspects of the security programs in our tests:

e Are essential functions and information easy to find in the user interface? We look for system
status, scan, update (where applicable), subscription status (where applicable), help and logs.
* Does it warn appropriately in the event that the real-time protection or firewall (where

applicable) is disabled, and make it easy to rectify this?
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e Windows Action Center: does it register appropriately, disable Windows Defender, and allow
Action Center to display its normal warnings if firewall (where applicable) or antivirus
components are inactive?

e Standard-User Access: can protection be disabled with a non-administrator account?

e Malware alerts: Does the program show clear and appropriate warnings when threats are found?
We use the AMTSO? Drive-by-Download, PUP, Cloud Protection and Phishing Tests, in both
Desktop and Modern Modes of Internet Explorer. Please note that this is NOT a detection test,
and we do not consider it a fault if a program does not recognise all of these tests. If available,
we include a screenshot of a user-dependent decision from AV-Comparatives” most recent Real-
World Protection Test. We also check the reaction of the program’s real-time protection when it
discovers real Wildlist malware on a USB flash drive.

e Touchscreen use: can the most basic functions be carried out on a touchscreen device? We try
to run an update, scan a flash drive, dismiss a malware alert, and reactivate real-time
protection after this has been disabled, using a finger.

e Help: We look for a local help function, online knowledge base, and downloadable manual.
Where a search function is available, we search for instructions on scheduling a scan and

setting scan exclusions.

2 http://www.amtso.org/feature-settings-check.html
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AhnLab V3 Internet Security

Note: AhnLab V3 was reviewed on Windows 7
Installation and interface

The only installation options are the
installation folder location, and whether to
install Ahnlab's own firewall. We found setup
to be quick and easy.

AhnLab V3 Internet Security 8's main program
window consists of a left-hand menu column,
and a larger main pane on the right. The title
bar also includes Settings, Update and Help
buttons. There is an overall status display,
although this is only in the form of one word
in small text at the top of the main pane,
reading either “Secure” or “Attention”.
Clicking on “Attention” opens the protection
settings dialog, from which individual
components can be activated or deactivated,
or returned to the default configuration by
clicking the appropriately named button. The

-19-
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([ ST -
. e QU ?
Ahnlab Intern rity 8. =
ternet Secu ty 8.0 SETTINGS | UPDATE | HELP
Overview
System Securi
= & Security Status: Attention
Network Protection Last Scan: N/A
Content Filtering Engine Version: 2014.01.06.00
Expired After: 30 day(s) 4\ r@ Register Serial No.
E-mail Protection
System Tuning € Real-time System Scan Enabled ~
@ Network Intrusion Prevention Enabled ~
&9 Personal Firewall
Smart Scan O " System Optimization O
Scans the most vulnerable areas. Cleans up unused files and registry.
e e — | = = = =

main program window also has status lines for
3 of the individual components, namely Real-
time System Scan, Network Intrusion
Prevention, and Personal Firewall; each of
these has a little tick (checkmark) icon on
green if it is activated, or a cross on yellow if
not:

Security Status: Attention

Last Scan: N/A

Engine Version: 2012.11.13.04

Expired After: 30 day(s) 4 Register Serial No.

-

&) Real-time System Scan

@ Network Intrusion Prevention

Enabled ~

© Personal Firewal Enabled ~

Overall, we found AhnlLab V3’s program
interface to be simple and effective, although
a somewhat bigger and more obvious status
display/Fix-All button might be helpful.
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Windows Action Center

Ahnlab V3 Internet Security 8 registers in
Windows Action Center as an antivirus and
antispyware program. The suite’s own firewall
is deactivated by default, and Windows
Firewall remains active:

Security

Network firewall On
ﬁ Windows Firewall is actively protecting your computer.

Windows Update Currently not monitored

urn on messages about Windows Update

Virus protection On
Ahnlab V3 Internet Security 8.0 reports that it is up to date and virus scanning is on.
Spyware and unwanted software protection On

Windows Defender and AhnLab V3 Internet Security 8.0 both report that they are turned on.

Note: Running two or more antispyware programs at the same time can cause your computer

to run slowly.

When real-time protection s disabled,
Windows Action Center displays its normal full
alert:

‘W Turn on AhnLab V3 Internet Security 80 % X
&9 AhnLab V3 Internet Security 8.0 is turned off. Click to turn
on.
3 13:04
m nl.ab_v3... @) Untitled - Paint N pTe

% 3 .l @

Standard-user access

When we logged on to our test PC with a non-
administrator account, we were able to
deactivate the real-time protection without
any sort of hindrance. We feel that this is not
ideal, especially for a family PC.

Malware warnings

When we attempted to download the EICAR
test file, AhnlLab Internet Security blocked
the download and displayed the warning
message shown below:

-20-
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! | AhnLab V3 Internet Security 8.0

The security threats detected during Real-time
System Scan are automatically removed.(1/1)

Security Threat: EICAR Test File

[ o |

("] Do not show this message again. L

The suite reacts in the same way when
malware is discovered locally by the real-time
protection. The PUP test file was blocked
silently; the Phishing and Cloud Protection
Tests were not recognised. We felt that the
malware alert was essentially simple and
clear, although it would be clearer to write
“have been removed”.

Suitability for touch

Running an update and a quick scan are both
very easy, as big buttons are provided for
both tasks. The process for reactivating
protection when it is disabled is also very
easy to use with a finger. Scanning a flash
drive is possible, but rather more fiddly, as
the task uses controls that are definitely
mouse-oriented:

Intense Scan My Scan List

E Y coms|
+-[V] &y Local Disk (C:)

cas 8.10)

Help and Support

There is a comprehensive, 120-page manual
for AhnlLab V3 Internet Security 8 available
for download on the AhnlLab website. It has
been very professionally produced, with all
sections accessible with one click from the
contents page or Adobe Reader’s bookmarks
bar. The manual covers system requirements,
installation, configuration and maintenance.
It has been logically organised and well
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written. Our one suggestion for improvement
would be to put in more screenshots, as there
are only a handful in the entire manual.

Clicking the Help button on the program
window opens the online help function in a
browser window (there is no local help
function). The content appears to be identical
to that of the manual, although broken down
into individual pages, with an index pane on
the left, and a search function. We were
quickly able to find answers to our queries on

-21-

www.av-comparatives.org

scheduling a and

exceptions.

scan setting scan

Summary

We found Ahnlab V3 Internet Security 8 to be
largely simple and straightforward to use. The
program interface makes it easy to find
important information and functions. We
would however suggest that it would be
better to prevent non-administrator accounts
from disabling protection features.
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avast! Free Antivirus

www.av-comparatives.org

v

All shields active

My Devices

Q

Quick scan

Statistics

Settings

Firewall
Anywhere

Everything up-to-date

Access Data

Shredder

o avast! FREE ANTIVIRUS

Everything is good

AL

Browser Cleanup

Add 5 more security features to your current protection:

Software Secure
Updater

UPGRADE

u

Mobile protection

Activate all

All in avast! Premier & just for
£55:55 £29.99

Shopping

Installation and interface

avast! Free Antivirus offers a custom
installation option, which allows users to
select the sub-components of the product and
multiple UI languages, ideal for multilingual
families. The humorous Pirate Talk “language”
is included.

The system status (text and graphic), scan
function, help and logs are all easily visible in
the main program window. The manual update
function is located under Settings, which we
did not find very obvious; however, regular
updates are carried out automatically.
Subscription status is not relevant as the
program is free.

-22-

If real-time protection is disabled, the status
display changes to make this apparent. There
is a link to activate the individual component
concerned, and a Resolve All button which
rectifies any and all problems.

Resolve All

x Attention

© Some shields are off:

With the one minor exception of the manual
update function, we found the main program
window of avast! Free Antivirus to have a very
simple, clear and practical layout.
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Windows Action Center

The program registers with Windows Action

Center as an antivirus and antispyware
program:
Security
Network firewall On

@ Windows Firewall is actively protecting your PC.

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On

(&) avast! Antivirus is turned on.

Spyware and unwanted software protection On

(&) avast! Antivirus is turned on.

When the real-time protection of avast! Free
Antivirus is disabled, there is no warning from
the Windows Action Center tray icon. The
avast! tray icon does change, although by
default it is hidden from view. We feel that a
more obvious warning from one or other of
the tray icons would be better.

! 14:19
B0 0003

Standard-user access

We were able to deactivate the real-time
protection of avast! Free Antivirus using a
non-administrator account, without any
additional credentials being required. We feel
that this is not ideal, especially for a family
computer, and encourage avast! to change it.

Malware warnings
In response to the AMTSO Drive-By Download

Test, avast! produced the following warning
in Desktop Mode:

-23-
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% avast! Web Shield has blocked a harmful webpage or
file.

Object:
Infection: EICAR Test-NOT virus!!!
Process: C:\Program Files (x86)\..\IEXPLORE.EXE

More details...

http://www.eicar.org/download/eicar.com

A similar warning is displayed for the
Phishing and Cloud Protection Tests. The
Phishing Test page was also blocked.
However, the Potentially Unwanted Program
Test was not blocked, and ran without any

notification from avast! - despite the
manufacturer  officially supporting this
feature:

e
[ )
~ In case you executed this application without getting any alert,
detection of PUA (Potentially Unwanted Applications) is not enabled.
For more security feature tests, please visit:

http://www.amtso.org/feature-settings-check.html

Do you want to close this window?

When using Internet Explorer in Modern
Mode, we found that avast! displayed warning
messages in the appropriate format:

MALWARE BLOCKED X
avast! Web Shield has blocked a threat. No
further action is required.

When its real-time protection detected

malware on a flash drive, avast! displayed the
following dialog box:
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:ﬂi( avast! File System Shield has blocked a threat.

No further action is required.

Object: C:\..\Odac8bb73e94f07d2677e52dd711d¢
Infection: Win32:LockScreen-TP [Trj]
Action: Moved to chest

Process: C:\Windows\explorer.exe

The threat was detected and blocked when the file
was created or modified.

Report the file as a false positive

We found avast’'s malware warnings to be
clear and simple. The desktop real-time and
Modern-Mode messages state “No further
action is required”, which is particularly
reassuring.

Suitability for touch

The design of the program’s main window
indicates that it is designed for use with
touchscreens, as the big buttons are
obviously very finger friendly. We also found
that the menu items on the left, and all the
controls for carrying out basic tasks (update,
scan, reactivate protection, dismiss virus
warning), worked very well with touch. This
includes scanning a flash drive, using the
Removable Media Scan option:

Q scan
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Help and Support

Clicking Help | Support in the main program
window opens a page with a variety of
relevant options, including Program Help and
FAQs. Program Help is a local service using
the traditional Windows Help interface. As
with last year's product, the pages within the
local help explain what is available on a
particular page of the program, but not how
to get there, which we feel might be a cause
of frustration for some users. At the time of
writing, we could not find a manual for avast!
Free Antivirus 2014, only for older versions of
the program, and the FAQs also appeared not
to have been updated for the new product.

Summary

avast! Free Antivirus has a very simple and
clear interface which works well in both
Desktop and Modern Modes of Windows 8, and
can easily be used with either touchscreen or
mouse and keyboard. We suggest one
improvement:  disabling the  program’s
protection should only be possible with an
administrator account.

Website: http://www.avast.com
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AVG Internet Security

¥ AVG Internet Security

s Join us on Facebook

www.av-comparatives.org

p—

Reports Support Options v

@ You are protected

]

Computer

(® PROTECTED

i
@ Scan now =

*

Web Browsing

@ PROTECTED

Mobile Apps

Installation and interface

AVG's installer has a custom installation
option, which allows selection of components
and interface languages; multiple languages
can be installed, and each user can select
their own interface language. AVG's safe
search service and browser add-on are
optional.

System status as text and icon, plus scan and
update functions, are easily accessible
directly from the home page of the program.
Subscription status, help and logs can all be
accessed from the Options menu; we did not
find this especially intuitive, and might have
expected to find help and subscription
information in the Support menu.

Identity

() PROTECTED

-

Tablet Apps
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@

Emails

(v) PROTECTED

®

Firewall

(® ACTIVE
+ More from AVG

L Protection is up-to-date

If the firewall or real-time protection is
disabled, the status display text and icon
change, and the relevant tile also shows a
warning. There is a “Click to fix it” button,
which will instantly rectify the problem:

Click to fix it
Computer: Resident Shield is disabled.

L1 * c ©)

Computer

Web Browsing
NOT FULLY PROTECTED @ PROTECTED

Identity Firewall

We find the interface of AVG Internet Security
largely very clear and simple, with the most
important functions and information clearly
displayed. Subscription status and help might
be a little easier to find.
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Windows Action Center

AVG Internet Security registers with Windows
Action Center as the firewall, antivirus and
antispyware programs:

Security

Network firewall On
AVG Internet Security 2014 is currently turned on.
ty y

View installed firewall applications

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On
BB AVG Internet Security 2014 is turned on.

Spyware and unwanted software protection On
B AVG Internet Security 2014 is turned on.

If real-time protection is disabled, Action
Center displays its normal warning message:

"W Check virus protection R X
%9 Windows Defender and AVG Internet Security 2014 are
both turned off. Tap or click to see installed antivirus
applications.

However, if the AVG firewall is disabled, there
is no warning at all from Action Center, which
continues to state “AVG Internet Security is
currently turned on”. There is a discreet
warning triangle displayed on AVG’'s own tray
icon, although by default this icon is hidden.

Standard-user access

When we attempted to disable real-time
protection whilst logged on with a non-
administrator account, a Windows User
Account Control dialog was displayed,
prompting for administrator credentials.
Unless these are entered, the protection
cannot be deactivated. We find this ideal.

www.av-comparatives.org

Malware warnings

AVG produced the following alert for the
EICAR test file:

¥4 AVG Internet Security

Threat: Virus identified EICAR_Test

Object name: www.eicar.org/download/eicar.com (More info

Threat has been successfully removed.

® show detils

The phishing test alert was similar. For the
PUP and cloud protection tests, an alert
appeared in the browser:

S,
WDangerous &I

This page on the domain amtso.org contains active threats and
is not recommended for browsing. The access to this website
has been blocked for your protection. Learn more

Return to the previous page and choose
another link [recommended)

Go Back

No alerts were shown when we used Internet
Explorer in Modern Mode. All the tests were
blocked silently. When AVG's real-time
protection detected malware on a flash drive,
the following alert was shown:

%1 AVG Internet Security

AVG blocked several threats. Please select how to deal with these threats.
v Threatname Result

x Virus found Win32/Cryptor

Inf
e:\malware4test\33ffe0e367cabd402a651a30d562b4bc8c. .. ifected

Trojan horse Startpage.QZK - a
T
e:\malware4tesi\231a36c5b796d7375873b031c3cb04C2...

Trojan horse SHeur4.BOBO T
e:\malware4test\210975a15268372c872d4471e28c013... "+

Trojan horse SHeur4.BLUQ T d
nfect
e:\malware4test\36ES3DE78CAB677CACFIF07CSSD7AE. . ecte

Tip: By right click on item in the list you can choose additional actions.

®

_26_ m
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The following screenshot comes from AV-
Comparatives’ Real-World Protection Test,
September 2013, and represents a user-
dependent case:

X { AVG Internet Security

@ AVG Detection

Threat: General behavioral detection

Object name: C:\Users\W\Desktop\boris02.exe (More info

Protect Me ([recommended)
AVG will choose the best method for removing this threat.

® Allow

Choose this action when you are sure that this detection is not threat and
you do not want AVG to detect this again (Exception will be created).

@ Show details

Please note that the default option (i.e. what
happens if the user presses Enter on the
keyboard) is to remove the threat; it is
however possible to allow the program to run.

Overall, we found AVG's malware alerts to be
very clear and appropriate. The user is always
informed whether any action is necessary or
not, and if it is, the recommended action is
clear and easy to carry out.

Suitability for touch

Both the update button and “Click to fix it”
button, used to reactivate disabled protection
components etc, are very finger friendly.
Whilst running a full scan is equally easy with
a touch screen, scanning a flash drive
involved tapping a very small box in the
middle of a folder list obviously designed for
use with a mouse:

Scan specific files or folders

J

=-{78 Desktop
=-§ Computer
i - & C:\
H & D:\
&S E:\
o-u 8 7\
| =% Network
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Help and Support

The Help Contents item in the Options menu
opens a traditional Windows Help file for AVG
Internet Security. This covers a wide range of
topics, and we easily found answers to our
standard queries on scheduling a scan and
setting scan exclusions. We note that there
are links on each page to instructions for
finding the dialog box concerned, which we
find very helpful. Clicking Support provides an
option to “Visit FAQs”; this opens the FAQ
page of AVG's website. There are clear and
simple instructions here for a number of
tasks, including downloading and installing
the program; this includes a narrated video of
the entire process. Other articles for simpler
tasks, such as uninstalling the AVG Nation
browser add-on, are illustrated with
screenshots.  Finally, AVG  produce a
comprehensive 127-page manual for Internet
Security 2014. This covers installation,
configuration and use of the product. It is
clearly written, well illustrated with
screenshots, has a clickable index page and
has been bookmarked. Overall, we would
describe AVG's help services as excellent.

Summary

Once again, AVG has produced a very user-
friendly security suite. We liked the choice of
components and languages in  the
installer/uninstaller, and the program window
makes the most important functions very
accessible, in most cases for touchscreen use
too. Malware alerts are very clear and
reassuring. Comprehensive and practical help
features complete the suite. Our one
significant suggestion for improvement would
be to enable an Action Center warning if the
firewall is disabled.

Website: http://www.avg.com
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Avira Internet Security Suite

(2
File View Extras Update Help

Z\'[1:7) Avira Internet Security Suite
| @ stws |

ION V Your computer is secure
STmEETS All services are working correctly

Real-Time Protection

PC Protection Internet Protection

Firewall

Web Protection
Real-Time Protection n .

Mail Protection o Firewall

£ Scan system F o Web Protect

S Al
Sodial Networks Last scan: Not performed

Mail Protection
I ION £ startupdate o
Android Security Last update: 15/11/2013

= Safe Browsi
Quarantine Your evaluation license is activated ~ 15/12/2013 =1

=
Scheduler e Buy P n

Reports
Events

i I @

Need the help of a security expert?
o Visit Avira Experts Market

Installation and interface When the firewall or real-time protection is

disabled, the text and icon of the status
A custom installation is available as an display change accordingly, and a “Fix
option; this allows components to be Problem” button appears, which will rectify
selected. the situation:

System status is clearly displayed in the form

. Ylm.l‘u»m[m\m is not secure s/‘ Fix problem

of text and icon at the top of the program W et =
window. Scan and Update functions, along o protection [ et Protacion

with subscription information, can be found R ——p- m -

in the main pane of the window; logs
(Events) are accessible from the left-hand
pane, and help functions are available from
the Help menu at the top of the window.

We note that the controls marked FireWall in
the interface are a convenient way of
accessing the Windows Firewall, which is used
by the Avira suite for Windows 7 and later.
Overall, we found that Avira’s program
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interface makes all the most important
functions and information very easily
accessible from the main window.

Windows Action Center

Avira Internet Security Suite registers in
Windows Action Center as an antivirus and
antispyware program.

Security

Network firewall On
@ Windows Firewall is actively protecting your PC.

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On

Avira Desktop is turned on.

Spyware and unwanted software protection On

Avira Desktop is turned on.

If real-time protection or the firewall is
disabled, Action Center displays its normal
alert:

QX

Windows Defender and Avira Desktop are both turned
off. Tap or click to see installed antivirus applications.

\% Check virus protection

Standard-user access

When we attempted to disable real-time
protection or the firewall whilst logged on
with a non-administrator account, we were
confronted with a Windows UAC prompt,
demanding administrator credentials. Unless
these are entered, the settings cannot be
changed, which we find optimal.

Malware warnings

When we accessed the EICAR Drive-by-
Download Test page using Internet Explorer in
Modern Mode, the following alert was
displayed:
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Web Protection detected a virus or an
unwanted program

A similar “Windows Modern” warning was
shown for the Cloud Protection Test and PUP
tests; in addition, the PUP Test also showed a
warning page in the browser:

Warning

In order not to compromise your security, this page will not be
accessed

A virus or unwanted program was found in the HTTP data of the requested page.

Requested URL: http://www.amtso.org/uploads/PotentiallyUnwanted.exe
Information: Contains virus patterns of software PFS/Amtso-Test

Need some help with this waming? Click here to ask an Expert.

The same type of warning page was also
shown for the Phishing Test page. Avira
Internet Security Suite makes full use of
Windows 8's notification system to inform the
user of all malware/phishing detections when
surfing the web in Modern Mode, which we
find excellent. These alerts do not inform the
user whether any further action is necessary,
however.

In Desktop Mode, the following type of
warning was shown for the EICAR Drive-by-
Download and PUP tests:

A virus or unwanted program was found!
What should happen now?

Detections

Object
http: /fwww.eicar.org/download/eicar.com Eicar-Test-S

Virus information

Please select the action to be performed.
Deny access v
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If the user does not take action within 10
seconds, the default action (deny access) is
carried out. A different type of alert was
displayed for the Cloudcar file (Cloud
Protection Test) and real-time detection of
malware on a flash drive:

Security Alert

u Date/Time: 15/11/2013, 10:29:54

Type: Detection

Access to file
'C:\Users\Test\Downloads\doudcar (1).exe'
containing the virus or unwanted program
TR /CloudCAR -Testfile (Cloud)' was blocked.

You can remove the file or get more
information about the problem.

If you don't know what to do, there are
experts to help you!

Get expert help
[ Remove ][ Details ]

We feel that the second type of alert message
is better, as the default action is to remove
the threat; other actions are only available by
clicking Details. In both cases, we feel the
message (box) could be simplified somewhat,
to be clearer to non-expert users.

Suitability for touch

Updating the program and reactivating the
protection if disabled are both easily
performed on a touchscreen. Malware alerts in
Modern Mode use Windows 8 notifications,
which are very finger friendly. Only scanning
a flash drive turned out to be rather fiddly on
a touchscreen, as the item has to be selected
from a list that was designed for use with a
mouse:
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,Oq.+ &

D Local Drives

£} Local Hard Disks

@

ﬁ; Windows System Directory

E5) Complete system scan

< Quick system scan

#5 My Documents

5 Active Processes
+)-4&} Scan for Rootkits and active malware
#-{] Manual Selection

Help and Support

The program’s Help menu contains the entry
“Download Manual”, which would appear very
convenient. Unfortunately, the link leads to
the page for the previous version — we would
encourage Avira to rectify this. The correct
manual is in fact fairly easy to find on the
website. It is very comprehensive at 238
pages, and covers all aspects of installing,
configuring and using the suite in detail.
There is a clickable contents page and the
document has been well bookmarked and
illustrated with screenshots. A traditional
Windows Help file is also available, with
similar content to the manual. We were easily
able to find answers to our queries on scan
exclusions and scheduling a scan.

Finally, there is an online knowledgebase.
This displays about a dozen FAQs and has a
search function for other questions. This
enabled us to find very brief, unillustrated
instructions on setting scan exclusions, but
unfortunately drew a blank with “Schedule
scan”.

Overall, we would describe the help features
of Avira Internet Security Suite as very good.
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Summary

Avira’s program interface makes all important
features and information easily accessible.
Malware warnings appear in Modern Mode as
well as Desktop Mode, and comprehensive
documentation is provided. Suggestions for
improvement are only very minor: simplified
alerts in Desktop Mode, and more finger-
friendly flash-drive scanning.

Website: http://www.avira.com
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Bitdefender Internet Security

Bitdefender Internet Security

You are currently protected
Last scan: never
Last update: today

ANTIVIRUS

@ B

ScanNow

PRIVACY

Bitdefender

Installation and interface

Installation is very simple, with installation
folder location and proxy settings being the
only options.

System status, update, scan, subscription
status, help and logs (Events) are all clearly
displayed on the home page of the program
window.

If the firewall or real-time protection is
disabled, the text and colour of the status
display change to show a warning:

Configure

www.av-comparatives.org

Events

Settings Autopilot

L -~

FIREWALL UPDATE

ol

an "

Manage adapters Update Now

Help & Support ' 2

Clicking anywhere in the status display are
opens a “Fix All” dialog box, from which the
protection can be reactivated with a single
click.

We feel the Bitdefender Internet Security
makes all essential features and information
very easily accessible.

Windows Action Center
Bitdefender Internet Security registers with

Windows Action Center as an antivirus and
antispyware program and firewall:
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Security

Network firewall On
Bitdefender Firewall is currently turned on.

View installed firewall applications

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On

Bitdefender Antivirus is turned on.

Spyware and unwanted software protection On

Bitdefender Antispyware is turned on.

In the event that real-time protection is
disabled, no warning at all is shown by Action
Center. However, if the firewall s
deactivated, the normal alert is displayed:

¥ View firewall options N\ X

V&9 \indows Firewall and Bitdefender Firewall are both
turned off. Tap or click to see available options.

We feel that real-time protection is very
important, and that an Action Center warning
should be displayed if it is not working.

Standard-user access

When we logged on to our test PC with a non-
administrator account, we found that the
controls used to deactivate protection
components had been greyed out, meaning
that protection could not be disabled. We
find this ideal.

Malware warnings

We found that Bitdefender Internet Security’s
reaction to the AMTSO Feature Settings Test
were identical for both Modern and Desktop
Modes of Internet Explorer. The EICAR Drive-
by-Download test is blocked silently, i.e. no
alert is displayed. When we attempted to
download the PUP test file, the web page was
blocked with this alert:

-33-

www.av-comparatives.org

Bitdefender blocked this page

Take me back to safety

| understand the risks, take me there anyway

The Cloud Protection Test is not supported,
the file is downloaded and no alert is shown.
We were surprised to find that we were able
to open the Phishing Test page without any
warning being shown, as Bitdefender is
shown amongst the manufacturers supporting
this test.

When malware was detected on a flash drive
by Bitdefender's real-time protection, the
following dialog box was displayed:

CHOOSE
ACTIONS

PERFORM SCAN

Antivirus Scan - Device Scanning

Results Summary

The results for the current scan are shown below.
Solved issues: 0

Ignored issues: 0

° Please decide how to deal with 39 threats affecting 39 objects.
e

cify an action to take for all items or select an action for each item: Choose Action - All Items ~

ch

issue lef

Che ms
{Take proper actions
1 issue left (no action was taken) {Delete
Take no actio;
1issue left (no action was taken) GOTE EGT - TS Teerm

Gen:Variant.Graftor £1z0b.20591 1 issue left (no action was taken) Choose action - this item

We note that the user is required to take a
decision, and that there is no default or
recommended action. One of the options is

“Take no action”. We feel that a better
setting would be a default safe option such as
quarantine, with the user required to click a
single button (at most) to neutralise all
potential threats.

We feel that the alert shown for the PUP test
is clear, and provides a very obvious safe
default action. Otherwise we would suggest
that  Bitdefender's  alerts could be
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improved/configured to work with the AMTSO
tests.

Suitability for touch

Updating malware signatures is very easy, as
there is a big, finger-friendly button on the
home page. Scanning a flash drive, is much
more fiddly on a touchscreen. The screenshot
below shows the drive selection dialog, which
was obviously designed for use with a mouse:

Configure Scan Options

:EH[a Advanced

Scan name: Custom Scan
Scan targets

B || /s My Computer
_}C:
=g
b

CazZ:

The only malware warning that we saw in
Internet Explorer's Modern Mode was easy to
dismiss, as it is a big button in a web page.
Reactivating disabled protection is also easy
to do with a finger.

Help and Support

Clicking the Help & Support Llink in the
program window opens the program’s own
Help window:

Bitdefender Help & Support

Getting started

Antispam
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This functions as a front end for Bitdefender’s
html-based local help files. Users can click
the links to specific topics in the lower part
of the window, or use the search box at the
top to look for specific terms. Using this, we
were able to find out how to set scan
exclusions, but our search for
schedule/scheduled scan drew a blank. The
instructions for managing scan exclusions
were simple and clear, although we could not
find any screenshots (other than icons) in
any of the instructions.

Additionally, the Support pages of the
Bitdefender website include instructions for
various tasks. The section on adding
exceptions had similar instructions to the
local help files, but very well illustrated with
screenshots. We also found instructions for
scheduling a scan, easily located with the
search box at the top of the page. Again, the
instructions included abundant screenshots.

Overall, we would describe Bitdefender’s help
facilities as good.

Summary

We found Bitdefender Internet Security’s
interface to be clear and simple, making it
largely easy to use. Help functions are good.
However, we feel there is some room for
improvement with malware alerts.

Website: http://www.bitdefender.com
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BullGuard Internet Security

BullGuard'mg intemet security

www.av-comparatives.org

<> Update QSettings a i) 4

Antivirus (v Firewall (v Backup (V) Vulnerabili
Realtime Protection is on BullGuard Firewall is on 0.0 GB used out of 1GB No vulnerabilitie
found.
(000
(o0
(000
Quick scan Settings Add to Backup Scan
Spamfilter @ PCTuneUp @ ParentalControl @
Spanfilter is monitoring e-mail Background optimisations are on. No profile configured
traffic.
Configure contacts ... Optimise Add Profile
Shop Support

Installation and interface

Installation is a very quick and simple affair
with no options.

Scan options are available from the button in
the Antivirus tile, and there is an update
button at the top of the window. There is a
Support link in the bottom right-hand corner
of the window, which opens the support
website for the product. We did not find it
especially easy to find logs or subscription
status; the former is found by clicking the
icon to the right of Settings, while the latter
can be found in the Settings dialog.

There is an overall system status display,
although if all is well, this is only displayed
for a few seconds when the program starts up;
the home screen shown in the main
screenshot above then appears. Each
component has its own status display in the
form of text and an icon at the top of its tile.
If the firewall or real-time protection are
disabled, the following warning is shown
when the program is started, and is displayed
until the user clicks a button:

There are severe issues affecting your computer.

Yiew report Ignore
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Clicking  “View report” shows  which
component(s) is/are disabled, and provides
an “Enable” button for each one. If the user
clicks “Ignore” on the warning page, the
warning will be displayed again the next time
the program is opened.

The home screen consists of tiles for the
individual components of the screen; these
also warn if the respective item is disabled,
and the tiles button changes to “Enable”:

Firewall
BullGuard Firewall is off

»

Enable

Antivirus
Realtime Protection is off

78

Enable

Overall, we found the interface to be good,
with the most important functions easy to
find, a clear warning in the event of a
problem, and an easy means of rectifying
this.

Windows Action Center

BullGuard Internet Security registers with
Windows Action Center as a firewall, antivirus
and antispyware program:

Security

Network firewall On

@ Windows Firewall and BullGuard Firewall are both turned on.
Note that running more than one firewall at a time can cause conflicts.

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On
(3 BullGuard Antivirus is turned on.

Spyware and unwanted software protection On
[ BullGuard Antispyware is turned on.

We note that Windows Firewall is not
disabled, but BullGuard inform us that their
firewall integrates with Windows Firewall and
does not cause any conflicts. We tried

-36-

www.av-comparatives.org

disabling Windows Firewall, and found that
BullGuard protects the PC just as when both
firewalls are running.

If real-time protection or both firewalls are
disabled, Windows Action Center displays its
normal alert:

‘W Tap or click to see anti-spyware apps * *

V&9 Windows Defender and BullGuard Antispyware are both
turned off. Tap or click to see installed anti-spyware

apps.

Standard-user access

When we logged on to our test PC with a non-
administrator account and attempted to
access the Settings dialog, BullGuard
demanded the password for the BullGuard
account used to install the program. If this is
not entered, the Settings dialog cannot be
accessed, so no protection components can
be disabled. We find this a very sensible way
of protecting the program from unauthorised
access.

Malware warnings

BullGuard's  warnings about  web-based
malware are identical for Desktop and Modern
Modes. The EICAR test file, AMTSO PUP and
Cloud test files are blocked silently, i.e. there
are no alerts, but all of the files are rendered
inoperative. For the Phishing Test page, the
same alert is shown in both modes:

ATTENTION - This site has been blocked

hitp:/Awww.amtso.org/feature-settings-check-phishing-page. htmi

For your security BullGuard has blocked access to this page
The site is listed as a malicious site that may be stealing identity information,
plant viruses on your machine or do other harmful things.

The information we have indicate that this site:

Might be used for deceptive or fraudulent purposes, such as stealing financial
or other user account information. Such sites are often designed to appear as
legitimate sites in order to mislead users into entering their credentials.

More options
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Clicking on “More Options” allows the user to
continue to the page, with the additional
warning that this is not recommended.

When we plugged in a USB flash drive
containing malware, BullGuard’s real-time
protection immediately detected the threats,
and displayed the following alert:

BullGuard'mg Scan

o Found 39 issue(s
40 Objects scanned
Started: 11/14/2013 10:03:22 AM
Total time: 00m, 05s

Readers should decide for themselves whether
they like silent blocking of web-based
malware. Clearly there is no possibility of a
user making the wrong decision, though some
people might be confused as to why their
download has apparently failed.

We found the Phishing Test page warning to
be ideal, as the option to proceed to the page
is initially hidden. The real-time protection
alert includes the Cancel option, which would
not seem ideal, although if this is clicked, the
malware is deleted on contact anyway.

Suitability for touch

Updating signatures using a touchscreen is no
problem, as there is a fairly big and finger-
friendly link for this. Reactivating protection
is not too bad, as the buttons used are more
or less big and widely spaced enough. Hitting
the Fix button on the malware-found dialog
box is also unproblematic. Whilst we note
that BullGuard detected malware on a flash
drive instantly, without any further action on
our part, running a deliberate manual scan
would be a bit tricky; the drive selection
dialog was clearly designed for use with a
mouse:

-37-

www.av-comparatives.org

m Scan Folder

+ [l Desktop
+ | Documents
=) 1M Full scan
1) ey C:
# 5 D:
3
+ O Z:
# € Network

Help and Support

The Support link in the main program window
opens the product’s online support page in a
browser. We would describe this as an online
manual, systematically going through features
and tasks, including installation. It is easy to
navigate, thanks to a contents panel on the
left-hand side of the page:

Mai Quarantine

‘‘‘‘‘‘‘‘‘‘‘‘

Our one reservation about the online help is
that we did not find it very easy to search for
a particular topic. Our standard searches for
scan exclusions and scheduling a scan turned
up a considerable number of irrelevant
results, including some in other languages.
However, we would describe the help feature
as good overall.

Summary

We regard BullGuard’s interface as clear and
easy to use. The status display and warnings
are clear, and the help feature is good. Our
one suggestion for improvement would be to
improve the search function in the Help.

Website: http://www.bullguard.com
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Emsisoft Anti-Malware

Emsisoft ANTI-MALWARE

€ Hep

@ SECURITY STATUS SECURITY STATUS -~
Malware Protection /1

‘ﬁd SCAN PC o File Guard: on d
« Behavior Blocker: on \ B

™ « Surf Protection: on
7‘ uUARAN"NE Homepage

Contact Emsisoft

[ ! Last Malware scan: 10 minutes ago m Support forum
Qs ———

X Scheduled scans: off @&l Security artides

Malware Scanner

DF

» Submit suspicious file

‘ Updates o
6 GUARD Last update: 52 minutes ago Vers'g_nfj:.llg
«” Automatic updates: on Mal-.\'la;eos;gnlas;res:
CONFIGURATION Emsisoft News Llcense’expi;es )
113 days
22 days ago:
Tell a friend and earn full How to avoid losing your hard earned money to online pur...
version credits for free! =s Subscribe to the Emsisoft Newsletter now
© 2003-2013 Emsisoft About this software .:
Installation and interface This accompanies its explanation of PUPs
(along with the option to detect them),
Emsisoft offers a number of installation which we found very well-illustrated.
options at the end of its setup routine,
including a tutorial on how to run a scan, Scan and update functions, subscription
check that real-time protection is on, and status, help and logs are all clearly displayed
how to schedule a scan. These are useful, in on the program’s home page.
our opinion. We also liked its screenshot of
Internet Explorer: There is no overall system status display. The

status of individual components is shown.
When all the Malware Protection components

s S :.‘”":""_:"'_;““‘,;,,, @c e are disabled, a Windows Action Center
L I D warning appears, but there is no additional
i - D G O W e cere warning in the program window itself, or any
e o o O A e means of reactivating all the components
EENE = ~ O - oo A AGT 75°F
s — together.
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Disabled protection components can be
reactivated by moving the mouse over the
component’s name; a link entitled “turn on”
then appears, and clicking it does precisely
that.

Malware Protection

X File Guard: off turn on
X Behavior Blocker: off

Settings

X Surf Protection: off

We feel that Emsisoft's program window
makes almost all essential functions and
information easily accessible. We suggest that
it is fine for computer professionals and
enthusiasts, but an overall status display and
Fix-All button would be better for non-expert
users.

Windows Action Center

Emsisoft Anti-Malware registers with Windows
Action Center as an antivirus and antispyware
program:

Security

Network firewall On
@ Windows Firewall is actively protecting your PC.

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On

Emsisoft Anti-Malware is turned on.

Spyware and unwanted software protection On

Emsisoft Anti-Malware is turned on.

If all three components of real-time
protection are disabled (File Guard, Behavior
Blocker, Surf Protection), Action Center
displays its normal alert, and the Emsisoft
icon also changes:

W% Check virus protection X X
\ Windows Defender and Emsisoft Anti-Malware are both
turned off. Tap or click to see installed antivirus
applications.
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However, if only one or two elements are
active, no warning is displayed in Action
Center or the Emsisoft icon. We feel that the
File Guard component is very important, and
that a warning should be shown whenever it
is deactivated, regardless of the state of
other components.

Standard-user access

Using a non-administrator account, we were
able to deactivate all the program’s
protection features without any additional
credentials being required. We do not
consider this ideal, especially if the product is
to be used on a family computer. Emsisoft
inform us that it is possible to restrict access
to the settings, either by Windows account or
by password.

Malware warnings

When Internet Explorer is used in Desktop
Mode, Emsisoft displays this alert when the
EICAR test file is downloaded:

¥ Emsisoft Anti-Malware X |

Anti-Malware has detected the
malware:

EICAR-Test-File (not a virus)
(B)

in file:

c:\users\ \appdata\local
\microsoft\windows
\temporary internet files\low
\content.ie5\jzux3t2g\eicar
[1].com

The file has been blocked and
quarantined automatically.

v
14
~
(=4
-
{7

paratives
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The following dialog box appeared when we
attempted to download the AMTSO PUP test
file:

@ EMSISOFT ANTI-MALWARE WARNING

Info Details

@ ation I found!
iexplore.exe is attempting to write data of the potentially unwanted program
potentiallyunwanted[1].exe
) Submit
What does this mean?

What do you want to do?
Suggestion:  Block and quarantine!
O Allow, but watch behavior
(O Exdude from protection (®) Quarantine

Advanced settings

The AMTSO cloud protection and phishing
page tests are not supported by Emsisoft.

There are no malware warnings shown in
Modern Mode, though they appear on the
desktop.

When the program’s real-time protection
detected malware on a flash drive, the
following alert was shown:

¥/ Emsisoft Anti-Malware X

Anti-Malware has detected the
malware:

Gen:Variant.Kazy.186389 (B)
in file:

c:\users' \desktop
\00b3d4759f4236a0d8b8091
a327a34f5a916729257bc814
d218810cf6335ed77.exe

The file has been blocked and
quarantined automatically.

(72l
0J
-
(=2
-
{7
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The following alert comes from AV-
Comparatives’ Real-World Protection Test,
September 2013, and shows a user-dependent
case:

@ EMSISOFT ANTI-MALWARE ALERT!

Info Details

e: C:\Users' \Desktop\Adobex32.exe

s: Program is attempting to manipulate other processes

What does this mean?

m| »

What do you want to do?
Suggestion:  Not available

Contacting server to request suggestion

Allow this behavior Block this behavior
Exdude from protection © Block || Quarantine
[v] Create a rule for this decision Advanced settings

——
OK

The default action, i.e. what will happen if
the user presses the Enter key, is Block.
However, we note that there is an option that
will allow the program to run.

Overall, we feel Emsisoft's malware make it
clear to the user when no further action is
needed. In cases where a user decision is
required, the default option is safe.

Suitability for touch

Updating the signatures with a finger is fine,
as there is a big button on the home page of
the program. Scanning a flash drive is not so
comfortable, as the drive has to be selected
from a dialog box that was obviously
designed to be used with a mouse:
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Browse For Folder

Select folder for scan

g Libraries A
% Homegroup

R Test

B Computer

& Local Disk (C:)

@ Micro SSD (D:)

|ems MALWARE (E:)|

malwaredtest Y
< >

OK Cancel

Reactivating disabled protection components
using a touchscreen is possible but fiddly.

Help and Support

Clicking the Help button in the program
window opens a traditional Windows Help
file. We would describe this as being much
like a “Quick Start” guide. It covers the
essentials of installing, configuring and using
the program. The text is clearly written,
although there are no screenshots. There is a
simple index, which is just a list of the topic
headings.
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The Emsisoft website has a knowledgebase
with a limited number of articles. We used its
search function to look for “Scheduled scan”;
we felt that the articles found were not
relevant (e.g. “Is Emsisoft Anti-Malware fully
compatible with other antivirus software”),
and the fact that the same answers are
displayed in German and Dutch will probably
only appeal to linguists. Overall, we would
have to describe Emsisoft’s help facilities as
basic.

Summary

We feel that confident computer users would
find  Emsisoft  Anti-Malware  perfectly
satisfactory in everyday use. For someone who
knows their way around Windows, and
antivirus programs in general, the program is
fine. Important data and functions are easy
to find, and malware warnings are good. For
non-expert users, or those with children, we
feel there is some room for improvement.
Amongst other things, an overall status
display and Fix-All button, along with
improved help facilities, would make the
program more family-friendly.

Website: http://www.emsisoft.com
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eScan Internet Security Suite with Cloud Security

Internet security suite oo

v system is secured

5@5&ﬁ] eScan Remote Support | = | "o 0000 | Toeols | Reports ‘k‘
Installation and interface is greyed out and shows “stopped”, this does
not stand out clearly, as a number of other
Installation is a very simple affair, the components, such as Mail Anti-Virus, are in
location of the installation folder being the the same state by default:

only option. We note that Windows Defender
is disabled as soon as eScan’s installer is
started.

Scan and update functions, system status,
license information, help and logs can all be
directly accessed from the menu bars at the
top and bottom of the window.

When real-time protection is disabled, the
status display text and icon change and turn
red. However, there is no Fix-All button or
similar to reactivate the protection; the user
has to figure out what is wrong and put it
right manually. Whilst the File Anti-Virus tile is secured”. Overal, we found the layout

Disabling the suite’s firewall did not produce
any sort of warning from the program itself;
the status display continued to show “System
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eScan’s new program window to be clear,
simple and finger-friendly, but we feel that a
firewall warning and a Fix-All button should
be added.

Windows Action Center

eScan Internet Security registers with
Windows Action Center as the firewall,
antivirus and antispyware programs:

Security

Network firewall On
eScan Internet Security for Windows is currently turned on.

View installed firewall applications

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On

42 eScan Internet Security for Windows is turned on.

Spyware and unwanted software protection On

4& eScan Internet Security for Windows is turned on.

When real-time protection or the firewall is
disabled, Windows Action Center displays its
normal warning, and the eScan tray icon also
shows that the program is disabled:

¥ Check virus protection N\ X

%9 Windows Defender and eScan Internet Security for
Windows are both turned off. Tap or click to see installed
antivirus applications.

RONEN

Standard-user access

If a user with administrator privileges opens
the program window in the normal way,
options  for  deactivating protection
components will be greyed out. Only if the
“run as administrator” command is selected
from the Windows context menu will these
controls be enabled. A user with a non-
administrator account who tries to run the
program as an administrator will be met with
the User Account Control dialog box,
demanding administrator credentials. Unless
these are entered, the protection controls will
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remain greyed out. This not only prevents

standard user accounts from disabling
protection, but also  ensures that
administrators cannot deactivate it by

accident. This is arguably an excellent default
setting.

Malware warnings
When we accessed AMTSOQ’s Drive-by-Download

test page in Desktop Mode, eScan displayed
the following alert:

>

eScan Malware URL Filter

Malware URL Blocked: eicar.org/download
I Add To Whitelist
With the PUP/Cloud test files, eScan provided

more information and the option to run a
scan:

eScan Virus Alert

File:

"CWsers\  \ppData

Intemet Fies\Content IES\TND 92261
[AP 4528]

Infected by Vius:

Apphcation AMTSOPUAT est A (DB)
Action Taken:

Access Dersed

\Windows\T emporay
) 1] exe™

2 Lk

Thes is & dangee  We d that you run eScan
AV Scanner to parse ol your folders and disinfect o infected
obgects.

[ DonY show this message later

“

When the program’s real-time protection
detected malware on a flash drive, a very
similar alert was shown, showing that the
malware had been quarantined.

The AMTSO phishing test page was not
recognised and no alert was shown.
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eScan does not display any alerts in Modern
Mode. The EICAR test file, PUP test file and
cloud protection test file were all blocked
silently.

The alert below was taken from AV-
Comparatives” Real-World Test, September
2013, and shows a user-dependent case:

< Advanced Proactive Alert

Access to the exacutable
C:\Users\ \Desktop\movie1080p. mky. exe
has been dersed for the following reason

Executable seems suspicious.

Allow Access | Block Access ]

We note that eScan’s default action is Block
Access, which we consider ideal, though it is
possible to allow the program to run. Overall,
we consider the malware alerts displayed by
the program to be good.

Suitability for touch

We found that all our basic tasks could be
carried out on a touch screen without any
difficulty.

The scan options are presented as text links,

but these are well spaced-out and so easy to
operate with a finger:

Scan memory, registry and services

Scan computer

Scan USB Drives

Scan CD-ROM

Custom Scan
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Updating and reactivating protection use
similar text links. We note that both the
above tasks require the program to be run as
administrator.

Help and Support

Clicking the Help button provides links to a
variety of support-related options, including
Online Help. Clicking this opens the program'’s
help web page, which provides an
introduction to the program’s main window.
We found this to be rather limited in its
scope, but the page also includes a link to
the User Guide, a comprehensive 144-page
manual in PDF format. This covers
installation, configuration and use of the
product in detail. It has been well illustrated
with screenshots, is bookmarked, and has a
clickable contents page, making it easy to
find the right page quickly. Using Adobe
Reader’s search function, we were able to find
instructions on scheduling a scan very easily,
although we could not find any reference to
scan exclusions.

Overall, we would describe the help features
as good.

Summary

We found the new interface of eScan Internet
Security to be clear, simple and modern, and
very suitable for touchscreen use. Malware
alerts are good, and we liked the fact that the
program must be opened using “Run as
administrator” in order to disable protection.
The manual is also largely very good. A minor
suggestion for improvement would be a Fix-
All button to reactivate any disabled
protection components.

Website: http://www.escanav.com
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ESET Smart Security

(e)
ESETSMART SECURITY 7

www.av-comparatives.org

Maximum protection

Frequently used

Basic overview

Installation and interface

We installed ESET Smart Security 7 from the
1.5 MB downloader file, which was very quick
and simple. The full installation packages
include additional setup options.

At the end of the installation process, a
dialog box asks whether the current network
should be regarded as private or public:

Q Run Smart scan

€5 Statistics

¥Y ESET Social Media Scanner
#4 Enable Gamer mode

License valid until: 31/01/2014

© ESET Smart Security status: Protection active, no background
jobs using system resources

ESETSMART SECURITY 7

o New network connection detected

Select protection mode for this network:

Subnet: 10.1.0.0/ 255.255.0.0
DNS extension:  Cisco
SSID connections: darkside

Public network

g’ Select this option if you are connecting to a public Wi-Fi, e.g.
at a cafe, at an airport or in a hotel. The public mode makes
your computer invisible to other computers in the network.

Home/work network

/\3 Choose this mode if you are connecting at home or at work.
[ [ In this mode, your computer will be visible to other

computers in the network.

You can decide for a different mode for this network later in the Setup section.

Show Advanced setup
Cancel

Search ESET Knowledge Base | www.eset.com
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We selected “Home/work network”, in
accordance with the pre-existing Windows
Firewall settings.

System status, subscription status, scan and
update functions and help are all directly
accessible from the program’s home page.
Logs can be found by clicking Tools in the
menu panel on the left.

If the firewall or real-time protection is
disabled, the status display changes to show
this. There is a text link which can be clicked
or tapped to rectify the problem:

A Maximum protection is We
not ensured
-~ A

Antivirus and antispyware protection disabled

Some of the antivirus and antispyware protection modules were disabled by the user.
Complete protection can be enabled here: Start all antivirus and antispyware protection

modules.

At the time of testing, we noted that clicking
this link will reactivate all protection
components except for phishing protection.
However, ESET inform us that this will be
rectified in an update early in 2014.

In terms of the user interface, we feel that
Smart Security 7 has retained all the
simplicity and ease of use found in the
previous version of the program.

Windows Action Center
Smart Security registers in Windows Action

Center as a firewall, antivirus and antispyware
program:

T

www.av-comparatives.org

Security

Network firewall On
ESET Personal firewall is currently turned on.

View installed firewall applications

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On

ESET Smart Security 7.0 is turned on.

Spyware and unwanted software protection On
ESET Smart Security 7.0 is turned on.

If the ESET firewall is disabled, Action Center
displays its normal warning. If real-time
protection is disabled, ESET displays its own
similar warning:

& ESET Smart Security R X
Your system is exposed to risk. For more information,
click on this notification.

Standard-user access

If the user is logged on with a non-
administrator account, administrator
credentials have to be entered at the AUC
prompt before any protection components are
disabled. We find this ideal.

Malware warnings

The following alert was shown when we
accessed the AMTSO Drive-by-Download Test
page in Internet Explorer's Desktop Mode:

Threat found
Eicar test file
connection terminated - quarantined @

This warning was displayed for the PUP test
file:
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&R

Object: http://www.amtso.org/uploads/PotentiallyUnwanted.exe

Threat: Win32/PUAtest.B potentially unwanted application

Threat was detected upon access to web by the application: C:\Program Files (x86)
\Internet Explorer\iexplore.exe. Please submit this object to ESET for analysis.

Why is ESET detecting this file?

Disconnect No action

¥) Show advanced options Search ESET Knowledge Base | www.eset.com

We note that there is a “No Action” option;
however, when we clicked this, we were still
unable to run the file.

Attempting to download the Cloud Protection
Test file produced a similar Modern-Style alert
to the EICAR test. The Phishing Test page was
blocked with the following warning:

ESET SMART SECURITY

A Potential phishing threat

This page is identified as a phishing page. Show URL

Phishing pages often look similar to pages of known banks or other trusted institutions in
order to acquire personal information such as usernames, passwords or credit card
details. You are not advised to proceed to this page.

= Learn more about phishing
= This page is not a phishing page

€ GoBack Proceed to the site

Open ESET KnowledgeBase = www.eset.com

Using Internet Explorer in Modern Mode, we
found exactly the same alerts as above. In our
test, we did not see a warning for the PUP
test in Modern Mode, only when switching
back to the Desktop.

When ESET's real-time protection detected
malware on a flash drive, the following
Modern-Style alert was shown:

®

We found most of ESET’s malware warnings to
be excellent. The Modern-Style alerts work
identically in Desktop and Modern Mode, and

Threat found
Win32/Spy.Zbot.ZR trojan
cleaned by deleting - quarantined
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make clear that the computer has been
protected. Only the PUP Test warning was
imperfect, as it can only be seen in Desktop
Mode. We suggest a Modern-Style alert
showing that the download has been blocked
would be ideal.

Suitability for touch

Although the design of the user interface pre-
dates Windows 8, ESET Smart Security turns
out to work very well with a touchscreen.

Running an update is very easy, as two big
buttons are used. The suite prompts the user
to scan a flash drive when it is inserted, and
this can be used to scan the drive with a
single tap:

ESETSMART SECURITY 7 x

4 '-\ New device detected
USB Storage (E:\)

=» Scan now

=» Scan later

= Setup...

[_] Always use the selected option

Additionally, a flash drive could be scanned
easily by tapping “Computer Scan” and then
“Removable media scan”. The Windows 8
Modern-Style malware alerts are easily
dismissed with a finger, and the link in the
status display used to reactivate protection is
also easy to tap.

Help and Support

There is a comprehensive 180-page manual in
PDF format covering all aspects of installation
(both installer types), configuration and use
of the product. It has a clickable contents
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page and appropriate bookmarks, making it
easy to navigate. It is also well illustrated
with screenshots.

There is a local help function in the form of a
traditional Windows Help file. This is
searchable, and we easily found answers to
our standard queries on scan exclusions and
scheduling a scan. Some articles are even
illustrated with screenshots.

Finally, there is an online knowledge base on
ESET’s website. This is searchable, and
provides very good answers with annotated
screenshots:

How do | create a scheduled scan in ESET Smart Security or ESET NOD32 Antivirus?
KB Solution ID: SOLN3207 | Last Revised: October 16, 2013

Issue
+ Schedule a weekly in-depth scan of your system (recommended)
Solution
1. Open ESET Smart Security or ESET NOD32 Antivirus. How do | open my ESET product?

2. Click Tools -> Scheduler.

(€) ESET Smant Security

Tools

ESET's

we would describe
facilities as exemplary.

Overall, help
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Summary

We found the interface of ESET Smart Security
7 to be excellent. The program is, in our
opinion, very clear and easy to use, even on a
touchscreen device. Malware alerts are mostly
very simple but appropriate, and Help
functions are outstanding. A very minor
suggestion for improvement would be to
implement a Modern-style alert for potentially
unwanted programs.

Website: http://www.eset.com
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Fortinet FortiClient

g '.\
., FortiClient
/ This computer is protected by FortiClient software

AntiVirus

www.av-comparatives.org

FEERTINET

e et e of Realtime Protection Enabled [Disable]

Parental Control
Parental Control Enabled

Remote Access

No VPN Connected

Database is up-to-date

0 Threats Quarantined

0 Real-time Protection events

| Exclusion List

@ Weekly Scan at 18:30 on Monday

Last Scan: Never Scanned Last Update: 14/11/2013

w ,o Scan Now = cfj Update Now

About the program

Fortinet FortiClient is principally intended for
use in business networks, so its interface etc.
may differ from programs aimed at the
consumer market. In the second Real-World
Protection Test this year, the program was
tested in conjunction with a FortiGate
appliance, which  provides cloud-based
behavioural analysis.

Installation and interface
Installation is very quick and simple, the

location of the installation folder being the
only option.

System status is shown clearly as text and
graphic at the top of the program window.
Scan and update functions have very obvious
buttons, while help is available from the Help
menu. Logs can be seen by going into the
Settings and exporting the log as a text file.
We could not find a means of accessing
subscription information from the program
window, though this is perhaps not surprising
considering the product is intended for
business use.

-49-

AV

comparatives



Summary Report 2013

When real-time protection is disabled, both
the text and icon in the status display change
to warn the user:

" FEIRTINET.
Attention

Virus Protection is disabled

5
('
AntiVirus
A Real-time Protection Disabled
0)

x Real-time Protection Disabled [Enable]

Protection can easily be
clicking the Enable link.

reactivated by

Windows Action Center

FortiClient registers as an antivirus and

antispyware program in Windows Action

Center:

Security

Network firewall On
@ Windows Firewall is actively protecting your PC.

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On

FortiClient AntiVirus is turned on.

Spyware and unwanted software protection On

FortiClient AntiVirus is turned on.

If real-time protection is disabled, Action
Center displays its normal warning:

Check virus protection N X

J Windows Defender and FortiClient AntiVirus are both
turned off. Tap or click to see installed antivirus
applications.

Standard-user access

If a non-administrator account is used to log
on to the PC, the Disable link is not shown,
meaning that real-time protection cannot be
disabled. We find this ideal.
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Malware warnings

FortiClient produced very consistent warnings
for all of the AMTSO tests, i.e. Eicar Drive-by-
Download, PUP, Phishing and Cloud
Protection, in both Desktop and Modern
Modes of Internet Explorer. In all cases, the
page/download is blocked, and a warning
page shown in the browser:

& Forticient 11/ Al

X

Web Page Blocked!

You have tried to access a web page which is in violation of your internet usage policy.
URL: eicar.org/download/eicar.com

Category Security Risk:Malicious Websites

To have the rating of this web page re-evaluated please submit the site on:
http://url.fortinet.net/rate/submit.php

All submitted sites would be reviewed and ratings corrected within a day or two.

When Fortinet’s real-time protection detected
real malware on a USB flash drive, the
following alert was shown:

Process: C:\Windows\E xplorer. EXE

@ Item: d:\003ac2256224636fc010c3b9643e15e0bect23e8143483b3ac:
Virus: W32/Zbot Lllte
Status: Access denied

[C] Do not show me this alert for 1 hour

v View recently detected virus(es)

We found FortiClient’s malware warnings to be
clear, with no user decisions required, and no
means of allowing a malicious program to
run. We feel the consistent use of browser-
based warnings for all web-based threats is
simple and reassuring for the user.

Suitability for touch

Updating the signatures, and reactivating
protection if disabled, can both be done
easily on a touchscreen. Scanning a flash
drive is rather tricky, as the user has to tap
the small arrow at the end of the Scan Now




Summary Report 2013

button and select Custom Scan from the
rather small menu that then appears.

Help and Support

Clicking “Technical Documentation” in the
Help menu opens the Support page of
Fortinet’s website. Here, the product manual
can be downloaded. This is very
comprehensive, at 143 pages, but is easy to
navigate, thanks to a clickable contents page
and bookmarking. It is well illustrated with
screenshots. In terms of content, it is very
much oriented towards integration into a
business network.
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Summary

Fortinet FortiClient is aimed at business users
and so some aspects of the program, such as
the manual, differ from those found in typical
consumer programs. Nonetheless, we found
the program to be easy to use on a desktop
PC, with important features easily accessible
and clear malware alerts that do not require
user decisions.

Website: http://www.fortinet.com
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F-Secure Internet Security

Ty
F-Secure’y

> status X Tools
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ﬂ Statistics

Your computer is protected

@ All security features are up to date

O

@ Last successful update check 11/11/2013 15:34

- aE»

Protecting the irreplaceable

Installation and interface

Installation is very straightforward. The only
options are the one-time choice of interface
language, and whether to join F-Secure’s
malware-data sharing scheme.

As with previous versions of the program,
clicking the F-Secure icon does not open the
main program window directly, but displays a
launcher utility above the Windows Taskbar:

o, ®
~S (g

Computer Online
Security Safety

Safe Profile F-Securev

The suite’s protection features are divided
between two separate windows, Online Safety
and Computer Security. The antivirus
component is housed in Computer Security,
shown in the main screenshot above.

System status is shown in the form of main
text, sub-text and icon. Scan and help
features are also shown on the main window,
and very basic information about threats
found can be seen on the Statistics tab. The
program can be updated manually from the
Tools tab or the F-Secure icon in the launcher
utility. We do not find either of these very
obvious  or  convenient.  Subscription
information can also be found by clicking the
F-Secure button in the launcher, and then
“View my subscriptions”.
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If real-time protection is disabled, the main
status text and icon change to show that
there is a problem; the first line of the sub-
text explains the precise nature:

Your computer is not protected

® Turn on real-time scanning

@ Last successful update check 11/11/2013 15:34

(%]

There is no Fix-All button or similar, or
instructions as to how to reactivate the
protection. The user has to re-enable the
protection manually by going into Settings.

Online Safety covers website filtering and
parental controls, and has its own window
with a similar design to Computer Security:

This user is protected

@ Harmful web sites are blocked
@ Banking protection is turned on
© Unsuitable content is not blocked

© Browsing time limits are not in use

& Settings

Protecting the irreplaceable

Users can decide for themselves whether they
like the interface spread over two separate
windows plus an additional menu that are all
started from the launcher app. A quick survey
of AV-Comparatives’ staff showed that a
majority of us would much prefer to have one
window, with an overall status display,
launched directly from the Windows shortcut.

Windows Action Center

F-Secure registers with Windows Action Center
as an antivirus and antispyware program:

www.av-comparatives.org

Security

Network firewall On
@ Windows Firewall is actively protecting your PC.

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On

< Computer Security is turned on.

Spyware and unwanted software protection On

< Computer Security is turned on.

We remain surprised that that F-Secure list
the product simply as “Computer Security”
without the manufacturer’'s name.

If real-time protection is disabled, Action
Center’s normal alert is shown, along with an
additional alarm from F-Secure:

O Computer Security

® Your computer is not protected

Turn on real-time scanning

W Tap or click to see anti-spyware apps % X

Windows Defender and Computer Security are both
turned off. Tap or click to see installed anti-spyware
apps.

) 15:42
11/11/2013

F-Secure’s own alert is persistent, and remains
open until the user deliberately closes it. We
feel this makes very clear that the problem
remains, and needs action to solve it.

Standard-user access

When we attempted to access Computer
Security’s Settings dialog, we were met with a
Windows User Account Control prompt,
demanding administrator credentials. Unless
these are entered, the settings cannot be
accessed, and so protection cannot be
disabled. We find this ideal.

AV

comparatives
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Malware warnings

When we used Internet Explorer in Desktop
Mode, the following alerts were displayed:

EICAR Drive-By-Download Test:

X

9 Computer Security

@ Harmful file was not downloaded

Computer Security removed a harmful file that it found in
your network traffic. You can continue to use your computer
normally. Infection name: EICAR Test_File.

PUP test:

ET SECURITY 2014

COMPUTER SECURITY

@ Riskware blocked

Riskware was detected in the file PotentiallyUnwanted[1].exe. Access to the
file has been blocked.

What should be done?
(® Only block the riskware
(O 1want to decide:

Help Details >>

[ ]

If the user chooses “I want to decide”,
options to delete or quarantine the program
are available. The program cannot be run,
whatever choice the user makes.

With the Cloud Protection Test, there is no
alert, but the download and the page are
blocked. When an attempt is made to access
the Phishing Test Page, the following warning
page is shown:
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Harmful web site blocked:
hittp:/Avevew. amiso.org/feature-settings-check-phishing-page-intro_htm!

Q

This web site has been reported as harmful,
We recommend that you do Not visit this web site

Sok Alow web site

M\ Home page

In Internet Explorer's Modern Mode, no alerts
are shown for the EICAR drive-by-download
test, or PUP Test, although the warnings can
be seen if one switches to Desktop Mode. In
the Cloud Protection Test, no warning is
shown, but the web page is blocked. For the
Phishing Test, the same warning page is
displayed as in IE's Desktop Mode.

When F-Secure’s real-time protection detected
malware on a USB flash drive, the following
alert was shown:

=E

= Virusand Spyware scanning

@ Virus removed

A virus was found and blocked. It was removed successfully, and you
can continue to use your computer.

The following alert was taken from AV-
Comparatives’ Real-World Protection Test,
September 2013, and show a user-dependent
case:

INTERNET SECURITY 2014

~—

-
- "
F-Secure.’g COMPUTER SECURITY

Application blocked
DeepGuard has blocked an application because it is not commonly used:

]
i) A
Application: keybex4.exe
Reason: Rare application
What should be done?
Trust the appication. Let it continue.)
© I do not trust the application. Block it permanently.

R t this lication to F-Secure...

Details >> ]

C e J
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The default action, i.e. what will happen if
the user presses the Enter key, is to block the
program. However, we note that it is possible
to allow the program to run.

Overall, we feel that F-Secure’s warnings are
very clear, and reassure the user that all is
well.

Suitability for touch

Running an update or dismissing a malware
warning are both easily done with a finger, as
big buttons are wused. We found that
reactivating protection when disabled was a
little tricky; there is a small slider button
which does not respond easily to being
swiped with a finger. Using a custom scan to
scan a flash drive is trickier still, as the
selection dialog box was clearly made to be
used with a mouse:

Browse for Folder

Select folder to scan

B Desktop
€l Network
4 Libraries
B Test
*J Homegroup
4 i;l-' Computer:
i Local Disk (C:)
¢ Micro SSD (D:)
= MALWARE (E:)
&# 2013 Summary (\\10. 1. 1.220\public\David) (Z:)
< >

Cancel

Overall, we would say touchscreen use is not
bad, but could be improved.
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Help and Support

There is a comprehensive 66-page manual
available for download from the F-Secure
website. This covers installation,
configuration and use of the product. There is
a clickable contents page, and the document
has been well bookmarked, making it easy to
get to the desired section quickly.
Unfortunately there are no screenshots. We
were able to find answers to our standard
queries on scan scheduling and exceptions,
though we had to use the specific word
“exclude” to find the latter.

There is also a local help service in the form
of a traditional Windows Help file. This gives
clear and simple instructions for basic tasks.

The help options are completed by a
searchable online knowledge base. Overall, we
found F-Secure’s help functions to be very
good.

Summary

Although the multiple-window aspect of F-
Secure Internet Security’s interface is not
everyone’s cup of tea, we found the program
largely simple and unproblematic in use. We
feel its malware alerts stand out, as they are
very clear and reassure the user. Help
functions are good.

Website: http://www.f-secure.com
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G Data Internet Security
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G Data InternetSecurity 2014

SecurityCenter

Your system is protected!

@ Real time protection: ~ Active (all modules)

@ Idle scan: Paused
@ Firewall: Standard security
@ Web protection: Enabled
@ Email check: Enabled
@ Spam protection: Enabled

License: Valid until: 18/12/2013

[;j Protect more PCs...
@ Enhance range of functions...

'@ What happens on license expiration?

Installation and interface

A user-defined installation s
allowing the user to
components to install.

available,
choose  which

System status, subscription status and the
update function are clearly displayed on the
program’s home page. Help is found in the
menu launched from the three dots next to
the window control buttons:

We did not find this very intuitive, and
suggest that a standard question-mark symbol
would be clearer. Logs can be seen by clicking
the (more obvious) clipboard icon. It is
possible to run a system scan by clicking the
“Idle Scan” text/icon and “Check Computer”.
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Virus signatures are up to date (%)

@ Last update:
@ Next update: 58 Minutes

18/11/2013

No messages

G Data. Security Made in Germany.

More scan options are available from the scan
tab (second from left) at the top of the
window.

System status is shown as text and icon in
the top left-hand corner of the window. If the
real-time protection or firewall is disabled,
this changes to show a warning; the text and
symbol of the individual component(s)
concerned also changes:

SecurityCenter

A

Your system is at risk

A Real time protection:  Virus monitor off

@ Idle scan:
& Firewall:

Paused

Disabled
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Protection is reactivated by clicking on the
name or symbol for the affected component,
and then clicking “Enable...” in the menu
that appears. Whilst this is not exactly
difficult or unintuitive, we feel that a Fix-All
button that would rectify any and all
problems at once would be quicker and more
obvious to the user.

Whilst we found G Data’s main program
window to be largely clear and effective, we
feel some small improvements, such as a
clearer icon for the help function, could be
made.

Windows Action Center

G Data Internet Security 2014 registers as a
firewall, antivirus and antispyware program in
Windows Action Center:

Security

Network firewall On
G Data Personal Firewall is currently turned on.

View installed firewall applications

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On
[ G Data InternetSecurity 2014 is turned on.

Spyware and unwanted software protection On
G Data InternetSecurity 2014 is turned on.

If the firewall or real-time protection is
switched off, Action Center displays its
normal warning:

w Tap or click to see anti-spyware apps  * X
%9 \Windows Defender and G Data InternetSecurity 2014 are

both turned off. Tap or click to see installed anti-spyware

apps.

[E— 15:51
s R

Standard-user access

When logged on to our test PC with a non-
administrator account, we were unable to
deactivate protection components without
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entering administrator credentials at a UAC
prompt. We find this ideal.

Malware warnings
Using Internet Explorer in Desktop Mode, we

saw the following alert on opening the AMTSO
Drive-by-Download Test page:

Web protection

Virus: EICAR-Test-File (not a virus) (Engine A)
Virus found while downloading content from th
Address: www.eicar.org
Status: Access denied.
< >

[ ] Do not show any more virus alerts

ook ]

With the PUP test, a similar alert was shown,
and the page blocked. The same happened
with the Phishing Test page. The Cloud
Protection Test is not recognised, and no
alert is shown.

The following alert is shown when accessing
the Drive-by-Download page in the Modern
Mode of Internet Explorer:

G Data InternetSecurity 2014
needs your attention. Please click
here.

This leads to a desktop message-box stating
that the threat has been blocked. A similar
Modern alert is shown for the Phishing Test
page, and the page itself is blocked.
Attempting to download the PUP Test file also
causes the page to be blocked with a G Data
warning overlay.
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When G Data discovered malware on a flash
drive, it displayed this alert:

G Virus alert X

An attempt was made to access an infected file.

Virus: Trojan.Generic.KDV.910512 (Engine A)

File: 0dac8bb73e94f07d2677e52dd711d6457a0486002
Directory: E:

Process: explorer.exe

< >
Action:
Disinfect (if not possible: quarantine) v
[Juseonall
| o

This gives the user a choice of actions, but
the default (Disinfect/quarantine if not
possible) is a safe option. We suggest that
the “Use on all” option might be selected by
default.

The following alert was taken from AV-
Comparatives’ Real-World Protection Test,
September 2013, and shows a user-dependent
case:

Unknown threat

boris02.exe looks like a malicious program.
G Data recommends removing the program.

Publisher: Unknown publisher
Action:
[Smpproganmdmvetowa\the v]

(Detai... ] [ ]

The default action is “Stop program and move
to quarantine”.
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We feel G Data’s malware alerts are reasonably
clear and reassuring, and where user
interaction is required, the default option is
safe.

Suitability for touch

Scanning a flash drive with G Data Internet
Security using a touchscreen is very simple,
as the suite offers to check the drive when it
is inserted:

G Virus check X

Do you want to check the following drive for
viruses?

MALWARE (E:)

Execute "automatic playback” on the port

[]Do not show this window again

[ Check now Close (18)

The “Check Now” button, and other relevant
buttons on the scan dialog box, are very
finger friendly. Dismissing the large, Modern
warning message shown in Modern Mode
when malware is discovered is also easily
done on a touchscreen. Unfortunately, the
nature of G Data’s main program window -
densely packed lines of text links to execute
commands - means that some commands are
far from ideal for touchscreen use. Running
an update and reactivating protection are
both quite fiddly.

Help and Support

Clicking the Show Help entry in the menu
opens the program’s online help service. This
is rather like an online manual, with a list of
topics in a left-hand column; clicking on one
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of these displays the contents in the right-
hand pane:

G Data Software | Navigation: aNotogics above thislevele m 6
Installation ,
Contents | Index
| Search
To enable the software to funcion properly, your computer should meet the following minimum A
requirements (depending on your operating system)
EI First steps
[EXnstaliation}  Microsoft Windows 8 / Windows 7 / Windows Vista (32-/64-bit), 1 GB of available disk space.
EIQ SecurityCenter - Microsoft Windows XP (SP2 or higher, 32-bit), 512 MB of available disk space.
B Virus protection
@@ Firewsll If your computer s or has already been protected by antivirus software, you can run the installation as
1 Backup follows. However, if you have good reason to suspect that your computer has already been infected
by a virus, itis recommended that you run a boot scan before installing the software.
[ Tuner
E Parental controls | Warning: If you were previously using antivirus software from another vendor, this should be
©1Q Data safe completely uninstalled from your computer beforehand. As aniivirus software integrates deeply within
e the Windows operating system, tis recommended that you not only run the normal uninstall for the
Autostart Manager | are but - if possible — also use the cleaning tools that the vendor provides via their online
EIQ: Settings support center.
B Logs
I FAQ: bootscan | 5P 1 - Stating th instalaion
©Q FAQ: Program Launch the installation as follows:
functions
1@ FAQ: License - CDIDVD installation: To begin the installation, place the software CD or DVD in the tray.
Questions - Software download: To start installing a version of the software downloaded from the Internet,

The instructions are clear in themselves, and
we were able to find answers to our queries
on scan exclusions and scheduling a scan.
However, we note that there are no
instructions  for  finding the  right
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configuration page in the program, which
might be a disadvantage for less-experienced
users.

Summary

We found most aspects of G Data Internet
Security 2014 to be clear and appropriate,
although some functions may take a little bit
of experimentation to find. We also feel a Fix-
All button would be a helpful addition.
Malware alerts are clear, and the default
option is always safe in cases where the user
has to make a decision.

Website: http://www.gdatasoftware.com
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Kaspersky Internet Security

Kaspersky Internet Security

Threats:

License:

P 3§ My profile

Installation and interface

Installation is an extremely simple process.
The only option is whether to join the
Kaspersky Security Network (malware-data
sharing scheme).

System status is clearly visible as text and
graphic in the main panel of the program
window, which also includes subscription
information. There are big, obvious buttons
for scan and update functions and logs
(Reports) below this, and the help button can
be found next to the window controls in the
top right-hand corner of the window.

Computer is protected

Protection components:

Databases:
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X

KASPER§KY#

Details ®

none
main components enabled
up to date

262 days remaining

Reports

=
Safe Money

Settings Support Licensing

If the firewall or real-time protection is
disabled, the text and graphic of the status
display show this clearly:

Security is at risk

Threats: none
@ Protection components: File Anti-Virus disabled
Databases: not updated recently

License:

262 days remaining

Clicking anywhere in the status display pane
opens a configuration page, from which the
components can be easily reactivated:

AV

comparatives
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@ File Anti-Virus is disabled Enable

Your computer is at risk of becoming infected, damaged, or having data stolen. We
recommend that you enable File Anti-Virus.

©

Enable ~

Protection component
Firewall is disabled

The application cannot provide complete protection of your computer. We recommend
You enable the protection component.

We would describe the layout of Kaspersky
Internet Security’s window as excellent. All
important information and functions are
displayed clearly and easy to access.

Windows Action Center

Kaspersky Internet Security registers as the
firewall, antivirus and antispyware programs
in Windows Action Center:

Security

Network firewall On
Va Kaspersky Internet Security is currently turned on.

View installed firewall applications

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On

Va Kaspersky Internet Security is turned on.

Spyware and unwanted software protection On
Vs Kaspersky Internet Security is turned on.

If real-time protection is disabled, Windows
Action Center displays its normal warning; in
addition, KIS 2014 displays its own alert:

Some protection components are
Vs P p
disabled

Kaspersky Internet Security cannot provide complete
protection. We recommend that you enable all
protection components,

Resume all

¥ X

W% Check virus protection
Windows Defender and Kaspersky Internet Security are
both turned off. Tap or click to see installed antivirus
applications.
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KIS 2014’s alert has a “Resume All” link to
reactivate protection; unfortunately, the
message box closes after just a few seconds,
meaning that the user hardly has time to
respond.

If KIS 2014’s firewall is disabled, Windows
Firewall is immediately activated, which we
find excellent. Because of this, Action Center

does not display an alert, which is as it
should be.

Standard-user access

When we logged on to our test PC with a non-
administrator account, we were able to
deactivate real-time protection without
having to enter administrator credentials. We
do not find this ideal, especially in a suite
obviously designed for family use.

Malware warnings

Using Internet Explorer in Desktop Mode, we
encountered the following alerts from KIS
2014:

With the EICAR, Cloud Protection and
Phishing tests, a warning was shown in the
browser window:

Kaspersky
Internet Security

ACCESS DENIED

The requested URL cannot be provided

URL:
http://www.amtso.org/uploads/doudcar.ex<...>
Blocked by Web Anti-Virus

Reason: dangerous URL

dlick here if you believe that the web page has been
blocked mistakenly.

Detection method: databases

Message generated at: 14:42:53
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The PUP Test file is not recognised with
default settings; this is by design.

When using Internet Explorer in Modern
Mode, we did not see any alerts when
downloading the EICAR file and PUP Test file;
these were blocked silently. For the Phishing
and Cloud Protection tests, the same web-
page alerts were shown as in Desktop Mode.

When the program’s real-time protection
discovered malware on a USB flash drive, it
deleted the threats automatically and
displayed this alert:

Va Disinfecting file
0a3e5520a7ce08ad0beb27fbbd85caed2d
2bfaeb92fb36e43314630c66ed1eec.exe,
which contains a virus
File: ..\0a3e5520a7ce08ad0beb27fobd85caed2d2bfae...

Details

The following screenshot was taken from AV-
Comparatives’ Real-World Protection Test,
September 2014, and shows a user-dependent
case. We note that it is possible to allow the
application, although the default action
(what happens if the user presses the Enter
key) is to block the program.

Suspicious activity of the application was
detected, which is similar to malware

Name hardcore- video.avi.exe

Application: c\\u..\hardcore- -wdeo.aviexe

Detected:  POM:TrojanWin32.Badexb

Close the apphcation

Allow once

Allow and add to exclusions

Cloze and remove the application

-62-

www.av-comparatives.org

Overall, we felt that malware warnings were
clear, and largely require no user interaction.

Suitability for touch
When a flash drive is inserted, KIS prompts to

scan the drive, using a very finger-friendly
dialog box:

Vs Removable drive UNTITLED (E:\) detected
You are advised to scan the drive for malicious objects.
Scan

Do not scan

Remember my choice for all removable drives

Additionally, a Removable Drives Scan can
easily be run using a touchscreen, by tapping
the big Scan button on the program’s home
page. Updating and reactivating the
protection are also easily performed with a
finger, as big buttons are used throughout.
Overall, we would say that KIS 2014 has been
well designed for touchscreen use.

Help and Support

A comprehensive 87-page manual is available
to download from the Kaspersky Lab website.
It covers all aspects of installing, configuring
and using the program. It has a clickable
contents page and has been well bookmarked,
and is illustrated with a moderate number of
screenshots. We feel that the content and
style of the document seem aimed towards an
experienced user or technician who s
providing support for users of the product,
though this is not to say that it is unsuitable
for non-experts.
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The local help service is in the form of a
traditional Windows Help file, with topics
listed in the left-hand pane and details of the
selected topic shown in the right-hand pane.
The content is clearly written and there are
even some screenshots. We were able to find
answers to our queries on scan exclusions and
scheduling a scan. We note that it is aimed at
providing context-sensitive help, i.e. it opens
at the relevant page to the area of the
program currently being used. Whilst this has
clear benefits, the articles explain how to use
a particular page of e.g. the settings, without
informing the user how to find that page in
the first place.

Finally, there is an online knowledge base,
which we feel is the best of Kaspersky Lab’s
help features. Users can browse through a list
of tasks or use the search facility to find an
answer. The articles provide very clear, step-
by-step instructions, very well illustrated with
annotated screenshots:
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3. In the Scan window, select Full Scan/Quick Scan.
4. In the right part of the window, click the Run scan button.

Y

KASPERSKYH

Full Scan
Scan files, folders, and areas of
your computer.

Custom Scan

Removable Drives Scan

| Full Scan
el

We did discover one or two links in English-
language pages which led to articles in
Russian, though we are confident that
Kaspersky Lab will rectify this quickly. Overall,
we found the help facilities to be excellent.

Summary

We found the interface of Kaspersky Internet
Security 2014 to be very clear and easy to
use, and well-suited to use with a
touchscreen. Malware alerts are largely good,
and the program warns very effectively if a
component is disabled. The online help is
excellent.  Our one  suggestion  for
improvement would be to prevent non-
administrator accounts from disabling the
protection.

Website: http://www.kaspersky.com
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Installation and interface

The single click installation of the Kingsoft
Duba 2013 is easy, even for absolute
beginners. The installer does not ask any
questions. The end-user license agreement is
already marked as read. The only option
offered is the possibility to change the
installation path.
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After the user clicks on “Install Immediately”
the installation is carried out. After the
installation, the main program window is
opened at the home page.

On the home page, Kingsoft Duba displays a
recommendation to carry out a cloud scan.
The detailed version number can be found at
the bottom of the window.

To get more information, the user has to click
the AV tab.

AV
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On the AV tab, the user can see the status of
the six engines. The icon of the local Avira
engine is greyed out. When clicking the icon
the user is told that the engine is not
installed. No security message is displayed
pointing out the non-activated engine.

Four of the other five engines cannot be
deactivated. The KVM heuristics engine can
be deactivated in the settings. When this
feature is turned off, the AV tab still shows
all non Avira-engines to be active.

When any options on the “Defensive Armor”
tab are switched off, a clearly visible message
is displayed and the colour of the Kingsoft
Duba icon in the system tray also changes
from blue to orange.

The log is easily accessible from the upper
menu bar.

Windows Action Center

In the security section of the Windows Action
Center (WAC) Kingsoft Duba registers correctly
in the antivirus and antispyware sections.
When the real-time protection is disabled, the
status is reflected correctly in the WAC.
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Standard-user access

Using a non-administrator account, the real-
time protection can be disabled without any
difficulty, which we do not find ideal.

Malware warnings

The AMTSO Eicar Drive-by-Download Test
causes Kingsoft Duba to display the following
alert:

LR

IENSRB TRAXGERES

T
BEZR: Testeicaraa

[ eicar.com

» RNBE: UEERTASTE , ARENEsSSE

No alert is shown for the PUP test.

The AMTSO cloud test file is regarded as safe
file:

=
% : 3] cloudcar (1).exe

THEIE: © s

AP AL =S

The AMTSO phishing test is not recognised.
When a flash drive with the Eicar test file is
inserted, Kingsoft Duba declares the drive to
be safe:

ze

F& : #:R760M
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However, when a context-menu scan is done
on the same drive, the Eicar file is correctly
detected:

I

=2013
W Hem

O SEFERAS . AMLUE. SRZED , FErer REESEXN0R | x
01:41 #ER il rid ing\mi i trillian.Ink
L ne
ugER HRRBQ) LN BESRETEESE  SASRUENS
sEn BE=R SR _r
Testeicar.aa o BE
s © 0O @ X 0 F2lt  BORSLRMAS  THEONRLES
] SUESRSROBESR  TEAES : 2013596.0.120716 v KSBR * UHAE

The following screenshot comes from AV-
Comparatives’ Real-World Protection Test,
September 2013, and shows a user-dependent
case:

( aJEEL4 : C\Users\User\Desktop\hardcore- -sex»video.avi.exa 3

(gi"ﬁﬁ:: .exe) ‘
<> BRIEDIREER B IHRARS ZonS At — SR ’s

1: System Protection

This file format is suspicious, it is not
recommended to run it

2: This file is disquised. It is a program with a
fake file extension. Trojans often use such a
disguise to trick users into running them. It
is recommended not to open the file.

3: Suspicious file name

4: Real file extension: .exe

www.av-comparatives.org

5: Stop the suspicious program, in order to
prevent the system being compromised

6: More actions
Firewall Settings

Kingsoft Duba 2013 uses Windows Firewall, so
this section does not apply.

Suitability for touch

Updating Kingsoft Duba on a touchscreen is
very easy, as it is done with a big, finger-
friendly button. Reactivating protection is
also easily done, as again big buttons are
involved. A malware alert can be dismissed by
tapping the X in the top right-hand corner of
the dialog - this is not very big, but is well
spaced. Alternatively, the same dialog
provides a big, easy-to-tap Scan button. Only
scanning a flash drive turned out to be tricky.
There is an option to scan USB devices, but
this did not work in our test. The custom scan
option functioned correctly, but uses a drive-
selection dialog that was obviously designed
for use with a mouse:

V HEH X
HIREREEE
X Corvper
@ Dﬁ;- Local Disk (C:)
@-(0 ¢y Micro SSD (D:)
@-(0) o Removable Disk (E:)
#-0 B Test
[#)- Libraries
[+-#& Homegroup
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Help and Support

No local manual is provided. In the upper
menu bar of the program the user finds the
options Duba Weibo Service and Feedback.
When clicking the first option, the user is
directed to a website with a list of Kingsoft
support staff that can be approached via the
Sina or Tencent Weibo service. Weibo is the
Chinese  Twitter equivalent. A  Weibo
information service may be in line with the
current Zeitgeist, but we still believe that
program settings and options should at least
be explained in more detail online.
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Summary

The Kingsoft Duba 2013 is a freeware product
with the simplest installation we have
encountered. When any option on the
“Defensive Armour” tab is changed, a clearly
visible message is displayed and the program
icon in the system tray changes its colour. We
believe that all included engines in a product
should be activated. When engines are not
installed or deactivated, the program should
at least also display a clearly visible message
on the program window and the tray icon.

Website: http://www.ijinshan.com
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McAfee Internet Security

N
W/MCAfee‘ Internet Security
An Intel Company
A Home
V Your computer is secure (no action required) e o
@ Navigation
1 © Help
L Virus and Spyware L Web and Email Data Protection and
B E Backup
Protection Protection
+/ Real-Time Scanning: On « Firewall: On
@
Schedule and run scans View firewall and anti-spam settings PC and Home
Network Tools
McAfee Updates L Your Subscription
‘ P P _l:]_ Date of your next
+ Updates: Current + Subscription: Active o
Parental Controls 09/ 1 1/ 201 3
04:00
Check for updates and view settings View details } ": Security Report

Copyright ® 2013 McAfee, Inc.

Threat Map | About Sttune

Installation and interface

The user's McAfee account details have to be
entered before installation can proceed. A
custom installation option is available, which
allows the user to select the components to
be installed.

System status, subscription status, scan,
update and help features are all directly
accessible from the home page of the
program. Logs can be accessed by clicking
Security Report in the bottom right-hand
corner, then Total Activity.
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If the firewall component is deactivated, the
status display text and icon change, and the
whole strip turns red. Additionally, an overlay
covers the lower part of the window, with a
very obvious “Turn On” button:

! Your computer is at risk

Firewall is Off

McA all prc ho can hijack your PC or steal personal information, and

Tun On

Ignore Dismiss

We feel this warns very clearly, and makes it
very easy for the user to rectify the problem.
However, when we switched off real-time
protection, red stripe with the warning
appeared, but not the overlay with the Turn
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On button. The user would have to manually
reactivate the protection in this case.

With this one exception, we found the
program interface of McAfee Internet Security
2014 to be clear and easy to use.

Windows Action Center

The suite registers with Windows Action
Center as a firewall, antivirus and antispyware
program:

Security

Network firewall On
(@) McAfee Firewall is currently turned on.

View installed firewall applications

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On
(@ McAfee Anti-Virus and Anti-Spyware is turned on.

Spyware and unwanted software protection On
(@ McAfee Anti-Virus and Anti-Spyware is turned on.

If the firewall or real-time protection is
disabled, there is only a muted warning from
Windows Action Center: the tray icon does
not change, and the non-urgent alert (“New
messages are available”) is shown some time
later. The McAfee tray icon changes to show
an alert, although Windows hides this icon by
default.

A N IR [

08/11/2013

Standard-user access

When we logged on to our test PC with a non-
administrator account, we found that the
controls for disabling firewall and real-time
protection were greyed out:

Firewall: On X
To change this setting, please log on to Windows as an Administrator.

Learn more
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This prevents standard user accounts from
disabling protection, which is as it should be.

Malware warnings

Using Internet Explorer in Desktop Mode, the
following alerts were displayed:

EICAR test file drive-by-download:

Warning: Dangerous Site

N Whoa!

Are you sure you want to go there?

K http://weew.amtso.org/feature-settings-check-drive-... may be risky to visit.

Why were you redirected to this page?

© When we visited this site, we found it exhibited one or more risky behaviors

AMTSO Potentially Unwanted Program Test
file:

’ McAfee X

You are d ing: F i exe

From: http: amtso.

AcAfee has d that your might contain viruses, spyware, and
other i prog These programs can damage your hard
drive or steal your personal information.

| Download Anyway

) Block Download

v

Aver T

AMTSO Cloud Protection:

McAfee X

e
x Potentially Dangerous Download Detected!

You are downloading: cloudcar.exe
From: http: amtso.

has that your ins viruses, spy , and other
i These prog can your hard drive or

g
steal your personal information.

| Download Anyway

) Block Download

\ J

AMTSO Phishing Test Page: the same alert was
shown as for the EICAR test file.
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Using Internet Explorer In Modern mode,
these alerts were shown:

EICAR drive-by-download test:

You have a virus
Restart your PC now so we can fix
it

Tapping this alert opens the following restart
dialog:

n Virus Detected

McAfee detected an infected file on your PC. Restart your PC so we can fix it

~ More

Restart Now 1 Restart later

WMSNGG Internet Security

The initial alert for the EICAR test file was
also shown for the Potentially Unwanted
Program Test and the Cloud Protection Test.

The Phishing Test Page was not recognised in
Modern mode; the page was displayed.

When malware was detected on a USB flash
drive by McAfee’s real-time protection, the
following alert was displayed:

McAfee detected and automatically removed a Trojan from your PC. No further action is
required

~ More

[J Don't show this alert again
OK

W/‘ McAfee internet Security
An Intel Company

We would describe McAfee’s malware alerts as
very clear. However, we note that two of
them make it easy for the user to bypass the
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warning and download the file anyway, which
does not seem ideal to us.

Suitability for touch

Updating signatures, dismissing a malware
alert in Modern mode, and reactivating a
disabled protection component are all very
finger-friendly tasks with McAfee Internet
Security; big buttons or widely spaced text
links are used throughout. When a USB flash
drive is connected to the PC, McAfee displays
the following dialog box:

McAfee is always keeping you safe by automatically checking files any time you or your
PC uses them. However, if you want to know now whether this drive is safe, you can
scan it

~ More

[J Remember my choice

1 Don't scan

W) MS(Afee Internet Security

The drive can be scanned very easily by
tapping the Scan button; viewing results and
returning to the program’s home page use
similar big, finger-friendly buttons. Overall,
we would say that the suite has been well
designed for touchscreen use.

Help and Support

The program has its own Help window,
accessible from the Help button on the home
page. This looks much like a Windows Help
file, with a list of topics on the left, details
displayed on the right, although the content
is actually online. A range of topics relating
to configuration and use of the product are
covered, and there is a search feature. We
found clear, simple answers to our two
standard queries, and we note that the
articles explain how to find the relevant
page/dialog box.
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There is also an FAQ page in the Technical
Support section of McAfee’s website. This lists
10 FAQs, mostly relating to removing existing
antivirus and installing McAfee. There is a
search function, although we did not find this
helpful. Our search for directions on
scheduling a scan produced answers
applicable to older versions of the product,
while the search for setting scan exclusions
produced 150 results, with none of those
displayed on the first page being at all
relevant. We would suggest that users are
much better served by the program’s own help
window.
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Summary

By and large, we found McAfee Internet
Security 2014 to be clear and user-friendly. It
is well suited to use with a touchscreen.
Malware alerts are clear, albeit some have
options to let the program run.

Website: http://www.mcafee.com
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Microsoft Windows Defender for Windows 8

PC status: Protected

Settings

- Your PC is being monitored and protected.

—-—

@ Real-time protection: On

& Virus and spyware definitions:  Up to date

Scan details
Last scan: Today at 07:39 (Quick scan)

Installation and interface

Windows Defender is included by default in
Windows 8, so no installation is necessary.

We would like to point out to readers that
Windows Defender in Windows 8 is a complete
antimalware  solution  (antivirus  and
antispyware), comparable to  Microsoft
Security Essentials which is available as an
add-on for earlier Windows versions.

The main program window displays the system
status in the form of text and a computer
screen icon. The Home page of the program
also includes Quick, Full and Custom scan
options, and shows the date of the last scan.
There is a help menu in the top right-hand
corner. The Update and History tabs at the
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Scan options:

O Quick
@ Full

() Custom

Scan now

top of the window can be used to access the
update feature and logs, respectively. As the
program is free, subscription information is
not applicable.

If real-time protection is disabled, the status
display changes text and icon appropriately,
and provides a very prominent “Turn On”
button to rectify this:

u Real-time protection is turned off. You should turn it on.

—

€ Real-time protection: Off
@ Virus and spyware definitions:  Up to date

-

AV

comparatives
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In our opinion, all essential functions of
Windows Defender are easily accessible, and
important information is very clearly
displayed.

Windows Action Center

Windows Defender is shown as the antivirus
and antispyware application in Action Center:

Security

Network firewall On
Windows Firewall is actively protecting your PC.
'y P gy

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On

& Windows Defender is helping to protect your PC.

Spyware and unwanted software protection On
& Windows Defender is helping to protect your PC.

As is to be expected with a product
integrated into the operating system, Action
Center shows its full warning when Windows
Defender is deactivated:

QX

‘W Turn on virus protection
V&I virus protection is turned off. Tap or click to turn on

Windows Defender.

Standard-user access

When we attempted to disable the real-time
protection using a standard user account,
Windows User Account Control prompted us to
enter administrator credentials. Without
these, the protection cannot be disabled,
which we find ideal.

Malware warnings

Windows Defender does not recognise the
potentially unwanted program/phishing/cloud
features of the AMTSO Feature Settings Test.
It does however detect the EICAR test file as
malicious. When we attempted to download
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this, in both Desktop and Modern modes, the
program displayed a Windows-8-style warning
message in the top right-hand corner of the
screen:

Malware Detected
Windows Defender is taking action to clean
detected malware.

The same message is displayed when the real-
time protection detects malware on a flash
drive. Detected items are quarantined.

We find Windows Defender’s malware alerts to
be very good. Either the malware is
quarantined automatically, or there is a
simple default action for non-expert users
which will protect the PC. Advanced users can
either recover items from quarantine, or see
details of the threat and choose a non-default
action if they want to.

Suitability for touch

We had no difficulty at all in performing most
essential tasks using a touchscreen. Running
quick or full scans, updating and reactivating
protection all use big buttons/tabs or widely
spaced text links. Dismissing the malware
warning that appears in both Desktop and
Modern modes is also a very finger-friendly
task. Scanning a flash drive is a little more
tricky, as the dialog box concerned was
definitely designed for the precision of a
mouse:
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i Windows Defender
Select the drives and folders you want to scan:

Local Disk (C:)
Micro SSD (D:)
2
[] 2013 Summary (\\10. 1. 1.220\public\David) (Z:)

OK Cancel

Help and Support

We found the local help feature, accessible
from the Help button in the program window,
provided very little in the way of instructions
on how to use the program. Searching
Microsoft’'s website for help with Windows
Defender produced a promising-looking
article, but this turned out to be relevant to
the Windows 7 version only. We suspect that
many users may be confused by the fact that
Windows Defender in Windows 7 is different
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in functionality and interface from Windows
Defender in Windows 8, whereas Microsoft
Security Essentials for Windows 7 is very
similar in functionality and interface to
Windows Defender in Windows 8. To conclude,
we would have to describe the help available
for Windows Defender in Windows 8 as
puzzling.

Summary

We found Windows Defender for Windows 8 to
be very simple and straightforward to use,
with both touchscreen and mouse/keyboard.
All important features are easily accessible
and malware notifications are excellent for
both expert and non-expert users. As the
program is so easy to use, most users will not
need much assistance; however, we feel the
help features could nonetheless be improved.

Website: http://www.microsoft.com




Summary Report 2013 www.av-comparatives.org

Panda Cloud Antivirus Free

Upgrade to PRO!

Antivirus

Secure ¢ 1111

Firewall ‘% Processes Vaccine

PRO Edition

I_b I like Panda Cloud Antivirus!

Installation and interface System status is displayed as an icon and text
on the home page of the program. Scan
Installation is very simple, but provides one options and logs are available by clicking or
page of options, including interface language, tapping the magnifying glass symbol, and the
and whether to use Panda’s recommended help function can be found by clicking the
toolbar/search service/homepage: cog-wheel icon. Subscription status and an
update function are not needed, as the
Panda Cloud Antivirus installation : program is free and cloud-based.
@ SO If the program’s real-time protection is
Select language: English
et o ettt ot disabled, the text and icon change to show
Grrse. this:

Install Panda Security Toolbar in Internet Explorer and Firefox with
aditional security tools, Web Protection and Yahoo web search.

m Antivirus

Set Yahoo as my default search provider in Internet Explorer, Firefox
and Chrome.

\/

Stopped

Set MyStart as my default home page in Internet Explorer, Firefox
and Chrome with web search powered by Yahoo.

Clicking or tapping the status display area
opens the antivirus configuration page, where
an Enable button allows the problem to be
rectified:
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Antivirus

Enable

Scan now Viruses (37)
® Spyware (1)
Other (6)
Suspicious items (1)

We found Panda’s program interface to be
very easy to use one we had got used to it,
but that its sparse use of text meant that a
little exploring was necessary at first.

Windows Action Center

Panda Cloud Antivirus Free Edition registers
with Action Center as an antivirus and
antispyware program:

Security

Network firewall On
@ Windows Firewall is actively protecting your PC.

View installed firewall applications

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On

Panda Cloud Antivirus is turned on.

Spyware and unwanted software protection On

Panda Cloud Antivirus is turned on.

Action Center’s normal warning is displayed if
the real-time protection is disabled.

W Check virus protection R X
V&9 \indows Defender and Panda Cloud Antivirus are both
turned off. Tap or click to see installed antivirus
applications.

Standard-user access

A user with a non-administrator account can
disable the real-time protection without
having to enter administrator credentials. We
do not feel this is ideal, especially if the
program is used to protect a family computer.
However, Panda inform us that the settings
can be password-protected.
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Malware warnings

When we opened the EICAR Drive-by-
Download Test page, Panda deleted the file
and displayed the following warning:

1 virus deleted

Virus chm

c:\users N \appdata Yocal \microsoft \windows \temporary
internet filesow \content.ie SVaq6fx6f\eicar[ 1].com

Panda Cloud Antivirus PANDA

We feel this makes reasonably clear that no
further action is needed.

The alert below was shown when we tried to
download the PUP Test file:

= PotentiallyUnwanted[1].exe

Infected

Details v
Restart your PC

to neutralize the item.

Restart now

Panda Cloud Antivirus

This makes very clear that the PC should be
restarted and provides a button do this easily.

We were able to download the CLOUDCAR
Cloud Protection Test file without any action
being taken by Panda. However, when we
attempted to open it, the real-time
protection deleted it.

The following alert was shown when we
attempted to view the Phishing Test page:
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Q The page has been blocked as it contains malware

infect my computer

Need expert help to solve this problem?

CALL TOLL-FREE 0.800.048.8246

Or visit the Panda Cloud Antivirus

Greater protection against unknown viruses.

We note the alert claims that the page
“contains malware or exploits”, which is not
actually correct. When we switched to
Internet Explorer's Modern Mode and opened
the EICAR Drive-by-Download test page, the
file appeared to have downloaded without
Panda having taken any action. In reality, the
file had been stripped of its content and left
as a 0 KB file in the Downloads folder. When
we returned to Desktop Mode, we found the
following alert had been displayed:

== eiaar(l].com

Contains 1 virus(es)

Details ¥
Follow the steps
to completely remove the viruses

Step-by-step quide

Panda Cloud Antivirus

Clicking “Step-by-step guide” opened a web
page, which suggests that the user may need
to contact technical support in order to solve
the problem. Panda tell us that this is a
mistake, which will be rectified in the next
version of the program.

Downloading the PUP and Cloud Protection
Test files in Modern Mode produced exactly
the same reaction from Panda as the EICAR
Test file. The Phishing Test page was not
recognised in Modern Mode.

When Panda’s real-time protection detected
malware on a USB flash drive, it deleted the
threats and displayed an alert like the one for
the EICAR test file, stating that the malware
had been deleted.
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We found Panda’s malware warnings in
Desktop Mode to be clear and appropriate.
However, it would appear that Panda have
not considered the warnings produced when
using Internet Explorer in Modern Mode. The
Phishing Test page is not blocked, and all
three AMTSO test files produce a warning in
Desktop Mode suggesting that a threat cannot
be removed and that telephone assistance is
necessary. This is despite the fact that all
three files have actually been neutralised
already.

Suitability for touch

An update function is not necessary, given
the program’s cloud-based nature. Scanning a
flash drive involves negotiating a very finger-
unfriendly dialog box:

4 [|[& Desktop
E] > My Documents
4 [ ]El Computer

[J& vLocal Disk (C:)
[J& Micro ssD (D:)
O MALWARE (E:)

[:] j 00B3D4759F4236A0D8B8091A327A34F5AS

[ Mouse.lnk

3]

Dismissing malware warnings with a finger is
not applicable, as none are shown in Modern
Mode. If real-time protection has been
disabled, it can be reactivated easily with two
taps of the finger on big buttons.

Help and Support

The help feature for Panda Cloud Antivirus
Free can be found in the menu displayed
when the cog-wheel icon is clicked. It is web-
based, and features a list of topics in a left-
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hand panel; clicking one of these displays the
details in the right-hand panel.

Description of the Panda Cloud Antivirus
main window

ion The Panda Cloud Antivirus main window is divided into several
P Collective Intelligence sections, from which you can access different areas of the
ST product.
P Protection status
D Scanning your computer
D Firewall settings
D Report and statistics
D Recyde bin
P Reinstalation / Uninstallation
n

The window is divided into three main sections:

* Antivirus

* Firewall (available if you have purchased Panda Cloud
Antivirus - Pro Edition)

* USB vaccine

BEEEEEEEE @

d VI

D F0s

We found the instructions to be simple and
clear. Aside from pictures of icons, there are
no screenshots, however. Our search for scan
exclusions very quickly found a suitable
answer; there is no facility for scheduling
scans in the program, so our second search
item was not applicable. We feel the help
function is more than adequate for a simple
free program.
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Summary

We found Panda Cloud Antivirus Free to be
very simple to use with a little practice. The
help facility is quite sufficient, and malware

alerts in Desktop Mode are clear and
appropriate. Unfortunately, no alerts are
shown in Modern Mode, but confusing

messages then appear on the desktop. We
also feel non-administrators should not be
able to disable the protection.

Website: http://www.cloudantivirus.com
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Qihoo 360 Internet Security

@ 360 Internet Security

360 is Protecting Your System!
-

Scanned active files: 0

O

/

Quick Scan

Multi-Engines: E E

Application: 4.2.2.4103(x64) Database: 2013-11-13 Update

Installation and interface

Please note that the Chinese-language version
of the program is used in our tests. We have
reviewed the English-language version here
for the benefit of English-speaking readers.

Installation is extremely quick, taking less
than a minute. There is a custom installation
option, but this only allows the installation
folder to be changed, there are no other
options.

We note that if the user clicks on 360’s item
in the Windows Programs and Features list,
and then Change/Uninstall, the program is
immediately uninstalled without any options
or even the customary “Are you sure?”
prompt.

o B

Full Scan
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Reports Seftings ¥y — X

Protected Your System

O[0[0]1 £

\
Custom Scan

m =& 0

Quarantine Process More

The main program window features a very
clear status display, and big buttons for the
scan options: Quick, Full and Custom. There is
a (rather small) update link at the bottom of
the window, and a mini menu-bar at the top
has links to Reports (logs) and the help
features; the latter menu is symbolised by a
down-arrow icon, which we did not find at all
intuitive. As the program is free, subscription
information is not applicable.

When real-time protection is disabled, the
text and icon of the status display change to
show this, and an “Enable Al button
appears, which will rectify the problem:

AV

comparatives
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Please enable all protection features!

-
S

Overall, we found the program interface to be
clear and simple; all important functions can
be accessed directly from the program’s home
page, although we would suggest that the “?”
symbol commonly used to indicate the help
function would be clearer than the current
symbol.

Windows Action Center

Qihoo 360 Internet Security registers with

Windows Action Center as an antivirus
program, but not as antispyware:
Security ®

Spyware and

software i P

4 Windows has detected that you don't have anti-spyware installed.
To help protect your PC, find and install an anti-spyware
application online. (To prevent conflicts between different
anti-malware applications, don't turn on Windows Defender.)

Find an application online

Turn off messages about spyware and unwanted software
protection

Network firewall On
@ Windows Firewall is actively protecting your PC.

Windows Update on

Windows will automatically install updates as they become available.

Virus protection On
@ 360358 is tumed on.

Spyware and unwanted software protection Not found

14 Windows has detected that you don't have anti-spyware installed. To help protect your PC, find and
install an anti-spyware application online. (To prevent conflicts between different anti-malware
applications, don't turm on Windows Defender.)

It is rather difficult to assess how Windows
Action Center reacts when real-time
protection is disabled, as it permanently
displays a warning about spyware protection.

Qihoo inform us that they make a separate
antispyware product call “360 Safeguard”,
also available free.

Standard-user access

When we logged on to our test PC with a non-
administrator account, we were unable to
even start the program without entering
administrator  credentials. It is thus
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impossible for standard users to disable the
protection.

Malware warnings

In Internet Explorer's Desktop Mode, the
following alert is shown when the AMTSO PUP
test file is downloaded:

. "X
360 Internet Security

Malware detected and deleted!

®

Malware has been deleted from computer by 360 Internet

Security, original file has been backed up to Quarantine

Object: PotentiallyUnwanted.exe

Location: ==-, Local Driver(C:)
-

File Path: C:\Users\Test\Downloads\PotentiallyUn

Threat Type: Application AMTSOPUATestA

v OK

[] Neutralize automatically, don't promote anymore.

A similar alert is shown for the EICAR test
file. Neither the Cloud Protection Test nor the
Phishing Test is recognised, so no alerts are
shown for these.

When using Internet Explorer in Modern
Mode, we did not see any alert when visiting
the EICAR drive-by-download page, but
attempting to download the PUP test file
produced the following alert:
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@ 360 Internet Security - Warning

@ve viruses are infecting your computer!

360 Internet Security needs to start the Active Virus
Removal Mode and prevent virus from continuing infecting

Virus Na...
Application AMTSOPUATest A

saravancear JN sip |

The alert shown when real-time protection
discovers malware on a flash drive is very
similar to that for the EICAR test file:

. "X
360 Internet Security

Malware detected and deleted!

9,

Malware has been deleted from computer by 360 Internet
Security, original file has been backed up to Quarantine

Object: 2f0975a152e68372¢c87¢c2d4d47fe28¢c013...
Location: ==-/ Desktop
File Path:  C:\Users\Test\Desktop\2f0975a152e68

Threat Type: Trojan.GenericKD.1145384

find muti virus in your computer, please full scan and

clean.
Q Quick Scan
v OK

[] Neutralize automatically, don't promote anymore.

The following screenshot comes from AV-
Comparatives’ Real-World Protection Test,
September 2013, and shows a user-dependent
case:
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360 NERIFIRBE

BTERADUTRBES MRRARR | ECIRNER !

&FE49 hardcore- -video.avi.exe 236022 VEFEIRES
—NERINBREF  BFhRAER. A MNRSXE  BRAFSE.

| wmomee || =@ |

The title reads “The file you are downloading
is a disquised dangerous program, it is
recommended  that you  delete it
immediately”. The sub-text with the file name
states that the file “might be a disquised
dangerous program... in order to trick users,
this program is disquised as a picture, video
or document”. We find the succinct
description of a Trojan to be excellent. The
two options are “Delete” and “Close”. Qihoo
inform us that if the user presses the Enter
key, nothing will happen. If the user clicks
“Close”, the file will be left where it is but
not executed.

Suitability for touch

Updating Qihoo 360 using a touchscreen is
very straightforward.

Reactivating real-time protection is also easy,
thanks to the finger-friendly “Enable All”
button on the home page. Malware alerts too
have big buttons suitable for touchscreen
use. Scanning a flash drive is not so easy, as
the drive has to be selected from a list
designed for mouse use:
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Please select foldersfiles to scan

[]mm Desktop

[ ) My Documents
[Ji&s Local Disk (C:)
[Jcs Micro SSD (D:)
[ MALWARE (E:)

[[] save as My Scan m

Help and Support

As far as we are able to determine, there is no
English-language help for the product. Both
links in the Help menu lead to Chinese-
language pages on the manufacturer's
website. Although the home page of the
website has a link entitled “English version”,
this only leads to a single page in English
with a company overview.
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Summary

We found Qihoo 360 Internet Security to be
largely very easy to use, with a simple
program interface and clear malware alerts.

Website: http://www.360.cn




Summary Report 2013

Sophos Endpoint Security and Control

www.av-comparatives.org

File View Configure Help

O“ © rorvard Q) Home @ Help

Anti-virus and HIPS

@
Q=
@

Status X

(9 On-access scanning: Enabled Scan my computer
@ Items in Quarantine: 0

£ Last updated: 19/11/2013
17:25:31

& Product version: 10.3

Help and information 2 Manage quarantine items

(2] Help topics

© visit Sophos website Tamper protection
@ View security information

'R Sophos technical support O

@ view product information

Configure tamper protection

Authenticate user

e

U,

t
5

n Configure updating
R

Press F1 for help

@ Configure anti-virus and HIPS
@ View anti-virus and HIPS log

@ View tamper protection log

% View updating log

Note about the program

Sophos Endpoint Security and Control is an
endpoint protection package intended for
business use. Consequently, functionality and
user interface may differ from the consumer-
oriented suites in this review. Some features,
such as status monitoring, would be
controlled centrally in a business network,
and do not necessarily need to appear in the
client software.

Installation and interface

Installation is straightforward, with minimal
options.

There is no overall system status display. The
Status box in the top left-hand corner of the
window  indicates = whether  real-time
protection is enabled or not. Buttons for full
and custom scans can be found on the home

page, along with links to various different
logs. There is also a help button on the
toolbar at the top of the window. Signatures
can be updated by right-clicking the
program’s System Tray icon:

Open Sophos Endpoint Security and Control

Update now

View updating status

~ |9 " §i 92 W

20/11/2013

Subscription information is not displayed.
Windows Action Center

Sophos registers with Windows Action Center
as an antivirus and antispyware program:

AV

comparatives
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Security

Network firewall On
Windows Firewall is actively protecting your PC.
Y P gy

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On
() Sophos Anti-Virus is turned on.

Spyware and unwanted software protection On

(&) Sophos Anti-Virus is turned on.

If real-time protection is disabled, Sophos
displays a Windows 8 Modern-Style alert in
place of Action Center’s usual “bubble”:

Scanning is disabled
Files you access are not currently being
scanned by Sophos.

©

Standard-user access

When a user logs on to the computer with a
non-administrator account, Sophos
deactivates all protection configuration
controls in the interface, so that protection
cannot be disabled. We find this ideal for
both home and business environments.

Malware warnings

The following alerts were shown for the
AMTSO Feature Settings Test in Desktop Mode:

EICAR Drive-by-Download Test and Cloud
Protection Test:

High risk website blocked S
Access to content on this website has been
blocked. @
PUP Test:
X
Threat detected.

A threat has been blocked and quarantined.

-84-

www.av-comparatives.org

Phishing Test:

High risk website blocked
Access has been blocked to "www.amtso.org/
feature-settings-check-phishing-page.html".

High Risk Website Blocked

Location: www.amtso.org/featu g

heck-phish .him!
Access has been blocked as the threat Ma/HTMLGen-A has been found on this website.

Return to the page you were previously viewing

Return to previous page |

The Phishing Test page is not recognised
when Internet Explorer's Modern Mode is
used. For the other tests in Modern Mode, and
when malware was detected on a flash drive,
the same warning was shown as for the PUP
Test (“A threat has been blocked and
quarantined”).

We found all Sophos’ alerts made clear to the
user that the threat has been blocked. We feel
the use of the Windows 8 Modern-Style alert
in both Desktop and Modern Modes is very
good, as it provides the user with a
consistent reaction.

Suitability for touch

Whilst we were able to update the signatures
using a finger, this task was definitely not
designed for touchscreen use. The same
applies to scanning a flash drive:

[0 4 Libraries

[J«& Homegroup

O B Test

4 [ Computer

i Local Disk (C:)
[ Micro SSD (D:)
[J e Removable Disk (E:)

(€M Network



Summary Report 2013

Reactivating protection was a little easier, as
the relevant links are more widely spaced. As
noted above, malware warnings all use
Windows 8’s modern format, which is as
finger-friendly as can be.

Help and Support

Clicking the Help button on the program’s
toolbar opens a traditional Windows Help file,
with various topics listed in the left-hand
pane, details of the selected topic being
shown in the right-hand pane. There is a
search function, with which we easily found
answers to our queries on scheduling a scan
and scan exclusions. We found the articles to
be clear and succinct, with details of how to
find the relevant configuration page in each
case. There is also a comprehensive 123-page
manual available from the Sophos website,
which covers all aspects of installing,
configuring and using the product. It has
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been produced to a very high standard. Not
surprisingly, it is very much oriented towards
system administrators using the product in a
business network. Overall, we found Sophos’
help functions to be very good for business
use.

Summary

Bearing in mind that it is designed for
business use, we found Sophos Endpoint
Security and Control to be well thought-out.
We particularly liked its consistent use of
simple and clear Windows-8-style malware
alerts in both Desktop and Modern Modes.
Help functions are very appropriate for its
intended use.

Website: http://www.sophos.com
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Tencent QQ PC Manager
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Installation and interface

The installation of the Tencent PC Manager is
easy, even for absolute beginners. The
installer does not ask any questions. The end
user license agreement is already marked as
read. The only option offered is to change the
installation path.
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After the user clicks on “Install Immediately”
the installation is carried out. Clicking “Start
experiencing” finishes the installation and
opens the home tab. On the home tab, PC
Manager indicates that the real-time
protection and the connection to the PC
Manager Cloud Security Center are enabled. A
green icon invites the user to carry out a
health check of the PC. In the following
health check, the computer scored only 13
health points.

After the installation is completed, Tencent
might better display a message urging a user
to carry out a health check. The standard
green icon might be mistaken as a safety
message.

AV
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On the AV tab, the status of the engines and
the real-time protection modules is clearly
visible.

The Avira engine icon displays a question
mark after installation with the message that
no local virus definitions exist. The user has
to download around 100 MB of virus
definitions.

Two of the engines and all real-time
protection modules can easily be disabled or
enabled. A deactivated engine is greyed out.
When a real-time protection module is
deactivated, a clearly visible message is
displayed on the program window and the
program icon in the system tray.

A log is available after each scan.
Windows Action Center

In the security section of the Windows Action
Center (WAC) Tencent PC Manager registers
correctly in the antivirus and antispyware
sections. When the real-time protection is
disabled, the status is reflected correctly in
the WAC.

Standard-user access

Using a non-administrator account, the user
is asked to input the admin password as soon
as the first click on the Tencent icon is made.

Malware warnings

The AMTSO Eicar test causes the following
alert to be shown:
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A similar alert is shown for the AMTSO PUP
Test:
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The AMTSO cloud test file is regarded as safe
file:

\/

FBRER

SRR . X2

=
(= doudcar.exe

The AMTSO phishing test is not recognised.

When a flash drive with the EICAR test file is
inserted, Tencent PC Manager scans the drive
but does not report anything.

(=

I uUE
v (GOODD...) FR:760M

When a context scan is done on the same
drive, the EICAR file is correctly detected.

The following screenshot is taken from AV-
Comparatives’ Real-World Protection Test,
September 2013, and shows a user-dependent
case:
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1: The following program is trying to change
startup settings, it is recommended to stop it

\4

EBNER

2: Program Name: scvh.exe

3: A suspicious program is trying to change
startup settings. Trojans often do this, to
ensure that they run every time the computer
is switched on.

4: Block (recommended)
5: Allow

6: Do not ask again for high-risk actions of
this program, block automatically

7: 0K
Firewall Settings

Tencent QQ PC Manager uses Windows
Firewall, so this section does not apply.

Suitability for touch

Updating the product and reactivating
protection are both easily done using big,
finger-friendly buttons. When a flash drive is
inserted, Tencent displays a dialog box, but
tapping this merely opens the drive in
Windows Explorer. Scanning the flash drive
manually is tricky, as the drive has to be
selected using a dialog that was designed for
use with a mouse:
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Help and Support

The program help is accessible by clicking an
icon in the upper right menu bar. The user is
directed to the Tencent Manager online help
that provides information even
understandable for users with little technical
knowledge. No local manual is provided.

Summary

The Tencent QQ PC Manager is an impressive
freeware product. We were impressed by the
integrated software management function
that reminds and helps users to keep other
installed software such as Java up-to-date.

Nevertheless, all integrated engines should be
enabled by default. When real-time protection
modules are deactivated, the program
displays a clearly visible security message on
the program GUI and the program icon in the
system tray.

After installation, the Avira engine should
already have a first set of local virus

definitions.

Website: http://quanjia.qg.com
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ThreatTrack VIPRE Internet Security

File View Help

2]
@ VIPRE OVERVIEW SCAN FIREWALL MANAGE TOOLS

Internet Security 2014

Last Scan: 05/11/2013 14:55:50 you from
Next Scheduled Scan: 1071172013 23:00:00

o SCAN STATUS  &¥ Settings VIPRE protects

new risks
every day!

PROTECTION Lk Settings
Active Protection: Enabled
Email Protection: Enabled

Social Watch

Threat Definitions: Current
Auto Patch: Not checked yet
Your subscription
will expire on:

FIREWALL £ Settings
Firewall: Enabled 26/02/201 4

Web Filter: Enabled

Installation and interface

—

Your network address has changed.
Adapter Name:

Intel(R) Centrino(R) Wireless-N 2230

IP Address:
10.1.0.0

Installation is extremely simple; the user can
change the installation folder location, and
opt out of the malware data sharing scheme.
Otherwise, just a couple of clicks are needed
to complete the setup wizard. When the
program has been installed, a dialog box
appears, asking whether the current network
should be trusted:

Network Mask:
255.255.0.0

You may have connected to a new network or your computer may have
been assigned a new IP Address. If you have connected to an
unknown network in a public place, it is recommended that you DO NOT
trust this network.

Do you want to trust this network? Show Details...

AV
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The home page of the program window shows
the status of individual components, scan and
update functions, and the subscription
expiration date. There is a Help button in the
top right-hand corner, and logs can be found
under the Manage tab.

If a protection component such as the
firewall or real-time protection is disabled,
the status text and icon for that component
turn red:

PROTECTION £k Settings
Active Protection: Disabled
Email Protection: Enabled

Clicking on the text or symbol of the affected
component opens the relevant settings dialog
box, from which the item can easily be
reactivated.

We found the design of the program window
to be clear and effective.

Windows Action Center

VIPRE Internet Security registers with
Windows Action Center as the firewall,
antivirus and antispyware programs:

Security

Network firewall On
ThreatTrack Security VIPRE is currently turned on.

View installed firewall applications

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On

ThreatTrack Security VIPRE is turned on.

Spyware and unwanted software protection On
ThreatTrack Security VIPRE is turned on.

If real-time protection or the firewall is
disabled, Action Center displays its normal
warning:
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Tap or click to see anti-spyware apps * %

+ @ Windows Defender and ThreatTrack Security VIPRE are
both turned off. Tap or click to see installed anti-spyware
apps.

Standard-user access

We were able to deactivate the real-time
protection using a non-administrator account,
without having to enter additional
credentials. We do not feel this is ideal,
especially if the product is used to protect a
family computer.

Malware warnings

Using Internet Explorer in Desktop mode,
VIPRE displayed the following alert when the
download of the EICAR test file was
attempted:

A known bad file was blocked from opening
Show Details...

View history...

Program:
eicar[1].com(Misc (General))

oo ]

Similar warnings were shown for the AMTSO
PUP and cloud protection test files, and also
for malware discovered on a USB flash drive.

The AMTSO phishing test page is
supported, and no alert is shown.

not

No alerts are shown in Modern Mode,
although they appear on the desktop.

The malware alerts that are shown make clear
that the threat has been blocked, do not
require any user interaction, and give
advanced users the chance to see more
details, all of which we find very good.
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Suitability for touch

Updating the program and reactivating a
protection component can both be done
easily with a finger. Scanning a flash drive is
much more tricky, as the selection dialog box
was clearly designed for use with a mouse:

G Select Folders to Scan

[ Desktop
~a Ubraries
3, Homegroup
R Test
4 & Computer
e Local Disk (C:)
.4 Micro SSO (D:)
V] . MALWARE (E:)
L sxi
€M Network

Help and Support

The Help button opens a traditional Windows
Help file, with instructions for everyday tasks.
There are some screenshots and hyperlinks to
other pages in some of the articles.

Clicking “VIPRE Product Support” in the Help
menu opens the product’s online knowledge
base. This at first appears to have only a very
limited selection of FAQs, but there is a
search function; with this we were able to
find clear answers to our queries on setting
scan exclusions and setting a scheduled scan.
Overall we would describe VIPRE's help
features as good.

-91-

www.av-comparatives.org

Summary

We found the interface of VIPRE Internet
Security to be clean, simple and practical.
Malware alerts are good, and the program is
largely easy to use, at least with mouse and
keyboard. We have one suggestion for
improvement: non-administrator accounts
should not be able to disable protection
features.

Website: http://www.vipreantivirus.com
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Trend Micro Titanium Internet Security

Trend Micro Titanium Internet Security

A = £

Overview PC/Mobile Privacy

www.av-comparatives.org

Protected

Safety Summary

You have access to the |atest protection.

Security Summary: 39 threats stopped
Subscription: Privacy Scanner: Scan now
Expires on 16/11/2014
2 - Social Networking Protection: On

s © |
i-i Support G Account Protect another device

Installation and interface

Installation is extremely simple, with no
decisions to be made.

System status, subscription status, scan, logs
and help functions are accessible directly
from the homepage of the program. The bar-
chart symbol (in the same cluster as the Scan
button) opens the logs. An update button is
not applicable as the program is cloud-based.

If the real-time protection is deactivated, the
text and icon of the status display change,
and an “Enable Now” button appears, which
will rectify the problem:

The feature you disabled will reactivate automatically after 30 minutes.
Rather not wait? Click Enable Now.

|
o Safety Summary

Security Summary 39 threats stopped
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In our opinion, Titanium Internet Security
makes all its important functions and
information easily accessible from the home

page.
Windows Action Center

The suite registers with Windows Action
Center as an antivirus and antispyware
program:

Security

Network firewall On
@ Windows Firewall is actively protecting your PC.

Windows Update On

Windows will automatically install updates as they become available.

Virus protection On

Trend Micro Titanium Internet Security is turned on.

Spyware and unwanted software protection On

Trend Micro Titanium Internet Security is turned on.
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If real-time protection is disabled, Windows
Action Center shows its normal warning.
Additionally, a Trend Micro alert appears,
which is displayed until the user clicks “OK”;
this is much harder to overlook than the
Action Center warning.

©

For your safety, your protection against viruses and spyware
will switch back on tically after 30 minut

? X

Protection Disabled

Disable until computer restarts

‘) TREND. Titanium Internet Security

QA X

Check virus protection ‘
\ Windows Defender and Trend Micro Titanium Internet
Security are both turned off. Tap or click to see installed
antivirus applications.

Standard-user access

Real-time protection can be disabled using a
non-administrator account without any
prompt for credentials. We do not find this
ideal, especially for a family computer.

Malware warnings
Using Internet Explorer in Desktop Mode, we
found the EICAR Drive-by-Download Test was

blocked silently. However, an alert was shown
for the PUP test:

? X
Threat Blocked

~

Although the threat named below has been stopped, it could
not be removed due to access restrictions. You should never
open or copy this file.

PotentiallyUnwanted[1].exe

]

|

|

|

i File name:
‘ More details
|

¢/ TREND. Titanium Internet Security
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A similar alert was shown for the Cloud
Protection Test. The Phishing Test Page was
blocked with the following warning:

#®) TREND. Website Blocked by Trend Micro Titanium Internet Security

® Dangerous Page

hitp//www.amtso.

Address:

ttings-check-phishing htmi

Trend Micro has confirmed that this website can transmit malicious software or has been involved in online
scams or fraud

Close This Window

(®) still want to open this page, despite the risk?

When using Internet Explorer in Modern
Mode, we again found that the EICAR test file
was blocked silently. However, for the PUP
and Cloud Protection Tests, a Windows
Modern Mode alert was shown:

Y, »

The Phishing Test Page was blocked with the
same alert as in Desktop Mode.

File Removed
Click this message for more
information.

The following alert appeared when the
program’s real-time protection detected
malware on a USB flash drive:

All Threats Resolved

Some security threats have been removed for your safety.

Threats detected: 3

When found: 15/11/2013

More details...

¢/ TREND. Titanium Internet Security

The alert below was taken from AV-
Comparatives’ Real-World Protection Test in
October 2013, and shows a user-dependent
case:
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(1))
\;j Suspicious File
\_/

This file is not recognized, so it has been blocked for your
protection. If you recognize the file and trust the download
source, you can choose to open the file.

File name: keybex4.exe
Downloaded From: http://46.118.254.77/keybex4 exe

Open Anyways Delete File

‘) TREND. Titanium Internet Security

The default option, i.e. what will happen if
the user presses the Enter key, is to block the
file. However, the user can choose to open it.

Overall, we found Titanium Internet Security’s
alerts to be clear and reassuring.

Suitability for touch

Updating the definitions is not relevant, as
the program is cloud-based.

Dismissing the malware alerts in Windows 8's
Modern format is easily done with a finger, as
is reactivating the protection if it is disabled.
Scanning a flash drive is more tricky, as the
drive has to be selected in a dialog box meant
for mouse use:

Select Targets ?2 _ X
The scan will automatically check all files and folders inside your selections.
®#CJAc
®JAo
®[JAE
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Help and Support

Trend Micro provide online help for Titanium
Internet Security, in the form of a searchable
product guide:

Titanium 2014

© Bak
Home

Home
System Requirements.

Tutorials:

Tutorials

This provides descriptions of the program’s
features and instructions for carrying out
everyday tasks such as scanning. We would
describe it as fairly simple but nonetheless
quite adequate. Using the search facility, we
were able to find answers to our standard
queries on scheduling scans and setting
exclusions.

Summary

Overall, we found Trend Micro Titanium
Internet Security 7 to be clear and simple to
use. Important features and information are
easy to find, and malware alerts are clear and
reassuring.

Website: http://www.trendmicro.com
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Data is based on versions available as of 1st January 2014 taken from the vendor's website.




Summary Report 2013 www.av-comparatives.org

Copyright and Disclaimer
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consequential damage, or loss of profits, arising out of, or related to, the use or inability to use, the
services provided by the website, test documents or any related data. AV-Comparatives e.V. is a
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For more information about AV-Comparatives and the testing methodologies, please visit our website.
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