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Spam: quarterly highlights 

The year of ransomware in spam 

Although ǘƘŜ ǎŜŎƻƴŘ ǉǳŀǊǘŜǊ ƻŦ нлмс Ƙŀǎ ƻƴƭȅ Ƨǳǎǘ ŦƛƴƛǎƘŜŘΣ ƛǘΩǎ ǎŀŦŜ ǘƻ ǎŀȅ ǘƘŀǘ ǘƘƛǎ ƛǎ ŀƭǊŜŀŘȅ ǘƘŜ year 

of ransomware Trojans. By the end of Q2 there was still a large number of emails with malicious 

attachments, most of which download ransomware in one way or other to a victim's computer. 

However, in the period between 1 June and 21 June the proportion of these emails decreased 

dramatically. 

The majority of malicious attachments were distributed in ZIP archives. The decline can therefore be 

clearly seen in the following graph showing spam with ZIP attachments that arrived in our traps: 

 

Number of emails with malicious ZIP archives, Q2 2016 

In addition to the decline, June saw another interesting feature: this sort of spam was not sent out on 

Saturdays or Sundays. 

The same situation could be observed in KSN: the number of email antivirus detections dropped 

sharply on 1 June and grew on 22 June. 

http://www.kaspersky.com/images/KESB_Whitepaper_KSN_ENG_final.pdf
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Number of email antivirus detections by day, Q2 2016 

This decline was caused by a temporary lull in activity by the Necurs botnet, which is mostly used to 

distribute this type of malicious spam. After the botnet resumed its activity, the spam email template 

changed, and the malicious attachments became even more sophisticated. 

As in the previous quarter, the spam messages were mainly notifications about bills, invoices or price 

lists that were supposedly attached to the email. The attachments actually contained a Trojan 

downloader written in Javascript, and in most cases the malware loaded the Locky encryptor. 

 

For example, some emails (see the screenshot above) contained an attachment with a Trojan 

downloader. When run, it downloaded Trojan-Ransom.Win32.Locky.agn, which encrypts the data on 

a ǾƛŎǘƛƳΩǎ computer and demands a ransom, to be paid in bitcoin. 

http://www.kaspersky.com/images/KESB_Whitepaper_KSN_ENG_final.pdf
https://securelist.com/blog/research/74398/locky-the-encryptor-taking-the-world-by-storm/
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Obfuscation 

The second quarter saw spammers continue to mask links using various Unicode ranges designed for 

specific purposes. This tactic became especially popular in 2015, and is still widely used by spammers. 

 

The link in this example looks like this: 

 

If you transfer the domain from UTF-8 into the more familiar HTML, it becomes 

ά . ȱ. The characters, which look quite ordinary, in fact belong to the 

Mathematical Alphanumeric Symbols UTF range used in highly specific mathematical formulas, and 

are not intended for use in plain text or hyperlinks. The dot in the domain is also unusual: it is the 

fullwidth full stop used in hieroglyphic languages. The rest of the hyperlink, as well as the rest of the 

text in these spam messages, is written using the Latin alphabet. 



Spam and phishing in Q2 2016  

 

 Page 6 of 22 

Spam in APT attacks 

In Q2, we came across a number of APT attacks in the corporate sector. Emails were made to look as 

if they came from representatives of the targeted company, and contained a request to immediately 

transfer money to a specific account. The text was fairly plausible and hinted at a personal 

acquaintance and previous communication. In some cases, the emails included the logo of the 

attacked company. All the messages conveyed a sense of urgency (άASAPέ, άurgentέ, άƳǳǎǘ ōŜ 

ŎƻƳǇƭŜǘŜŘ ǘƻŘŀȅέ) ς scammers often use this trick in an attempt to catch people off guard, so that 

they act rather than think. 

Below is an example: 

Hello NNNNN, 

How are you doing! Are you available at the office? I need you to process an overdue payment 

that needs to be paid today. 

Thanks, 

XXXXX 

The emails were sent selectively ς to individual employees, usually connected to the finance 

department. The knowledge shown by the scammers suggests the attack was carefully prepared. 

The most suspicious aspect of the attack was the domain used in tƘŜ ΨCǊƻƳΩ ŦƛŜƭŘ ς myfirm.moby ς 

that differed from the corporate one. Perhaps the attackers hope that some email clients only show 

the sender's name by default, while concealing the address. 

It is not that difficult to write any domain in the ΨFromΩ field, and in the future we can expect more 

well-prepared attacks. 

Sporting events in spam 

Spam mailings exploiting real-life events have long become an integral part of junk email. Sporting 

events are not as popular among spammers as political events, although their use is increasing with 

every year. There is a continuous stream of emails mentioning various political figures, while sport-

related spam messages usually only appear in the run-up to an event. However, we have noticed that 

mass mailings can now be launched long before an event starts. For instance, emails exploiting the 

Olympic Games in Brazil were discovered over a year ago, in the second quarter of 2015. The majority 

of them were fraudulent emails designed to trick recipients and steal their personal information and 

money. 

The classic scenario involves false notifications about lottery wins related to 2016 Olympics. The 

messages claim that the lottery was held by the official organizers of the games and the recipient was 

https://securelist.com/analysis/quarterly-spam-reports/71759/spam-and-phishing-in-q2-of-2015/
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selected at random from millions of addresses. In order to claim the cash, the recipient has to reply to 

the email and provide some personal information. 

 

 

The text of the message was often contained in an attached file (.pdf, .doc, .jpg), while the body of the 

message only displayed a short text prompting the recipient to open the attachment. 

 

There were also more traditional messages where the spammer text was included directly in the body 

of the message. 
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In addition to fraudulent messages, advertising spam was also sent out. 

Unlike the Olympics, football tournaments have long been used by scammers to ƎǊŀō ǇŜƻǇƭŜΩǎ 

attention to their spam. Q2 2016 saw the long-awaited UEFA European Championship, and in the run-

up to the tournament spam traffic included fake notifications of lottery wins. The content was no 

different from that dedicated to the Olympic Games, and the emails also contained attachments 

explaining why the message was sent. 

 

The football theme ǿŀǎ ŀƭǎƻ ŜȄǇƭƻƛǘŜŘ ōȅ ΨNigerianΩ scammers. They sent out emails supposedly on 

behalf of the former FIFA president, and used the infamous corruption scandal associated with his 

name to make their messages look more realistic. They believed that a fabricated story about how 

Sepp Blatter had supposedly received money and secretly transferred it to an account in a European 

https://securelist.com/blog/phishing/74754/the-rio-olympics-scammers-already-competing/
https://securelist.com/blog/spam-test/74489/spammers-all-geared-up-for-euro-2016/
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bank would not arouse suspicion. In return for keeping the money in their bank accounts, the 

recipients were promised a 40% cut of the total sum. 

 

In order to convince recipients that the message was genuine, the authors even went to the trouble 

ƻŦ ǳǎƛƴƎ ǘƘŜ ŎƻǊǊŜŎǘ ƴŀƳŜ ŀƴŘ ŘƻƳŀƛƴ ƛƴ ǘƘŜ ΨCǊƻƳΩ field. 

US politicians in spam 

The presidential election campaign is now in full swing in the United States and the nominees and 

their entourages are under close media scrutiny. Of course, spammers ŎƻǳƭŘƴΩt resist using the names 

of high-profile politicians in their advertising and fraudulent emails. For example, numerous ΨNigerianΩ 

letters were sent in the name of current president Barack Obama and his wife Michelle. In their 

ΨofficialΩ emails, ǘƘŜ ΨtresidentΩ and ǘƘŜ ΨCirst ladyΩ assured the recipient that a bank card or a check 

for a very large sum of money had already been issued in their name. The only thing the recipient had 

to do was complete some formalities, and the money would be delivered shortly afterwards. In order 

to get the instructions from the White House the recipient had to send some personal information, 

including their email address and the password for their email account, as well as detailed passport 

information to spoofed email addresses. 
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Another politician whose name regularly cropped up in spam was Donald Trump, one of the 

contenders for the US presidency. Spammers offered a unique Trump technique for earning money 

online: anyone who wanted to know how to get rich, had to click a link in the emails which were 

designed to look like news reports from CNN and Fox News. 

 

The links led to fake news sites also in the style of major media outlets and news networks. The sites 

contained a story about a simple method for earning money ς the publication of links, which is 

basically another kind of spam distribution. In order to participate in the program, a user had to 

register by providing their phone number and email address.  
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Statistics 

Proportion of spam in email traffic 

 

 

Percentage of spam in global email traffic, Q2 2016 

The largest percentage of spam in the second quarter ς 59.46% ς was registered in May and was 3 

p.p. more than in April. The average percentage of spam in global email traffic for Q2 amounted to 

57.25%. 

Sources of spam by country 

 

Sources of spam by country, Q2 2016 













https://securelist.com/analysis/publications/75045/it-threats-during-the-2016-olympic-games-in-brazil/
https://securelist.com/analysis/publications/75045/it-threats-during-the-2016-olympic-games-in-brazil/
https://securelist.com/blog/phishing/74754/the-rio-olympics-scammers-already-competing/
https://securelist.com/blog/phishing/74754/the-rio-olympics-scammers-already-competing/


http://news.netcraft.com/archives/2015/11/19/world-bank-hacked-by-paypal-phishers.html











