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Spam quarterly highlights

The year of ransomware in spam

Althought KS a4S02y R ljdzr NIiSNJ 2F wnmc KlFa 2yfeé y&dzai
of ransomwareTrojans.By the end of Q2here was still a largeumber of emails with malicious
attachments most of which download ransomwaren one way or otherto a victim's computer.
However, in the periocbetween 1 June and21 June the proportion ofhese emailsdeaeased
dramatically

Themajority of maliciousattachmentswere distributedin ZIParchives Thedeclinecantherefore be
clearly seen ithe following graph showingpam with ZIRttachmentsthat arrived inour traps:
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Number of emails with malicious ZIP archives, Q2 2016

In addition to thedecline, Junsawanother interesting feature: thisort of spamwas notsent out on
Saturdays or Sundays

The samesituation could be observeth KSN the number of email antivirus detectiordropped
sharply on 1 June and grew on 22 June.
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Numberof emailantivirusdetectionsby day, Q2 2016

This declinavas caused by gemporary lull in activity by theNecursbotnet, whichis mostlyused to
distribute this typeof malicious spamAfter the botnet resumed its activitythe spam emaitemplate
changed, andhe malicious attachments betneeven moresophisticated

Asin the previousquarter, the spam messagegere mainlynotifications aboutills, invoicesor price
lists that were supposedhyattached to the email The attachmens actually contained a Trojan
downloader written in Javascript, aid most cases the malwateaded the Lockyencryptor.

® Elmer Conner & 22 June 2016 at 17:10 | @ Caitlin Morgan & 27 April 2016 at 13:24
1 To: info .com | To: info . com
i Corresponding Invoice [ Price list
Dear lee_i_boore: [ Thank you. Our latest price list is attached. For additional

] information, please contact your local ITT office.
Thank you for your email regarding your order of 21 June, and |
sorry for the delay in replying. | am | I @]
writing to confirm receipt of your order, and to inform you that

the item you requested will be delivered H
by 25 June at the latest. If you require more information i
regarding this order, please do not hesitate to delores.footer-
contact me. bill_7E4D67.rar

Also, our records show that we have not yet received payment
for the previous order of 11 June,

so | would be grateful if you could send payment as soon as
possible. Please find attached the

corresponding invoice.

If there is anything else you require, our company would be
pleased to help. Looking forward to
hearing from you soon.

Yours sincerely i
Elmer Conner
Country General Manager

E,

lee_i_boore_unpaid_722
980.zip

For example, some emails (see the screenshot above) containeattachment with a Trojan
downloader.When run, itdownloaced TrojanRansom.Win32.Locky.agn, which encnythis dataon
a@ A O (cdmyuded and demarsla ransom to be paidn bitcoin.
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Obfuscation

The second quartesawspammers continue to mask linksingvarious Unicode ranges designed for

specific purposedlhis tactidvecameespecialy popular in 2015, and is stilidely used bygpammers.

® Your 2016 Credit Source 6 July 2016 at 23:51
To: alize. com

Reply-To: Your 2016 Credit Source
Check your 2016 Credit Scores

Hi, Alize Perez

FREE 2

CREDITCLICK

3x Free Scores

GET STARTED TODAY [ e

Terrible Very Poor Good Very Good Excellent

Less than 500 500 - 579 580 - 619 620 - 679 680 - 719 T720-779 780 or higher

' GET YOUR FREE CREDIT SCORE

The link in thigxamplelooks like this

<A href=3D"http://=F8=9D=9A=96=F@=9D=9A=8A=F0=9D=9A=9B=F0@=9D=9A=94=F@=9D=9A=
=8E=F@=9D=9A=9D=F@=9D=9A=9C=F@=9D=9A=9D=F@=9D=9A=8A=F0=9D=9A=97=F0=9D=9A=8D=
=F@=9D=9A=8A=F0@=9D=9A=9B=F0=9D=9A=8D=F@=9D=9A=9C=EF=BC=BE=F0=9D=9A=98=F@=9D=

If you transfer the domain from UTR into the more familiar HTML it becomes

a . @ The claracters, whichdok quite ordinary in fact belong to the
Mathematical Alphanumeric Symbols UrBlRge usedn highly specific mathematical formulagnd
are not intended for use in plain text or hyperlinks. Téet in the domainis also unusual: its the
fullwidth full stop used in hieroglyphic languagd@he rest of the hyperlink, as well as the rest of the
text inthesespammessageds written usingthe Latin alphabet
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Shamin APTattacks

In Q2,we came acrosa number of AP&ttacksin the corporate sectorEmailsvere made to look as

if they came from representativad the targeted companyand contained a request to immediately
transfer money to aspecific account. The textwas fairly plausible and hinted at @ersonal
acquaintanceand previouscommunication In some caseghe emails included thdogo of the
attacked company. Allhe messagesonveyed a sense afrgency (ASAE, durgent, ¢ Ydza i 0 S
O2 YLJX S i § &scaimthéd olten use thisick in an attempt to catctpeopleoff guard, so that

they act rather than think.

Belowis anexample
Hello NNNNN,

How are you doing! Are you available at the office? | need you to process an overdue payment
that needs to be paid today.

Thanks,
XXXXX

The emails were sent selectively ¢ to individual employees usually connectedto the finance
department The knowledge shown by the scammetggests the attackascarefuly prepared

The most suspicious aspect of the attack s domainusedin tK S W C NR, M@irmnbbgd R
that differed from the corporate onePerhaps e attackers hopehat someemail clientsonly show
the sender's namdy default while concealinghe address.

It is notthat difficult to write anydomain in theWrontfield, and in the future we can expegtore
well-preparedattacks.

Sportingeventsin spam

Spam mailingexploiting reallife events have long becoran integral part of junlemail. Sporting
events are noas popular amongpammers as politicavents, although their use iacreasingwith
every yearThere is a continuous stream of emaitentioning various political figuresvhile sport
relatedspam messagassually only appear in the rump to anevent.However,we have noticed that
mass mailinggannow be launchedlong beforean eventstarts For instance, emailexploitingthe
Olympic Games in Brarikre discovereaver a year agan the second quarteof 2015. The majority
of them were fraudulent emailsdesigned to trickecipients and stealtheir personal information and

money.

The classiscenario involvedalse rotifications about lottery wins related to 2016lympics The
messages claim that tHettery was heldby the official organiersof the gamesandthe recipient was
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selectedat randomfrom millions ofaddresseslin order toclaim the cash, theecipienthas toreply to
the emailand providesomepersonal information.

v 20.05.2016 2119 & & & &
Braz 016 Olvmpic Games Prom . N00@amail co .

Brazil 2016 Olympic Games Promotion < 1000@gmail.com> %2 33 33 32
Notification:

Coobuienme (i Brazil 2016 Olympic Games Promotion.JPG (357 Keair)

Dear Winner,

Here attached is your Brazil Olympic 2016 Microsoft online promotion award notification.

International Olympic Committee
United Kingdom

ur Processin
n E :mch re

Emlll I @consultant.com

Emaila
ONF

Thetext of themessage wasften containedn anattached file (.pdf, .doc, .jpgkhile the bodyof the
messagenly displayeda short textprompting the recipiento open the attachment.

Cp 06.05.2015 12:36

Rio 2016 Brazil Olympic Promotion <My @out\ook‘com> ) 6\) & &) 6@ & & [ 3
Congratulations’ Rio Olympic Winner Contact Your Agent For Your Payment. F ’ ’ a' ’
WS’ r(,, "%’ N ‘45’ N "%’ T "%’ "" o _@-

Draw

Kony

Cooswenme | T1]2016 Rio Brazil Olympies Promotion Draws.pdf (279 Ksaii) s nasm-w-z

(hneChareiil Diace Carary Whaef -1 onon P14 518

2015 B B
2016 BRAZIL OLYMPIC AWARENESS E-LOTTERY PROMOTION VIEW ATTACHED FILE. e o

Attention: Dear Winner,

e ] ¥t Ri Rl -
Committe= (BOOC] in the

npaen
of 2014 FIFA Worid Cup ard your email acdress ag

Please note That tus RS Tage youEnz Bakpot vl
re@ SMTANCRTIAART T3 UCCh the games IV In Brazl.

Pats

3 bl

e sen e habaaly [P by W
putec

ope
B aware tha th: Internet 1 v
Rio Br=sil 205 {B00C) 2 <
for the hesting f tha 2016 summer Oymgic:.

BELOW ARE ¥OUR NIMNG DETAILS, YOU ARE ALSO TOPROWDE: BFOINATION BELOW TO D,
==y

COMPUTER DRAW NUMBEF: (77
FINAL JACKFOT NUMBER: (001

WINIIG IUSIRANCE BO 1EY MIMFER: A2 1K
REFERENCE NUMBER: EAASLSHOT 08

BATCH NUMEER: 1227/Dw38

TOUR FULL NAME:

There were alsmoretraditional messagewherethe spammer textvas includedlirectly in the body
of the message.
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C616.04.2016 13:13

ba99f58612dcbecceb0d87c09f7d0464@ .com
GOOD NEWS 11

Komy [ bagafsesl2desccceb0ds7 c0If7 d0464@

Dear Winner,

Contact person:

Mr. George William.

Email: com
Tell

Fill in your detail, batch and reference numbers below: for confirmations

You winning numbers

BATCH NUMBER: OLYMPICS/06/APA-42658
REFERENCE NUMBER: 2016234300
WINNING NUMBER: 10, 34, 38, 53, 00, 60
PIN: 201

Kind regards,

Ms. Lisa Walker
Rio Olympics Coordinator.

KASPERKY?2

Your profile email has won a prize from the YAHOO POWERED Rio Olympics games 2016. Contact claims office for verification and claims of $425,000.00. (Four Hundred and Twenty Five Thousand US Dollars Only).

In addition to fraudulent messaggsdvertising sparasalsosentout.

Unlike the Olympicsfootball tournaments have long been used bycammersto I3 NJ 6  LJS 2 LJt
attention to their spamQ22016saw the longawaitedUEFA European Championstdpd in the run
up to the tournamentspam trafficincludedfake notifications of lottery winsThe contentwas no
different from that dedicated to the Olympic Gameand he emailsalso contaied attachments

explaining why the message was sent

B714.06.2016 9:41

Top Level Admin <Store.Administrator@myr

YOUR UEFA EURO 2016 PRIZE PROMOTION

Koy

Coouwenme | TI] UEFA EURO 2016 PROMOTION.pdf (134 K6aiit)

The botball themeg | & | £ & 2
behalf of the former FIFA presiderand

£ UZFA EURD 2016 FROMOTION pf - Adcka Reader
| File Edt View Window Halp

2BEeEeD]: s[Jice ~EBlce]e

@ P.O. Box 19 Q
Lo

SEE Unitec m GERR
EURD2016 TEL/FAX: +44 844 980 8201 EURD2016
FRANCE FRANCE

Congratulaticns' This is to iaform you that yeur email address smerged as a Wirrer of an amount of Fiva
Hundred Thousand British Puunds (£500,000.00) in e UEFA EURO 2016 PROMOTION Draw held in
Paris Through an open Compuer ballot JAVA Sysiem.

All participants” email 11 was astomatically entered in the draw as Microsoft Collectec all the valid and
active email users globally for this promotion

Your email [D attashed o Reference Number: #UE2016P001 was luckily érawn to win vou the prize ir the
caegory "A”. Therelore a Pin Nuiber ias been issued for you Lo claim your prize. Pin code. 012996,

CLAIM & PAYMEUNT OF PRIZI

Stated below are your winning identification numbers (0 facil\taie your payment.

REFERENCE NUMBER: #UE2016P001
PIN CODE: 0129% (Please keep them Confidential)

To file claim, kindly send an email to the apointed claim agent in London Unite¢ Kingcem.
S2nd your details in accorcance as stated below and your Reference nuber above (o the Emall Address
helow:

UEFA Prize Claim Processing Agent: Mr. Michael Jones

Email: phayyad@surnet.cl
Tell Phone: 1447042039718

Mrs. Debora Hill ,\
Winning Netification Officer SN
SIS e FE et s

>

igarirddanimB8rR Theygsenttbuemailssupposediyon
usedthe infamouscorruption scandal associated with his

name tomake their messages look more realisitieybelievedthat a fabricatedstory about how

SeppBlatter had supposedlyeceivedmoneyand secretly transferred to anaccount ina European
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bank would not arouse suspicionin return for keepingthe money in their bank accouns, the
recipients were promised aD8ocut of the total sum

5150520161735
Sepp Joseph <mmmm@fifa.com>
IN REPLY.
Kawy [ undisclosed-recipients
My name is Mr. Joseph "Sepp" Blatter a former football administrator who has served as the eighth president of FIFA since June 1938, | was born on March 10, 1936 (age 73), | am a Swiss Nationality. If you go on the internet or read your
national news you will find out more about me, | am presently facing a lot of challenges because of my long stay as FIFA president, | am actually contacting you to request for your assistance confidentially, during my time as the FIFA
president so many people gave me alot of money which was never official, and so | kept them away secretly with a bank here in Europe, all I need you to do s to receive all the money | kept away secretly into your account and then keep
them safe for me and take 40% of the whole money for your assistance, you will not have any problem doing this becausa the funds were not kept at the bank under my name, with the help of my bank officer we used a different name to
keep the funds in the bank vault.
If you agree to assist me please contact me immediately you receive this letter, so that | will give you mere details on how to proceed, the amount invelved is(One Hundred Million United States Dollars).
I am sending you this latter secretly hoping that you will reply with acceptance and also hoping that you do not report me to police for contacting you and trying to work with you.

1 want the funds away from Europe completely this is why I need your assistance as a person living far away , who does not live here in Europe, everything will be done legitimately and legally,and 50 you do not need to warry, my bank
officer will guide you and assist you.

1 asked my bank officer to call you with his phone, we are together now having a meeting.
Thanks.

Mr. Joseph "Sepp" Blatter.
Zurich, Switzerland.

In order to convinceecipients that the message was genuine, the authors even went to the trouble

z

2F dzaAy3a GKS O2NNBOG fddyS FyR R2YIAYy Ay (G(KS WCNZ
USpoliticiansin spam

The presidentiaklection campaigris now in full swingni the United Statesnd the nominees and
their entouragesare under close mediscrutiny. Of course, gammersO 2 dzf résigtQsing the names
of highprofile politicians in their advertising and fraudulent emails. For exanmuleerousiNigeriarQ
letters were sent in the name of currentrgsidert Barack Obama and his wife Michelle.tlir
Wfficialemails,i K Sesidéntand i K Srst Md¥Xassured the recipient that a bank card or a check
for a very large sum of money thalready been issueit theirname.The only thing the recipient had
to do was completsome formalities, and the monayould be deliveredshortly afterwardsin order

to get the nstructions from the White Housthe recipient had to end somepersonal information
includingtheir email address and the password for theirahaccountas well as detailed passport
informationto spoofed email addresses

From: Dr Mathew Nelson <wwv. &
To

Cc

Subject: Good day to you my dear

¢

Your welcome to office of Barack Hussein Obama Il President of the

United States. =
Good day to you my dear, how are you doing today and also your family,

1 am writing to inform you that your total funds have been gathered up

from all over the world by me Barack Hussein Obama Il President of the From: PRESIDENTIAL GREETINGS <vww. 1. S
United States to total sum of $10.7million which will be brought to your To:

home and handed over to you in person with a lots of security personal ce

signed by head of this country. Subject PRESIDENTIAL GREETINGS MY DEAREST!

PRESIDENTIAL GREETINGS MY DEAREST!

I am Mrs. Michelle Obama and | am writing to inform you about your

Bank Cheque Draft brought by the United Embassy from the government of
Benin Republicin

the white house Washington DC has been mandated to be delivered to
your address on Tuesday being of April 19th 2016 to you as soon as

you get back to me

This order was signed by head of this country to help all citizens

final make sure that everyone receive they belongs from all over the
world and stop falling to the hands of the IMPORTERS fraudsters Hackers
Scammers which have been going on all over the world, we the government
officials don’t want to see any of citizens fail to hands of the wrong
people importers anymore, that is why | decided to help gathered all
your total funds from all over the world to total sum of $10.7million and
it will be handed over to you in person by head of your state with a

lots of security personal as soon as you send the needed charge to
obtain the presidential permit order to enable you use able of your total
funds in the country without any problem as that is only thing delaying
you funds to be handed over to your so you can be able to start making
use of it without any delaying OK.

with your personal data,such as; |
your home address__
phone number

Your urgently response will be highly needed once you receive this
email so that | will give you the receiver information which you can use
to remit the payment to obtain the presidential permit order to allow
you use able of your funds without any delaying OK.
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Another politician whose nameegularly cropped upin spamwas Donald Trump, one of the
contenders for the US presidencgpammersoffered aunigue Trump technique for eaiing money
online: anyonewho wanted to know how to get rich, had talicka link inthe emaik which were
designedo look likenews reportsfrom CNN and Fox News.

From: Fox News Reports <Sas) NG ‘
Ta:
e

O Specisl Report <Trump ¢

Subject: Shocking Announcement from Trump: NO ONE Saw This Coming

Did Trump just WIN the election with his latest announcement?

EXCLUSIVE: Trump reveals plan to make average americans rich

Donald Trump Reveals Simple Plan to
Help Every American Earn More Money

I

Donald Trump Reveals Simple Plan to
Help Every American Earn More Money

Can Americans double or even triple
their incomes this year?

Donald Trump Speaks to a packed New Hampshire audience
detalling his Income For Americans Plan.

Can Americans double or even triple
(FOX) --Speaking before a packed auditorium Donald their incomes this year?

Trump revealed the secret economic plan behind his
"Make America Great Again” initiative. "It's no secret
that the Average American is earning less today than
they were before the 2008 r fon.” Stated Mr.
Trump. “The reason is simple...

Donald Trump Speaks to a packed New Hampshire audience
detailing his Income For Americans Plan.

The Inks led tofake news sites alsin the style of major mediautlets and news network. Thesites
containeda story about a simple methofbr earningmoney ¢ the publication of linkg whichis
basicallyanother kind of spamdistribution. In orderto participate in the programa user hado
registerby providing theiphone number and email address.
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Statistics

Proportion of spam in email traffic
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60% 56.52% 56519
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Percentage of spam in global email traffic, Q2 2016

The largespercentage of spann the second quarteg 59.46%c was registered in May and was 3
p.p. more than in April. file average percentage of spam in global erraific for Q2amounted to
57.25%.

Sources of spam by country

Source®f spamby country, Q2 2016
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