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Same Group, Different Names

'Q

Paulo Grangeon's Panda, Source: Retrieved Mar 7, 2016, from
http://www.huffingtonpost.com/2014/05/06/papier-mac he-
pandas_n_5267088.html
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LStudio

Lotus Blossom
Spring Dragon
Lotus Panda
APTOLSTU
APT101

APT 27



A Long Time Ago...

Copyright 2016 Trend Micro Inc.

APT advanced farming :)

Operated by roughly 25 “farmers”

Has controlled over 5,884 machines
International coverage over 30 countries
Utilizes 4 different Botnet software families
Active since 2007

Fyodor Yarochkin; Pei Kan PK Tsung; Ming-Chang Jeremy Chiu; Ming-Wei
Benson Wu (2013). Hunting the Shadows: In Depth Analysis of Escalated
APT Attacks, https://media.blackhat.com/us-13/US-13-Yarochkin-In-
Depth-Analysis-of-Escalated-APT-Attacks-Slides.pdf
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* Mainly targeting
Southeast Asia
countries. (e.g.
Taiwan, HK and
Vietnam, etc...)
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Victims

 Government(-related)
e Military(-related)
* Political Party
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Arrival Vector

e Spear-Phishing
 Watering Hole



Spear-Phishing

CVE-2009-3129
CVE-2010-3333
CVE-2011-1980
CVE-2009-3129
CVE-2012-0754

Normally has
exploits as
attachments in the

guise of documents E%m
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Amimiitdoc

3A218 (
2w mmxes
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Email with specific
target and content
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Displays normal files

Trend Micro Incorporated. (2012). Spear-Phishing Email: Most Favored APT Attack Bait,
http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/white-
papers/wp-spear-phishing-email-most-favored-apt-attack-bait.pdf
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Spear-Phishing

BB ISR

Michael Yip. (2015). ELISE: Security Through Obesity [Online],

http://pwc.blogs.com/cyber_security _updates/2015/12/elise-security-

through-obesity.html

Copyright 2016 Trend Micro Inc .

CVE-2012-0158
CVE-2014-6332
CVE-2014-4114
etc...
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Watering Hole

Attacker injects exploit
Into selected sites often
visited by targeted
victhims.

Using the dropped
malware, the attacker
may now Initiate his
ma US 3

Trend Micro Incorporated. Watering Hole 101,

10 Copyright 2016 Trend Micro Inc. http://www.trend.micro.com.au/vinfo/au/threat-encvclopedia/web- ”
attack/137/watering-hole-101
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Watering Hole

/> Adobe - %7 Adobe Flash Player - Windows Internet Explorer
G-
Fle Edt View Favortes Tools Hep

i Favorkes | sz & v B Free Hotmad £

U ome v Pages Soetyv Tock~ e
_"’_ To help protect your securky, Internet Explorer blocked this ste from downloading Flles to your comprter. Click here for options. ..

Adobe Flash Player

e 2l
Y 7
L

1. EEHR, TR TR0k R Adobe Flash Player RERFGE, #
HiNThiE? #0: " install_fiashplayerfoc) exe”

2 URLLWFRRIE. NRBSER, WSS,

RETRRE
BEARZE Flash Player 2R 4 H RISBIHRE.

AREZXERPIE 28 Adobe RE Wi
BEBFTE Flash Player Wi RiRIE R IRIBENT],

# Dorm, bak with exroes on page. & Interret fa~ Kiwoow -
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Tools, a lot of tools

DR_ESILE
R_EMSRY
R_EROVA
R _LOLBOT

[

0o
AN AN AN A
o U U
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BKDR ESILE
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BKDR_ESILE

e D: \work\nbkkkk\Lotus\EI|se\EI|seDLL\ReIease\EI|seDLL pdb

Lotus Elise Cup R, Source: Retrieved Mar 7, 2016, from www.lotuscars.com/lotus-elise-cup-r
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BKDR_ESILE

TROJ_MDROP

:><: —

Exploit
Document
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BKDR_ESILE

P

2

SetElise

LoadElise

Drop

e, CreateService

&2

EliseDLL

Success Launch

Drop

2

LoadElise
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Dropper

File

Qe - )

Edit  Wiew Favorites

Toals

Help

'l._f p Search HE‘ Falders v |L_ ) Folder Sync

File and Folder Tasks

(2 Make a new folder

@ Publish this folder ko the
Wb

l=d share this folder

Other Places

5y Microsoft

[y Documenks
I3 shared Documents
a My Cornputer

‘d Iy Metwork Places

Details

nfira

¥

address (|03 C\Documents and SettingsAdministratorapplication DataiMicrosoftOffice

b
W Recent

oo

(]

C

D2 DY D3

(]

Copyright 2016 Trend Micro Inc.

Accessll
Microsoft Office Settings File
2ZKB

Excelll
Microsoft Office Settings File
2ZKB

GroovelZ
Microsoft Office Settings File
1kE

InfoPalz
Micrasaft Office Settings File
1kE

OneMokl2
Micrasaft Office Settings File
ZFKE

1IFOEGZ1C
DAT File
1KE

Access1z
Microsaft Office Settings File
2kB

Excell2
Microsaft Office Settings File
2kB

InfoPall
Microsaft Office Settings File
1KE

MS01033
AukoCaorreck List File
37 KB

Plugin.dl

Internal name: SetElise

— Drops resident as:

— %APPDATA%\Microsoft\
Network\MICROSOFT\O
ffice\Plugin.dll
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Portable Media Manage Properties (Local Computer)

Dropper

General | Log On || Recovery || Dependencies|

R

Service name: W ndrnPhd

Portable Media Mahage

Dizplay name:

Description: The zervice allows pou to transfer pictures, muzsic, A
and docurnents fram pour portable device to your PC |

Path to executable:
CAWINDOWSE NS petem32\evchost exe -k lesves

Startup type: Atomatic A"
Service gtatus: Started h’
Start l Stop ] [ FPauze ] Rezume

r'ou can zpecify the start parameters that apply when vou start the zervice
from here.

[ 0k, l [ Cancel Apply

Copyright 2016 Trend Micro Inc.

Create service for the
implant

— Service name:
WmdmPMM

— Service Main: ESEntry

— Service DLL:
%TEMPLATES%\wincex.
dll
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Dropper

e If it fails to create the service, it’ll drop the loader
— %APPDATA%\MICROSOFT\Office\UNIUPDATE.EXE
— Adds autorun for the loader

* HKCU\Software\Microsoft\Windows\CurrentVersion\Run\UNIKe
yNTUpdate

* DATA: %APPDATA%\MICROSOFT\Office\UNIUPDATE.EXE

% Registry Editor [r

File Edit ‘iew Fawvorites Help

(231 wisualstudio A Mam Type Data
[ erb Service Prov [ab]¢Default) REG_SZ (value not set)
=3 gndnws | [®)ctfmon.exe  REG_SZ CWINDOWS|system3z|cfmon, exe
g E rrrrr Lversi s UNIKeyNTUpdate ! REG_SZ CiiDocuments and Settingsiadministratoriapplication DataiMicrosoft OfficelUnilpdate, exe

My ComputeriHEEY _CURRENT _IISER) SoftwaretMicroso FEYindosy Curren LyersioniFun

18 Copyright 2016 Trend Micro Inc.



Resident - Behaviors

* Encrypt/Decrypt the config
* PhoneHome

* Create log file

* Drop config file

e Backdoor ability

19 Copyright 2016 Trend Micro Inc.
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Example of Log File

2015/05/17 23:22:49 - 0x00, 00.

2015/05/17 23:22:49 - 0x00, 12150327.

2015/05/17 23:22:49 - 0x01,[__}moon.net.
2015/05/17 23:22:49 - 0x01, noieh.

2015/05/17 23:22:54 - 0x02, send data failed: Ox2ee7.
2015/05/17 23:22:58 - 0x02, send data failed: Ox2ee7.
2015/05/17 23:22:58 - 0x01, noieh.

2015/05/17 23:22:58 - 0x01, noiehs.

2015/05/17 23:22:58 - 0x01, noffh.

2015/05/17 23:23:03 - 0x02, send data failed: Ox2ee7.
2015/05/17 23:23:07 - 0x02, send data failed: Ox2ee7.

2015/05/17 23:23:07 - 0x01,| Eneco.org. ;

2015/05/17 23:23:07 - 0x01, noieh.
2015/05/17 23:23:12 - 0x02, send data failed: Ox2ee7.
2015/05/17 23:23:16 - 0x02, send data failed: Ox2ee7.
2015/05/17 23:23:25 - 0x01, noieh.

2015/05/17 23:23:25 - 0x01, noiehs.

2015/05/17 23:23:25 - 0x01, noffh.

2015/05/17 23:23:25 - 0x02, send data failed: Ox2efd.
2015/05/17 23:23:25 - 0x02, send data failed: Ox2efd.
2015/05/17 23:23:25 - 0x00, {login failed, sleep 5 min.}

2 Connect to CnC

Sleep 5 mins after all
> CnCs are failed to

Copyright 2016 Trend Micro Inc.
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Backdoor Features

* 0x04 Read configuration
* 0x05 Write configuration
* Ox06 Read file
* Ox07 Write file
* Ox0C Execute commands

21 Copyright 2016 Trend Micro Inc.



PhoneHome

* Use ports: 80, 443, 444, 8080
- [a-fO-9]{O-12}”page_DDHHMI\/ISS.htmI
Victim’s MAC Address Local Time

* For example:
— Machine with MAC address 00-50-56-C0-00-01
— Phonehome at 2015-05-22 01:46:53
— The URL will be like /5056C00001/page 22014653.html

t

Notice that the initial zeroes will be ignored!

22 Copyright 2016 Trend Micro Inc. ’J IR E u g“



Fake Dropped Filetime

* Triggered after the
file has been
dropped

e Set the file time to
2007-01-22
l  08:46:38 +0800

FILETIME FILETIME
1dle (hFile) ;

23 Copyright 2016 Trend Micro Inc.




Encrypt/Decrypt routine
* Decrypt the config by

— srand(“model year”)
— Rand()%128

int _ cdecl decode(char *al)

{
signed int v1; // edi@’
int result; // eax@2

Using model year as random
srand(2013u),

vl = 0: seed
do

" result = rand() % 128;
al[vi] #= result;
vl

while ( v1 < 324 Size of the config file
return result;

24 Copyright 2016 Trend Micro Inc .
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* |Inlate-2014 , we
discovered a variant
of Elise is targeting
Vietnam.



The VN Branch

 The VN-variant has something different

— Loader Name
* Unikey.exe

UniKey

Viethamese Keyboard for Windows & Linux



The VN Branch

English (United States) ¢ ReS | d e nt N a m e

LIS kevhoard

— imejpcid.dll
Microsoft IME — imekrcid.dll

Change language preferenp

@ Japanese

27 Copyright 2016 Trend Micro Inc. ’J

==
-2
om
22
0O



28

THE
IIVATIONAL

NTEREST MAGAZINE | BLOGS = TOPICS | REGIONS

The Great South China Sea Clash:
China vs. Vietnam

In Asia's Cauldron, Beijing and Hanoi are playing a dangerous game—and

the stakes could not get any higher.

Richard Javad Heydarian

August 12, 2014

Copyright 2016 Trend Micro Inc.

 Compile Times are
around
2014-09-22 02:34:58

N4
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BKDR EMSRY
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BKDR_EMSRY

* d:\Istudio\projects\worldclient\emissary\Rel
ease\emissary\i386\emissary.pdb

em-is-sar-y
noun

- [EF
« [ElER
adjective

© WIRER

From Google Translate



Watering Hole

Adabe
@’_\'

Fle Edt Vew Favortes Tools Help

%% Adobe Flash Player - Windows Internet Explorer

9 Favorkes | s @ v B Free Hotmal £

%4 To help protect your securky, Internet Explorer blocked this site from downloading fFles to your compruter. Click here for options.

Adobe Flash Player

1. EEER, BHTR T8RN Adobe Flash Player RERFE, H

#0: " install_fiashplayerpox) exe*

EERE
BEROH Flash Player 224 H RIGBIRE.
AMERRBR PR 28 Adobe R W &
BEBSTE Flash Player IS#iERIRIEIE INENT],

&' Done, bat with exrces on page.
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Watering Hole

war from = WNumberCarguments[1]) || 0O;
from = (from < 0]
7 Math. ceil (from)
¢ math, Floor(from);
if (from <_0J
from += len;

for (; from < Ten; from++)
if (from in this &&
this[from] == elt)
return from;

1
return -1;

I
< SSCripts
<!—=[if 1t IE 2]=
<sCript sro="https: /Awseimages?. adobe. com/downl oadcenter/singlepage/1iwe/ js htmlcshiv. js"' type="text/javascript"»=</scripts
<! [endif]--=

<ECript typ
<sCript sro=

"textsjavascript! sro="adobe-Install_filespdc_s_code. js"=</scriptx<shead=<body style="display: block;"=<div id="mboxScriptiontainer" style="d-
‘Adobe-Install_TilesssatelliceLib-7123al4bcllffdlad42belanass3agsizqs4dcho. js "= 5cripts

<sCripts=

$function()
F("#whats_new_panels").b=sSTider({
controls: false,
auto: true,
pause: 15000

13
13

setTimeout(Tunction){
$("#progressearbiv'l.hide();

F"#progressBarMessageniv'l.show(];
}, 1o000);

cAscripts
<script type="text/javascript" src="aAdobe-Install_files/ polarbear. js"=< script=
<sChipt type="text/javascript's
$Cdocument). ready(function($l {

tryl
Fwindow). SiteCatalys tWrapper ({
siteCatalyst: s,
siteCatalystReboot: s_adobe
Ia.data"sitecCatalys tWrapper'];
lcatch (el{}

Copyright 2016 Trend Micro Inc.




Watering Hole

war from = WNumberCarguments[1]) || 0O;
from = (from < 0]
7 Math. ceil (from)
¢ math, Floor(from);
if (from <_0J
from += len;

for (; from < Ten; from++)
if (from in this &&
this[from] == elt)
return from;

1
return -1;

I
< SSCripts
<!—=[if 1t IE 2]=
<sCript sro="https: /Awseimages?. adobe. com/downl oadcenter/singlepage/1iwe/ js htmlcshiv. js"' type="text/javascript"»=</scripts
<! [endif]--=

<ECript typ
<5Cript sro

"textsjavascript! sro="adobe-Install_filespdc_s_code. js"=</scriptx<shead=<body style="display: block;"=<div id="mboxScriptiontainer" style="d-
‘Adobe-Install_TilesssatelliceLib-7123al4bcllffdlad42belanass3agsizqs4dcho. js "= 5cripts

<sCripts=

hret Sfadmdownl oad. adobe. comybing i

1 l_ll_-:|.1"| llr'l hret

LUriLruis: 1dise,
auto: true,
pause: 15000
13
13

setTimeout(Tunction){
$("#progressearbiv'l.hide();

F"#progressBarMessageniv'l.show(];
}, 1o000);

cAscripts
<script type="text/javascript" src="aAdobe-Install_files/ polarbear. js"=< script=
<sChipt type="text/javascript's
$Cdocument). ready(function($l {

tryl
Fwindow). SiteCatalys tWrapper ({
siteCatalyst: s,
siteCatalystReboot: s_adobe
Ia.data"sitecCatalys tWrapper'];
lcatch (el{}
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Fake Installer

Filename install_flash_player 19 active x.exe

install_flash_player_19_
active_x.exe

Ilcon

Shal 81835fb30b2f12efff9aeaa%9e58b9293933b246d
Detection Name BKDR _EMSRY
CnC 203.124.14.214

Copyright 2016 Trend Micro Inc.
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BKDR_EMSRY

I I
1 |
| Append : | Append :
I Drop junk data ; Drop ! junkdata I
A ] S ey o ) = |
I
I I

: Mstallgilt?j: _S!iiir_l‘?_ RASAPI32.DLL | :RASAPI32DLL I

- 83.7KB ' 1 83.7KB :
I :
| Fake Installer RASAPI32.DLL: I WEB2013BW6.DAT :
I I ! Backdoor I
I Load & : I Load & T :
: Execute l : Execute |
I Drop & Execute - : ! :
I I
' > : [ »  DLL | I
I install_flashpla | :
: yer.exe : I SyncMgr.dll :
:_ Real Installer | : _____ Loader |

Under %TEMP% - Under %APPDATA%
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Increase File Size

HumberOfBytesWr-itten = 85728;

u7 = WriteFile{hFile, &HMZHEADER, 8572Bu, &HumberOfBytesWritten, A);
Buffer = 8;

memset{&Dst, @, 1823%u);

seed = time(8);

srand(seed) ;

vg = 18248;

ili]

vil =
u9 =
do

{

&Buffer;
640;

rand{);
uill;
vil += 16;
uS = 0x168181681 = (unsigned _ int8){v3 % 255);
uh = v9-—-

*(_DWORD =)jil
W = n;
*{_DWORD =)Ul
Yy += 4,
*{_DWORD =)l = vus;
*=({_DWORD =)ul + 1) = u5;

uS;

uS;

while { tué );
WriteFile{hFile, &Buffer, 10248u, &MumberO0fBytesUritten, 8);
—-ul;

b
while { v8 };
CloseHandle(hFile};

result = v7 *= B@;

Copyright 2016 Trend Micro Inc.

* Append junk data

— Backdoor executable
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Encrypt/Decrypt routine

void _ cdecl decode_config({char =str, int length)

¢ e Decrypt config data inside

char tmp; 7/ blE3

int i; // [sp+4h] [bp-8h]@1 the malwa re

srand(1824u} ;

for { 1 = B8; 1 < 1length; ++1i 3}
{ : e« Random seed: 1024

tmp = str[i];
str[i] = rand{) % 128

-~

tmp;

} * Configlenth: 1200 bytes

i

==
-2
om
22
] w)
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Encrypt/Decrypt routine

;:har' * cdecl decode filename(char #*str, unsigned int length) ® Fi | e n a m e Of d ro p ped

char =result; // eax@l
unsigned int 1i; // [sp+4h] [bp-8h]@1

et resident is also

result - Estrlil; decryptEd when
needed

¥
return result;
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Keep Evolving
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11/26/15
10/27/15
9/27/15

8/28/15 -

7/29/15
6/29/15
5/30/15

4/30/15 -
X verso
3/1/15 -
1/30/15 -

> ver3.0

3/31/15

12/31/14
12/1/14

e Vers.a

. Ver5.1

Q Ver 5.0

Ver 3.0

'——X 0 Operation

E Lotus Blossom

“Vers.3

Robert Falcone and Jen Miller-Osborn. (2016). Emissary Trojan

Changelog: Did Operation Lotus Blossom Cause It to Evolve? [Online],
http://researchcenter.paloaltonetworks.com/2016/02/emissary-trojan-

changelog-did-operation-lotus-blossom-cause-it-to-evolve/
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Conclusion
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