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Introduction 
The festive holiday shopping season, which covers Thanksgiving, Black Friday and Cyber 

Monday in late November as well as Christmas in December, now accounts for a significant 

share of annual sales for retailers, particularly in the U.S., Europe and APAC. 

Those selling clothing, jewellery, consumer electronics, sports, hobbies and books can make 

around a quarter of their sales during the holiday period.  In 2017, holiday sales in the U.S. 

alone are expected to be up by 3.6 to 4.0 per cent on the same time in 2016.  

For brands looking to make the most of this annual spending spree, the desire to sell as much 

as possible at a time of intense competition is leading to ever more aggressive marketing 

campaigns – particularly online.   

Promotional emails, banner ads, social media posts and more bombard consumers over the 

holiday months; generating a great deal of noise. Tactics such as one-click buying are designed 

to making the purchase process ever easier and faster. Further, up to three quarters of emails 

received on Black Friday and Cyber Monday are now opened on a mobile device. People are 

becoming used to making instant decisions – and that has significant security implications. They 

may miss vital signs that things are not what they seem and their data could be at risk. 

All this makes this time of year an ideal hunting ground for hackers, phishers and malware 

spreaders; disguising their attacks as offers too good to refuse, a concerned security message 

from your bank requiring urgent attention, a special rate discount from your credit card service, and 

more. All you have to do is enter your personal details, card numbers or bank account credentials. 

Messages or links designed to look as if they come from well-known, trusted brands, payment 

cards and banks account for many of the malicious communications detected by Kaspersky 

Lab’s systems in the last few years. But with studies showing that consumers are more 

interested in price and convenience than brand loyalty, there may be growing opportunities for 

cybercriminals who lack the skills or resources to create these and have to take the risk that 

consumers will entrust all to an unknown brand name or site. 

This overview of financial phishing during the fourth quarter of the year updates the 

findings of the Black Friday Threat Overview 2016. It covers the types and timing of 

financially motivated cyberthreats that buyers, sellers and providers of payment 

systems may face over the holiday season – and offers advice on how to stay safe. 

  

https://nrf.com/media/press-releases/nrf-forecasts-holiday-sales-increase-between-36-and-4-percent
https://nrf.com/media/press-releases/nrf-forecasts-holiday-sales-increase-between-36-and-4-percent
https://www.campaignmonitor.com/blog/email-marketing/2016/10/ultimate-guide-holiday-email-marketing/
http://junction.cj.com/report/2017-holiday-intelligence-report?utm_campaign=holiday-report&utm_medium=blog&utm_source=mThink
https://securelist.com/kaspersky-lab-black-friday-threat-overview-2016/76615/
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Methodology and Key Findings 
The overview is based on information gathered by Kaspersky Lab’s heuristic anti-phishing 

component that activates every time a user tries to open a phishing link that has not yet been added 

to Kaspersky Lab’s database.  Data is presented either as the number of attacks or the number 

of attacked users. It updates the 2016 Black Friday overview report with data covering the 

fourth quarter of 2016 through to 18 October, 2017. 

 

The festive holiday shopping period now extends from October through to the end of December, 

encompassing pre-holiday purchase planning (more than half of U.S. holiday shoppers start 

researching and planning what to buy in October) as well as the Black Friday/Cyber Monday 

weekend and the run up to Christmas.  

Key Findings: 

• Following a decline in 2015, financial phishing abusing online payment systems, banks and 

retailers increased again in 2016. 

 

• Financial phishing now accounts for half (49.77 per cent) of all phishing attacks, up from 

34.33 per cent in 2015. 

 

• Mobile-first consumers are likely to be a key driver behind the rise in financial phishing: the use 

of smartphones for online banking, payment and shopping has doubled in a year, and mobile 

users will have less time to think and check each action, particularly if they are out and about.  

 

• Attack levels are now fairly consistent throughout the year; and Q4 data shows they are 

also more evenly spread in terms of the brand names the phishers make use of.  

 

• Data for both 2015 and 2016 shows a clear attack peak on Black Friday, followed by a fall. In 

2016 the number of attacks fell by up to 33 per cent between Friday and Saturday, despite 

Saturday being the second biggest shopping day over the holiday weekend in the U.S. 

 

• Financial phishers are exploiting the Black Friday name in their attacks, as well as 

consumer awareness of, and concerns about online security – disguising their attack 

messages as security alerts, implications that the user has been hacked, or adding 

reassuring-sounding security messages. 

More about these findings can be found in the overview. 

  

https://nrf.com/resources/retail-library/2017-retail-holiday-planning-playbook
https://www.thebalance.com/what-is-black-friday-3305710
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Phishing – a universal threat 
As earlier editions of the Black Friday overview have shown, phishing is one of the most 

popular ways of stealing personal information, including payment card details and credentials 

to online banking accounts. The schemes are fairly easy to set up, requiring limited investment 

and skills – and are mainly reliant on encouraging people to voluntarily part with their personal 

and financial information.  

 

Originally spread mainly through emails – phishing attacks are now also carried out through 

website banners and pop-ups, links, instant messaging, SMS, forums, blogs and social media. 

 

 

Fig. 1: Percentage of users on whose computers Kaspersky Lab’s heuristic anti-phishing system was triggered as a proportion of 

the total number of Kaspersky Lab users in that country, Q1-Q3 2017 

Phishing has a global reach. Kaspersky Lab data on attempted attacks shows that in 2017, China, 

Australia, Brazil were particularly vulnerable – with up to a quarter or more (28 per cent) of users 

targeted. Followed by North America, large parts of Western Europe, the Russian federation, Latin 

America, India and elsewhere – where up to one in six (17 per cent) were affected. 
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A new pool for phishers 
During the holiday period, consumers can become more exposed online. An onslaught 

of promotional emails, offers and ads, the pressure to buy gifts, and a growing tendency to use 

their smartphone for everything, can mean that people are browsing and buying through 

a relatively small screen and often while out and about surrounded by distractions. Taken 

together, the can make them easier to mislead and manipulate through social engineering 

and high quality spoofed web interfaces. 

The 2017 Kaspersky Cybersecurity Index shows how important smartphones have become 

for online banking, payment and retail transactions. 

 

 

Fig. 2: Online activities undertaken on a smartphone – comparison between the first six months of 2016 and the same time in 

2017 – data from index.kaspersky.com 

  

https://index.kaspersky.com/
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Between the first six months of 2016 and the same period in 2017, online shopping on 

smartphones increased from 24 per cent to 43 per cent; online banking from 22 per cent to 35 

per cent; and the use of online payment systems from 14 per cent to 29 per cent. Further, the 

use of smartphones to send and receive emails grew from 44 per cent to 59 per cent over the 

same period. 

The Kaspersky Lab phishing data used in this report focuses on the attack rather than the 

device the messages/links are received or opened on, but the trend towards mobile-first 

behavior among consumers is creating new opportunities for cybercriminals that they will not 

hesitate to capitalize on. 
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Financial phishing on the rise 
As more people adopt online payment and shopping, the theft of financial information or 

credentials to online bank accounts is a growing target. The proportion of phishing attacks 

focused on financial data has risen steadily over the last few years and now accounts for half 

of all phishing attacks. 

 

 

Fig. 3: Financial phishing as a share of the overall number of phishing attacks, 2013 – 2017 (to end Q3) 

 

This popularity means that attack levels now remain fairly consistent throughout the year. The 

gap that previously existed between the number of attacks experienced during the high 

spending holiday period, and those registered in the rest of the year, seemed to close in 2016.  
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Fig. 4: The proportion of phishing that was financial phishing over the whole year, and during the holiday period 

However, when you dig deeper into the data it becomes clear that the holiday season continues 

to represent a time of significant and greater risk of falling victim to financial phishing – mainly 

because of clear localized attack peaks, but probably also because of the increased 

vulnerability of distracted mobile shoppers and the surge of marketing noise. 
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Types of financial phishing 
We define three categories of financial phishing, depending on what is being exploited: online 

banking, online payment or online shopping. Each type has evolved at a different, and not 

always consistent rate over the last few years. 

2013 Full year Q4  

Financial phishing total 31.45% 32.02% 

Online shop 6.51% 7.80% 

Online banks 22.20% 18.76% 

Online payments 2.74% 5.46% 

2014 Full year Q4 

Financial phishing total 28.73% 38.49% 

Online shop 7.32% 12.63% 

Online banks 16.27% 17.94% 

Online payments 5.14% 7.92% 

 

2015 Full year Q4 

Financial phishing total 34.33% 43.38% 

Online shop 9.08% 12.29% 

Online banks 17.45% 18.90% 

Online payments 7.08% 12.19% 

   

2016 Full year Q4 

Financial phishing total 47.48% 48.14% 

Online shop 10.41% 10.17% 

Online banks 25.76% 26.35% 

Online payments 11.55% 11.37% 

   

2017  Q1-Q3  

Financial phishing total 49.77%  

Online shop 9.98%  

Online banks 24.47%  

Online payments 15.31%  

Fig. 5: The change in the share of different types of financial phishing in 2013-2017 
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Attackers follow consumer adoption trends 

Data for the first three quarters of 2017 shows a slight drop in all financial phishing categories 

with the exception of online payment systems. 

Looking at the dynamics of Q4 attacks using the names of leading payment systems it is clear 

that cybercriminals are adapting to reflect the growing use of online payment methods such as 

PayPal. But overall, there seems to be a disappearance of extremes, with attacks spread more 

evenly across the different brand names. 

 

 

Fig. 6: The change in the use of online payment system brands in financial phishing attacks, Q4, 2013-2016 

 

 

Multi-brand retailers remain a top choice 

for financial phishing 

In terms of retail brand, the leading names used by attackers over the last few years have 

barely changed – but the number of attacks in Q4 using each brand have also become more 

evenly spread. This could reflect growing consumer adoption of online shopping. Most of the 

top names supply multiple brands (Amazon, Alibaba, Taobao, eBay). 

 

 

0

10

20

30

40

50

60

2013 2014 2015 2016

%
 o

f 
at

ta
ck

s 
w

it
h

in
 t

h
is

 c
at

eg
o

ry

Year

Q4 phishing attacks using online payment system brands

Visa PayPal American Express Mastercard



Kaspersky Lab 

 

Beyond Black Friday Threat Report 2017 

 

11 

 

Fig. 7: The change in the use of online retail brands in financial phishing attacks, Q4 2013-2016 

In short, financial phishing is no longer focused on one or two brands to the exclusion of all 

others, the attackers are widening their net – and this has far-reaching security implications. 

No brand can be assumed to be safe, or even safer. 

Further, looking at the daily spread of attacks during the week leading up to Black Friday it can be 

seen that there are some major red flag days when consumers are more vulnerable than ever. 
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Black Friday attacks 
The following chart shows how the number of financial phishing attacks peak on Black Friday 

(November 25 in 2016, and November 27 in 2015), followed by a decline – particularly in 2016 

when attacks detected fell by 33 per cent within a day (from around 770,000 to 510,000 

detections). Weekends generally see lower levels of attacks and fewer people online, but in 

the U.S. the day after Black Friday is the second biggest shopping day of the year. 

 

Fig. 8: The change in the number of phishing attacks using names of popular retail, banking and payment brands during Black Friday 

week 2015 and 2016 (data from all Kaspersky Lab security components – heuristic, offline and cloud detections) 
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Examples of financial phishing attacks in 2017 
Black Friday themed attacks – noticed in 2016, are back with a vengance in 2017.  By late October, 

Kasperky Lab researchers had already spotted at least 16 phishing links carrying the Black 

Friday name – all still inactive while they waited to pounce on the big day. 

 

Here is one example of an active page, offering a highly tempting 60 per cent discount on 

a new laptop: 
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And asking for all this data – marked as mandatory: 

 

 
 

 

Another worrying trend among attackers is their willingness to turn growing security awareness 

and concern to their own advantage. This can include phishing attacks that carry security 

advice to make the message look authentic and trustworthy  

 

For example, this one – disguised to look like the login page for American Express, with 

a reaussuring security message on the side: 
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Or they disguise their attacks as security warnings that demand immediate action – likely to be 

particularly effective if the user plans to buy something in the very near future: 

 

Or, in another variation on the theme – the attackers create the impression that the user has 

already been hacked: 
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What happens to your data? 

If you look at an attack sequence you can see what goes on behind the legitimate-looking 

interface: in this case the attackers steal personal data (login, password, ID and email address), 

which they send to themselves before redirecting the user to the genuine Alibaba website. 
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In some cases recorded by Kaspersky Lab researchers, the cybercriminals were trying to steal 

a great deal of personal information in a single attack – something that should set off immediate 

alarm bells among users. 

The below attack – disguised to look like Apple – claims to be helping the user to resolve a 

problem, before redirecting them through a series of pages demanding ever more information: 
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The following data is then all sent through to the attackers: 
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Conclusion and advice 
The main purpose of this short paper is to raise awareness of a threat that consumers, retailers, 

financial services and payments systems may encounter over the holiday season. 

Cybercriminals out for financial information and account details – and ultimately money - are 

increasingly adept at hiding in the noise, targeting their attacks and exploiting human emotions, 

such as fear and desire. 

However, there is much that people and businesses can do to stay safe, and most of the steps 

are actually very simple.  

For consumers 

• Do not click on any links received from unknown sources or on suspicious links sent by 

your friends on social networking sites or via email. They can be malicious; created to 

download malware to your device or to lead to phishing webpages aimed at harvesting 

user credentials. 

 

• Do not download, open or store unfamiliar files on your device, they can be malicious. 

 

• Do not use insecure (public) Wi-Fi networks to make online payments, as hotspots can 

be easily hacked in order to listen to user traffic and to steal confidential information. 

 

• Do not enter your credit card details on unfamiliar or suspicious sites, to avoid passing 

them into cybercriminals’ hands. 

 

• Always double-check the webpage is genuine before entering any of your credentials 

or confidential information (at least take a look at the URL). Fake websites may look 

just like the real ones. 

 

• Only use sites which run with a secure connection (the address of the site should begin 

with HTTPS://). 

 

• Don’t share your password or PIN-code with anyone, not even a bank representative. 

Cybercriminals can use this data to steal your money. 

 

• Install a security solution on your device with built-in technologies designed to prevent 

financial fraud. For example, Safe Money technology in Kaspersky Lab’s solutions 

creates a secure environment for financial transactions on all levels. 

 

• And don’t forget that these rules apply as much when using mobile devices as they do 

when in front of a computer. 
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For retailers – spot the phishers out for a shop 

• Keep your online platform up-to-date. Every new update may contain critical patches 

to make the system less vulnerable to cybercriminals.  

 

• Pay attention to the personal information used for registration. Fraudsters tend to hide 

their identities but lack of creativity can serve as an indication of fraud. John Smith 

whose email address reads as 21192fjdj@xmail.com is likely to be a criminal. Check 

again and request more details from customers if needed. Adding captcha might be 

effective measure against this. 

 

• Restrict the number of attempted transactions. Criminals usually make multiple 

attempts to enter correct card numbers for one purchase. Use captcha and increased 

time intervals for attempts to re-enter card numbers.  

 

• Use two-factor authentication (Verified by Visa, MasterCard Secure Code and etc.). It will 

dramatically drop the number of cases of illegal card usage. 

 

• Be careful with suspicious orders. Several unrelated high-value items for more than 

$500 and extra payment for fast shipping to another country can be a sign of a criminal 

hurrying to use credentials as quickly as possible.  

 

• Use a tailored security solution to protect your business and customers.  

 

• Educate your customers on possible cyberthreats they may encounter while shopping 

online and offline. 

For financial organizations 

• Introduce enterprise-wide fraud prevention strategy with special sections on ATM and 

internet banking security. Logistical security, physical security of ATMs and fraud 

prevention measures should be addressed altogether as attacks are becoming more 

complex. 

 

• Choose a multi-layered approach and techniques against fraud. Training employees 

to spot suspicious transactions should be combined with implementation of dedicated 

fraud prevention solutions. Financial security software based on innovative 

technologies helps to detect and fight fraudulent activity beyond human control. 

 

• Make sure customers know how to spot a legitimate message from you, the things you 

will never ask of them – and how to contact you if they have been targeted by an attack. 

 

• Make sure your anti-fraud department is fully staffed during the holiday period.  



 

 

 

 

 

 

 

–
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