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ʋʚʘʞʘʝʤʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ!  

ʉʧʘʩʠʙʦ, ʯʪʦ ʜʦʚʝʨʷʝʪʝ ʥʘʤ. ʄʳ ʥʘʜʝʝʤʩʷ, ʯʪʦ ʵʪʦʪ ʜʦʢʫʤʝʥʪ ʧʦʤʦʞʝʪ ʚʘʤ ʚ ʨʘʙʦʪʝ ʠ ʦʪʚʝʪʠʪ ʥʘ 
ʙʦʣʴʰʠʥʩʪʚʦ ʚʦʟʥʠʢʘʶʱʠʭ ʚʦʧʨʦʩʦʚ. 

ɺʥʠʤʘʥʠʝ! ʇʨʘʚʘ ʥʘ ʵʪʦʪ ʜʦʢʫʤʝʥʪ ʷʚʣʷʶʪʩʷ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ AO Kaspersky Lab (ʜʘʣʝʝ ʪʘʢʞʝ 
"ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ") ʠ ʟʘʱʠʱʝʥʳ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʦʙ ʘʚʪʦʨʩʢʦʤ 
ʧʨʘʚʝ ʠ ʤʝʞʜʫʥʘʨʦʜʥʳʤʠ ʜʦʛʦʚʦʨʘʤʠ. ɿʘ ʥʝʟʘʢʦʥʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʜʦʢʫʤʝʥʪʘ 
ʠ ʝʛʦ ʦʪʜʝʣʴʥʳʭ ʯʘʩʪʝʡ ʥʘʨʫʰʠʪʝʣʴ ʥʝʩʝʪ ʛʨʘʞʜʘʥʩʢʫʶ, ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʫʶ ʠʣʠ ʫʛʦʣʦʚʥʫʶ 
ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʠʤʝʥʠʤʳʤ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ.  

ʂʦʧʠʨʦʚʘʥʠʝ ʚ ʣʶʙʦʡ ʬʦʨʤʝ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ, ʚ ʪʦʤ ʯʠʩʣʝ ʚ ʧʝʨʝʚʦʜʝ, ʣʶʙʳʭ ʤʘʪʝʨʠʘʣʦʚ 
ʚʦʟʤʦʞʥʳ ʪʦʣʴʢʦ ʩ ʧʠʩʴʤʝʥʥʦʛʦ ʨʘʟʨʝʰʝʥʠʷ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ɼʦʢʫʤʝʥʪ ʠ ʩʚʷʟʘʥʥʳʝ ʩ ʥʠʤ ʛʨʘʬʠʯʝʩʢʠʝ ʠʟʦʙʨʘʞʝʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʪʦʣʴʢʦ ʚ 
ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ, ʥʝʢʦʤʤʝʨʯʝʩʢʠʭ ʠʣʠ ʣʠʯʥʳʭ ʮʝʣʷʭ. 

ɼʦʢʫʤʝʥʪ ʤʦʞʝʪ ʙʳʪʴ ʠʟʤʝʥʝʥ ʙʝʟ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʫʚʝʜʦʤʣʝʥʠʷ. 

ɿʘ ʩʦʜʝʨʞʘʥʠʝ, ʢʘʯʝʩʪʚʦ, ʘʢʪʫʘʣʴʥʦʩʪʴ ʠ ʜʦʩʪʦʚʝʨʥʦʩʪʴ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʜʦʢʫʤʝʥʪʝ ʤʘʪʝʨʠʘʣʦʚ, 
ʧʨʘʚʘ ʥʘ ʢʦʪʦʨʳʝ ʧʨʠʥʘʜʣʝʞʘʪ ʜʨʫʛʠʤ ʧʨʘʚʦʦʙʣʘʜʘʪʝʣʷʤ, ʘ ʪʘʢʞʝ ʟʘ ʚʦʟʤʦʞʥʳʡ ʫʱʝʨʙ, 
ʩʚʷʟʘʥʥʳʡ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʵʪʠʭ ʤʘʪʝʨʠʘʣʦʚ, "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʥʝ 
ʥʝʩʝʪ. 

ɼʘʪʘ ʨʝʜʘʢʮʠʠ ʜʦʢʫʤʝʥʪʘ: 07.02.2017 

É AO Kaspersky Lab, 2017. 

http://www.kaspersky.ru 

https://help.kaspersky.com 

http://support.kaspersky.ru 
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ʊɽʆʈɽʊʀʏɽʉʂɸʗ ʏɸʉʊʔ 

ʆʇʈɽɼɽʃɽʅʀʗ 

ʊɽʈʄʀʅ ʆʇʈɽɼɽʃɽʅʀɽ 

ʀʅʌʆʈʄɸʎʀʆʅʅɸʗ 
ɹɽɿʆʇɸʉʅʆʉʊʔ 
(ʀɹ) 

ʉʬʝʨʘ ʥʘʫʢʠ ʠ ʪʝʭʥʠʢʠ, ʦʭʚʘʪʳʚʘʶʱʘʷ ʩʦʚʦʢʫʧʥʦʩʪʴ ʧʨʦʙʣʝʤ, 
ʩʚʷʟʘʥʥʳʭ ʩ ʦʙʝʩʧʝʯʝʥʠʝʤ ʟʘʱʠʱʝʥʥʦʩʪʠ ʦʙʲʝʢʪʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 
ʩʬʝʨʳ ʚ ʫʩʣʦʚʠʷʭ ʩʫʱʝʩʪʚʦʚʘʥʠʷ ʫʛʨʦʟ. ʇʦʜ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 
ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʪʘʢʞʝ ʧʦʥʠʤʘʶʪ ʟʘʱʠʱʝʥʥʦʩʪʴ ʠʥʬʦʨʤʘʮʠʠ ʦʪ 
ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʦʟʥʘʢʦʤʣʝʥʠʷ, ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʠ ʫʥʠʯʪʦʞʝʥʠʷ, 
ʟʘʱʠʱʝʥʥʦʩʪʴ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʦʪ ʚʦʟʜʝʡʩʪʚʠʡ, 
ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʥʘʨʫʰʝʥʠʝ ʠʭ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ. 

ʉʆɹʓʊʀɽ ʀɹ ʃʶʙʦʝ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʦʝ ʷʚʣʝʥʠʝ ʚ ʩʠʩʪʝʤʝ ʠʣʠ ʩʝʪʠ. 

ʀʅʎʀɼɽʅʊ ʀɹ ʅʘʨʫʰʝʥʠʝ ʠʣʠ ʫʛʨʦʟʘ ʥʘʨʫʰʝʥʠʷ ʀɹ ʢʦʤʧʘʥʠʠ. 

ʋɻʈʆɿɸ ʀɹ ʇʦʪʝʥʮʠʘʣʴʥʦ ʚʦʟʤʦʞʥʦʝ ʩʦʙʳʪʠʝ, ʜʝʡʩʪʚʠʝ (ʚʦʟʜʝʡʩʪʚʠʝ), ʧʨʦʮʝʩʩ 
ʠʣʠ ʷʚʣʝʥʠʝ, ʩʦʟʜʘʶʱʝʝ ʦʧʘʩʥʦʩʪʴ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ʋʗɿɺʀʄʆʉʊʔ 
ʀʅʌʆʈʄɸʎʀʆʅʅʆʁ 
ʉʀʉʊɽʄʓ (ʀʉ) 

ʅʝʜʦʩʪʘʪʦʢ ʚ ʀʉ, ʠʩʧʦʣʴʟʫʷ ʢʦʪʦʨʳʡ ʚʥʝʰʥʠʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʞʝʪ 
ʥʘʤʝʨʝʥʥʦ ʨʝʘʣʠʟʦʚʘʪʴ ʫʛʨʦʟʫ ʀɹ. 

ʕʂʉʇʃʆʀʊ 
(EXPLOIT) 

ʂʦʤʧʴʶʪʝʨʥʘʷ ʧʨʦʛʨʘʤʤʘ, ʬʨʘʛʤʝʥʪ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʜʘ ʠʣʠ 
ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʢʦʤʘʥʜ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʫʷʟʚʠʤʦʩʪʠ ʚ 
ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ ʠ ʧʨʠʤʝʥʷʝʤʳʝ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʘʪʘʢʠ ʥʘ 
ʀʉ. 

ʈɽɸɻʀʈʆɺɸʅʀɽ ʅɸ 
ʀʅʎʀɼɽʅʊ ʀɹ 

ʉʪʨʫʢʪʫʨʠʨʦʚʘʥʥʘʷ ʩʦʚʦʢʫʧʥʦʩʪʴ ʜʝʡʩʪʚʠʡ, ʥʘʧʨʘʚʣʝʥʥʘʷ ʥʘ 
ʫʩʪʘʥʦʚʣʝʥʠʝ ʜʝʪʘʣʝʡ ʠʥʮʠʜʝʥʪʘ, ʤʠʥʠʤʠʟʘʮʠʶ ʫʱʝʨʙʘ ʦʪ ʠʥʮʠʜʝʥʪʘ 
ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʧʦʚʪʦʨʝʥʠʷ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ʎɽʃɽɺɸʗ ɸʊɸʂɸ  ɸʪʘʢʘ, ʥʘʮʝʣʝʥʥʘʷ ʥʘ ʦʜʥʦʛʦ ʯʝʣʦʚʝʢʘ, ʢʦʤʧʘʥʠʶ ʠʣʠ ʛʨʫʧʧʫ. ɺ 
ʧʨʦʮʝʩʩʝ ʘʪʘʢʠ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʨʘʟʣʠʯʥʦʝ ʚʨʝʜʦʥʦʩʥʦʝ 
ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʠ ʤʝʪʦʜʳ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ. 

APT-ɸʊɸʂɸ 
(ADVANCED 
PERSISTENT 
THREAT) 

ʉʣʦʞʥʘʷ, ʧʨʦʜʦʣʞʠʪʝʣʴʥʘʷ, ʭʦʨʦʰʦ ʩʧʣʘʥʠʨʦʚʘʥʥʘʷ ʤʥʦʛʦʭʦʜʦʚʘʷ 
ʘʪʘʢʘ, ʠʩʧʦʣʴʟʫʶʱʘʷ ʩʣʦʞʥʦʝ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʤʝʪʦʜʳ ʩʦʮʠʘʣʴʥʦʡ 
ʠʥʞʝʥʝʨʠʠ ʠ ʜʘʥʥʳʝ ʦʙ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʘʪʘʢʫʝʤʦʛʦ. 

ɾʀɿʅɽʅʅʓʁ ʎʀʂʃ 
ɸʊɸʂʀ (KILL  CHAIN) 

ʇʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʰʘʛʦʚ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʘʪʘʢʠ. 
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SIEM (SECURITY 
INFORMATION AND 
EVENT 
MANAGEMENT)  

ʉʠʩʪʝʤʘ, ʢʦʪʦʨʘʷ ʦʙʝʩʧʝʯʠʚʘʝʪ ʘʥʘʣʠʟ ʩʦʙʳʪʠʡ ʀɹ, ʠʩʭʦʜʷʱʠʭ ʦʪ 
ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʧʨʠʣʦʞʝʥʠʡ, ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ. ʆʜʥʦʡ ʠʟ 
ʚʦʟʤʦʞʥʦʩʪʝʡ SIEM-ʩʠʩʪʝʤ ʷʚʣʷʝʪʩʷ ʩʦʧʦʩʪʘʚʣʝʥʠʝ ʩʦʙʳʪʠʡ ʩ 
ʧʦʪʦʢʘʤʠ ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ. 

ʀʅɼʀʂɸʊʆʈʓ 
ʂʆʄʇʈʆʄɽʊɸʎʀʀ 
(IOC) 

ʅʘʙʣʶʜʘʝʤʘʷ ʚ ʢʦʤʧʴʶʪʝʨʥʦʡ ʩʝʪʠ ʠʣʠ ʥʘ ʦʜʥʦʤ ʠʟ ʢʦʤʧʴʶʪʝʨʦʚ 
ʩʫʱʥʦʩʪʴ, ʥʘʣʠʯʠʝ ʢʦʪʦʨʦʡ ʤʦʞʝʪ ʩʚʠʜʝʪʝʣʴʩʪʚʦʚʘʪʴ ʦ ʢʦʤʧʨʦʤʝʪʘʮʠʠ 
ʀʉ. ʆʙʳʯʥʦ ʧʦʜ ʪʘʢʠʤʠ ʠʥʜʠʢʘʪʦʨʘʤʠ ʧʦʥʠʤʘʶʪ IP-ʘʜʨʝʩʘ, URL-
ʘʜʨʝʩʘ, ʭʝʰʠ ʬʘʡʣʦʚ. 

ʇʆʊʆʂʀ ɼɸʅʅʓʍ 
ʆɹ ʋɻʈʆɿɸʍ (FEEDS) 

ʀʥʬʦʨʤʘʮʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʠʥʜʠʢʘʪʦʨʳ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʠ ʧʦʟʚʦʣʷʶʱʘʷ 
ʚʳʷʚʣʷʪʴ ʬʘʢʪ ʢʦʤʧʨʦʤʝʪʘʮʠʠ, ʠʩʧʦʣʴʟʫʷ SIEM-ʩʠʩʪʝʤʳ ʠ ʜʨʫʛʠʝ 
ʩʝʪʝʚʳʝ ʫʩʪʨʦʡʩʪʚʘ ʠ ʩʨʝʜʩʪʚʘ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ. 

ʈɸɿɺɽɼʂɸ ʅɸ 
ʆʉʅʆɺɽ ʆʊʂʈʓʊʓʍ 
ʀʉʊʆʏʅʀʂʆɺ 
(OSINT) 

ɺʦʝʥʥʳʡ ʪʝʨʤʠʥ, ʧʨʠʤʝʥʠʪʝʣʴʥʦ ʢ ʀɹ ʦʟʥʘʯʘʝʪ ʧʦʠʩʢ ʚ ʦʪʢʨʳʪʳʭ 
ʠʩʪʦʯʥʠʢʘʭ ʥʝʦʙʭʦʜʠʤʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʠʥʜʠʢʘʪʦʨʦʚ 
ʢʦʤʧʨʦʤʝʪʘʮʠʠ, ʦʪʯtʪʦʚ ʧʦ ʢʦʥʢʨʝʪʥʳʤ ʫʛʨʦʟʘʤ ʠ ʜʨʫʛʦʡ ʠʥʬʦʨʤʘʮʠʠ, 
ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʩʧʦʩʦʙʩʪʚʦʚʘʪʴ ʨʘʩʩʣʝʜʦʚʘʥʠʶ ʠʥʮʠʜʝʥʪʘ ʀɹ. 

ɸʊɸʂɸ ʊʀʇɸ 
WATERING HOLE 

Watering hole ï ʦʜʥʘ ʠʟ ʨʘʟʥʦʚʠʜʥʦʩʪʝʡ ʤʥʦʛʦʫʨʦʚʥʝʚʳʭ 
ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʭ ʢʠʙʝʨʘʪʘʢ. ɸʪʘʢʘ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ 
ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʟʘʨʘʞʘʶʪ ʚʨʝʜʦʥʦʩʥʳʤ ʇʆ ʚʝʙ-ʩʘʡʪʳ, ʯʘʩʪʦ 
ʧʦʩʝʱʘʝʤʳʝ ʠʭ ʧʦʪʝʥʮʠʘʣʴʥʳʤʠ ʞʝʨʪʚʘʤʠ. ʕʪʦ ʤʦʛʫʪ ʙʳʪʴ ʩʘʡʪʳ 
ʢʦʤʧʘʥʠʡ-ʧʘʨʪʥʝʨʦʚ ʠʣʠ ʧʦʜʨʷʜʯʠʢʦʚ, ʦʙʱʝʩʪʚʝʥʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ ʠ 
ʜʘʞʝ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʭ ʫʯʨʝʞʜʝʥʠʡ. 
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ɺɺɽɼɽʅʀɽ 

ɺ ʧʦʩʣʝʜʥʠʝ ʛʦʜʳ ʯʠʩʣʦ ʥʦʚʳʭ ʩʝʤʝʡʩʪʚ ʠ ʨʘʟʥʦʚʠʜʥʦʩʪʝʡ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʩʪʨʝʤʠʪʝʣʴʥʦ ʨʘʩʪʝʪ. 
çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʝʞʝʜʥʝʚʥʦ ʚʳʷʚʣʷʝʪ ʦʢʦʣʦ 325 000 ʫʥʠʢʘʣʴʥʳʭ ʦʙʨʘʟʮʦʚ 
ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ. ʇʦʜ ʫʛʨʦʟʦʡ ʥʘʭʦʜʷʪʩʷ ʢʘʢ ʜʦʤʘʰʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʠ, ʪʘʢ ʠ ʢʨʫʧʥʳʝ 
ʢʦʤʧʘʥʠʠ, ʙʘʥʢʠ, ʢʨʠʪʠʯʝʩʢʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ, ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ, ʧʨʦʤʳʰʣʝʥʥʳʝ 
ʧʨʝʜʧʨʠʷʪʠʷ, ʠʩʧʦʣʴʟʫʶʱʠʝ ɸʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʝ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤʠ 
ʧʨʦʮʝʩʩʘʤʠ (ɸʉʋ ʊʇ). 

ʇʦ ʜʘʥʥʳʤ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʛʦ ʦʪʯʝʪʘ1  ʠʥʩʪʠʪʫʪʘ Ponemon, ʩʨʝʜʥʠʡ ʫʱʝʨʙ ʦʪ ʘʪʘʢ ʥʘ ʀʉ 
ʨʦʟʥʠʯʥʳʭ ʤʘʛʘʟʠʥʦʚ ʟʘ ʧʝʨʠʦʜ ʪʦʣʴʢʦ ʩ 2013 ʧʦ 2014 ʛʦʜʳ ʫʚʝʣʠʯʠʣʩʷ ʥʘ 8 ʤʠʣʣʠʦʥʦʚ ʜʦʣʣʘʨʦʚ 
ʠ ʩʦʩʪʘʚʠʣ ʦʢʦʣʦ 12 ʤʠʣʣʠʦʥʦʚ ʜʦʣʣʘʨʦʚ ʥʘ ʢʘʞʜʫʶ ʢʨʫʧʥʫʶ ʢʦʤʧʘʥʠʶ. ʉʨʝʜʠ ʬʠʥʘʥʩʦʚʳʭ 
ʦʨʛʘʥʠʟʘʮʠʡ ʩʨʝʜʥʠʡ ʫʱʝʨʙ ʦʮʝʥʠʚʘʣʩʷ ʚ 20,8 ʤʠʣʣʠʦʥʦʚ ʜʦʣʣʘʨʦʚ, ʚ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʩʝʢʪʦʨʝ 
ï 14,5 ʤʠʣʣʠʦʥʦʚ ʜʦʣʣʘʨʦʚ ʚ ʩʨʝʜʥʝʤ ʥʘ ʢʦʤʧʘʥʠʶ. 

ʆʙʥʘʨʫʞʝʥʥʳʡ ʚ 2010 ʛʦʜʫ ʚʠʨʫʩ Stuxnet ʩʪʘʣ ʧʝʨʚʳʤ ʚʨʝʜʦʥʦʩʥʳʤ ʇʆ, ʢʦʪʦʨʦʝ ʤʦʞʝʪ ʙʳʪʴ 
ʠʩʧʦʣʴʟʦʚʘʥʦ ʚ ʢʘʯʝʩʪʚʝ ʩʨʝʜʩʪʚʘ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʩʙʦʨʘ ʜʘʥʥʳʭ (ʰʧʠʦʥʘʞʘ) ʠ ʜʠʚʝʨʩʠʡ ʚ 
ɸʉʋ ʊʇ ʧʨʦʤʳʰʣʝʥʥʳʭ ʧʨʝʜʧʨʠʷʪʠʡ, ʵʣʝʢʪʨʦʩʪʘʥʮʠʡ, ʘʵʨʦʧʦʨʪʦʚ. ʋʥʠʢʘʣʴʥʦʩʪʴ ʧʨʦʛʨʘʤʤʳ 
ʟʘʢʣʶʯʘʣʘʩʴ ʚ ʪʦʤ, ʯʪʦ ʚʧʝʨʚʳʝ ʚ ʠʩʪʦʨʠʠ ʚʠʨʫʩ ʬʠʟʠʯʝʩʢʠ ʨʘʟʨʫʰʘʣ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʠ ʩʪʘʚʠʣ 
ʧʦʜ ʫʛʨʦʟʫ ʯʝʣʦʚʝʯʝʩʢʠʝ ʞʠʟʥʠ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʜʝʡʩʪʚʠʡ Stuxnet 1368 ʠʟ 5000 ʮʝʥʪʨʠʬʫʛ ʧʦ 
ʦʙʦʛʘʱʝʥʠʶ ʫʨʘʥʘ ʅʘʪʘʥʟʝ ʙʳʣʠ ʚʳʚʝʜʝʥʳ ʠʟ ʩʪʨʦʷ. 

ʏʪʦʙʳ ʟʘʱʠʪʠʪʴ ʢʦʨʧʦʨʘʪʠʚʥʫʶ ʩʝʪʴ ʦʪ ʨʘʟʣʠʯʥʳʭ ʫʛʨʦʟ, ʤʥʦʛʠʝ ʦʨʛʘʥʠʟʘʮʠʠ ʧʨʠʤʝʥʷʶʪ 
ʢʣʘʩʩʠʯʝʩʢʠʝ ʩʨʝʜʩʪʚʘ: ʘʥʪʠʚʠʨʫʩʥʳʝ ʨʝʰʝʥʠʷ, ʩʢʘʥʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝʩʠʩʪʝʤʳ 
ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʚʪʦʨʞʝʥʠʡ. ʆʜʥʘʢʦ ʫʢʘʟʘʥʥʳʝ ʩʠʩʪʝʤʳ ʥʝ ʚʩʝʛʜʘ ʚ ʩʦʩʪʦʷʥʠʠ 
ʦʙʥʘʨʫʞʠʪʴ ʩʣʦʞʥʳʝ ʮʝʣʝʚʳʝ ʘʪʘʢʠ ʠʣʠ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʦʩʪʘʪʦʯʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʠʥʬʦʨʤʘʮʠʠ ʜʣʷ 
ʧʨʠʦʨʠʪʠʟʘʮʠʠ ʠ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ. ɼʣ ̫ ʵʪʦʛʦ 
ʩʦʪʨʫʜʥʠʢʠ, ʦʪʚʝʯʘʶʱʠʝ ʟʘ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ, ʜʦʣʞʥʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʮʝʣʳʡ 
ʢʦʤʧʣʝʢʩ ʩʨʝʜʩʪʚ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʟʘʱʠʪʫ ʀʉ ʠ ʫʩʢʦʨʠʪʴ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʦʚ ʀɹ, 
ʢʦʪʦʨʳʝ ʚʩʝ ʞʝ ʤʦʛʫʪ ʚʦʟʥʠʢʥʫʪʴ. ʂ ʪʘʢʠʤ ʩʨʝʜʩʪʚʘʤ ʦʪʥʦʩʷʪʩʷ: 

Å ʘʥʪʠʚʠʨʫʩʳ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʠ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ ʚʩʝʭ ʩʦʪʨʫʜʥʠʢʦʚ; 
Å SIEM ʩʠʩʪʝʤʳ, ʚ ʢʦʪʦʨʳʝ ʠʥʪʝʛʨʠʨʦʚʘʥʳ ʧʦʪʦʢʠ ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ; 
Å ʘʥʪʠ-APT-ʩʠʩʪʝʤʳ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʦʙʥʘʨʫʞʝʥʠʝ ʩʣʦʞʥʳʭ ʫʛʨʦʟ ʠ ʮʝʣʝʚʳʭ ʘʪʘʢ; 
Å ʩʠʩʪʝʤʳ ʠʩʩʣʝʜʦʚʘʥʠʷ ʦʙʨʘʟʮʦʚ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʧʦʠʩʢʘ ʧʦʜʨʦʙʥʦʡ 
ʠʥʬʦʨʤʘʮʠʠ ʦ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʭ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʧʦ ʠʥʜʠʢʘʪʦʨʘʤ 
ʢʦʤʧʨʦʤʝʪʘʮʠʠ. 

ɺ ʤʦʤʝʥʪ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʠʥʮʠʜʝʥʪʘ ʦʪ ʩʦʪʨʫʜʥʠʢʦʚ, ʦʪʚʝʪʩʪʚʝʥʥʳʭ ʟʘ ʀɹ, ʪʨʝʙʫʶʪʩʷ ʙʳʩʪʨʳʝ ʠ 
ʪʦʯʥʳʝ ʰʘʛʠ, ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʪ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʫʱʝʨʙ ʦʪ ʠʥʮʠʜʝʥʪʘ ʠ ʩʦʙʨʘʪʴ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ 
ʜʣʷ ʫʛʦʣʦʚʥʦʛʦ ʧʨʝʩʣʝʜʦʚʘʥʠʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. ɼʣ ̫ʙʝʟʦʰʠʙʦʯʥʦʛʦ ʩʦʚʝʨʰʝʥʠʷ ʵʪʠʭ ʰʘʛʦʚ 
ʥʝʦʙʭʦʜʠʤʦ ʥʘʣʠʯʠʝ ʠʥʩʪʨʫʢʮʠʠ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ, ʩʦʟʜʘʥʥʦʡ ʵʢʩʧʝʨʪʘʤʠ ʀɹ. 
ɽʩʣʠ ʩʦʪʨʫʜʥʠʢʠ ʧʦʜʨʘʟʜʝʣʝʥʠʡ, ʦʪʚʝʪʩʪʚʝʥʥʳʭ ʟʘ ʀɹ, ʥʝ ʟʥʘʶʪ, ʢʘʢ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʚʦʟʥʠʢʰʠʡ 
ʠʥʮʠʜʝʥʪ ʠ ʢʘʢ ʦʙʝʩʧʝʯʠʪʴ ʦʧʝʨʘʪʠʚʥʳʡ ʩʙʦʨ ʜʘʥʥʳʭ, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ 
ʨʘʩʩʣʝʜʦʚʘʥʠʷ, ʘʪʘʢʦʚʘʥʥʘʷ ʦʨʛʘʥʠʟʘʮʠʷ ʧʦʥʝʩʸʪ ʟʥʘʯʠʪʝʣʴʥʳʝ ʫʙʳʪʢʠ. ʆʰʠʙʢʠ ʚ ʨʝʘʛʠʨʦʚʘʥʠʠ 
ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ʧʨʠʚʦʜʷʪ ʢ ʜʦʩʪʠʞʝʥʠʶ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ ʮʝʣʝʡ ʘʪʘʢʠ ʠ ʜʘʶʪ ʝʤʫ ʚʦʟʤʦʞʥʦʩʪʴ 
ʜʣʷ ʫʜʘʣʝʥʠʷ ʩʣʝʜʦʚ ʩʚʦʝʛʦ ʧʨʠʩʫʪʩʪʚʠʷ ʚ ʀʉ. 

  

                                                      

1 https://ssl.www8.hp.com/us/en/ssl/leadgen/document_download.html?objid=4AA5-5208ENW 

https://ssl.www8.hp.com/us/en/ssl/leadgen/document_download.html?objid=4AA5-5208ENW
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ʎɽʃʔ ʀ ɿɸɼɸʏʀ ɼɸʅʅʆɻʆ ɼʆʂʋʄɽʅʊɸ 

ʕʪʦʪ ʜʦʢʫʤʝʥʪ ʷʚʣʷʝʪʩʷ ʢʨʘʪʢʠʤ ʨʫʢʦʚʦʜʩʪʚʦʤ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ. 

ɼʦʢʫʤʝʥʪ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣ ̫ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʠ ʩʦʪʨʫʜʥʠʢʦʚ ʧʦʜʨʘʟʜʝʣʝʥʠʡ, ʦʪʚʝʪʩʪʚʝʥʥʳʭ ʟʘ ʀʊ 

ʠ ʀɹ ʦʨʛʘʥʠʟʘʮʠʡ. 

ɿʘʜʘʯʘʤʠ ʜʦʢʫʤʝʥʪʘ ʷʚʣʷʶʪʩʷ: 
Å ʩʠʩʪʝʤʘʪʠʟʘʮʠʷ ʪʝʦʨʝʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʞʠʟʥʝʥʥʦʤ ʮʠʢʣʝ ʘʪʘʢʠ ʠ ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ 
ʠʥʮʠʜʝʥʪʳ ʀɹ; 

Å ʦʧʠʩʘʥʠʝ ʘʣʛʦʨʠʪʤʘ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ; 
Å ʦʧʠʩʘʥʠʝ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʥʘ ʢʘʞʜʦʤ ʵʪʘʧʝ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʦʚ; 
Å ʟʥʘʢʦʤʩʪʚʦ ʯʠʪʘʪʝʣʷ ʩ ʧʨʘʢʪʠʯʝʩʢʠʤʠ ʧʦʜʭʦʜʘʤʠ ʢ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʠʥʮʠʜʝʥʪʳ. 

ɼʦʢʫʤʝʥʪ ʥʝ ʷʚʣʷʝʪʩʷ ʫʥʠʚʝʨʩʘʣʴʥʦʡ ʠʥʩʪʨʫʢʮʠʝʡ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʚʩʝʚʦʟʤʦʞʥʳʝ ʠʥʮʠʜʝʥʪʳ 
ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʦʙʟʦʨʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʧʨʦʮʝʩʩʫ 
ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ (Incident response). 

ɼʣ ̫ ʧʦʣʫʯʝʥʠʷ ʧʦʣʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʠʥʮʠʜʝʥʪʳ ʩʦʪʨʫʜʥʠʢʘʤ ʠ 
ʨʫʢʦʚʦʜʠʪʝʣʷʤ ʀɹ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʦʡʪʠ ʦʙʫʯʝʥʠʝ ʧʦ ʥʘʧʨʘʚʣʝʥʠʷʤ: 
Å ʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ (Incident response). 
Å ʎʠʬʨʦʚʘʷ ʢʨʠʤʠʥʘʣʠʩʪʠʢʘ (Digital forensics). 
Å ɸʥʘʣʠʟ ʠ ʦʙʨʘʪʥʘʷ ʨʘʟʨʘʙʦʪʢʘ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ (Advanced malware analysis & Reverse 

engineering). 

çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʧʨʝʜʣʘʛʘʝʪ ʪʨʝʥʠʥʛʠ ʣʶʙʦʛʦ ʫʨʦʚʥʷ ï ʦʪ ʙʘʟʦʚʦʛʦ ʜʦ ʵʢʩʧʝʨʪʥʦʛʦ ï ʚ 
ʦʙʣʘʩʪʠ ʮʠʬʨʦʚʦʡ ʢʨʠʤʠʥʘʣʠʩʪʠʢʠ ʠ ʘʥʘʣʠʟʘ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. ʂʫʨʩʳ çʃʘʙʦʨʘʪʦʨʠʠ 
ʂʘʩʧʝʨʩʢʦʛʦè ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʦʨʠʝʥʪʠʨʦʚʘʥʳ ʥʘ ʢʦʤʧʘʥʠʠ, ʢʦʪʦʨʳʝ ʩʪʨʝʤʷʪʩʷ ʟʘʱʠʪʠʪ ɹ
ʩʚʦʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʠ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʫʶ ʩʦʙʩʪʚʝʥʥʦʩʪʴ. ʇʦʣʫʯʠʪʴ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ 
ʦʙʫʯʝʥʠʠ ʤʦʞʥʦ ʥʘ ʩʘʡʪʝ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè: http://www.kaspersky.ru/enterprise-
security/intelligence-services. 

  

http://www.kaspersky.ru/enterprise-security/intelligence-services
http://www.kaspersky.ru/enterprise-security/intelligence-services
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ɾʀɿʅɽʅʅʓʁ ʎʀʂʃ ɸʊɸʂʀ (KILL  CHAIN) 

ɺ ʧʨʦʮʝʩʩʝ ʘʪʘʢʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʦʩʫʱʝʩʪʚʣʷʶʪ ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʥʫʶ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʰʘʛʦʚ, 
ʥʘʟʳʚʘʝʤʫʶ kill chain. ʇʝʨʚʦʥʘʯʘʣʴʥʦ kill chain ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʢʘʢ ʚʦʝʥʥʳʡ ʪʝʨʤʠʥ ʜʣʷ ʦʧʠʩʘʥʠʷ 
ʩʪʨʫʢʪʫʨʳ ʚʦʝʥʥʦʛʦ ʚʪʦʨʞʝʥʠʷ. ɿʥʘʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʜʝʡʩʪʚʠʡ ʧʨʦʪʠʚʥʠʢʘ, ʦʙʦʨʦʥʷʶʱʘʷʩʷ 
ʩʪʦʨʦʥʘ ʤʦʞʝʪ ʚʳʨʘʙʦʪʘʪʴ ʩʪʨʘʪʝʛʠʶ ʟʘʱʠʪʳ ʠ ʧʨʦʪʠʚʦʩʪʦʷʪʴ ʥʘʧʘʜʝʥʠʶ. ɺʧʦʩʣʝʜʩʪʚʠʠ ʪʝʨʤʠʥ 
kill chain ʩʪʘʣ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʦʧʠʩʘʥʠʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʫʛʨʦʟ. ɸʥʘʣʦʛʠʯʥʦ, ʥʘ ʦʩʥʦʚʝ 
ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʵʪʘʧʘʭ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʀʉ, ʩʦʪʨʫʜʥʠʢʠ, ʦʪʚʝʪʩʪʚʝʥʥʳʝ ʟʘ ʀɹ, ʤʦʛʫʪ ʚʳʩʪʨʘʠʚʘʪʴ 
ʩʠʩʪʝʤʫ ʟʘʱʠʪʳ ʀʉ. 

 

ʈʠʩʫʥʦʢ 1: ɾʠʟʥʝʥʥʳʡ ʮʠʢʣ ʘʪʘʢʠ (kill chain) 

ʆʪ ʪʦʛʦ, ʥʘ ʢʘʢʦʤ ʵʪʘʧʝ kill chain ʙʳʣʘ ʦʙʥʘʨʫʞʝʥʘ ʫʛʨʦʟʘ, ʟʘʚʠʩʠʪ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʨʘʩʩʣʝʜʦʚʘʥʠʷ 
ʠ ʨʘʟʤʝʨ ʤʘʪʝʨʠʘʣʴʥʦʛʦ ʠ ʨʝʧʫʪʘʮʠʦʥʥʦʛʦ ʫʱʝʨʙʘ, ʥʘʥʝʩʸʥʥʦʛʦ ʘʪʘʢʫʝʤʦʡ ʦʨʛʘʥʠʟʘʮʠʠ. 
ʆʙʥʘʨʫʞʝʥʠʝ ʥʘ ʵʪʘʧʝ ʜʦʩʪʠʞʝʥʠʷ ʮʝʣʠ (ʧʦʟʜʥʝʝ ʦʙʥʘʨʫʞʝʥʠʝ) ʦʟʥʘʯʘʝʪ, ʯʪʦ ʩʠʩʪʝʤʘ ʀɹ ʀʉ 
ʦʢʘʟʘʣʘʩʴ ʥʝʩʧʦʩʦʙʥʘ ʧʨʦʪʠʚʦʩʪʦʷʪʴ ʘʪʘʢʝ ʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʜʦʩʪʠʛ ʧʦʩʪʘʚʣʝʥʥʳʭ ʮʝʣʝʡ. 
ʅʘʠʤʝʥʴʰʠʡ ʫʱʝʨʙ ʙʫʜʝʪ ʥʘʥʝʩʸʥ ʚ ʩʣʫʯʘʝ ʦʙʥʘʨʫʞʝʥʠʷ ʥʘ ʵʪʘʧʘʭ ɼʦʩʪʘʚʢʠ ʠʣʠ ɿʘʢʨʝʧʣʝʥʠʷ 
(ʨʘʥʥʝʝ ʦʙʥʘʨʫʞʝʥʠʝ). 

ɼʘʣʝʝ ʧʨʠʚʝʜʝʥʦ ʢʨʘʪʢʦʝ ʦʧʠʩʘʥʠʝ ʢʘʞʜʦʛʦ ʵʪʘʧʘ ʩʪʨʘʪʝʛʠʠ ʫʛʨʦʟ. 

ʈɸɿɺɽɼʂɸ ʀ ʉɹʆʈ ɼɸʅʅʓʍ (RECONNAISSANCE) 

ʅʘ ʵʪʦʤ ʵʪʘʧʝ ʧʨʦʠʩʭʦʜʠʪ ʩʙʦʨ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʦʨʛʘʥʠʟʘʮʠʠ, ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʘʪʘʢʦʚʘʥʘ, ʘ ʪʘʢʞʝ ʦ 
ʝ yʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʘʢʪʠʚʘʭ. ɺ ʯʘʩʪʥʦʩʪʠ, ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʳʪʘʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ ʦʨʛʘʥʠʟʘʮʠʦʥʥʫʶ 
ʩʪʨʫʢʪʫʨʫ ʢʦʤʧʘʥʠʠ, ʩʪʝʢ ʪʝʭʥʦʣʦʛʠʡ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʚ ʘʪʘʢʫʝʤʦʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʩʨʝʜʩʪʚʘ 
ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʚʦʟʤʦʞʥʦʩʪʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ ʧʦ ʦʪʥʦʰʝʥʠʶ ʢ 
ʩʦʪʨʫʜʥʠʢʘʤ (ʥʘʧʨʠʤʝʨ, ʚʳʷʚʠʪʴ ʠʭ ʘʢʢʘʫʥʪʳ ʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ). 

ʈʘʟʚʝʜʢʘ ʤʦʞʝʪ ʙʳʪʴ ʧʘʩʩʠʚʥʦʡ (Passive reconnaissance) ʠ ʘʢʪʠʚʥʦʡ (Active reconnaissance). 
ʇʘʩʩʠʚʥʘʷ ʨʘʟʚʝʜʢʘ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʧʦʣʫʯʝʥʠʠ ʠʥʬʦʨʤʘʮʠʠ ʙʝʟ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦʛʦ ʚʦʟʜʝʡʩʪʚʠʷ 
ʥʘ ʘʪʘʢʫʝʤʫʶ ʀʉ (ʥʘʧʨʠʤʝʨ, ʧʨʦʩʤʦʪʨ DNS ʠ Whois ʠʥʬʦʨʤʘʮʠʠ, ʩʚʷʟʘʥʥʦʡ ʩ ʀʉ ʦʨʛʘʥʠʟʘʮʠʠ). 
ɸʢʪʠʚʥʘʷ ʨʘʟʚʝʜʢʘ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʘʪʘʢʫʝʤʦʡ ʀʉ: ʩʢʘʥʠʨʦʚʘʥʠʝ ʧʦʨʪʦʚ, ʧʦʠʩʢ 
ʫʷʟʚʠʤʦʩʪʝʡ ʀʉ ʠ ʜʨʫʛʠʝ ʜʝʡʩʪʚʠʷ. 

ɺʩʷ ʩʦʙʨʘʥʥʘʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ ʠʥʬʦʨʤʘʮʠʷ ʩʣʫʞʠʪ ʠʩʪʦʯʥʠʢʦʤ ʟʥʘʥʠʡ ʜʣʷ ʩʣʝʜʫʶʱʝʛʦ ʵʪʘʧʘ. 
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ɺʓɹʆʈ ʉʇʆʉʆɹɸ ɸʊɸʂʀ (WEAPONIZATION) 

ʀʩʧʦʣʴʟʫʷ ʠʥʬʦʨʤʘʮʠʶ, ʧʦʣʫʯʝʥʥʫʶ ʥʘ ʵʪʘʧʝ ʨʘʟʚʝʜʢʠ ʠ ʩʙʦʨʘ ʜʘʥʥʳʭ, ʟʣʦʫʤʳʰʣʝʥʥʠʢ 
ʦʧʨʝʜʝʣʷʝʪ ʩʧʦʩʦʙ ʘʪʘʢʠ. ʇʨʠ ʵʪʦʤ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʞʝʪ ʩʦʟʜʘʪʴ ʥʦʚʦʝ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, 
ʧʦʟʚʦʣʷʶʱʝʝ ʵʢʩʧʣʫʘʪʠʨʦʚʘʪʴ ʦʙʥʘʨʫʞʝʥʥʳʝ ʫʷʟʚʠʤʦʩʪʠ.  

ɿʣʦʫʤʳʰʣʝʥʥʠʢ ʚʥʝʜʨʷʝʪ ʇʆ, ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʨʠ ʘʪʘʢʝ, ʚ ʬʘʡʣʳ MS Office (.docx, 
.xlsx), PDF-ʜʦʢʫʤʝʥʪʳ, ʣɻʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʠʣʠ ʥʘ ʩʲʸʤʥʳʝ ʥʦʩʠʪʝʣʠ.  

ʅʘ ʵʪʦʤ ʞʝ ʵʪʘʧʝ ʧʨʦʠʩʭʦʜʠʪ ʚʳʙʦʨ ʩʧʦʩʦʙʘ ʜʦʩʪʘʚʢʠ ʩʦʟʜʘʥʥʦʛʦ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʚ ʘʪʘʢʫʝʤʫʶ 
ʦʨʛʘʥʠʟʘʮʠʶ: ʩ ʧʦʤʦʱʴʶ ʟʘʨʘʞʝʥʠʷ ʧʫʙʣʠʯʥʦʛʦ ʨʝʩʫʨʩʘ ʢʦʤʧʘʥʠʠ, ʯʝʨʝʟ ʦʜʥʦʛʦ ʠʟ ʩʦʪʨʫʜʥʠʢʦʚ 
ʠʣʠ ʯʝʨʝʟ ʢʦʤʧʨʦʤʝʪʘʮʠʶ ʢʦʤʧʘʥʠʡ-ʩʫʙʧʦʜʨʷʜʯʠʢʦʚ, ʨʘʙʦʪʘʶʱʠʭ ʩ ʘʪʘʢʫʝʤʦʡ ʦʨʛʘʥʠʟʘʮʠʝʡ. 

ɼʆʉʊɸɺʂɸ (DELIVERY) 

ɸʪʘʢʫʶʱʠʡ ʜʦʣʞʝʥ ʦʙʝʩʧʝʯʠʪʴ ʧʦʧʘʜʘʥʠʝ ʨʘʟʨʘʙʦʪʘʥʥʦʛʦ ʥʘ ʧʨʦʰʣʦʤ ʰʘʛʝ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʚ 
ʀʉ ʘʪʘʢʫʝʤʦʡ ʦʨʛʘʥʠʟʘʮʠʠ. ʆʙʳʯʥʦ ʜʣʷ ʵʪʦʛʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚʣʦʞʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, 
ʚʨʝʜʦʥʦʩʥʳʝ ʠ ʬʠʰʠʥʛʦʚʳʝ ʩʩʳʣʢʠ, watering hole-ʘʪʘʢʠ (ʟʘʨʘʞʝʥʠʷ ʩʘʡʪʦʚ, ʢʦʪʦʨʳʝ ʧʦʩʝʱʘʶʪ 
ʩʦʪʨʫʜʥʠʢʠ ʘʪʘʢʫʝʤʦʡ ʦʨʛʘʥʠʟʘʮʠʠ) ʠʣʠ ʟʘʨʘʞʝʥʥʳʝ USB-ʫʩʪʨʦʡʩʪʚʘ. 

ʕʂʉʇʃʋɸʊɸʎʀʗ (EXPLOITATION)  

ʇʦʩʣʝ ʧʦʧʘʜʘʥʠʷ ʚ ʀʉ ʘʪʘʢʫʝʤʦʡ ʦʨʛʘʥʠʟʘʮʠʠ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʠʩʧʦʣʴʟʫʷ ʫʷʟʚʠʤʦʩʪʠ ʀɹ, 
ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʧʦ ʩʝʪʠ ʠ ʟʘʢʨʝʧʣʷʝʪʩʷ ʥʘ ʟʘʨʘʞʝʥʥʳʭ ʤʘʰʠʥʘʭ ʚ ʦʞʠʜʘʥʠʠ ʢʦʤʘʥʜ, 
ʧʦʩʪʫʧʘʶʱʠʭ ʦʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ.  

ʂʦʤʘʥʜʳ ʦʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʤʦʛʫʪ ʧʦʩʪʫʧʘʪʴ ʢʘʢ ʯʝʨʝʟ ʠʥʪʝʨʥʝʪ (ʦʪ ʢʦʤʘʥʜʥʳʭ ʮʝʥʪʨʦʚ C&C), 
ʪʘʢ ʠ ʩ ʧʦʤʦʱʴʶ ʜʦʩʪʘʚʢʠ ʜʨʫʛʦʛʦ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ (ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʥʘ ʤʘʰʠʥʝ ʦʪʩʫʪʩʪʚʫʝʪ 
ʧʨʷʤʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʠʥʪʝʨʥʝʪʫ). 

ɿɸʂʈɽʇʃɽʅʀɽ (INSTALLATION)  

ɺʨʝʜʦʥʦʩʥʦʝ ʇʆ ʦʩʫʱʝʩʪʚʣʷʝʪ ʟʘʨʘʞʝʥʠʝ ʢʦʤʧʴʶʪʝʨʘ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʥʝ ʙʳʪʴ ʦʙʥʘʨʫʞʝʥʥʳʤ 
ʠʣʠ ʫʜʘʣʝʥʥʳʤ ʧʦʩʣʝ ʧʝʨʝʟʘʛʨʫʟʢʠ ʠʣʠ ʫʩʪʘʥʦʚʢʠ ʦʙʥʦʚʣʝʥʠʷ, ʙʣʦʢʠʨʫʶʱʝʛʦ ʚʦʟʤʦʞʥʦʩʪʴ 
ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʜʥʫ ʠʟ ʫʷʟʚʠʤʦʩʪʝʡ ʀʉ. ʆʙʳʯʥʦ ʜʣʷ ʟʘʨʘʞʝʥʠʷ ʠʩʧʦʣʴʟʫʶʪʩʷ ʫʪʠʣʠʪʳ 
ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ (backdoor). 

ʀʉʇʆʃʅɽʅʀɽ ʂʆʄɸʅɼ (COMMAND AND CONTROL) 

ʉ ʧʦʤʦʱʴʶ ʩʦʝʜʠʥʝʥʠʷ, ʫʩʪʘʥʘʚʣʠʚʘʝʤʦʛʦ ʠʟʥʫʪʨʠ ʀʉ ʘʪʘʢʦʚʘʥʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʚʨʝʜʦʥʦʩʥʦʝ 
ʇʆ ʨʝʘʣʠʟʫʝʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʩʝʨʚʝʨʦʤ ʫʧʨʘʚʣʝʥʠʷ, ʧʦʜʢʦʥʪʨʦʣʴʥʳʤ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ (C&C 
Server). ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʘʪʘʢʫʶʱʠʡ ʧʦʣʫʯʘʝʪ ʫʧʨʘʚʣʝʥʠʝ ʢʦʤʧʴʶʪʝʨʦʤ ʚʥʫʪʨʠ ʀʉ ʘʪʘʢʫʝʤʦʡ 
ʦʨʛʘʥʠʟʘʮʠʠ. 

ɼʆʉʊʀɾɽʅʀɽ ʎɽʃʀ (ACTIONS ON OBJECTIV E) 

ʇʦʣʫʯʠʚ ʫʧʨʘʚʣʝʥʠʝ, ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʞʝʪ ʨʘʙʦʪʘʪʴ ʩ ʜʘʥʥʳʤʠ ʥʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʤ 
ʢʦʤʧʴʶʪʝʨʝ, ʥʝ ʪʦʣʴʢʦ ʦʩʫʱʝʩʪʚʣʷʷ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ, ʥʦ ʠ ʠʟʤʝʥʷʷ ʠʣʠ ʫʜʘʣʷʷ ʠʭ. 
ʂʨʦʤʝ ʪʦʛʦ, ʘʪʘʢʫʶʱʠʡ ʤʦʞʝʪ ʧʦʧʳʪʘʪʴʩʷ ʟʘʨʘʟʠʪʴ ʜʨʫʛʠʝ ʤʘʰʠʥʳ ʚ ʀʉ, ʜʣʷ ʪʦʛʦ ʯʪʦʙʳ ʫʚʝʣʠʯʠʪʴ 
ʦʙʲʝʤ ʜʦʩʪʫʧʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 
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ʈɽɸɻʀʈʆɺɸʅʀɽ ʅɸ ʀʅʎʀɼɽʅʊʓ ʀɹ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʘʥʳ ʦʙʱʠʝ ʰʘʛʠ, ʥʝʦʙʭʦʜʠʤʳʝ ʧʨʠ ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ. 

ʎɽʃʀ ʇʈʆʎɽʉʉɸ ʈɽɸɻʀʈʆɺɸʅʀʗ 

ʆʩʥʦʚʥʳʤʠ ʮʝʣʷʤʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ ʷʚʣʷʶʪʩʷ ʤʠʥʠʤʠʟʘʮʠʷ ʫʱʝʨʙʘ, ʩʢʦʨʝʡʰʝʝ 
ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʩʭʦʜʥʦʛʦ ʩʦʩʪʦʷʥʠʷ ʀʉ ʠ ʨʘʟʨʘʙʦʪʢʘ ʧʣʘʥʘ ʧʦ ʥʝʜʦʧʫʱʝʥʠʶ ʧʦʜʦʙʥʳʭ 
ʠʥʮʠʜʝʥʪʦʚ ʚ ʙʫʜʫʱʝʤ. ʕʪʠ ʮʝʣʠ ʜʦʩʪʠʛʘʶʪʩʷ ʥʘ ʜʚʫʭ ʦʩʥʦʚʥʳʭ ɻ ʪʘʧʘʭ: ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʘ 
ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʩʠʩʪʝʤʳ. 

ʇʨʠ ʨʘʩʩʣʝʜʦʚʘʥʠʠ ʪʨʝʙʫʝʪʩʷ ʦʧʨʝʜʝʣʠʪʴ: 
Å ʥʘʯʘʣʴʥʳʡ ʚʝʢʪʦʨ ʘʪʘʢʠ; 
Å ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʠ ʠʥʩʪʨʫʤʝʥʪʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʠʩʧʦʣʴʟʦʚʘʥʳ ʚ ʧʨʦʮʝʩʩʝ ʘʪʘʢʠ; 
Å ʢʘʢʠʝ ʩʠʩʪʝʤʳ ʙʳʣʠ ʟʘʪʨʦʥʫʪʳ ʚ ʭʦʜʝ ʘʪʘʢʠ; 
Å ʨʘʟʤʝʨ ʫʱʝʨʙʘ, ʥʘʥʝʩʝʥʥʦʛʦ ʘʪʘʢʦʡ; 
Å ʟʘʚʝʨʰʝʥʘ ʘʪʘʢʘ ʠʣʠ ʥʝʪ, ʪʦ ʝʩʪʴ ʜʦʩʪʠʛ ʣʠ ʘʪʘʢʫʶʱʠʡ ʩʚʦʝʡ ʮʝʣʠ; 
Å ʚʨʝʤʝʥʥʳʝ ʨʘʤʢʠ ʘʪʘʢʠ. 

ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʨʘʟʨʘʙʦʪʘʪʴ ʠ ʚʥʝʜʨʠʪʴ ʧʣʘʥ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ 
ʩʠʩʪʝʤʳ, ʠʩʧʦʣʴʟʫʷ ʠʥʬʦʨʤʘʮʠʶ, ʧʦʣʫʯʝʥʥʫʶ ʧʨʠ ʨʘʩʩʣʝʜʦʚʘʥʠʠ. 

ʆʉʅʆɺʅʓɽ ʕʊɸʇʓ ʇʈʆʎɽʉʉɸ ʈɽɸɻʀʈʆɺɸʅʀʗ ʅɸ ʀʅʎʀɼɽʅʊʓ ʀɹ 

 

ʈʠʩʫʥʦʢ 2: ʇʨʦʮʝʩʩ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ 

ʅʘ ʦʩʥʦʚʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʞʠʟʥʝʥʥʦʤ ʮʠʢʣʝ ʘʪʘʢʠ (kill chain), ʚʦʟʤʦʞʥʦ ʬʦʨʤʠʨʦʚʘʥʠʝ ʩʠʩʪʝʤʳ 
ʟʘʱʠʪʳ. ʀʩʭʦʜʷ ʠʟ ʘʥʘʣʠʟʘ ʩʪʨʘʪʝʛʠʠ, ʠʩʧʦʣʴʟʫʝʤʦʡ ʧʨʠ ʘʪʘʢʝ ʥʘ ʀʉ, ʩʧʝʮʠʘʣʠʩʪʘʤʠ ʀɹ 
ʚʳʨʘʙʦʪʘʥʘ ʩʪʨʘʪʝʛʠʷ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ, ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʦʧʠʩʘʥʘ ʥʠʞʝ. 

ʇʦʜʛʦʪʦʚʢʘ (Preparation) 

ɺ ʤʦʤʝʥʪ, ʢʦʛʜʘ ʧʨʦʠʩʭʦʜʠʪ ʠʥʮʠʜʝʥʪ ʀɹ, ʦʪ ʩʦʪʨʫʜʥʠʢʦʚ, ʦʪʚʝʪʩʪʚʝʥʥʳʭ ʟʘ ʀɹ, ʪʨʝʙʫʶʪʩʷ 
ʤʦʤʝʥʪʘʣʴʥʳʝ ʠ ʪʦʯʥʳʝ ʜʝʡʩʪʚʠʷ. ʇʦʵʪʦʤʫ ʜʣʷ ʵʬʬʝʢʪʠʚʥʦʛʦ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʝʦʙʭʦʜʠʤʘ 
ʧʨʝʜʚʘʨʠʪʝʣʴʥʘʷ ʧʦʜʛʦʪʦʚʢʘ. Cʦʪʨʫʜʥʠʢʠ, ʦʪʚʝʪʩʪʚʝʥʥʳʝ ʟʘ ʀɹ, ʜʦʣʞʥʳ ʦʙʝʩʧʝʯʠʪʴ ʟʘʱʠʪʫ ʀʉ ʠ 
ʧʨʦʠʥʬʦʨʤʠʨʦʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʘ ʪʘʢʞʝ ʀʊ-ʧʝʨʩʦʥʘʣ, ʦ ʚʘʞʥʦʩʪʠ ʤʝʨ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʀɹ. 
ʉʦʪʨʫʜʥʠʢʠ, ʟʘʥʠʤʘʶʱʠʝʩʷ ʨʝʘʛʠʨʦʚʘʥʠʝʤ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ, ʜʦʣʞʥʳ ʧʨʦʡʪʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ 
ʦʙʫʯʝʥʠʝ ʠ ʨʝʛʫʣʷʨʥʦ ʧʦʩʝʱʘʪʴ ʪʨʝʥʠʥʛʠ ʧʦ ʀɹ, ʜʣʷ ʪʦʛʦ ʯʪʦʙʳ ʦʧʝʨʘʪʠʚʥʦ ʠ ʵʬʬʝʢʪʠʚʥʦ 
ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ. 
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ʆʙʥʘʨʫʞʝʥʠʝ (Identification) 

ʉʦʪʨʫʜʥʠʢʠ, ʟʘʥʠʤʘʶʱʠʝʩʷ ʨʝʘʛʠʨʦʚʘʥʠʝʤ ʥʘ ʠʥʮʠʜʝʥʪʳ, ʜʦʣʞʥʳ ʦʧʨʝʜʝʣʠʪʴ, ʷʚʣʷʝʪʩʷ ʣʠ 
ʦʙʥʘʨʫʞʝʥʥʦʝ ʠʤʠ ʩ ʧʦʤʦʱʴʶ ʨʘʟʣʠʯʥʳʭ ʩʠʩʪʝʤ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʩʦʙʳʪʠʝ ʠʥʮʠʜʝʥʪʦʤ ʠʣʠ ʥʝʪ. 
ɼʣ ̫ ʵʪʦʛʦ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʫʙʣʠʯʥʳʝ ʦʪʯʝʪʳ, ʧʦʪʦʢʠ ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ, ʩʨʝʜʩʪʚʘ 
ʩʪʘʪʠʯʝʩʢʦʛʦ ʠ ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʦʙʨʘʟʮʦʚ ʇʆ ʠ ʜʨʫʛʠʝ ʠʩʪʦʯʥʠʢʠ ʠʥʬʦʨʤʘʮʠʠ. ʉʪʘʪʠʯʝʩʢʠʡ 
ʘʥʘʣʠʟ ʚʳʧʦʣʥʷʝʪʩʷ ʙʝʟ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦʛʦ ʟʘʧʫʩʢʘ ʠʩʩʣʝʜʫʝʤʦʛʦ ʦʙʨʘʟʮʘ ʠ ʧʦʟʚʦʣʷʝʪ ʚʳʷʚʠʪʴ 
ʨʘʟʣʠʯʥʳʝ ʠʥʜʠʢʘʪʦʨʳ, ʥʘʧʨʠʤʝʨ, ʩʪʨʦʢʠ, ʩʦʜʝʨʞʘʱʠʝ URL-ʘʜʨʝʩʘ ʠʣʠ ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ 
ʧʦʯʪʳ. ɼʠʥʘʤʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʧʦʜʨʘʟʫʤʝʚʘʝʪ ʚʳʧʦʣʥʝʥʠʝ ʠʩʩʣʝʜʫʝʤʦʡ ʧʨʦʛʨʘʤʤʳ ʚ ʟʘʱʠʱʝʥʥʦʡ 
ʩʨʝʜʝ (ʇʝʩʦʯʥʠʮʝ) ʠʣʠ ʥʘ ʠʟʦʣʠʨʦʚʘʥʥʦʡ ʤʘʰʠʥʝ ʩ ʮʝʣʴʶ ʚʳʷʚʣʝʥʠʷ ʧʦʚʝʜʝʥʠʷ ʦʙʨʘʟʮʘ ʠ ʩʙʦʨʘ 
ʘʨʪʝʬʘʢʪʦʚ ʝʛʦ ʨʘʙʦʪʳ (IOC). 

 

ʈʠʩʫʥʦʢ 3: ʎʠʢʣ ʦʙʥʘʨʫʞʝʥʠʷ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ 

ʉʙʦʨ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ̫ ʚʣʷʝʪʩʷ ʠʪʝʨʘʮʠʦʥʥʳʤ ʧʨʦʮʝʩʩʦʤ. ʅʘ ʦʩʥʦʚʝ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ 
ʠʥʬʦʨʤʘʮʠʠ, ʧʦʣʫʯʝʥʥʦʡ ʦʪ SIEM-ʩʠʩʪʝʤʳ, ʧʨʦʠʩʭʦʜʠʪ ʬʦʨʤʠʨʦʚʘʥʠʝ ʩʮʝʥʘʨʠʝʚ ʦʙʥʘʨʫʞʝʥʠʷ, 
ʧʨʠʤʝʥʝʥʠʝ ʢʦʪʦʨʳʭ, ʢʘʢ ʧʨʘʚʠʣʦ, ʧʨʠʚʦʜʠʪ ʢ ʚʳʷʚʣʝʥʠʶ ʥʦʚʳʭ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ. 
ʇʦʣʫʯʝʥʥʳʝ ʪʘʢʠʤ ʦʙʨʘʟʦʤ ʠʥʜʠʢʘʪʦʨʳ ʧʦʤʦʛʘʶʪ ʫʪʦʯʥʠʪʴ ʛʨʘʥʠʮʳ ʘʪʘʢʠ ʠ ʩʣʫʞʘʪ ʦʪʧʨʘʚʥʦʡ 
ʪʦʯʢʦʡ ʜʣʷ ʥʦʚʦʛʦ ʮʠʢʣʘ ʦʙʥʘʨʫʞʝʥʠʷ. 

ɼʘʣʴʥʝʡʰʠʝ ʰʘʛʠ ʧʨʝʜʧʨʠʥʠʤʘʶʪʩʷ ʪʦʣʴʢʦ ʝʩʣʠ ʩʦʙʳʪʠʝ ʨʝʰʝʥʦ ʩʯʠʪʘʪʴ ʠʥʮʠʜʝʥʪʦʤ ʀɹ. 

ʉʜʝʨʞʠʚʘʥʠʝ (Containment) 

ʉʦʪʨʫʜʥʠʢʠ, ʦʪʚʝʪʩʪʚʝʥʥʳʝ ʟʘ ʀɹ, ʜʦʣʞʥʳ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝ ʢʦʤʧʴʶʪʝʨʳ 
ʠ ʥʘʩʪʨʦʠʪʴ ʧʨʘʚʠʣʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ ʟʘʨʘʞʝʥʠʝ ʥʝ ʨʘʩʧʨʦʩʪʨʘʥʠʣʦʩʴ ʜʘʣʴʰʝ 
ʧʦ ʩʝʪʠ. ʂʨʦʤʝ ʪʦʛʦ, ʥʘ ʵʪʦʤ ʵʪʘʧʝ ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʥʘʩʪʨʦʠʪʴ ʩʝʪʴ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ ʀʉ 
ʢʦʤʧʘʥʠʠ ʤʦʛʣʘ ʧʨʦʜʦʣʞʘʪʴ ʨʘʙʦʪʘʪʴ ʙʝʟ ʟʘʨʘʞʝʥʥʳʭ ʤʘʰʠʥ. 

ʋʜʘʣʝʥʠʝ (Eradication) 

ʎʝʣʴ ʵʪʦʛʦ ʵʪʘʧʘ ï ʧʨʠʚʝʩʪʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʫʶ ʀʉ ʚ ʩʦʩʪʦʷʥʠʝ, ʚ ʢʦʪʦʨʦʤ ʦʥʘ ʙʳʣʘ ʜʦ 
ʟʘʨʘʞʝʥʠʷ. ʉʦʪʨʫʜʥʠʢʠ, ʦʪʚʝʪʩʪʚʝʥʥʳʝ ʟʘ ʀɹ, ʫʜʘʣʷʶʪ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʘ ʪʘʢʞʝ ʚʩʝ ʘʨʪʝʬʘʢʪʳ, 
ʢʦʪʦʨʳʝ ʦʥʦ ʤʦʛʣʦ ʦʩʪʘʚʠʪʴ ʥʘ ʟʘʨʘʞʝʥʥʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʚ ʀʉ. 
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ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ (Recovery) 

ʈʘʥʝʝ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝ ʢʦʤʧʴʶʪʝʨʳ ʚʚʦʜʷʪʩʷ ʦʙʨʘʪʥʦ ʚ ʩʝʪʴ. ʇʨʠ ʵʪʦʤ ʩʦʪʨʫʜʥʠʢʠ, 
ʦʪʚʝʪʩʪʚʝʥʥʳʝ ʟʘ ʀɹ, ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ ʧʨʦʜʦʣʞʘʶʪ ʥʘʙʣʶʜʘʪʴ ʟʘ ʩʦʩʪʦʷʥʠʝʤ ʵʪʠʭ ʤʘʰʠʥ ʠ ʀʉ ʚ 
ʮʝʣʦʤ, ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ ʚ ʧʦʣʥʦʤ ʫʩʪʨʘʥʝʥʠʠ ʫʛʨʦʟʳ. 

ɺʳʚʦʜʳ (Lessons learned) 

ʉʦʪʨʫʜʥʠʢʠ, ʦʪʚʝʪʩʪʚʝʥʥʳʝ ʟʘ ʀɹ, ʘʥʘʣʠʟʠʨʫʶʪ ʧʨʦʠʟʦʰʝʜʰʠʡ ʠʥʮʠʜʝʥʪ, ʚʥʦʩʷʪ ʥʝʦʙʭʦʜʠʤʳʝ 
ʠʟʤʝʥʝʥʠʷ ʚ ʢʦʥʬʠʛʫʨʘʮʠʶ ʇʆ ʠ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʦʙʝʩʧʝʯʠʚʘʶʱʝʛʦ ʀɹ, ʠ ʬʦʨʤʠʨʫʶʪ 
ʨʝʢʦʤʝʥʜʘʮʠʠ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʚ ʙʫʜʫʱʝʤ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʧʦʜʦʙʥʳʝ ʠʥʮʠʜʝʥʪʳ. ʇʨʠ 
ʥʝʚʦʟʤʦʞʥʦʩʪʠ ʧʦʣʥʦʛʦ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʙʫʜʫʱʝʡ ʘʪʘʢʠ ʩʦʩʪʘʚʣʝʥʥʳʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦʟʚʦʣʷʪ 
ʫʩʢʦʨʠʪʴ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʧʦʜʦʙʥʳʝ ʠʥʮʠʜʝʥʪʳ.  



14 

ʀʅʉʊʈʋʂʎʀʗ ʇʆ ʈɽɸɻʀʈʆɺɸʅʀʖ 

ʅɸ ʀʅʎʀɼɽʅʊʓ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʧʨʠʚʝʜʝʥʦ ʦʧʠʩʘʥʠʝ ʨʝʢʦʤʝʥʜʘʮʠʡ ʠ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʪ ʧʦʚʳʩʠʪʴ 
ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ. 

ʇʆɼɻʆʊʆɺʂɸ 

ɼʣ ̫ʪʦʛʦ ʯʪʦʙʳ ʵʬʬʝʢʪʠʚʥʦ ʧʨʦʪʠʚʦʩʪʦʷʪʴ ʫʛʨʦʟʘʤ ʀɹ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʦʙʝʩʧʝʯʠʪʴ ʟʘʱʠʪʫ ʀʉ ʥʘ 
ʚʩʝʭ ʫʨʦʚʥʷʭ. ʅʘ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʷʭ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ Endpoint-ʘʥʪʠʚʠʨʫʩʳ. ɺ ʩʝʪʠ ʀʉ 
ʜʦʣʞʥʳ ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ IPS, FireWall, Proxy ʩ ʘʚʪʦʨʠʟʘʮʠʝʡ, ʘʥʪʠ-APT-ʨʝʰʝʥʠʷ, SIEM ʩ 
ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʤʠ ʧʦʪʦʢʘʤʠ ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ, ʩʠʩʪʝʤʳ ʩʝʪʝʚʳʭ ʣʦʚʫʰʝʢ ʠ ʜʨʫʛʠʝ ʩʠʩʪʝʤʳ ʀɹ. 

ʉʧʝʮʠʘʣʠʩʪʳ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʥʝʧʨʝʨʳʚʥʦ ʨʘʟʨʘʙʘʪʳʚʘʶʪ ʨʘʟʣʠʯʥʳʝ ʩʨʝʜʩʪʚʘ 
ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʚ ʪʦʤ ʯʠʩʣʝ ʘʥʪʠʚʠʨʫʩ ʜʣʷ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʡ Kaspersky Endpoint Security, ʢʦʪʦʨʳʡ 
ʦʙʝʩʧʝʯʠʚʘʝʪ ʢʦʤʧʣʝʢʩʥʫʶ ʟʘʱʠʪʫ ʢʦʤʧʴʶʪʝʨʘ ʦʪ ʨʘʟʣʠʯʥʳʭ ʚʠʜʦʚ ʫʛʨʦʟ, ʩʝʪʝʚʳʭ ʠ 
ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʘʪʘʢ. ɼʣ ̫ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʤ ʘʪʘʢʘʤ ʠ ʧʝʨʝʜʦʚʳʤ ʫʛʨʦʟʘʤ 
ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʵʢʩʧʝʨʪʳ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʩʦʟʜʘʣʠ ʧʨʦʜʫʢʪ Kaspersky 
Anti Targeted Attack Platform (KATA), ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ ʦʙʥʘʨʫʞʠʪʴ ʢʦʤʧʣʝʢʩʥʳʝ ʮʝʣʝʚʳʝ ʘʪʘʢʠ. 
ʉ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʨʝʰʝʥʠʷʭ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʜʣʷ ʢʨʫʧʥʦʛʦ ʙʠʟʥʝʩʘ ʤʦʞʥʦ 
ʦʟʥʘʢʦʤʠʪʴʩʷ ʥʘ ʩʘʡʪʝ http://www.kaspersky.ru/enterprise-security. 

ʇʦʚʳʰʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʉ ʪʘʢʞʝ ʩʧʦʩʦʙʩʪʚʫʝʪ ʧʨʦʚʝʜʝʥʠʝ ʪʝʩʪʦʚ ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ ʚ ʀʉ 
ʜʘʥʥʦʡ ʢʦʤʧʘʥʠʠ (penetration testing) ʠ ʦʟʥʘʢʦʤʣʝʥʠʝ ʩʧʝʮʠʘʣʠʩʪʦʚ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʭ ʀɹ, ʩ 
ʦʪʯʝʪʘʤʠ ʧʦ ʪʝʩʪʠʨʦʚʘʥʠʶ ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ. ʊʝʩʪʠʨʦʚʘʥʠʝ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʚʝʜʝʥʦ ʩʪʦʨʦʥʥʠʤʠ 
ʦʨʛʘʥʠʟʘʮʠʷʤʠ, ʘ ʠʥʬʦʨʤʘʮʠʷ ʠʟ ʦʪʯʸʪʦʚ ʧʦʤʦʞʝʪ ʚʳʷʚʠʪʴ ʠ ʫʩʪʨʘʥʠʪʴ ʫʷʟʚʠʤʦʩʪʠ ʚ ʀʉ 
ʦʨʛʘʥʠʟʘʮʠʠ. 

 

ʉʧʝʮʠʘʣʠʩʪʳ, ʦʪʚʝʯʘʶʱʠʝ ʟʘ ʀɹ, ʜʦʣʞʥʳ ʨʝʛʫʣʷʨʥʦ ʧʦʚʳʰʘʪʴ ʩʚʦʶ ʢʚʘʣʠʬʠʢʘʮʠʶ ʥʘ ʨʘʟʣʠʯʥʳʭ 
ʪʨʝʥʠʥʛʘʭ ʠ ʩʝʤʠʥʘʨʘʭ, ʩʣʝʜʠʪʴ ʟʘ ʧʦʩʣʝʜʥʠʤʠ ʪʝʥʜʝʥʮʠʷʤʠ ʀɹ ʠ ʙʳʪʴ ʚ ʢʫʨʩʝ ʥʦʚʝʡʰʠʭ 
ʧʨʦʛʨʘʤʤʥʳʭ ʠ ʘʧʧʘʨʘʪʥʳʭ ʨʝʰʝʥʠʡ ʚ ʦʙʣʘʩʪʠ ʀɹ, ʘ ʪʘʢʞʝ ʦʪʩʣʝʞʠʚʘʪʴ ʧʦʷʚʣʷʶʱʠʝʩʷ ʥʦʚʳʝ 
ʪʠʧʳ ʫʛʨʦʟ ʠ ʩʮʝʥʘʨʠʠ ʘʪʘʢ. ʅʘʧʨʠʤʝʨ, Global Research and Analysis Team (GReAT) çʃʘʙʦʨʘʪʦʨʠʠ 
ʂʘʩʧʝʨʩʢʦʛʦè ʨʝʛʫʣʷʨʥʦ ʧʫʙʣʠʢʫʝʪ ʦʪʯʸʪʳ ʥʘ ʧʦʨʪʘʣʝ APT Intelligence. 

ɼʣ ̫ ʦʪʩʣʝʞʠʚʘʥʠʷ ʠ ʚʝʜʝʥʠʷ ʩʪʘʪʠʩʪʠʢʠ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʥʝʦʙʭʦʜʠʤʦ ʚʳʨʘʙʦʪʘʪʴ ʧʨʦʮʝʜʫʨʫ 
ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ, ʘ ʪʘʢʞʝ ʚʳʙʨʘʪʴ ʩʨʝʜʩʪʚʦ ʥʘʢʦʧʣʝʥʠʷ ʠ ʭʨʘʥʝʥʠʷ ʵʢʩʧʝʨʪʥʦʡ 
ʠʥʬʦʨʤʘʮʠʠ ʠ ʦʪʯʸʪʦʚ ʦ ʧʨʦʠʟʦʰʝʜʰʠʭ ʨʘʥʝʝ ʠʥʮʠʜʝʥʪʘʭ ʀɹ. ʊʘʢʘʷ ʠʥʬʦʨʤʘʮʠʷ ʧʦʟʚʦʣʠʪ 
ʫʩʢʦʨʠʪʴ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʚ ʙʫʜʫʱʝʤ. 

 

http://www.kaspersky.ru/enterprise-security/endpoint
http://www.kaspersky.ru/enterprise-security/anti-targeted-attack-platform
http://www.kaspersky.ru/enterprise-security/anti-targeted-attack-platform
http://www.kaspersky.ru/enterprise-security
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ʆɹʅɸʈʋɾɽʅʀɽ 

ʉʆɹʓʊʀʗ ʀɹ, ʉɺʀɼɽʊɽʃʔʉʊɺʋʖʑʀɽ ʆ ɺʆɿʄʆɾʅʆʄ ʀʅʎʀɼɽʅʊɽ ʀɹ 

ʂ ʠʩʪʦʯʥʠʢʘʤ ʩʦʙʳʪʠʡ ʀɹ ʦʪʥʦʩʷʪʩʷ Anti-APT-ʩʠʩʪʝʤʳ, ʩʝʪʝʚʳʝ ʣʦʚʫʰʢʠ (honeypot), ʩʠʩʪʝʤʳ 
ʦʙʥʘʨʫʞʝʥʠʷ ʚʪʦʨʞʝʥʠʡ ʠ ʤʥʦʛʠʝ ʜʨʫʛʠʝ ʨʝʰʝʥʠʷ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ (security controls). ɺ ʨʘʤʢʘʭ 
ʵʪʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ ʦʙʣʘʩʪʴ ʠʩʪʦʯʥʠʢʦʚ ʩʦʙʳʪʠʡ ʩʫʞʝʥʘ ʜʦ SIEM-ʩʠʩʪʝʤ (SIEM ʧʦʜʜʝʨʞʠʚʘʶʪ 
ʠʥʪʝʛʨʘʮʠʶ ʩ ʨʘʟʣʠʯʥʳʤʠ ʧʨʦʛʨʘʤʤʥʳʤʠ ʠ ʘʧʧʘʨʘʪʥʳʤʠ ʨʝʰʝʥʠʷʤʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʚ ʪʦʤ ʯʠʩʣʝ 
ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘʤʠ, ʙʨʘʥʜʤʘʫʵʨʘʤʠ ʠ ʜʨʫʛʠʤʠ) ʠ ʩʠʩʪʝʤ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ 
ʢʦʨʧʦʨʘʪʠʚʥʳʤʠ Endpoint-ʘʥʪʠʚʠʨʫʩʘʤʠ.  
ʉʦʦʪʚʝʪʩʪʚʝʥʥʦ ʪʨʠʛʛʝʨʘʤʠ ʜʣʷ ʥʘʯʘʣʘ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪ ʙʫʜʫʪ ʩʣʝʜʫʶʱʠʝ ʩʦʙʳʪʠʷ: 
Å ʉʦʙʳʪʠʝ ʚ SIEM, ʚʦʟʥʠʢʘʶʱʝʝ ʚ ʨʝʟʫʣʴʪʘʪʝ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʩʦʙʳʪʠʡ ʦʪ ʫʩʪʨʦʡʩʪʚ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ ʩ ʧʦʪʦʢʘʤʠ ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ. ʊʘʢʦʝ ʩʦʙʳʪʠʝ ʩʚʠʜʝʪʝʣʴʩʪʚʫʝʪ ʦ 
ʥʘʣʠʯʠʠ ʚ ʠʩʭʦʜʥʦʤ ʩʦʙʳʪʠʠ ʦʪ ʫʩʪʨʦʡʩʪʚʘ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ (ʥʘʧʨʠʤʝʨ, ʧʨʦʢʩʠ-
ʩʝʨʚʝʨʘ) ʦʜʥʦʛʦ ʠʟ ʠʥʜʠʢʘʪʦʨʦʚ, ʩʦʜʝʨʞʘʱʠʭʩʷ ʚ ʧʦʪʦʢʘʭ ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ 
çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. 

Å ʅʝʢʦʪʦʨʳʝ ʩʨʘʙʘʪʳʚʘʥʠʷ ʘʥʪʠʚʠʨʫʩʘ ʥʘ Endpoint-ʢʦʤʧʴʶʪʝʨʝ (ʠʥʬʦʨʤʘʮʠʷ ʦ 
ʩʨʘʙʘʪʳʚʘʥʠʠ ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʮʝʥʪʨʝ ʫʧʨʘʚʣʝʥʠʷ ʘʥʪʠʚʠʨʫʩʘʤʠ). ʈʝʘʛʠʨʦʚʘʪʴ ʥʘ ʵʪʦ 
ʩʦʙʳʪʠʝ ʥʫʞʥʦ ʪʦʯʥʦ ʪʘʢʠʤ ʞʝ ʦʙʨʘʟʦʤ, ʢʘʢ ʧʨʠ ʧʦʣʫʯʝʥʠʠ ʩʦʙʳʪʠʷ ʚ SIEM, 
ʩʦʜʝʨʞʘʱʝʛʦ ʭʝʰ2 ʚʨʝʜʦʥʦʩʥʦʛʦ ʦʙʲʝʢʪʘ. 
ʅʝ ʚʩʷʢʦʝ ʩʨʘʙʘʪʳʚʘʥʠʝ ʘʥʪʠʚʠʨʫʩʘ ʜʦʣʞʥʦ ʠʥʠʮʠʠʨʦʚʘʪʴ ʧʨʦʮʝʩʩ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 
ʠʥʮʠʜʝʥʪʳ. ʊʨʝʙʫʶʱʠʤʠ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʤʦʞʥʦ ʩʯʠʪʘʪʴ ʩʣʝʜʫʶʱʠʝ ʩʨʘʙʘʪʳʚʘʥʠʷ: 
o ʦʙʥʘʨʫʞʝʥʠʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʩʝʨʚʝʨʦʤ ʫʧʨʘʚʣʝʥʠʷ C&C; 
o ʙʝʟʫʩʧʝʰʥʦʝ ʣʝʯʝʥʠʝ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ; 
o ʥʝʦʜʥʦʢʨʘʪʥʦʝ ʟʘʨʘʞʝʥʠʝ ʦʜʥʦʛʦ ʠ ʪʦʛʦ ʞʝ ʢʦʤʧʴʶʪʝʨʘ; 
o ʦʰʠʙʢʠ ʚ ʨʘʙʦʪʝ ʘʥʪʠʚʠʨʫʩʘ, ʢʦʪʦʨʳʝ ʧʨʠʚʦʜʷʪ ʢ ʩʥʠʞʝʥʠʶ ʫʨʦʚʥʷ ʟʘʱʠʱʸʥʥʦʩʪʠ. 

ʕʪʠ ʪʨʠʛʛʝʨʳ ʧʦʯʪʠ ʚʩʝʛʜʘ ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʪ ʦ ʥʘʣʠʯʠʠ ʠʥʮʠʜʝʥʪʘ ʀɹ. ʆʜʥʘʢʦ ʥʝ ʩʣʝʜʫʝʪ 
ʦʧʠʨʘʪʴʩʷ ʪʦʣʴʢʦ ʥʘ ʥʠʭ.  
ʆ ʥʘʣʠʯʠʠ ʠʥʮʠʜʝʥʪʘ ʤʦʛʫʪ ʩʚʠʜʝʪʝʣʴʩʪʚʦʚʘʪʴ ʠ ʠʥʳʝ ʩʦʙʳʪʠʷ, ʥʘʣʠʯʠʝ ʢʦʪʦʨʳʭ ʜʦʣʞʥʦ 
ʟʘʩʪʘʚʠʪʴ ʩʦʪʨʫʜʥʠʢʘ, ʦʪʚʝʪʩʪʚʝʥʥʦʛʦ ʟʘ ʀɹ, ʙʦʣʝʝ ʚʥʠʤʘʪʝʣʴʥʦ ʦʪʥʝʩʪʠʩʴ ʢ ʠʩʩʣʝʜʦʚʘʥʠʶ 
ʜʘʥʥʦʛʦ ʩʦʙʳʪʠʷ ʀɹ, ʥʘʧʨʠʤʝʨ: 
Å ʥʘʣʠʯʠʝ ʥʝʠʟʚʝʩʪʥʦʛʦ ʇʆ ʚ ʩʧʠʩʢʘʭ ʘʚʪʦʟʘʛʨʫʟʢʠ; 
Å ʧʦʷʚʣʝʥʠʝ ʥʝʠʟʚʝʩʪʥʳʭ ʩʝʨʚʠʩʦʚ ʚ ʩʧʠʩʢʝ ʩʝʨʚʠʩʦʚ ʆʉ; 
Å ʟʘʧʫʩʢ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ ʠʟ ʧʘʧʦʢ, ʚ ʢʦʪʦʨʳʭ ʇʆ ʦʙʳʯʥʦ ʥʝ ʨʘʩʧʦʣʘʛʘʝʪʩʷ 

(ʥʘʧʨʠʤʝʨ, ʚʨʝʤʝʥʥʳʝ ʧʘʧʢʠ ʩʠʩʪʝʤʳ, ʩʠʩʪʝʤʥʳʡ ʢʝʰ ʠ ʜʨʫʛʠʝ); 
Å ʟʘʛʨʫʟʢʘ ʜʠʥʘʤʠʯʝʩʢʠʭ ʙʠʙʣʠʦʪʝʢ ʠʟ ʧʘʧʦʢ, ʚ ʢʦʪʦʨʳʭ ʦʙʳʯʥʦ ʜʘʥʥʳʝ ʙʠʙʣʠʦʪʝʢʠ ʥʝ 

ʨʘʩʧʦʣʘʛʘʶʪʩʷ (ʥʘʧʨʠʤʝʨ, ʟʘʛʨʫʟʢʘ ʩʠʩʪʝʤʥʳʭ ʙʠʙʣʠʦʪʝʢ ʠʟ ʧʘʧʢʠ, ʚ ʢʦʪʦʨʦʡ 
ʨʘʩʧʦʣʘʛʘʝʪʩʷ ʟʘʛʨʫʞʘʶʱʠʡ ʠʭ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ); 

Å ʥʝʧʨʝʜʚʠʜʝʥʥʘʷ ʠʣʠ ʥʝʦʙʳʯʥʘʷ ʩʝʪʝʚʘʷ ʘʢʪʠʚʥʦʩʪʴ; 
Å ʥʝʧʨʝʜʚʠʜʝʥʥʦʝ ʧʦʚʳʰʝʥʠʝ ʧʨʠʚʠʣʝʛʠʡ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʆɹʑʀɽ ʋʂɸɿɸʅʀʗ ʇʆ ʇʈʀʆʈʀʊʀɿɸʎʀʀ 

ɺʨʝʤʷ ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʩʘʤʳʭ ʜʝʬʠʮʠʪʥʳʭ ʨʝʩʫʨʩʦʚ ʧʨʠ ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ ʠʥʮʠʜʝʥʪʳ; ʦʪ 
ʩʢʦʨʦʩʪʠ ʨʝʘʢʮʠʠ ʩʦʪʨʫʜʥʠʢʦʚ ʀɹ ʟʘʚʠʩʠʪ ʪʦ, ʫʩʧʝʝʪ ʘʪʘʢʘ ʜʦʩʪʠʯʴ ʮʝʣʝʡ ʠʣʠ ʥʝʪ. ʆʜʥʘʢʦ ʚ ʩʣʫʯʘʝ 
ʙʦʣʴʰʦʛʦ ʯʠʩʣʘ ʠʥʮʠʜʝʥʪʦʚ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʚʩʝ ʠʥʮʠʜʝʥʪʳ ʩʨʘʟʫ ʥʝʚʦʟʤʦʞʥʦ. ɺ ʪʘʢʦʡ ʩʠʪʫʘʮʠʠ 
ʥʝʦʙʭʦʜʠʤʦ ʧʨʠʦʨʠʪʠʟʠʨʦʚʘʪʴ ʠʥʮʠʜʝʥʪʳ. 

ʇʨʠʦʨʠʪʝʪ ʠʥʮʠʜʝʥʪʘ ʚʳʩʪʘʚʣʷʝʪʩʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʩʝʛʤʝʥʪʘ ʩʝʪʠ (ʦʧʨʝʜʝʣʷʝʪʩʷ ʥʝ ʪʦʣʴʢʦ 
ʬʠʟʠʯʝʩʢʠʤ ʧʦʣʦʞʝʥʠʝʤ ʢʦʤʧʴʶʪʝʨʘ ʚ ʩʝʪʠ, ʥʦ ʠ ʮʝʥʥʦʩʪʴʶ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʨʘʟʤʝʱʝʥʳ ʥʘ 
ʧʦʪʝʥʮʠʘʣʴʥʦ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʡ ʤʘʰʠʥʝ), ʚ ʢʦʪʦʨʦʤ ʧʨʦʠʟʦʰʝʣ ʠʥʮʠʜʝʥʪ, ʪʠʧʘ ʠ ʢʦʣʠʯʝʩʪʚʘ 

                                                      

2 ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʭʝʰʘ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʪʠʣʠʪʳ Certutil  [Win], md5sum [*nix]. 
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ʠʥʮʠʜʝʥʪʦʚ, ʘ ʪʘʢʞʝ ʦʪ ʧʦʢʘʟʘʪʝʣʷ ʜʦʩʪʦʚʝʨʥʦʩʪʠ ʠʥʜʠʢʘʪʦʨʘ, ʧʦ ʢʦʪʦʨʦʤʫ ʙʳʣ ʚʳʷʚʣʝʥ 
ʠʥʮʠʜʝʥʪ. 

ʆʧʨʝʜʝʣʷʪʴ, ʢʘʢʠʝ ʠʥʮʠʜʝʥʪʳ ʩʣʝʜʫʝʪ ʨʘʩʩʣʝʜʦʚʘʪʴ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ, ʩʣʝʜʫʝʪ ʠʩʭʦʜʷ ʠʟ 
ʩʧʝʮʠʬʠʢʠ ʢʦʥʢʨʝʪʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ. ɺ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʥʘʠʙʦʣʴʰʫʶ ʦʧʘʩʥʦʩʪʴ ʤʦʛʫʪ 
ʧʨʝʜʩʪʘʚʣʷʪʴ ʠʥʮʠʜʝʥʪʳ, ʚ ʢʦʪʦʨʳʭ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʚʠʨʫʩʳ-ʰʠʬʨʦʚʘʣʴʱʠʢʠ (Ransomware), ʚ 
ʜʨʫʛʠʭ ï ʠʥʮʠʜʝʥʪʳ ʩ ʇʆ, ʦʪʥʦʩʷʱʠʤʩʷ ʢ ʢʘʪʝʛʦʨʠʠ ʫʩʣʦʚʥʦ ʦʧʘʩʥʳʭ ʧʨʦʛʨʘʤʤ. 

ɺ ʢʘʯʝʩʪʚʝ ʧʨʠʤʝʨʘ ʧʨʠʦʨʠʪʠʟʘʮʠʠ ʤʦʞʥʦ ʧʨʠʚʝʩʪʠ ʧʦʜʭʦʜ, ʧʨʠ ʢʦʪʦʨʦʤ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ 
ʜʦʣʞʥ r ʙʳʪʴ ʨʘʩʩʣʝʜʦʚʘʥʳ ʠʥʮʠʜʝʥʪʳ, ʚ ʢʦʪʦʨʳʭ ʝʩʪʴ ʧʦʜʦʟʨʝʥʠʷ ʥʘ APT-ʫʛʨʦʟʳ (ʩʧʦʩʦʙʳ 
ʦʧʨʝʜʝʣʝʥʠʷ APT-ʫʛʨʦʟ ʧʝʨʝʯʠʩʣʝʥʳ ʥʠʞʝ), ʟʘʪʝʤ ʩʣʝʜʫʝʪ ʧʝʨʝʢʣʶʯʠʪʴʩʷ ʥʘ ʠʥʮʠʜʝʥʪʳ, 
ʩʚʷʟʘʥʥʳʝ ʩ ʚʨʝʜʦʥʦʩʥʳʤʠ ʇʆ. ʇʦʩʣʝʜʥʠʤʠ ʨʘʩʩʣʝʜʫʶʪʩʷ ʠʥʮʠʜʝʥʪʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʇʆ, 
ʦʪʥʦʩʷʱʠʤʩʷ ʢ ʢʘʪʝʛʦʨʠʷʤ ʫʩʣʦʚʥʦ ʦʧʘʩʥʳʭ ʫʛʨʦʟ (Adware, Pornware ʠ ʧʦʜʦʙʥʳʭ). 

ʉʧʦʩʦʙʳ ʦʧʨʝʜʝʣʝʥʠʷ APT-ʫʛʨʦʟ 

ɼʣ ̫ ʪʦʛʦ ʯʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ, ʷʚʣʷʝʪʩʷ ʣʠ APT-ʫʛʨʦʟʦʡ ʦʙʥʘʨʫʞʝʥʥʘʷ ʚ ʨʘʤʢʘʭ ʠʥʮʠʜʝʥʪʘ ʀɹ 
ʫʛʨʦʟʘ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʣʝʜʫʶʱʠʤʠ ʢʨʠʪʝʨʠʷʤʠ: 

1. ʅʘʣʠʯʠʝ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʦʙʥʘʨʫʞʝʥʥʦʤʫ ʦʙʨʘʟʮʫ ʚ 
ʘʥʘʣʠʪʠʯʝʩʢʠʭ ʦʪʯʸʪʘʭ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʦʙ APT-ʫʛʨʦʟʘʭ (ʩʤ. ɸʥʘʣʠʪʠʯʝʩʢʠʝ 
ʦʪʯʝʪʳ ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ ʦʙ ʫʛʨʦʟʘʭ ʢʣʘʩʩʘ APT). ʇʦʜʨʦʙʥʝʝ ʦ ʪʦʤ, ʢʘʢ 
ʦʩʫʱʝʩʪʚʠʪʴ ʩʙʦʨ ʠʥʜʠʢʘʪʦʨʦʚ, ʩʤ. ʨʘʟʜʝʣ ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʧʝʨʚʦʥʘʯʘʣʴʥʦʛʦ 
ʨʝʘʛʠʨʦʚʘʥʠʷ. 

2. ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʫʛʨʦʟʳ ʩ ʩʝʨʚʝʨʘʤʠ ʫʧʨʘʚʣʝʥʠʷ (C&C Servers), ʢʦʪʦʨʳʝ ʨʘʥʝʝ 
ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ APT-ʫʛʨʦʟʘʤʠ, ʚʳʷʚʣʷʝʤʦʝ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʪʘʪʠʯʝʩʢʦʛʦ ʠʣʠ 
ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʫʛʨʦʟʳ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ ʧʦʚʝʜʝʥʠʝ ʫʛʨʦʟʳ ʠ ʩʧʠʩʦʢ url-
ʘʜʨʝʩʦʚ, ʩ ʢʦʪʦʨʳʤʠ ʦʥʘ ʚʟʘʠʤʦʜʝʡʩʪʚʫʝʪ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ 
ʠʥʩʪʨʫʤʝʥʪʘʤʠ, ʦʧʠʩʘʥʥʳʤʠ ʚ ʨʘʟʜʝʣʝ ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʘʥʘʣʠʟʘ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʛʨʦʟ. 

ʋʛʨʦʟʳ, ʠʥʜʠʢʘʪʦʨʳ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʢʦʪʦʨʳʭ ʠʤʝʶʪ ʟʥʘʯʝʥʠʝ ʧʦʧʫʣʷʨʥʦʩʪʠ 2 ʠ ʙʦʣʝʝ ʚ ʧʦʪʦʢʘʭ 
ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè, ʦʪʥʦʩʷʪʩʷ ʢ ʤʘʩʩʦʚʦʤʫ ʚʨʝʜʦʥʦʩʥʦʤʫ ʇʆ. ʊʘʢʠʝ 
ʫʛʨʦʟʳ ʥʝ ʤʦʛʫʪ ʩʯʠʪʘʪʴʩʷ APT, ʠ ʥʘ ʥʠʭ ʥʝʦʙʭʦʜʠʤʦ ʨʝʘʛʠʨʦʚʘʪʴ ʢʘʢ ʥʘ ʤʘʩʩʦʚʦʝ ʚʨʝʜʦʥʦʩʥʦʝ 
ʇʆ. ʊʘʢʞʝ ʜʣʷ ʦʮʝʥʢʠ ʧʦʧʫʣʷʨʥʦʩʪʠ ʫʛʨʦʟʳ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʨʝʰʝʥʠʝʤ Threat 
Lookup ï Kaspersky Threat Intelligence Portal. ɽʩʣʠ ʧʦʧʫʣʷʨʥʦʩʪʴ ʠʥʜʠʢʘʪʦʨʘ ʢʦʤʧʨʦʤʝʪʘʮʠʠ (ʭʝʰ-
ʩʫʤʤʘ, URL-ʘʜʨʝʩ) ʥʠʟʢʘʷ, ʚʦʟʤʦʞʥʦ, ʠʥʜʠʢʘʪʦʨ ʦʪʥʦʩʠʪʩʷ ʢ APT-ʫʛʨʦʟʝ. 

ʀʅʓɽ ʌɸʂʊʆʈʓ, ʅɸ ʂʆʊʆʈʓɽ ʉʃɽɼʋɽʊ ʆɹʈɸʊʀʊʔ ɺʅʀʄɸʅʀɽ ʇʈʀ 
ʆɹʅɸʈʋɾɽʅʀʀ ʋɻʈʆɿʓ 

ʅʠʞʝ ʧʨʠʚʝʜʝʥʳ ʧʨʠʤʝʨʳ ʧʦʚʝʜʝʥʠʷ ʇʆ, ʢʦʪʦʨʦʝ ʤʦʞʝʪ ʩʚʠʜʝʪʝʣʴʩʪʚʦʚʘʪʴ ʦ ʥʘʣʠʯʠʠ ʠʥʮʠʜʝʥʪʘ 
ʀɹ. ɼʘʥʥʳʡ ʩʧʠʩʦʢ ʥʝ ʷʚʣʷʝʪʩʷ ʧʦʣʥʳʤ ʧʝʨʝʯʥʝʤ ʧʦʜʦʟʨʠʪʝʣʴʥʦʛʦ ʧʦʚʝʜʝʥʠʷ. 

1. ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʧʦʪʝʥʮʠʘʣʴʥʦʡ ʫʛʨʦʟʳ ʩ ʜʦʤʝʥʘʤʠ, ʢʦʪʦʨʳʝ ʯʘʩʪʦ ʤʝʥʷʶʪ IP-ʘʜʨʝʩ. 
ɼʘʥʥʳʡ ʬʘʢʪ ʤʦʞʝʪ ʩʚʠʜʝʪʝʣʴʩʪʚʦʚʘʪʴ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ Fast flux DNS 
ʩ ʮʝʣʴʶ ʩʦʢʨʳʪʠʷ ʨʝʘʣʴʥʦʛʦ ʧʦʣʦʞʝʥʠʷ ʩʝʨʚʝʨʘ ʫʧʨʘʚʣʝʥʠʷ. 

2. ʆʙʨʘʱʝʥʠʷ ʢ URL-ʘʜʨʝʩʘʤ, ʢʦʪʦʨʳʝ ʢʘʪʝʛʦʨʠʨʦʚʘʥʳ ʚ ʧʦʪʦʢʘʭ ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ 
çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. ʅʘʧʨʠʤʝʨ, Malware source, Exploit pack landing page ʠ ʜʨʫʛʠʝ. 

3. ʆʙʨʘʱʝʥʠʷ ʢ IP-ʘʜʨʝʩʘʤ, ʢʦʪʦʨʳʝ ʢʘʪʝʛʦʨʠʨʦʚʘʥʳ ʚ ʧʦʪʦʢʘʭ ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ 
çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. ʅʘʧʨʠʤʝʨ, NetScanner (IP, ʩ ʢʦʪʦʨʳʭ ʧʨʦʠʟʚʦʜʠʪʩʷ 
ʩʢʘʥʠʨʦʚʘʥʠʝ ʩʝʪʠ), DDoS amplifier (IP, ʩ ʢʦʪʦʨʦʛʦ ʧʨʦʠʟʚʦʜʠʣʘʩʴ DDoS-ʘʪʘʢʘ) ʠ ʜʨʫʛʠʝ. 

4. ɼʘʪʘ ʨʝʛʠʩʪʨʘʮʠʠ, ʢʦʥʪʘʢʪʥʦʝ ʣʠʮʦ ʠ ʢʦʥʪʘʢʪʥʳʝ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʫʢʘʟʘʥʳ ʚ Whois-
ʠʥʬʦʨʤʘʮʠʠ ʦ ʜʦʤʝʥʝ, ʩ ʢʦʪʦʨʳʤ ʚʟʘʠʤʦʜʝʡʩʪʚʫʝʪ ʧʦʪʝʥʮʠʘʣʴʥʘʷ ʫʛʨʦʟʘ. 

5. ɿʘʧʠʩʠ ʦ ʥʝʧʨʝʜʚʠʜʝʥʥʳʭ ʧʦʚʳʰʝʥʠʷʭ ʧʨʠʚʠʣʝʛʠʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʀʉ. 
6. ʋʚʝʣʠʯʝʥʠʝ ʦʙʲʝʤʘ ʪʨʘʬʠʢʘ ʧʦ ʧʨʦʪʦʢʦʣʘʤ DNS ʠʣʠ/ʠ ICMP. 
7. ɼʝʪʝʢʪʠʨʦʚʘʥʠʝ ʦʙʨʘʟʮʦʚ ʧʦʜʦʙʥʳʭ mimikatz, WindowsÈ Credentials Editor (WCE) ʠ 
ʠʥʩʪʨʫʤʝʥʪʦʚ ʫʜʘʣʝʥʥʦʛʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 
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ɸʃɻʆʈʀʊʄ ɸʅɸʃʀɿɸ ʉʆɹʓʊʀʁ ɺ SIEM-ʉʀʉʊɽʄɽ 

ʉʦʪʨʫʜʥʠʢʫ ʀɹ ʧʨʠ ʧʦʣʫʯʝʥʠʠ ʩʦʦʙʱʝʥʠʷ ʦ ʜʝʪʝʢʪʠʨʦʚʘʥʠʠ ʫʛʨʦʟʳ ʚ SIEM-ʩʠʩʪʝʤʝ 
ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʫʶ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʜʝʡʩʪʚʠʡ: 

1. ʇʦʧʳʪʘʪʴʩʷ ʦʧʨʝʜʝʣʠʪʴ ʠʩʪʦʯʥʠʢ ʠʩʭʦʜʥʦʛʦ ʩʦʙʳʪʠʷ, ʢʦʪʦʨʦʝ ʙʳʣʦ ʩʦʧʦʩʪʘʚʣʝʥʦ ʩ ʧʦʪʦʢʘʤʠ 
ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ, ʪʦ ʝʩʪʴ ʫʩʪʘʥʦʚʠʪʴ ʩʦʙʳʪʠʝ, ʩʦʜʝʨʞʘʱʝʝ ʦʙʥʘʨʫʞʝʥʥʳʡ ʠʥʜʠʢʘʪʦʨ 
ʢʦʤʧʨʦʤʝʪʘʮʠʠ: 
1.1. ɽʩʣʠ ʜʦʩʪʘʚʢʘ ʫʛʨʦʟʳ ʧʨʦʠʟʦʰʣʘ ʯʝʨʝʟ ʨʘʩʩʳʣʢʫ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ ʩ ʦʧʘʩʥʳʤʠ 

ʚʣʦʞʝʥʠʷʤʠ, ʪʦ ʵʪʦ ʤʦʞʥʦ ʙʫʜʝʪ ʦʙʥʘʨʫʞʠʪʴ ʧʦ ʞʫʨʥʘʣʘʤ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʧʦʯʪʦʚʦʡ 
ʩʠʩʪʝʤʳ. 

1.2. ɺ ʩʣʫʯʘʝ ʟʘʨʘʞʝʥʠʷ ʚ ʧʨʦʮʝʩʩʝ ʩʝʨʬʠʥʛʘ ʩʝʪʠ ʀʥʪʝʨʥʝʪ ï ʠʥʜʠʢʘʪʦʨʳ ʢʦʤʧʨʦʤʝʪʘʮʠʠ 
ʦʙʥʘʨʫʞʠʚʘʶʪʩʷ ʚ ʞʫʨʥʘʣʘʭ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ (ʬʘʡʨʚʦʣʣʘ, ʰʣʶʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ UTM ʠʣʠ 
ʜʨʫʛʠʭ ʫʩʪʨʦʡʩʪʚ). 

2. ʆʧʨʝʜʝʣʠʪʴ, ʥʘ ʢʘʢʦʤ ʵʪʘʧʝ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʥʘʭʦʜʠʪʩʷ ʦʙʥʘʨʫʞʝʥʥʘʷ ʘʪʘʢʘ. ʕʪʦ ʟʘʚʠʩʠʪ ʦʪ 
ʪʠʧʦʚ ʦʙʥʘʨʫʞʝʥʥʳʭ ʠʥʜʠʢʘʪʦʨʦʚ, ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʙʳʣʦ ʦʙʥʘʨʫʞʝʥʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ C&C-
ʩʝʨʚʝʨʘʤʠ, ʪʦ ʘʪʘʢʘ ʥʘʭʦʜʠʪʩʷ ʥʘ ʵʪʘʧʝ ʠʩʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜ ʠ ʪʨʝʙʫʝʪ ʥʝʟʘʤʝʜʣʠʪʝʣʴʥʳʭ 
ʰʘʛʦʚ ʜʣʷ ʤʠʥʠʤʠʟʘʮʠʠ ʫʱʝʨʙʘ. 

3. ʆʮʝʥʠʪʴ ʚʘʞʥʦʩʪʴ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʧʦʪʝʥʮʠʘʣʴʥʦ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʡ ʤʘʰʠʥʝ ʠ ʧʦʢʘʟʘʪʝʣʴ 
ʜʦʩʪʦʚʝʨʥʦʩʪʠ ʠʥʜʠʢʘʪʦʨʘ, ʧʦ ʢʦʪʦʨʦʤʫ ʙʳʣ ʚʳʷʚʣʝʥ ʠʥʮʠʜʝʥʪ, ʩʢʦʨʨʝʢʪʠʨʦʚʘʪʴ ʧʨʠʦʨʠʪʝʪ 
ʜʘʥʥʦʛʦ ʠʥʮʠʜʝʥʪʘ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʮʝʥʥʦʩʪʠ ʟʘʪʨʦʥʫʪʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʘʢʪʠʚʦʚ ʠ 
ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʥʜʠʢʘʪʦʨʝ. 

ɼʘʣʴʥʝʡʰʠʝ ʰʘʛʠ ʟʘʚʠʩʷʪ ʦʪ ʪʠʧʘ ʫʛʨʦʟʳ, ʢʦʪʦʨʘʷ ʙʳʣʘ ʦʙʥʘʨʫʞʝʥʘ ʚ ʧʦʪʦʢʘʭ ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ. 

ɼʣ ̫ʪʝʭ ʫʛʨʦʟ, ʢʦʪʦʨʳʝ ʤʦʛʣʠ ʙʳʪʴ ʟʘʙʣʦʢʠʨʦʚʘʥʳ Endpoint-ʘʥʪʠʚʠʨʫʩʦʤ (ʥʘʧʨʠʤʝʨ, Phishing-
ʩʪʨʘʥʠʮʘ ʠʣʠ Malicious-ʬʘʡʣ), ʩʣʝʜʫʝʪ ʧʨʦʚʦʜʠʪʴ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ: 
Å ʫʛʨʦʟʘ ʥʝ ʙʳʣʘ ʟʘʙʣʦʢʠʨʦʚʘʥʘ ʘʥʪʠʚʠʨʫʩʦʤ (ʪʦ ʝʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴ ʦʪʢʨʳʣ ʚʝʙ ʩʪʨʘʥʠʮʫ 
ʠʣʠ ʟʘʛʨʫʟʠʣ ʬʘʡʣ); 

Å ʫʛʨʦʟʘ ʙʳʣʘ ʟʘʙʣʦʢʠʨʦʚʘʥʘ, ʥʦ ʧʦʜʦʙʥʦʝ ʩʦʙʳʪʠʝ ʫʞʝ ʚʦʟʥʠʢʘʣʦ ʨʘʥʴʰʝ (ʥʘʧʨʠʤʝʨ, ʥʘ 
ʦʜʥʦʤ ʠ ʪʦʤ ʞʝ ʢʦʤʧʴʶʪʝʨʝ ʧʦʩʪʦʷʥʥʦ ʙʣʦʢʠʨʫʝʪʩʷ ʩʢʘʯʠʚʘʥʠʝ Malicious-ʬʘʡʣʘ). 

ʆʙʥʘʨʫʞʝʥ URL-ʘʜʨʝʩ ʫʛʨʦʟʳ 

ʅʠʞʝ ʨʘʩʩʤʦʪʨʝʥʳ ʢʘʪʝʛʦʨʠʠ ʦʧʘʩʥʳʭ URL, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʦʙʥʘʨʫʞʝʥʳ ʧʨʠ ʩʦʧʦʩʪʘʚʣʝʥʠʠ 
ʩʦʙʳʪʠʡ ʚ SIEM ʩ ʧʦʪʦʢʘʤʠ ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. 
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ʂɸʊɽɻʆʈʀʗ 
ʋɻʈʆɿʓ 

ʅɽʆɹʍʆɼʀʄʓɽ ʐɸɻʀ 

PHISHING 1. ʀʩʩʣʝʜʦʚʘʪʴ ʠʩʭʦʜʥʳʡ ʢʦʜ web-ʩʪʨʘʥʠʮʳ, ʥʘ ʢʦʪʦʨʫʶ ʚʝʜʝʪ ʦʧʘʩʥʳʡ URL. 
ʆʧʨʝʜʝʣʠʪʴ, ʢʘʢʠʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʛ ʧʝʨʝʜʘʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ. 

2. ɺ SIEM ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʪʴ ʩʦʙʳʪʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, 
ʠʥʠʮʠʠʨʦʚʘʚʰʠʤ ʦʙʨʘʱʝʥʠʝ ʥʘ Phishing URL, ʚ ʜʝʩʷʪʠʤʠʥʫʪʥʦʤ 
ʠʥʪʝʨʚʘʣʝ. 
2.1. ɽʩʣʠ ʙʳʣʠ ʟʘʛʨʫʞʝʥʳ ʠʣʠ ʦʪʧʨʘʚʣʝʥʳ ʢʘʢʠʝ-ʣʠʙʦ ʬʘʡʣʳ, ʧʦʚʪʦʨʠʪʴ 

ʵʪʘʧ ʦʙʥʘʨʫʞʝʥʠʷ ʜʣʷ ʠʭ ʠʥʜʠʢʘʪʦʨʦʚ. 
2.2. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʜʦʚʝʩʪʠ ʜʦ ʩʚʝʜʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ, 

ʠʥʠʮʠʠʨʦʚʘʚʰʝʛʦ ʘʢʪʠʚʥʦʩʪʴ, ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʠʥʮʠʜʝʥʪʝ. 
3. ɽʩʣʠ ʝʩʪʴ ʫʛʨʦʟʘ ʢʦʤʧʨʦʤʝʪʘʮʠʠ, ʩʣʝʜʫʝʪ ʩʤʝʥʠʪʴ ʧʘʨʦʣʠ ʜʘʥʥʦʛʦ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʀʉ. 

MALICIOUS  1. ʇʦ ʩʦʙʳʪʠʷʤ Proxy-ʩʝʨʚʝʨʘ ʧʨʦʚʝʨʠʪʴ, ʙʳʣʦ ʣʠ ʧʦʣʫʯʝʥʦ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ. 
ɽʩʣʠ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʥʝ ʙʳʣʦ ʧʦʣʫʯʝʥʦ, ʟʥʘʯʠʪ ʟʘʨʘʞʝʥʠʷ ʥʝ ʧʨʦʠʟʦʰʣʦ. 
ʊʘʢʦʝ ʩʦʙʳʪʠʝ ʥʝ ʷʚʣʷʝʪʩʷ ʠʥʮʠʜʝʥʪʦʤ, ʠʜʘʣʴʥʝʡʰʝʝ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʥʝ 
ʧʨʦʚʦʜʠʪʩʷ. URL ʧʨʠ ʵʪʦʤ ʥʫʞʥʦ ʟʘʥʝʩʪʠ ʚ ʯʝʨʥʳʡ ʩʧʠʩʦʢ. 

2. ʋʙʝʜʠʪʴʩʷ, ʯʪʦ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʥʝ ʙʳʣʦ ʟʘʙʣʦʢʠʨʦʚʘʥʦ ʢʘʢʠʤʠ-ʣʠʙʦ 
ʩʨʝʜʩʪʚʘʤʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ (Proxy, Endpoint-ʘʥʪʠʚʠʨʫʩ). ɽʩʣʠ ʫʛʨʦʟʘ ʙʳʣʘ 
ʟʘʙʣʦʢʠʨʦʚʘʥʘ, ʟʥʘʯʠʪ ʟʘʨʘʞʝʥʠʷ ʥʝ ʙʳʣʦ ʠ ʜʘʣʴʥʝʡʰʝʝ ʨʘʩʩʣʝʜʦʚʘʥʠʝ 
ʥʝ ʧʨʦʚʦʜʠʪʩʷ. ʀʩʢʣʶʯʝʥʠʝʤ ʷʚʣʷʶʪʩʷ ʩʣʫʯʘʠ ʧʦʚʪʦʨʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ï ʠʭ 
ʩʣʝʜʫʝʪ ʨʘʩʩʣʝʜʦʚʘʪʴ ʚ ʣʶʙʦʤ ʩʣʫʯʘʝ. 

3. ʇʦʣʫʯʠʪʴ ʦʙʨʘʟʮʳ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʧʦ ʩʩʳʣʢʝ. 
4. ʀʩʩʣʝʜʦʚʘʪʴ ʠʩʭʦʜʥʳʡ ʢʦʜ web-ʩʪʨʘʥʠʮʳ ʧʦ ʩʩʳʣʢʝ. 
5. ʀʩʩʣʝʜʦʚʘʪʴ ʦʙʨʘʟʝʮ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ (ʩʤ. ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʘʥʘʣʠʟʘ 
ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʛʨʦʟ). 

6. ʇʨʦʚʝʨʠʪʴ, ʙʳʣ ʣʠ ʟʘʧʫʱʝʥ ʩʢʘʯʘʥʥʳʡ ʦʙʨʘʟʝʮ (ʝʩʣʠ ʚʦʟʤʦʞʥʦ). 
7. ʇʨʦʩʢʘʥʠʨʦʚʘʪʴ ʥʘ ʥʘʣʠʯʠʝ ʦʙʥʘʨʫʞʝʥʥʳʭ ʠʥʜʠʢʘʪʦʨʦʚ ʜʠʩʢ ʢʦʤʧʴʶʪʝʨʘ, 
ʥʘ ʢʦʪʦʨʦʤ ʙʳʣʘ ʦʙʥʘʨʫʞʝʥʘ ʫʛʨʦʟʘ (ʩʤ. ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʘʥʘʣʠʟʘ ʦʙʨʘʟʦʚ 
ʜʠʩʢʘ) ʠ ʤʘʰʠʥʳ ʚ ʩʝʛʤʝʥʪʝ ʩʝʪʠ. 

ɿʘʪʝʤ ʧʝʨʝʡʪʠ ʢ ʵʪʘʧʫ ʉʜʝʨʞʠʚʘʥʠʝ. 

BOTNET C&C ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ. ʆʙʨʘʱʝʥʠʷ ʢ C&C-ʘʜʨʝʩʘʤ ʩʚʠʜʝʪʝʣʴʩʪʚʫʝʪ ʦ ʥʘʣʠʯʠʠ 
ʘʢʪʠʚʥʦʛʦ ʟʘʨʘʞʝʥʠʷ. 

1. ɺʳʷʚʠʪʴ ʇʆ, ʠʥʠʮʠʠʨʦʚʘʚʰʝʝ ʟʘʧʨʦʩʳ ʢ C&C ʠ ʠʩʩʣʝʜʦʚʘʪʴ ʝʛʦ (ʩʤ. 
ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʘʥʘʣʠʟʘ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʛʨʦʟ). 

2. ʇʨʦʩʢʘʥʠʨʦʚʘʪʴ ʠʥʠʮʠʠʨʦʚʘʚʰʠʡ ʘʢʪʠʚʥʦʩʪʴ ʢʦʤʧʴʶʪʝʨ ʥʘ ʥʘʣʠʯʠʝ 
ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʢʦʪʦʨʦʝ ʤʦʛʣʦ ʙʳʪʴ ʟʘʛʨʫʞʝʥʦ ʧʦ ʢʦʤʘʥʜʘʤ ʦʪ ʩʝʨʚʝʨʘ 
ʫʧʨʘʚʣʝʥʠʷ. 

3. ʀʩʩʣʝʜʦʚʘʪʴ URL (ʩʤ. ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʘʥʘʣʠʟʘ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʛʨʦʟ). 
4. ʇʨʦʩʢʘʥʠʨʦʚʘʪʴ ʥʘ ʥʘʣʠʯʠʝ ʦʙʥʘʨʫʞʝʥʥʳʭ ʠʥʜʠʢʘʪʦʨʦʚ ʜʠʩʢ (ʩʤ. 
ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʘʥʘʣʠʟʘ ʦʙʨʘʟʦʚ ʜʠʩʢʘ) ʠ ʤʘʰʠʥʳ ʚ ʩʝʛʤʝʥʪʝ ʩʝʪʠ. 

ɿʘʪʝʤ ʧʝʨʝʡʪʠ ʢ ʵʪʘʧʫ ʉʜʝʨʞʠʚʘʥʠʝ. 

MOBILE 
BOTNET C&C 

1. ʇʨʦʩʢʘʥʠʨʦʚʘʪʴ ʪʝʣʝʬʦʥ, ʢʦʪʦʨʳʡ ʠʥʠʮʠʠʨʦʚʘʣ ʩʦʝʜʠʥʝʥʠʝ ʩ ʉ&C 
ʘʜʨʝʩʦʤ, ʤʦʙʠʣʴʥʳʤ ʘʥʪʠʚʠʨʫʩʦʤ. 

ɿʘʪʝʤ ʧʝʨʝʡʪʠ ʢ ʵʪʘʧʫ ʉʜʝʨʞʠʚʘʥʠʝ. 
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ʆʙʥʘʨʫʞʝʥ ʭʝʰ ʚʨʝʜʦʥʦʩʥʦʛʦ ʦʙʲʝʢʪʘ 

ʅʠʞʝ ʨʘʩʩʤʦʪʨʝʥʳ ʢʘʪʝʛʦʨʠʠ ʦʧʘʩʥʳʭ ʭʝ-hʩʫʤʤ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʦʙʥʘʨʫʞʝʥʳ ʧʨʠ 
ʩʦʧʦʩʪʘʚʣʝʥʠʠ ʩʦʙʳʪʠʡ ʚ SIEM ʩ ʧʦʪʦʢʘʤʠ ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. 

ʂɸʊɽɻʆʈʀʗ ʋɻʈʆɿʓ ʅɽʆɹʍʆɼʀʄʓɽ ʐɸɻʀ 

MALICIOUS, BOT 1. ʀʩʩʣʝʜʦʚʘʪʴ ʦʙʨʘʟʝʮ (ʩʤ. ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʘʥʘʣʠʟʘ 
ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʛʨʦʟ). 

2. ʇʨʦʩʢʘʥʠʨʦʚʘʪʴ ʥʘ ʥʘʣʠʯʠʝ ʦʙʥʘʨʫʞʝʥʥʳʭ ʠʥʜʠʢʘʪʦʨʦʚ ʜʠʩʢ 
(ʩʤ. ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʘʥʘʣʠʟʘ ʦʙʨʘʟʦʚ ʜʠʩʢʘ) ʠ ʤʘʰʠʥʳ ʚ 
ʩʝʛʤʝʥʪʝ ʩʝʪʠ. 

ɿʘʪʝʤ ʧʝʨʝʡʪʠ ʢ ʵʪʘʧʫ ʉʜʝʨʞʠʚʘʥʠʝ. 

MOBILE MALICIOUS, 
BOT, TROJAN  

1. ʇʨʦʩʢʘʥʠʨʦʚʘʪʴ ʪʝʣʝʬʦʥ, ʥʘ ʢʦʪʦʨʦʤ ʙʳʣ ʦʙʥʘʨʫʞʝʥ ʭʝʰ 
ʚʨʝʜʦʥʦʩʥʦʛʦ ʦʙʲʝʢʪʘ, ʤʦʙʠʣʴʥʳʤ ʘʥʪʠʚʠʨʫʩʦʤ. 

ɿʘʪʝʤ ʧʝʨʝʡʪʠ ʢ ʵʪʘʧʫ ʉʜʝʨʞʠʚʘʥʠʝ. 

ʆʙʥʘʨʫʞʝʥ IP-ʘʜʨʝʩ ʚʨʝʜʦʥʦʩʥʦʛʦ ʦʙʲʝʢʪʘ 

ʅʠʞʝ ʨʘʩʩʤʦʪʨʝʥʳ ʢʘʪʝʛʦʨʠʠ ʟʣʦʚʨʝʜʥʳʭ IP, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʦʙʥʘʨʫʞʝʥʳ ʧʨʠ ʩʦʧʦʩʪʘʚʣʝʥʠʠ 
ʩʦʙʳʪʠʡ ʚ SIEM ʩ ʧʦʪʦʢʘʤʠ ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. 

ʂɸʊɽɻʆʈʀʗ ʋɻʈʆɿʓ ʅɽʆɹʍʆɼʀʄʓɽ ʐɸɻʀ 

TOR EXIT NODE 1. ɿʘʧʨʦʩʠʪʴ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʝʪʠ 
TorÈ 
1.1. ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʦʜʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʠʩʧʦʣʴʟʫʝʪ 

Tor, ʜʘʣʴʥʝʡʰʝʝ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʥʝ ʧʨʦʚʦʜʠʪʩʷ, ʠʥʮʠʜʝʥʪ 
ʩʯʠʪʘʝʪʩʷ ʟʘʢʨʳʪʳʤ. 

1.2. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʧʨʦʩʢʘʥʠʨʦʚʘʪʴ ʤʘʰʠʥʫ ʧʦʣʴʟʦʚʘʪʝʣʷ 
(ʩʤ. ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʧʝʨʚʦʥʘʯʘʣʴʥʦʛʦ ʨʝʘʛʠʨʦʚʘʥʠʷ) ʠ 
ʤʘʰʠʥʳ ʚ ʩʝʛʤʝʥʪʝ ʩʝʪʠ, ʘ ʟʘʪʝʤ ʧʦʚʪʦʨʠʪʴ ʵʪʘʧ 
ʦʙʥʘʨʫʞʝʥʠʷ ʜʣʷ ʜʝʪʝʢʪʠʨʦʚʘʥʥʳʭ ʬʘʡʣʦʚ. 

SPAM  ʇʝʨʝʡʪʠ ʢ ʵʪʘʧʫ çɺʳʚʦʜʳè. 

MALWARE  1. ɺʳʷʚʠʪʴ ʇʆ, ʠʥʠʮʠʠʨʦʚʘʚʰʝʝ ʟʘʧʨʦʩʳ ʢ ʜʝʪʝʢʪʠʨʦʚʘʥʥʦʤʫ IP-
ʘʜʨʝʩʫ, ʠʩʩʣʝʜʦʚʘʪʴ ʝʛʦ (ʩʤ. ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʘʥʘʣʠʟʘ 
ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʛʨʦʟ). 

ɼʘʣʴʥʝʡʰʠʝ ʰʘʛʠ ʘʥʘʣʦʛʠʯʥʳ ʦʙʥʘʨʫʞʝʥʠʶ Malicious URL-ʘʜʨʝʩʘ. 

 

ʉɼɽʈɾʀɺɸʅʀɽ 

ʎʝʣʴ ʵʪʦʛʦ ʵʪʘʧʘ ʟʘʢʣʶʯʘʝʪʩʷ ʥʝ ʪʦʣʴʢʦ ʚ ʪʦʤ, ʯʪʦʙʳ ʠʟʦʣʠʨʦʚʘʪʴ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝ 
ʢʦʤʧʴʶʪʝʨʳ, ʥʦ ʠ ʚ ʪʦʤ, ʯʪʦʙʳ ʥʝ ʜʦʧʫʩʪʠʪʴ ʫʥʠʯʪʦʞʝʥʠʷ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ, ʢʦʪʦʨʳʝ 
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ʤʦʛʫʪ ʧʦʤʦʯʴ ʚ ʨʘʩʩʣʝʜʦʚʘʥʠʠ ʠʥʮʠʜʝʥʪʘ. ʅʝʢʦʪʦʨʳʝ ʫʛʨʦʟʳ ʥʝ ʩʦʟʜʘʶʪ ʬʘʡʣʦʚ ʥʘ ʜʠʩʢʝ, ʘ 
ʧʦʣʥʦʩʪʴʶ ʨʘʟʤʝʱʘʶʪ ʩʝʙʷ ʚ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ, ʪʘʢ ʢʘʢ ʪʘʤ ʠʭ ʩʣʦʞʥʝʝ ʦʙʥʘʨʫʞʠʪʴ. ʇʦʵʪʦʤʫ 
ʥʝʜʦʧʫʩʪʠʤʦ ʦʪʢʣʶʯʘʪʴ ʧʠʪʘʥʠʝ ʢʦʤʧʴʶʪʝʨʘ, ʪʘʢ ʢʘʢ ʧʨʠ ʵʪʦʤ ʙʫʜʝʪ ʫʪʨʘʯʝʥʘ ʚʩʷ ʠʥʬʦʨʤʘʮʠʷ, 
ʩʦʜʝʨʞʘʱʘʷʩʷ ʚ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ. 

ʀɿʆʃʗʎʀʗ ʀʅʌʀʎʀʈʆɺɸʅʅʓʍ ʄɸʐʀʅ 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʚʝʩʪʠ ʠʥʬʠʮʠʨʦʚʘʥʥʳʝ ʢʦʤʧʴʶʪʝʨʳ ʚ ʦʪʜʝʣʴʥʫ ʁʩʝʪʴ. ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʝʩʪʴ 
ʧʦʜʦʟʨʝʥʠʝ ʥʘ APT-ʘʪʘʢʫ, ʥʝ ʩʣʝʜʫʝʪ ʬʠʟʠʯʝʩʢʠ ʦʪʢʣʶʯʘʪʴ ʢʦʤʧʴʶʪʝʨ ʦʪ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ 
(ʠʟʚʣʝʯʝʥʠʝʤ ʧʨʦʚʦʜʘ). ʅʝʢʦʪʦʨʳʝ ʚʠʜʳ ʫʛʨʦʟ ʦʪʩʣʝʞʠʚʘʶʪ ʥʘʣʠʯʠʝ ʩʝʪʝʚʦʛʦ ʩʦʝʜʠʥʝʥʠʷ ʠ ʤʦʛʫʪ 
ʥʘʯʘʪʴ ʫʥʠʯʪʦʞʝʥʠʝ ʩʣʝʜʦʚ ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʩʝʪʴ ʙʳʣʘ ʦʪʢʣʶʯʝʥʘ ʥʘ ʜʣʠʪʝʣʴʥʦʝ ʚʨʝʤʷ. ɺʤʝʩʪʦ 
ʵʪʦʛʦ ʩʣʝʜʫʝʪ ʧʝʨʝʥʘʩʪʨʦʠʪʴ ʧʨʘʚʠʣʘ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ ʠʥʬʠʮʠʨʦʚʘʥʥʳʝ 
ʤʘʰʠʥʳ ʥʝ ʩʤʦʛʣʠ ʢʦʤʤʫʥʠʮʠʨʦʚʘʪʴ ʩ ʜʨʫʛʠʤʠ ʢʦʤʧʴʶʪʝʨʘʤʠ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʉʅʗʊʀɽ ʆɹʈɸɿʆɺ 

ɼʣ ̫ ʜʘʣʴʥʝʡʰʝʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʧʦʣʫʯʠʪʴ ʜʘʤʧʳ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʠ ʜʠʩʢʘ 
ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. ʉʥʷʪʠʝ ʦʙʨʘʟʦʚ ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʠʪʴ ʚʩʝ ʢʦʤʧʦʥʝʥʪʳ 
ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. ʇʦ ʨʝʟʫʣʴʪʘʪʘʤ ʠʩʩʣʝʜʦʚʘʥʠʷ ɻ ʪʠʭ ʢʦʤʧʦʥʝʥʪʦʚ ʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ, ʢʘʢ ʩʣʝʜʫʝʪ 
ʙʦʨʦʪʴʩʷ ʩ ʟʘʨʘʞʝʥʠʝʤ. ʊʘʢʞʝ ʘʥʘʣʠʟ ʦʙʨʘʟʦʚ ʧʦʟʚʦʣʠʪ ʦʧʨʝʜʝʣʠʪʴ ʚʝʢʪʦʨ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ 
ʫʛʨʦʟʳ, ʯʪʦʙʳ ʥʝ ʜʦʧʫʩʪʠʪʴ ʧʦʚʪʦʨʥʦʛʦ ʟʘʨʘʞʝʥʠʷ ʧʦ ʘʥʘʣʦʛʠʯʥʦʤʫ ʩʮʝʥʘʨʠʶ. 

ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʧʝʨʝʜʘʯʘ ʜʘʥʥʳʭ ʟʘʪʨʫʜʥʝʥʘ (ʥʘʧʨʠʤʝʨ, ʦʨʛʘʥʠʟʘʮʠʷ ʠʤʝʝʪ ʥʝʩʢʦʣʴʢʦ 
ʛʝʦʛʨʘʬʠʯʝʩʢʠ ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ ʦʬʠʩʦʚ ʠ ʩʦʪʨʫʜʥʠʢʠ, ʦʪʚʝʪʩʪʚʝʥʥʳʝ ʟʘ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ 
ʠʥʮʠʜʝʥʪʳ, ʝʩʪʴ ʪʦʣʴʢʦ ʚ ʥʝʢʦʪʦʨʳʭ ʠʟ ʥʠʭ), ʥʝʦʙʭʦʜʠʤʦ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʧʝʨʝʜʘʪʴ ʜʣʷ 
ʠʩʩʣʝʜʦʚʘʥʠʷ ʜʘʤʧ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʠ ʣʠʰʴ ʟʘʪʝʤ ʧʨʠʥʷʪʴ ʨʝʰʝʥʠʝ ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʩʥʷʪʠʷ 
ʧʦʣʥʦʛʦ ʦʙʨʘʟʘ ʜʠʩʢʘ. ʇʨʠ ʩʥʷʪʠʠ ʦʙʨʘʟʘ ʜʠʩʢʘ ʟʘʧʠʩʳʚʘʝʪʩʷ ʧʦʣʥʳʡ ʦʙʨʘʟ ʜʠʩʢʘ (ʚ ʪʦʤ ʯʠʩʣʝ ʩ 
ʥʝʠʩʧʦʣʴʟʫʝʤʳʭ ʩʝʢʪʦʨʦʚ), ʘ ʥʝ ʪʦʣʴʢʦ ʚʠʜʠʤʘʷ ʧʦʣʴʟʦʚʘʪʝʣʶ ʯʘʩʪʴ, ʧʦʵʪʦʤʫ ʥʝʦʙʭʦʜʠʤ 
ʥʦʩʠʪʝʣʴ ʠʥʬʦʨʤʘʮʠʠ, ʧʨʝʚʳʰʘʶʱʠʡ ʦʙʱʫʶ ʝʤʢʦʩʪʴ ʞʝʩʪʢʦʛʦ ʜʠʩʢʘ. 

ɼʣ ̫ʩʥʷʪʠʷ ʦʙʨʘʟʘ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʨʝʜʩʪʚʘ, ʦʧʠʩʘʥʥʳʝ ʚ ʨʘʟʜʝʣʝ ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ 
ʩʙʦʨʘ ʜʘʥʥʳʭ. 

ʇɽʈɽɺʆɼ ʉʀʉʊɽʄʓ ɺ ʈɽɾʀʄ ʈɸɹʆʊʓ ɹɽɿ ʀɿʆʃʀʈʆɺɸʅʅʓʍ ʄɸʐʀʅ 

ʇʨʦʚʝʜʝʥʠʝ ʵʪʘʧʘ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʟʘʡʤʝʪ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ. ʅʘ ʵʪʦ ʚʨʝʤʷ ʀʉ ʜʦʣʞʥʘ ʙʳʪʴ 
ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʘ ʪʘʢ, ʯʪʦʙʳ ʦʪʩʫʪʩʪʚʠʝ ʧʦʨʘʞʝʥʥʳʭ ʤʘʰʠʥ ʤʠʥʠʤʘʣʴʥʦ ʚʣʠʷʣʦ ʥʘ 
ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʀʉ. 

ʋɼɸʃɽʅʀɽ 

ʉʫʱʝʩʪʚʫʶʪ ʜʚʝ ʩʪʨʘʪʝʛʠʠ ʧʨʦʚʝʜʝʥʠʷ ʜʘʥʥʦʛʦ ʵʪʘʧʘ ï ʧʦʣʥʦʝ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʟ ʦʙʨʘʟʘ ʨʘʙʦʯʝʡ 
ʩʪʘʥʮʠʠ ʠʣʠ ʦʙʥʘʨʫʞʝʥʠʝ ʠ ʫʜʘʣʝʥʠʝ ʫʛʨʦʟʳ ʠ ʚʩʝʭ ʝ y ʘʨʪʝʬʘʢʪʦʚ (ʥʘʙʦʨ ʘʨʪʝʬʘʢʪʦʚ 
ʦʧʨʝʜʝʣʷʝʪʩʷ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʘʥʘʣʠʟʘ ʩ ʧʦʤʦʱʴʶ ʩʨʝʜʩʪʚ ʠʟ ʨʘʟʜʝʣʘ ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʘʥʘʣʠʟʘ 
ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʛʨʦʟ). 

ɼʣ ̫ʫʜʘʣʝʥʠʷ ʫʛʨʦʟʳ ʩ ʢʦʤʧʴʶʪʝʨʘ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʪʠʣʠʪʳ, ʦʧʠʩʘʥʥʳʝ ʚ ʨʘʟʜʝʣʝ 
ʀʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʫʜʘʣʝʥʠʷ ʫʛʨʦʟ (ʥʘʧʨʠʤʝʨ, Endpoint-ʘʥʪʠʚʠʨʫʩ). 

ɺ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʩʝʪʷʭ, ʛʜʝ ʨʘʙʦʯʝʝ ʤʝʩʪʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʦ, ʤʦʞʝʪ ʦʢʘʟʘʪʴʩʷ, ʯʪʦ 
ʵʬʬʝʢʪʠʚʥʝʝ ʚʤʝʩʪʦ ɻ ʪʘʧʦʚ ʩʜʝʨʞʠʚʘʥʠʷ, ʫʜʘʣʝʥʠʷ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʧʦʣʥʦʩʪʴʶ ʧʝʨʝʫʩʪʘʥʦʚʠʪʴ 
ʦʧʝʨʘʮʠʦʥʥʫʶ ʩʠʩʪʝʤʫ ʠ ʇʆ ʥʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʷʭ 
(ʦʙʨʘʟʮʳ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʧʨʠ ʵʪʦʤ ʥʝʦʙʭʦʜʠʤʦ ʩʦʭʨʘʥʠʪʴ ʜʣʷ ʨʘʩʩʣʝʜʦʚʘʥʠʷ). ɺ ʩʣʫʯʘʝ 
ʟʘʨʘʞʝʥʠʷ ʤʦʙʠʣʴʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʵʬʬʝʢʪʠʚʥʝʝ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʚʝʜʝʥʠʝ ʧʨʦʮʝʜʫʨʳ ʘʧʧʘʨʘʪʥʦʛʦ 
ʩʙʨʦʩʘ. 
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ɺʆʉʉʊɸʅʆɺʃɽʅʀɽ 

ʇʦʩʣʝ ʫʩʧʝʰʥʦʛʦ ʧʨʦʚʝʜʝʥʠʷ ʵʪʘʧʘ ʫʜʘʣʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʤʘʰʠʥʳ ʦʙʨʘʪʥʦ ʚ ʩʝʪʴ. ʇʨʠ 
ʵʪʦʤ ʩʦʪʨʫʜʥʠʢʠ, ʦʪʚʝʪʩʪʚʝʥʥʳʝ ʟʘ ʀɹ, ʜʦʣʞʥʳ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ ʚʥʠʤʘʪʝʣʴʥʦ ʥʘʙʣʶʜʘʪʴ ʟʘ 
ʩʦʩʪʦʷʥʠʝʤ ʩʝʪʠ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʥʳʭ ʤʘʰʠʥ, ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ʫʛʨʦʟʘ ʙʳʣʘ ʧʦʣʥʦʩʪʴʶ 
ʫʩʪʨʘʥʝʥʘ. 

ɺʓɺʆɼʓ 

ʇʦ ʨʝʟʫʣʴʪʘʪʘʤ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ ʩʦʪʨʫʜʥʠʢʠ, ʦʪʚʝʪʩʪʚʝʥʥʳʝ ʟʘ ʀɹ, ʛʦʪʦʚʷʪ ʦʪʯʝʪ. 
ʉʦʜʝʨʞʘʥʠʝ ʦʪʯʝʪʘ ʜʦʣʞʥʦ ʦʪʚʝʯʘʪʴ ʥʘ ʚʦʧʨʦʩʳ: 

Å ʂʦʛʜʘ, ʢʝʤ, ʠ ʩ ʧʦʤʦʱʴʶ ʢʘʢʠʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʙʳʣ ʚʧʝʨʚʳʝ ʦʙʥʘʨʫʞʝʥ ʠʥʮʠʜʝʥʪ? 
Å ʏʪʦ ʚʢʣʶʯʘʣ ʚ ʩʝʙʷ ʠʥʮʠʜʝʥʪ? 
Å ʂʘʢ ʧʨʦʚʦʜʠʣʦʩʴ ʩʜʝʨʞʠʚʘʥʠʝ, ʫʜʘʣʝʥʠʝ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ? 
Å ʅʘ ʢʘʢʠʭ ʵʪʘʧʘʭ ʨʝʘʛʠʨʦʚʘʥʠʷ ʩʦʪʨʫʜʥʠʢʠ, ʦʪʚʝʪʩʪʚʝʥʥʳʝ ʟʘ ʀɹ, ʙʳʣʠ ʥʘʠʙʦʣʝʝ 

ʵʬʬʝʢʪʠʚʥʳ? 
Å  ʏʪʦ ʥʝʦʙʭʦʜʠʤʦ ʫʣʫʯʰʠʪʴ ʚ ʨʘʙʦʪʝ ʩʦʪʨʫʜʥʠʢʦʚ, ʦʪʚʝʪʩʪʚʝʥʥʳʭ ʟʘ ʀɹ? 

ʊʘʢʞʝ ʥʘ ʵʪʦʤ ɻ ʪʘʧʝ ʥʝʦʙʭʦʜʠʤʦ ʧʦʜʛʦʪʦʚʠʪʴ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʧʦʚʳʰʝʥʠʶ ʀɹ ʀʉ. ʈʝʢʦʤʝʥʜʘʮʠʠ 
ʦʩʥʦʚʳʚʘʶʪʩʷ ʥʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʧʦʩʦʙʘʭ ʜʦʩʪʘʚʢʠ ʠ ʟʘʢʨʝʧʣʝʥʠʷ ʫʛʨʦʟʳ, ʧʦʣʫʯʝʥʥʦʡ ʚ ʭʦʜʝ 
ʨʘʩʩʣʝʜʦʚʘʥʠʷ. ʊʘʢʠʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦʟʚʦʣʷʶʪ ʜʦʧʦʣʥʠʪʴ ʧʨʘʚʠʣʘ ʫʩʪʨʦʡʩʪʚ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʭ 
ʀɹ, ʥʦʚʳʤʠ ʧʨʘʚʠʣʘʤʠ ʠ ʠʥʜʠʢʘʪʦʨʘʤʠ ʫʛʨʦʟ, ʚ ʪʦʤ ʯʠʩʣʝ ʨʘʩʰʠʨʠʪʴ ʯʝʨʥʳʝ ʩʧʠʩʢʠ ʧʦʣʫʯʝʥʥʳʤʠ 
ʠʥʜʠʢʘʪʦʨʘʤʠ, ʥʘʧʨʠʤʝʨ, URL- ʠ IP-ʘʜʨʝʩʘʤʠ, ʭʝ-hʩʫʤʤʘʤʠ ʫʛʨʦʟ. 

ɺʳʚʦʜʳ ʪʘʢʞʝ ʤʦʛʫʪ ʧʦʚʣʝʯʴ ʦʙʥʦʚʣʝʥʠʝ ʨʝʛʣʘʤʝʥʪʦʚ ʠ ʧʨʘʚʠʣ ʧʦʣʴʟʦʚʘʥʠʷ ʀʉ ʦʨʛʘʥʠʟʘʮʠʠ. ɺ 
ʪʘʢʦʤ ʩʣʫʯʘʝ ʥʦʚʳʝ ʧʨʘʚʠʣʘ ʜʦʣʞʥʳ ʙʳʪʴ ʜʦʚʝʜʝʥʳ ʜʦ ʩʚʝʜʝʥʠʷ ʚʩʝʭ ʩʦʪʨʫʜʥʠʢʦʚ ʢʦʤʧʘʥʠʠ ʠ 
ʦʪʨʘʞʝʥʳ ʚ ʙʠʟʥʝʩ-ʣʦʛʠʢʝ ʀʉ.  
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ʈɽʂʆʄɽʅɼʋɽʄʓɽ ʀʅʉʊʈʋʄɽʅʊʓ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʧʨʠʚʝʜʝʥʳ ʦʧʠʩʘʥʠʷ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʫʧʦʤʷʥʫʪʳʭ ʚ ʛʣʘʚʝ çʀʥʩʪʨʫʢʮʠʷ ʧʦ 
ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʠʥʮʠʜʝʥʪʳè. ʋʪʠʣʠʪʳ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʝ ʚ ʵʪʦʤ ʨʘʟʜʝʣʝ, ʷʚʣʷʶʪʩʷ ʧʨʠʤʝʨʘʤʠ 
ʠʥʩʪʨʫʤʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʨʠ ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ ʠʥʮʠʜʝʥʪʳ. 

ʅʝʢʦʪʦʨʳʝ ʦʧʠʩʘʥʥʳʝ ʥʠʞʝ ʫʪʠʣʠʪʳ ʨʘʟʨʘʙʦʪʘʥʥʳ ʩʪʦʨʦʥʥʠʤʠ ʢʦʤʧʘʥʠʷʤʠ. ʃʘʙʦʨʘʪʦʨʠʷ 

ʂʘʩʧʝʨʩʢʦʛʦ ʥʝ ʥʝʩʸʪ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ʠ ʢʘʯʝʩʪʚʦ ʨʘʙʦʪʳ ʩʪʦʨʦʥʥʝʛʦ 

ʇʆ. ʇʦʣʥʦʝ ʦʧʠʩʘʥʠʝ ʫʪʠʣʠʪ ʜʦʩʪʫʧʥʦ ʥʘ ʩʘʡʪʘʭ ʢʦʤʧʘʥʠʡ-ʨʘʟʨʘʙʦʪʯʠʢʦʚ. 

ɼʣ ̫ʧʦʣʫʯʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʨʦʜʫʢʪʘʭ ʠ ʨʝʰʝʥʠʷʭ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè, 
ʦʧʠʩʘʥʥʳʭ ʚ ʵʪʦʤ ʨʘʟʜʝʣʝ ʚ  rʤʦʞʝʪʝ ʩʚʷʟʘʪʴʩʷ ʩ intelligence@kaspersky.com ʠʣʠ ʧʦʩʝʪʠʪʴ ʩʘʡʪ 
http://www.kaspersky.ru/enterprise-security/intelligence-services. 

ʀʅʉʊʈʋʄɽʅʊʓ ɼʃʗ ʇɽʈɺʆʅɸʏɸʃʔʅʆɻʆ ʈɽɸɻʀʈʆɺɸʅʀʗ 

ɹʦʣʴʰʠʥʩʪʚʦ ʘʪʘʢ ʧʨʦʭʦʜʠʪ ʯʝʨʝʟ ɻ ʪʘʧʳ kill chain, ʧʝʨʝʯʠʩʣʝʥʥʳʝ ʚʳʰʝ. ʇʨʠ ɻ ʪʦʤ ʥʘ ʢʘʞʜʦʤ ɻ ʪʘʧʝ 
ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʦʩʪʘʚʣʷʝʪ ʥʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʡ ʤʘʰʠʥʝ ʩʣʝʜʳ, ʥʘʟʳʚʘʝʤʳʝ ʠʥʜʠʢʘʪʦʨʘʤʠ 
ʢʦʤʧʨʦʤʝʪʘʮʠʠ (IOCs). ʇʨʠ ʨʘʩʩʣʝʜʦʚʘʥʠʠ ʠʥʮʠʜʝʥʪʦʚ ʥʝʦʙʭʦʜʠʤʦ ʦʙʥʘʨʫʞʠʪʴ ʪʘʢʠʝ 
ʠʥʜʠʢʘʪʦʨʳ, ʦʧʨʝʜʝʣʠʪʴ ʵʪʘʧ ʘʪʘʢʠ, ʢʦʪʦʨʦʤʫ ʦʥʠ ʩʦʦʪʚʝʪʩʪʚʫʶʪ, ʚʳʷʚʠʪʴ ʫʷʟʚʠʤʦʩʪʠ, 
ʠʩʧʦʣʴʟʦʚʘʥʥʳʝ ʚʨʝʜʦʥʦʩʥʳʤ ʇʆ ʠ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʜʘʣʴʥʝʡʰʝʝ ʨʘʟʚʠʪʠʝ ʘʪʘʢʠ. ɻʣʘʚʥʘʷ 
ʩʣʦʞʥʦʩʪʴ ʧʨʠ ʵʪʦʤ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦʙʳ ʩʦʙʨʘʪʴ ʜʦʩʪʘʪʦʯʥʦ ʫʥʠʢʘʣʴʥʳʭ ʠʥʜʠʢʘʪʦʨʦʚ, 
ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʪ ʪʦʯʥʦ ʦʧʨʝʜʝʣʠʪʴ ʪʠʧ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʚ ʢʘʞʜʦʡ ʢʦʥʢʨʝʪʥʦʡ 
ʘʪʘʢʝ. 

ʂʘʢ ʦʪʤʝʯʘʣʦʩʴ ʚ ʨʘʟʜʝʣʝ ʆʙʥʘʨʫʞʝʥʠʝ (Identification), ʩʙʦʨ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ̫ ʚʣʷʝʪʩʷ 
ʠʪʝʨʘʮʠʦʥʥʳʤ ʧʨʦʮʝʩʩʦʤ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʧʦʚʪʦʨʠʪʴ ʥʝʩʢʦʣʴʢʦ ʨʘʟ, ʜʣʷ ʪʦʛʦ ʯʪʦʙʳ ʙʳʪʴ 
ʫʚʝʨʝʥʥʳʤ ʚ ʧʦʣʥʦʪʝ ʩʦʙʨʘʥʥʳʭ ʠʥʜʠʢʘʪʦʨʦʚ. 

ɼʣ ̫ʩʙʦʨʘ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʤʦʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʦʧʠʩʘʥʥʳʤʠ ʥʠʞʝ ʠʥʩʪʨʫʤʝʥʪʘʤʠ. 

SYSINTERNALS 

Sysinternals ï ʵʪʦ ʥʘʙʦʨ ʙʝʩʧʣʘʪʥʳʭ ʧʨʦʛʨʘʤʤ ʜʣʷ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʤʦʥʠʪʦʨʠʥʛʘ 

ʢʦʤʧʴʶʪʝʨʦʚ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Windows. ʇʘʢʝʪ Sysinternals Suite ʚʢʣʶʯʘʝʪ 
ʚ ʩʝʙʷ ʥʝʩʢʦʣʴʢʦ ʜʝʩʷʪʢʦʚ ʥʝʙʦʣʴʰʠʭ ʫʪʠʣʠʪ. ʋʪʠʣʠʪʳ Sysinternals ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ 
ʜʣʷ ʩʙʦʨʘ ʧʝʨʚʦʥʘʯʘʣʴʥʳʭ ʜʘʥʥʳʭ ʦʙ ʠʥʮʠʜʝʥʪʝ. 

ʅʘʠʙʦʣʝʝ ʚʘʞʥʳʝ ʫʪʠʣʠʪʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʧʨʠ ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ ʠʥʮʠʜʝʥʪʳ, 
ʨʘʩʩʤʦʪʨʝʥʳ ʥʠʞʝ. 

ʉʢʘʯʘʪʴ ʠʥʩʪʨʫʤʝʥʪʳ ʤʦʞʥʦ ʩ ʩʘʡʪʘ MicrosoftÈ ʧʦ ʩʩʳʣʢʝ https://technet.microsoft.com/en-
us/sysinternals/default.aspx. 

PSTools 

PSTools ï ʥʘʙʦʨ ʫʪʠʣʠʪ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ ʟʘʧʫʩʢʘ ʧʨʠʣʦʞʝʥʠʡ (PSExec), 

ʧʦʣʫʯʝʥʠʷ ʩʧʠʩʢʘ ʧʨʦʮʝʩʩʦʚ ʥʘ ʣʦʢʘʣʴʥʦʤ ʠʣʠ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ (PSList), ʧʨʠʥʫʜʠʪʝʣʴʥʦʛʦ 
ʟʘʚʝʨʰʝʥʠʷ ʟʘʜʘʯ (Pskill), ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʘʤʠ (PSService). ʂʨʦʤʝ ʪʦʛʦ, ʚ ʥʘʙʦʨ PsTools ʚʭʦʜʷʪ 
ʩʣʫʞʝʙʥʳʝ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʧʝʨʝʟʘʛʨʫʟʢʠ ʠʣʠ ʚʳʢʣʶʯʝʥʠʷ ʢʦʤʧʴʶʪʝʨʦʚ, ʚʳʚʦʜʘ ʩʦʜʝʨʞʠʤʦʛʦ 
ʞʫʨʥʘʣʦʚ ʩʦʙʳʪʠʡ ʠ ʤʥʦʛʦʛʦ ʜʨʫʛʦʛʦ. 

mailto:intelligence@kaspersky.com
http://www.kaspersky.ru/enterprise-security/intelligence-services
https://technet.microsoft.com/en-us/sysinternals/default.aspx
https://technet.microsoft.com/en-us/sysinternals/default.aspx


23 

Process Monitor  

Process Monitor ï ʧʨʦʛʨʘʤʤʘ ʜʣʷ ʥʘʙʣʶʜʝʥʠʷ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʟʘ ʜʝʡʩʪʚʠʷʤʠ ʨʘʟʣʠʯʥʳʭ 

ʧʨʦʮʝʩʩʦʚ ʚ ʩʨʝʜʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows. ʋʪʠʣʠʪʘ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʦʟʤʦʞʥʦʩʪʠ 
ʤʦʥʠʪʦʨʠʥʛʘ ʦʙʨʘʱʝʥʠʡ ʢ ʨʝʝʩʪʨʫ, ʦʙʨʘʱʝʥʠʡ ʢ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ ʠ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʧʦʟʚʦʣʷʝʪ 
ʧʦʣʫʯʘʪʴ ʙʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʠ ʧʨʦʮʝʩʩʦʚ, ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʨʝʩʫʨʩʦʚ, 
ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ ʠ ʦʧʝʨʘʮʠʷʭ ʚʚʦʜʘ-ʚʳʚʦʜʘ. 

Process Explorer 

Process Explorer ï ʧʨʦʛʨʘʤʤʘ ʜʣʷ ʥʘʙʣʁʜʝʥʠʷ ʚ ʨʝʘʣʴʥʦʤ ʤʘʩʰʪʘʙʝ ʚʨʝʤʝʥʠ ʟʘ ʜʝʡʩʪʚʠʷʤʠ 

ʨʘʟʣʠʯʥʳʭ ʧʨʦʮʝʩʩʦʚ ʠ ʫʧʨʘʚʣʝʥʠʷ ʠʤʠ ʚ ʩʨʝʜʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows. 

Process Explorer ʧʦʟʚʦʣʷʝʪ: 

Å ʧʦʣʫʯʘʪʴ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʩʝʭ ʧʨʦʮʝʩʩʘʭ, ʚʳʧʦʣʥʷʶʱʠʭʩʷ ʚ ʩʨʝʜʝ Windows; 
Å ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʢ ʬʫʥʢʮʠʷʤ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʮʝʩʩʘʤʠ ʠʟ ʛʣʘʚʥʦʛʦ ʤʝʥʶ ʠʣʠ ʠʟ ʢʦʥʪʝʢʩʪʥʦʛʦ 
ʤʝʥʶ ʚʳʙʨʘʥʥʦʛʦ ʧʨʦʮʝʩʩʘ; 

Å ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʫʥʢʮʠʠ ʧʨʠʥʫʜʠʪʝʣʴʥʦʛʦ ʟʘʚʝʨʰʝʥʠʷ (Kill), ʧʨʠʦʩʪʘʥʦʚʢʠ (Suspend) ʠ 
ʧʨʦʜʦʣʞʝʥʠʷ ʚʳʧʦʣʥʝʥʠʷ (Resume) ʧʨʦʮʝʩʩʦʚ; 

Å ʫʧʨʘʚʣʷʪʴ ʥʝ ʪʦʣʴʢʦ ʧʨʦʮʝʩʩʘʤʠ, ʥʦ ʠ ʧʦʪʦʢʘʤʠ (Threads), ʘ ʪʘʢʞʝ ʜʠʥʘʤʠʯʝʩʢʠ 
ʚʥʝʜʨʷʝʤʳʤʠ ʚ ʦʩʥʦʚʥʦʡ ʧʨʦʮʝʩʩ ʧʨʦʛʨʘʤʤʥʳʤʠ ʤʦʜʫʣʷʤʠ (DLL); 

Å ʚ ʣʶʙʦʡ ʤʦʤʝʥʪ ʚʨʝʤʝʥʠ ʧʨʠʥʫʜʠʪʝʣʴʥʦ ʚʳʧʦʣʥʷʪʴ ʜʘʤʧʳ ʧʘʤʷʪʠ (Minidump ʠʣʠ Fill 
Dump) ʩ ʩʦʭʨʘʥʝʥʠʝʤ ʚ ʚʳʙʨʘʥʥʳʡ ʬʘʡʣ. 

Autoruns 

AutoRuns ï ʫʪʠʣʠʪʘ ʜʣʷ 32 ʠ 64-ʨʘʟʨʷʜʥʳʭ ʆʉ Microsoft Windows, ʢʦʪʦʨʘʷ ʩʧʦʩʦʙʥʘ ʫʧʨʘʚʣʷʪʴ 
ʘʚʪʦʟʘʛʨʫʟʢʦʡ ʧʨʦʛʨʘʤʤ, ʩʝʨʚʠʩʦʚ, ʤʦʜʫʣʝʡ, ʜʨʘʡʚʝʨʦʚ ʠ ʜʨʫʛʠʭ ʢʦʤʧʦʥʝʥʪʦʚ ʩʠʩʪʝʤʳ. 

Autoruns ʦʪʦʙʨʘʞʘʝʪ ʚʩʝ, ʯʪʦ ʙʫʜʝʪ ʟʘʧʫʱʝʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʨʠ ʩʪʘʨʪʝ ʆʉ, ʨʝʛʠʩʪʨʘʮʠʠ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʜʨʫʛʠʭ ʩʦʙʳʪʠʷʭ. ʆʪʦʙʨʘʞʘʶʪʩʷ ʧʨʦʛʨʘʤʤʳ, ʟʘʛʨʫʞʘʝʤʳʝ ʤʦʜʫʣʠ, ʜʨʘʡʚʝʨʳ, 
ʩʠʩʪʝʤʥʳʝ ʩʣʫʞʙʳ, ʥʘʟʥʘʯʝʥʥʳʝ ʟʘʜʘʥʠʷ, Winlogon. ʋʪʠʣʠʪʘ ʤʦʞʝʪ ʧʦʢʘʟʘʪʴ ʩʚʦʡʩʪʚʘ ʣʶʙʦʛʦ 
ʦʙʲʝʢʪʘ, ʧʫʪʠ ʠ ʧʘʨʘʤʝʪʨʳ ʟʘʧʫʩʢʘ, ʘ ʪʘʢʞʝ ʦʪʤʝʥʷʪʴ ʠʭ ʘʚʪʦʟʘʧʫʩʢ. ʋʪʠʣʠʪʘ ʧʦʜʜʝʨʞʠʚʘʝʪ 
ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚ ʘʚʪʦʟʘʧʫʩʢʘ ʧʦ ʭʝʰʫ ʥʘ ʩʝʨʚʠʩʝ VirusTotal, ʧʨʠ ʵʪʦʤ ʥʝʠʟʚʝʩʪʥʳʝ 
ʬʘʡʣʳ ʤʦʞʥʦ ʦʪʧʨʘʚʠʪʴ ʥʘ ʘʥʘʣʠʟ ʚ ʘʥʪʠʚʠʨʫʩʥʳʝ ʣʘʙʦʨʘʪʦʨʠʠ. 

AVZ 

ɸʥʪʠʚʠʨʫʩʥʘʷ ʫʪʠʣʠʪʘ AVZ ʷʚʣʷʝʪʩʷ ʠʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ ʠʩʩʣʝʜʦʚʘʥʠʷ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʩʠʩʪʝʤʳ. 

 
ʈʠʩʫʥʦʢ 4: ʈʝʟʫʣʴʪʘʪ ʨʘʙʦʪʳ ʄʝʥʝʜʞʝʨʘ ʘʚʪʦʟʘʧʫʩʢʘ AVZ 
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ʋʪʠʣʠʪʫ AVZ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʠ ʨʘʩʩʣʝʜʦʚʘʥʠʠ ʠʥʮʠʜʝʥʪʦʚ ʚ ʢʘʯʝʩʪʚʝ ʩʨʝʜʩʪʚʘ 
ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʠʩʪʝʤʝ, ʪʘʢ ʢʘʢ ʚ ʝ yʩʦʩʪʘʚ ʚʭʦʜʷʪ ʩʣʝʜʫʶʱʠʝ ʘʥʘʣʠʟʠʨʫʶʱʠʝ ʩʠʩʪʝʤʫ 
ʤʦʜʫʣʠ: 
Å ɼʠʩʧʝʪʯʝʨ ʧʨʦʮʝʩʩʦʚ 
Å ɼʠʩʧʝʪʯʝʨ ʩʣʫʞʙ ʠ ʜʨʘʡʚʝʨʦʚ 
Å ʄʦʜʫʣʠ ʧʨʦʩʪʨʘʥʩʪʚʘ ʷʜʨʘ 
Å ʄʝʥʝʜʞʝʨ Winsock SPI (LSP, NSP, 

TSP) 
Å ʆʪʢʨʳʪʳʝ ʧʦʨʪʳ TCP/UDP 
Å ʄʝʥʝʜʞʝʨ ʘʚʪʦʟʘʧʫʩʢʘ 
Å ʄʝʥʝʜʞʝʨ ʨʘʩʰʠʨʝʥʠʡ IE 
Å ʄʝʥʝʜʞʝʨ ʨʘʩʰʠʨʝʥʠʡ ʧʨʦʚʦʜʥʠʢʘ 
Å ʄʝʥʝʜʞʝʨ ʘʧʧʣʝʪʦʚ ʧʘʥʝʣʠ 
ʫʧʨʘʚʣʝʥʠʷ (CPL) 

Å ʄʝʥʝʜʞʝʨ ʨʘʩʰʠʨʝʥʠʡ ʩʠʩʪʝʤʳ 
ʧʝʯʘʪʠ 

Å ʄʝʥʝʜʞʝʨ ʧʣʘʥʠʨʦʚʱʠʢʘ ʟʘʜʘʥʠʡ 
(Task Scheduler) 

Å ʄʝʥʝʜʞʝʨ ʚʥʝʜʨʝʥʥʳʭ dll 
Å ʄʝʥʝʜʞʝʨ ʧʨʦʪʦʢʦʣʦʚ ʠ 
ʦʙʨʘʙʦʪʯʠʢʦʚ 

Å ʄʝʥʝʜʞʝʨ Active Setup 
Å ʄʝʥʝʜʞʝʨ ʬʘʡʣʘ Hosts 
Å ʆʙʱʠʝ ʨʝʩʫʨʩʳ ʠ ʩʝʪʝʚʳʝ ʩʝʘʥʩʳ 

ʉʢʘʯʘʪʴ ʫʪʠʣʠʪʫ ʤʦʞʥʦ ʩ ʩʘʡʪʘ http://www.z-oleg.com/secur/avz/download.php. 

GMER 

Gmer ï ʧʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʫʜʘʣʝʥʠʷ ʨʫʪʢʠʪʦʚ ʥʘ ʆʉ Microsoft Windows. 
ʇʦʜʜʝʨʞʠʚʘʶʪʩʷ 32 ʠ 64-ʨʘʟʨʷʜʥʳʝ ʆʉ. ʋʪʠʣʠʪʘ ʧʦʟʚʦʣʷʝʪ ʧʨʦʩʢʘʥʠʨʦʚʘʪʴ ʢʦʤʧʴʶʪʝʨ ʥʘ 
ʥʘʣʠʯʠʝ ʩʢʨʳʪʳʭ ʧʨʦʮʝʩʩʦʚ, ʧʦʪʦʢʦʚ, ʤʦʜʫʣʝʡ, ʬʘʡʣʦʚ, ʩʝʢʪʦʨʦʚ ʜʠʩʢʘ, ʢʣʶʯʝʡ ʨʝʝʩʪʨʘ, 
ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʝʨʝʭʚʘʪʯʠʢʦʚ ʨʝʞʠʤʘ ʷʜʨʘ. 

ʇʦʣʫʯʠʪʴ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ Gmer ʠ ʩʢʘʯʘʪʴ ʫʪʠʣʠʪʫ ʤʦʞʥʦ ʧʦ ʩʩʳʣʢʝ http://www.gmer.net/.  

YARA 

YARA ï ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʧʦʤʦʱʠ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʚ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʠ 
ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʚʨʝʜʦʥʦʩʥʳʭ ʩʝʤʧʣʦʚ. ʋʪʠʣʠʪʘ ʦʩʫʱʝʩʪʚʣʷʝʪ ʩʠʛʥʘʪʫʨʥʳʡ ʘʥʘʣʠʟ ʥʘ ʦʩʥʦʚʝ 
ʬʦʨʤʘʣʴʥʳʭ YARA-ʦʧʠʩʘʥʠʡ, ʚ ʢʦʪʦʨʳʭ ʩʦʜʝʨʞʘʪʩʷ ʠʥʜʠʢʘʪʦʨʳ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʜʣʷ ʨʘʟʥʳʭ ʪʠʧʦʚ 
ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. ʂʘʞʜʦʝ ʦʧʠʩʘʥʠʝ ʩʦʩʪʦʠʪ ʠʟ ʥʘʙʦʨʘ ʩʪʨʦʢ ʠ ʥʝʢʦʪʦʨʦʛʦ ʣʦʛʠʯʝʩʢʦʛʦ ʚʳʨʘʞʝʥʠʷ, 
ʧʦ ʢʦʪʦʨʦʤʫ ʦʧʨʝʜʝʣʷʝʪʩʷ ʣʦʛʠʢʘ ʩʨʘʙʘʪʳʚʘʥʠʷ ʘʥʘʣʠʟʘʪʦʨʘ. 

ʅʠʞʝ ʧʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʦʧʠʩʘʥʠʷ, ʥʘ ʦʩʥʦʚʝ ʢʦʪʦʨʦʛʦ YARA ʦʧʨʝʜʝʣʷʝʪ ʦʙʲʝʢʪʳ, ʩʦʜʝʨʞʘʱʠʝ 
ʣʶʙʦʡ ʠʟ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʠʥʜʠʢʘʪʦʨʦʚ (ʜʚʘ hex-ʠʥʜʠʢʘʪʦʨʘ ʠ ʦʜʠʥ ʩʪʨʦʢʦʚʳʡ) ʢʘʢ ʫʛʨʦʟʫ. 

rule  silent_banker  :  banker  

{  

    meta:  

        description  = "This  is  just  an example"  

        thread_level  = 3 

        in_the_wild  = true  

    strings:  

        $a = {6A  40 68 00 30 00 00 6A 14 8D 91}  

        $b = {8D  4D B0 2B C1 83 C0 27 99 6A 4E 59 F7 F9}  

        $c  = "UVODFRYSIHLNWPEJXQZAKCBGMT" 

    condition:  

        $a or  $b or  $c  

}  

ʋʪʠʣʠʪʘ ʧʦʟʚʦʣʷʝʪ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʢʘʢ ʦʪʜʝʣʴʥʳʝ ʦʙʲʝʢʪʳ, ʪʘʢ ʠ ʧʘʧʢʠ ʩʦ ʚʩʝʤʠ ʧʦʜʧʘʧʢʘʤʠ, ʠ 
ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʧʦʠʩʢʘ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʧʦʜʧʘʜʘʶʱʝʛʦ ʧʦʜ ʟʘʜʘʥʥʳʝ YARA-
ʦʧʠʩʘʥʠʷ. 

ʉʢʘʯʘʪʴ ʫʪʠʣʠʪʫ ʤʦʞʥʦ ʧʦ ʩʩʳʣʢʝ http://virustotal.github.io/yara/. 

ʀʅʉʊʈʋʄɽʅʊʓ ɼʃʗ ʉɹʆʈɸ ɼɸʅʅʓʍ 

ɺ ʜʘʥʥʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʘʥʳ ʧʨʦʛʨʘʤʤʳ, ʧʦʟʚʦʣʷʶʱʠʝ ʩʦʟʜʘʪʴ ʜʘʤʧʳ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʠ 
ʦʙʨʘʟʳ ʜʠʩʢʘ.  

http://www.z-oleg.com/secur/avz/download.php
http://www.gmer.net/
http://virustotal.github.io/yara/
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ʈʘʟʤʝʨ ʜʠʩʢʘ, ʥʘ ʢʦʪʦʨʳʡ ʧʨʦʠʟʚʦʜʠʪʩʷ ʟʘʧʠʩʴ ʦʙʨʘʟʘ, ʜʦʣʞʝʥ ʧʨʝʚʳʰʘʪʴ ʨʘʟʤʝʨ ʜʠʩʢʘ (ʠʣʠ 
ʦʙʲʝʤ ʧʘʤʷʪʠ), ʩ ʢʦʪʦʨʦʛʦ ʩʥʠʤʘʝʪʩʷ ʦʙʨʘʟ, ʪʘʢ ʢʘʢ ʧʨʠ ʩʥʷʪʠʠ ʜʘʤʧʘ ʩʦʭʨʘʥʷʝʪʩʷ ʥʝ ʪʦʣʴʢʦ 
ʟʘʥʷʪʦʝ ʧʨʦʩʪʨʘʥʩʪʚʦ, ʘ ʚʝʩʴ ʦʙʨʘʟ ʜʠʩʢʘ (ʧʘʤʷʪʠ). 

GRR RAPID RESPONSE 

GRR ï ʬʨʝʡʤʚʦʨʢ ʜʣʷ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʀɹ. ɺ GRR ʨʝʘʣʠʟʦʚʘʥʘ ʢʣʠʝʥʪ-ʩʝʨʚʝʨʥʘʷ 
ʘʨʭʠʪʝʢʪʫʨʘ, ʧʨʠ ʢʦʪʦʨʦʡ ʘʛʝʥʪʳ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʥʘ ʤʘʰʠʥʘʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʩʣʫʞʘʪ ʜʣʷ ʩʙʦʨʘ 
ʠʥʬʦʨʤʘʮʠʠ, ʘ ʩʝʨʚʝʨ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʭʨʘʥʝʥʠʷ ʠ ʘʥʘʣʠʟʘ ʩʦʙʨʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

 

ʈʠʩʫʥʦʢ 5: ʀʥʪʝʨʬʝʡʩ ʧʨʦʛʨʘʤʤʳ GRR 

ʆʩʥʦʚʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ: 
 
Å ʫʜʘʣʝʥʥʳʡ ʘʥʘʣʠʟ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʠ ʨʝʝʩʪʨʘ Windows (ʩ ʧʦʤʦʱʴʶ Rekall); 

ʫʜʘʣʝʥʥʳʡ ʘʥʘʣʠʟ ʜʠʩʢʘ (ʩ ʧʦʤʦʱʴʶ The Sleuth Kit). 

ʉʢʘʯʘʪʴ ʫʪʠʣʠʪʫ GRR ʠ ʜʦʢʫʤʝʥʪʘʮʠʶ ʢ ʥʝʡ ʤʦʞʥʦ ʧʦ ʩʩʳʣʢʝ https://github.com/google/grr. 

FORENSIC TOOLKIT 

Forensic Toolkit (FTK) ï ʥʘʙʦʨ ʫʪʠʣʠʪ ʜʣʷ ʢʦʤʧʴʶʪʝʨʥʦʡ ʢʨʠʤʠʥʘʣʠʩʪʠʢʠ. ɺ ʧʘʢʝʪ FTK ʚʭʦʜʠʪ 
ʫʪʠʣʠʪʘ FTK Imager. FTK Imager ʩʦʭʨʘʥʷʝʪ ʦʙʨʘʟ ʞʝʩʪʢʦʛʦ ʜʠʩʢʘ ʠ ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʠʪʴ ʜʘʤʧ 
ʧʘʤʷʪʠ. 

FTK ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ ʩʨʘʟʫ ʥʝʩʢʦʣʴʢʦ ʚʘʨʠʘʥʪʦʚ ʧʨʦʩʤʦʪʨʘ ʦʙʨʘʟʘ ʜʠʩʢʘ. ʅʘʧʨʠʤʝʨ, ʤʦʞʥʦ 
ʚʳʙʨʘʪʴ ʚ ʤʝʥʶ ʧʨʦʛʨʘʤʤʳ ʧʫʥʢʪ çʕʣʝʢʪʨʦʥʥʳʝ ʪʘʙʣʠʮʳè, ʠ FTK ʚʳʚʝʜʝʪ ʩʧʠʩʦʢ ʚʩʝʭ ʥʘʡʜʝʥʥʳʭ 
xls-ʬʘʡʣʦʚ ʩ ʧʦʜʦʙʥʳʭ ʦʧʠʩʘʥʠʝʤ ʠ ʫʢʘʟʘʥʠʝʤ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ. ɺ ʧʨʦʛʨʘʤʤʝ ʧʨʠʩʫʪʩʪʚʫʝʪ ʙʘʟʘ 
ʢʣʶʯʝʚʳʭ ʩʣʦʚ, ʧʦ ʢʦʪʦʨʳʤ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦʠʩʢ ʢʦʤʧʨʦʤʝʪʠʨʫʶʱʝʡ ʠʥʬʦʨʤʘʮʠʠ. 

ʉʢʘʯʘʪʴ ʫʪʠʣʠʪʫ ʤʦʞʥʦ ʧʦ ʩʩʳʣʢʝ http://accessdata.com/solutions/digital-forensics/forensic-toolkit-
ftk?/solutions/digital-forensics/ftk. 

DD 

dd (dataset definition) ï ʫʪʠʣʠʪʘ UNIXÊ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʘʷ ʜʣʷ ʢʦʧʠʨʦʚʘʥʠʷ ʠ ʢʦʥʚʝʨʪʘʮʠʠ ʬʘʡʣʦʚ. 
ɼʘʥʥʘʷ ʫʪʠʣʠʪʘ ʧʦʟʚʦʣʷʝʪ ʢʦʧʠʨʦʚʘʪʴ ʣʶʙʳʝ ʩʝʢʪʦʨʳ ʞʝʩʪʢʦʛʦ ʜʠʩʢʘ, ʚ ʪʦʤ ʯʠʩʣʝ ʩʝʢʪʦʨʳ, 
ʢʦʪʦʨʳʝ ʥʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʆʉ. ʅʘʧʨʠʤʝʨ, dd ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʪʴ ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ ʟʘʛʨʫʟʦʯʥʦʛʦ 

https://github.com/google/grr
http://accessdata.com/solutions/digital-forensics/forensic-toolkit-ftk?/solutions/digital-forensics/ftk
http://accessdata.com/solutions/digital-forensics/forensic-toolkit-ftk?/solutions/digital-forensics/ftk
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ʩʝʢʪʦʨʘ ʞʝʩʪʢʦʛʦ ʜʠʩʢʘ. ɼʣ ̫ʩʥʷʪʠʷ ʦʙʨʘʟʘ ʜʠʩʢʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ dd ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʶʙʦʡ 
ʜʠʩʪʨʠʙʫʪʠʚ Linux. ʉʫʱʝʩʪʚʫʶʪ ʪʘʢʞʝ ʚʝʨʩʠʠ dd, ʨʘʟʨʘʙʦʪʘʥʥʳʝ ʧʦʜ ʆʉ Windows. 

BELKASOFT  RAM CAPTURER 

Belkasoft RAM Capturer ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʧʦʤʦʱʠ ʚ ʧʨʦʚʝʜʝʥʠʠ ʘʥʘʣʠʟʘ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ 
ʢʦʤʧʴʶʪʝʨʘ. ʇʨʦʛʨʘʤʤʘ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʩʥʷʪʴ ʜʘʤʧ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ 
ʢʦʤʧʴʶʪʝʨʘ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 32- ʠ 64-ʨʘʟʨʷʜʥʳʭ ʚʝʨʩʠʡ Windows, ʩʦʭʨʘʥʠʚ ʝʛʦ ʚ ʬʘʡʣ ʜʣʷ 
ʧʦʩʣʝʜʫʶʱʝʛʦ ʘʥʘʣʠʟʘ. 

 

ʈʠʩʫʥʦʢ 6: ʀʥʪʝʨʬʝʡʩ ʧʨʦʛʨʘʤʤʳ Belkasoft RAM Capturer 

ɺ ʧʦʩʪʘʚʢʫ Belkasoft RAM Capturer ʚʭʦʜʷʪ 32- ʠ 64-ʨʘʟʨʷʜʥʳʝ ʚʝʨʩʠʠ ʜʨʘʡʚʝʨʦʚ, ʨʘʙʦʪʘʶʱʠʭ ʚ 
ʨʝʞʠʤʝ ʷʜʨʘ ʠ ʧʦʟʚʦʣʷʶʱʠʭ ʢʦʨʨʝʢʪʥʦ ʦʙʨʘʙʘʪʳʚʘʪʴ ʦʙʣʘʩʪʠ ʜʘʥʥʳʭ, ʧʨʠʥʘʜʣʝʞʘʱʠʝ 
ʟʘʱʠʱʝʥʥʳʤ ʧʨʦʮʝʩʩʘʤ. ʇʨʦʜʫʢʪ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʙʝʩʧʣʘʪʥʦ. 

ʉʢʘʯʘʪʴ ʧʨʦʛʨʘʤʤʫ ʤʦʞʥʦ ʧʦ ʩʩʳʣʢʝ http://belkasoft.com/ram-capturer. 

ʀʅʉʊʈʋʄɽʅʊʓ ɼʃʗ ɸʅɸʃʀɿɸ ʇʆʊɽʅʎʀɸʃʔʅʓʍ ʋɻʈʆɿ 

ʀʩʩʣʝʜʦʚʘʥʠʝ ʫʛʨʦʟ ʪʨʝʙʫʝʪ ʙʦʣʴʰʦʛʦ ʦʧʳʪʘ ʠ ʧʦʩʪʦʷʥʥʦʡ ʧʨʘʢʪʠʢʠ ʚ ʵʪʦʡ ʦʙʣʘʩʪʠ. ɼʣ ̫
ʧʝʨʚʦʥʘʯʘʣʴʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʨʝʜʩʪʚʘ ʠʟ ʩʧʠʩʢʘ ʥʠʞʝ, ʦʜʥʘʢʦ ʧʨʠ 
ʧʦʜʦʟʨʝʥʠʠ ʥʘ APT-ʘʪʘʢʫ ʩʣʝʜʫʝʪ ʜʦʚʝʨʠʪʴ ʠʩʩʣʝʜʦʚʘʥʠʝ ʫʛʨʦʟ ʵʢʩʧʝʨʪʘʤ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʤ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʫʩʣʫʛʠ. 

THREAT LOOKUP ï KASPERSKY THREAT INT ELLIGENCE PORTAL 

ʈʝʰʝʥʠʝ Kaspersky Threat Lookup ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʢʘʞʜʦʤʫ ʠʟ ʩʣʝʜʫʶʱʠʭ 
ʠʥʜʠʢʘʪʦʨʦʚ: ʭʝʰʠ ʬʘʡʣʦʚ, URL-, IP-ʘʜʨʝʩʘ, ʠʤ ̫ ʫʛʨʦʟʳ. ʇʨʠ ʵʪʦʤ ʨʝʟʫʣʴʪʘʪʳ ʧʦʠʩʢʘ ʙʫʜʫʪ 
ʩʦʜʝʨʞʘʪʴ ʥʝ ʪʦʣʴʢʦ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʘʤʦʤ ʦʙʲʝʢʪʝ ʠʩʩʣʝʜʦʚʘʥʠʷ (ʥʘʧʨʠʤʝʨ, ʨʘʟʤʝʨ ʜʣʷ ʬʘʡʣʘ, 
whois-ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ URL-ʘʜʨʝʩʘ ʠʣʠ ʛʝʦʛʨʘʬʠʯʝʩʢʦʝ ʧʦʣʦʞʝʥʠʝ ʜʣʷ IP), ʥʦ ʠ ʦʧʠʩʘʥʠʷ 
ʩʚʷʟʘʥʥʳʭ ʩ ʥʠʤ ʦʙʲʝʢʪʦʚ. ʅʘʧʨʠʤʝʨ, URL-ʘʜʨʝʩʘ, ʩ ʢʦʪʦʨʳʭ ʙʳʣ ʟʘʛʨʫʞʝʥ ʬʘʡʣ, URL-ʘʜʨʝʩʘ, ʢ 
ʢʦʪʦʨʳʤ ʦʥ ʦʙʨʘʱʘʣʩʷ. 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʩʚʷʟʷʭ ʤʝʞʜʫ ʠʥʜʠʢʘʪʦʨʘʤʠ ʥʝʦʙʭʦʜʠʤʘ, ʪʘʢ ʢʘʢ ʥʦʚʳʝ ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ, 
ʢʦʪʦʨʳʝ ʝʱʝ ʥʝʠʟʚʝʩʪʥʳ, ʩʯʠʪʘʶʪʩʷ çʯʠʩʪʳʤʠè ʚʩʝʤʠ ʩʠʩʪʝʤʘʤʠ ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ. ʊʘʢʦʝ 
ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʤʦʞʥʦ ʦʙʥʘʨʫʞʠʪʴ, ʪʘʢ ʢʘʢ ʦʥʦ ʤʦʞʝʪ ʦʙʨʘʱʘʪʴʩʷ ʢ URL-ʘʜʨʝʩʘʤ, ʢʦʪʦʨʳʝ 
ʠʟʚʝʩʪʥʳ ʢʘʢ ʠʩʪʦʯʥʠʢʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. ʕʪʦ ʜʦʣʞʥʦ ʩʠʛʥʘʣʠʟʠʨʦʚʘʪʴ 
ʠʩʩʣʝʜʫʶʱʝʤʫ ʵʪʦʪ ʬʘʡʣ ʩʦʪʨʫʜʥʠʢʫ, ʦʪʚʝʪʩʪʚʝʥʥʦʤʫ ʟʘ ʀɹ, ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚʥʠʤʘʪʝʣʴʥʦʡ 
ʧʨʦʚʝʨʢʠ ʬʘʡʣʘ. 

http://belkasoft.com/ram-capturer
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ʈʠʩʫʥʦʢ 7: ʀʥʪʝʨʬʝʡʩ ʨʝʰʝʥʠʷ Threat Lookup 

SANDBOX ï KASPERSKY THREAT INT ELLIGENCE PORTAL 

ʆʜʥʦʡ ʠʟ ʚʦʟʤʦʞʥʦʩʪʝʡ ʨʝʰʝʥʠʷ Kaspersky Threat Intelligence Portal (TIP) ̫ ʚʣʷʝʪʩʷ ʘʥʘʣʠʟ ʦʙʲʝʢʪʘ 
ʚ ʇʝʩʦʯʥʠʮʝ (Sandbox). ɺ ʨʝʟʫʣʴʪʘʪʝ ʵʤʫʣʷʮʠʠ ʜʝʡʩʪʚʠʡ ʦʙʲʝʢʪʘ ʚ ʟʘʱʠʱʝʥʥʦʡ ʩʨʝʜʝ ʩʪʘʥʦʚʠʪʩʷ 
ʚʦʟʤʦʞʥʳʤ ʦʙʥʘʨʫʞʝʥʠʝ ʨʘʥʝʝ ʥʝʠʟʚʝʩʪʥʳʭ ʫʛʨʦʟ, ʘ ʪʘʢʞʝ ʧʦʣʫʯʝʥʠʝ ʢʣʶʯʝʚʳʭ ʠʥʜʠʢʘʪʦʨʦʚ 
ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʠ ʧʦʜʨʦʙʥʳʭ ʦʪʯʝʪʦʚ ʦ ʧʦʚʝʜʝʥʠʠ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʦʙʲʝʢʪʘ. 

ɼʣ ̫ʪʦʛʦ ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ ʨʝʟʫʣʴʪʘʪʳ ʘʥʘʣʠʟʘ ʦʙʲʝʢʪʘ ʚ TIP Sandbox, ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʜʘʪʴ ʩʘʤ 
ʦʙʲʝʢʪ, ʩʩʳʣʢʫ ʧʦ ʢʦʪʦʨʦʡ ʦʥ ʙʳʣ ʟʘʛʨʫʞʝʥ, ʠʣʠ ʝʛʦ ʭʝ-hʩʫʤʤʫ. ʂʨʦʤʝ ʦʪʯʝʪʘ ʦ ʧʦʚʝʜʝʥʠʠ 
ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʦʙʲʝʢʪʘ, TIP Sandbox ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʥʘʙʦʨ ʘʨʪʝʬʘʢʪʦʚ, 
ʩʚʷʟʘʥʥʳʭ ʩ ʦʙʲʝʢʪʦʤ, ʚ ʪʦʤ ʯʠʩʣʝ PCAP-ʬʘʡʣʳ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ, ʬʘʡʣʦʚʳʝ 
ʦʙʲʝʢʪʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʤʦʜʠʬʠʮʠʨʦʚʘʥʳ ʘʥʘʣʠʟʠʨʫʝʤʳʤ ʦʙʲʝʢʪʦʤ.  

ʀʅʉʊʈʋʄɽʅʊʓ ɼʃʗ ɸʅɸʃʀɿɸ ɼɸʄʇʆɺ ʇɸʄʗʊʀ 

Volatility 

Volatility Framework ʷʚʣʷʝʪʩʷ ʧʦʣʥʦʩʪʴʶ ʦʪʢʨʳʪʳʤ ʥʘʙʦʨʦʤ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ ʠʟʚʣʝʯʝʥʠʷ 
ʮʠʬʨʦʚʳʭ ʘʨʪʝʬʘʢʪʦʚ ʠʟ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ. 

Volatility ʧʦʟʚʦʣʷʝʪ ʨʘʙʦʪʘʪʴ ʩʦ ʩʣʝʜʫʶʱʠʤʠ ʪʠʧʘʤʠ ʜʘʤʧʦʚ: 
Å Raw/Padded Physical Memory; 
Å FirewireÈ (IEEE 1394); 
Å Expert Witness (EWF); 
Å 32- and 64-bit Windows Crash Dump; 
Å 32- and 64-bit Windows Hibernation; 
Å 32- and 64-bit MachO files; 
Å Virtualbox Core Dumps; 
Å VMwareÊ Saved State (.vmss) and Snapshot (.vmsn); 
Å HPAK Format (FastDump); 
Å LiME (Linux Memory Extractor); 
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Å QEMU VM memory dumps. 

ɺ ʩʪʘʥʜʘʨʪʥʦʡ ʧʦʩʪʘʚʢʝ Volatility ʙʦʣʝʝ 150 ʧʣʘʛʠʥʦʚ. ʀʩʧʦʣʴʟʫʷ ʨʘʟʣʠʯʥʳʝ ʧʣʘʛʠʥʳ Volatility, 
ʤʦʞʥʦ ʧʦʣʫʯʠʪ ɹʠʥʬʦʨʤʘʮʠʶ ʦ ʜʝʨʝʚʝ ʚʳʟʦʚʘ ʧʨʦʮʝʩʩʦʚ ʠ ʟʘʛʨʫʞʝʥʥʳʭ ʚ ʧʨʦʮʝʩʩʳ ʙʠʙʣʠʦʪʝʢʘʭ, 
ʘ ʪʘʢʞʝ ʜʨʫʛʠʝ ʜʘʥʥʳʝ. ʅʘʧʨʠʤʝʨ, ʩ ʧʦʤʦʱʴʶ ʧʣʘʛʠʥʘ Devicetree ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ ʩʧʠʩʦʢ ʚʩʝʭ 
ʫʩʪʨʦʡʩʪʚ ʠ ʧʦʜʢʣʶʯʝʥʥʳʭ ʢ ʥʠʤ ʜʨʘʡʚʝʨʦʚ ʩʠʩʪʝʤʳ. ʊʘʢʦʡ ʩʧʠʩʦʢ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ 
ʧʦʠʩʢʘ ʜʨʘʡʚʝʨʦʚ, ʚʩʪʨʦʝʥʥʳʭ ʨʫʪʢʠʪʘʤʠ.  

ʋʪʠʣʠʪʘ ʧʦʜʜʝʨʞʠʚʘʝʪ ʦʙʨʘʙʦʪʢʫ ʜʘʤʧʦʚ ʧʘʤʷʪʠ ʩ ʆʉ LinuxÈ, Windows ʠ MacÈ OS XÈ ʩ ʧʦʤʦʱʴʶ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʨʦʬʠʣʝʡ (ʙʦʣʝʝ 30 ʰʪʫʢ, ʜʣʷ ʚʩʝʭ Windows OS ʦʪ Windows XP ʠ ʩʪʘʨʰʝ). 

$ python  vol.py  - f  stuxnet.vmem  -- profile=W inXPSP2x86  dlldump  - memory - D stuxout/  

Volatility  Foundation  Volatility  Framework  2.5  

Process(V)  Name            Module  Base  Module  Name  Result  

----------  --------------------       -------------   -----------------------  

0x820df020  smss.exe       0x04858000 0 smss.exe        OK: module.376.22df020.48580000.dll  

0x821a2da0  csrss.exe      0x075b40000  CSRSRV.dll      OK: module.600.23a2da0.75b40000.dll  

0x821a2da0  csrss.exe      0x077f10000  GDI32.dll       Error:  DllBase  is  paged  

0x821a2da0  csrss.exe      0x075b60000  wi nsrv.dll      OK: module.600.23a2da0.75b60000.dll  

0x81da5650  winlogon.exe   0x001000000  winlogon.exe    OK: module.624.1fa5650.1000000.dll  

Volatility ʠʤʝʝʪ ʨʝʞʠʤ ʩʦʭʨʘʥʝʥʠʷ ʦʪʜʝʣʴʥʳʭ ʧʨʦʮʝʩʩʦʚ ʚ ʚʠʜʝ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ, ʢʦʪʦʨʳʝ 
ʤʦʞʥʦ ʧʦʜʚʝʨʛʥʫʪʴ ʩʪʘʪʠʯʝʩʢʦʤʫ ʠ ʜʠʥʘʤʠʯʝʩʢʦʤʫ ʘʥʘʣʠʟʫ ʩ ʧʦʤʦʱʴʶ ʨʘʟʣʠʯʥʳʭ ʩʨʝʜʩʪʚ, 
ʥʘʧʨʠʤʝʨ, Strings ʠʣʠ Sandbox ï Kaspersky Threat Intelligence Portal. 

ɺ ʠʥʪʝʨʥʝʪʝ ʤʦʞʥʦ ʥʘʡʪʠ ʤʥʦʞʝʩʪʚʦ ʫʯʝʙʥʳʭ ʜʘʤʧʦʚ ʜʣʷ ʘʥʘʣʠʟʘ ʩ ʧʦʤʦʱʴʶ Volatility ʠ 
ʜʦʢʫʤʝʥʪʘʮʠʶ ʢ ʬʨʝʡʤʚʦʨʢʫ. 

ʉʢʘʯʘʪʴ ʧʨʦʛʨʘʤʤʫ ʤʦʞʥʦ ʧʦ ʩʩʳʣʢʝ http://www.volatilityfoundation.org/. 

Rekall 

Rekall ï ʬʨʝʡʤʚʦʨʢ ʠ ʥʘʙʦʨ ʫʪʠʣʠʪ ʜʣʷ ʘʥʘʣʠʟʘ ʧʘʤʷʪʠ. 

Rekall ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʪʨʠ ʠʥʪʝʨʬʝʡʩʘ: ʠʥʪʝʨʬʝʡʩ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʠʥʪʝʨʬʝʡʩ 
ʠʥʪʝʨʘʢʪʠʚʥʦʡ ʢʦʥʩʦʣʠ ʥʘ ʦʩʥʦʚʝ IPython ʠ web-ʢʦʥʩʦʣʴ. ʂʘʢ ʠ Volatility, Rekall ʨʘʩʧʦʣʘʛʘʝʪ 
ʙʦʣʴʰʠʤ ʢʦʣʠʯʝʩʪʚʦʤ ʧʣʘʛʠʥʦʚ, ʥʘʧʨʠʤʝʨ, ʧʣʘʛʠʥ pslist ʧʦʟʚʦʣʷʝʪ ʚʳʚʝʩʪʠ ʩʧʠʩʦʢ ʚʩʝʭ 
ʧʨʦʮʝʩʩʦʚ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʟʘʧʫʱʝʥʳ ʚ ʩʠʩʪʝʤʝ, ʘ ʧʣʘʛʠʥ hooks_inline ʧʦʟʚʦʣʷʝʪ ʥʘʡʪʠ ʚʩʝ 
ʙʠʙʣʠʦʪʝʢʠ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʧʝʨʝʭʚʘʪʘʤʠ. 

user@computer: - /rekallS  rekal  - f  ~/images/win7.elf  

----------------------------------------------------------------------------  

The Rekall   

Memory Forensic  framework  1.1.0  beta  (Buchenegg).  

 

"We can  remember  it  for  you  wholesale!"  

 

This  program  is  free  software;  you  can  redistribute  it  and/or  modify  it  under  

the  terms  of  the  GNU General  Public  License.  

 

See http://www.rekall - forensic.com/docs/Manual/tutorial.html  to  get  started.  

----------------------------------------------------------------------------  

win7.elf  12 47 07> pslist  

--------- -------- > pslist()  

  _EPROCESS    Name   PIO PPID Thds  Hnds Sess  Wow64 Start  

--------------  ------  ---  ----  ----  ----  ----  -----  ------------------------  

0xfa80008959e0  System  4      0   84  511  -     False  2012 - 10- 01 21:39:51+0000  

[1]  zeus.vmem  00:10:03>  hooks_inline  proc_regex="services"  

---------------------- > hooks_inline(proc_regex="services")  

Pid  Proc          DLL       Name           Hook     Disassembly  

---  ------------  ---------  --------------  --------  -----------  

676  services.exe  ntdll.dll  NtCreateT hread  0x7e3b47  0x7c90d7d2  e97063ed83     jmp  0x7e3b47  (vad_0x7e0000+0x3b47)  

                                                   0x7c90d7d7  ba0003fe7f     mov edx,  0x7ffe0300  

                                                   0x7c90d7dc  ffl2           call  dwor d ptr  [edx]  

                                                   0x7c90d7de  C22000        ret  0x20  

                                                   0x7c90d7el  90            nop   

                                                   0x7c90d7e6  90            nop   

                                                   0x7c90d7e7  b836000000     mov eax,  0x36  

http://www.volatilityfoundation.org/
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ɼʣ ̫ʩʥʷʪʠʷ ʜʘʤʧʘ ʧʘʤʷʪʠ ʥʘ ʆʉ Windows ʚ ʩʦʩʪʘʚʝ ʧʘʢʝʪʘ Rekall ʝʩʪʴ ʫʪʠʣʠʪʘ winpmem. Rekall 
ʧʦʟʚʦʣʷʝʪ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʥʝ ʪʦʣʴʢʦ ʬʘʡʣ ʜʘʤʧʘ ʧʘʤʷʪʠ, ʥʦ ʠ ʧʘʤʷʪʴ ʥʘ ʨʘʙʦʪʘʶʱʝʡ ʤʘʰʠʥʝ. ʊʦ 
ʝʩʪʴ ʩ ʧʦʤʦʱʴʶ Rekall ʤʦʞʥʦ ʧʨʦʚʦʜʠʪʴ ʘʥʘʣʠʟ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ ʙʝʟ ʩʥʷʪʠʷ ʜʘʤʧʘ. 

ʉʢʘʯʘʪʴ ʧʨʦʛʨʘʤʤʫ ʤʦʞʥʦ ʧʦ ʩʩʳʣʢʝ http://www.rekall-forensic.com/. 

ʀʅʉʊʈʋʄɽʅʊʓ ɼʃʗ ɸʅɸʃʀɿɸ ʆɹʈɸɿʆɺ ɼʀʉʂɸ 

The Sleuth Kit 

The Sleuth Kit (TSK) ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʙʠʙʣʠʦʪʝʢʫ ʠ ʥʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, 
ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʶʪ ʠʩʩʣʝʜʦʚʘʪʴ ʦʙʨʘʟʳ ʜʠʩʢʦʚ, ʘ ʪʘʢʞʝ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʜʘʥʥʳʝ ʦ ʬʘʡʣʦʚʦʡ 
ʩʠʩʪʝʤʝ ʠ ʩʦʜʝʨʞʠʤʦʝ ʬʘʡʣʦʚ. 

ʋʪʠʣʠʪʳ ʚ ʧʘʢʝʪʝ TSK ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʩʯʠʪʳʚʘʥʠʷ ʠ ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ, 
ʩʦʜʝʨʞʘʱʠʭʩʷ ʥʘ ʜʠʩʢʝ, ʦʪʦʙʨʘʞʝʥʠʷ ʩʪʨʫʢʪʫʨʳ ʤʝʪʘʜʘʥʥʳʭ, ʦʧʨʝʜʝʣʝʥʥʦʡ ʚ ʬʘʡʣʦʚʳʭ 
ʩʠʩʪʝʤʘʭ. ɺ ʵʪʦʡ ʩʪʨʫʢʪʫʨʝ ʤʝʪʘʜʘʥʥʳʭ ʭʨʘʥʠʪʩʷ ʤʝʪʘʠʥʬʦʨʤʘʮʠʷ ʦ ʩʪʘʥʜʘʨʪʥʳʭ ʬʘʡʣʘʭ, 
ʢʘʪʘʣʦʛʘʭ ʠʣʠ ʜʨʫʛʠʭ ʦʙʲʝʢʪʘʭ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ. ʋʪʠʣʠʪʳ TSK ʦʙʨʘʱʘʶʪʩʷ ʢ ʜʠʩʢʫ ʚ ʦʙʭʦʜ 
ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ, ʠʩʧʦʣʴʟʫʷ ʩʦʙʩʪʚʝʥʥʳʝ ʜʨʘʡʚʝʨʳ, ʠ ʧʦʟʚʦʣʷʶʪ ʥʘʭʦʜʠʪʴ ʫʜʘʣʝʥʥʳʝ ʠʣʠ 
ʩʢʨʳʚʘʝʤʳʝ ʬʘʡʣʦʚʳʝ ʦʙʲʝʢʪʳ. 

ʉʢʘʯʘʪʴ ʧʘʢʝʪ ʤʦʞʥʦ ʧʦ ʩʩʳʣʢʝ http://www.sleuthkit.org/sleuthkit/. 

Autopsy 

Autopsy ʷʚʣʷʝʪʩʷ ʫʜʦʙʥʦʡ ʦʙʦʣʦʯʢʦʡ ʢ ʥʘʙʦʨʫ ʢʦʥʩʦʣʴʥʳʭ ʫʪʠʣʠʪ The Sleuth Kit (TSK). Autopsy ï 
ʵʪʦ ʧʨʠʣʦʞʝʥʠʝ, ʟʘʧʫʩʢʘʶʱʝʝ ʧʨʠʣʦʞʝʥʠʷ ʠʟ ʥʘʙʦʨʘ TSK ʠ ʦʙʨʘʙʘʪʳʚʘʶʱʝʝ (ʚʠʟʫʘʣʠʟʠʨʫʶʱʝʝ) 
ʠʭ ʚʳʚʦʜ. ʇʨʠʣʦʞʝʥʠʝ ʧʦʟʚʦʣʷʝʪ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʩʦʜʝʨʞʠʤʦʝ ʞʝʩʪʢʦʛʦ ʜʠʩʢʘ ʥʘ ʨʘʙʦʪʘʶʱʠʭ 
ʩʠʩʪʝʤʘʭ (ʨʘʙʦʪʘʪʴ ʩ ʜʠʩʢʘʤʠ ʥʘʧʨʷʤʫʶ), ʣʠʙʦ ʠʟ ʦʙʨʘʟʦʚ (ʥʘʧʨʠʤʝʨ, ʩʥʷʪʳʭ ʧʨʠ ʧʦʤʦʠɦ ʫʪʠʣʠʪ, 
ʧʦʜʦʙʥʳʭ DD).  

ʉʢʘʯʘʪʴ ʦʙʦʣʦʯʢʫ ʤʦʞʥʦ ʧʦ ʩʩʳʣʢʝ http://www.sleuthkit.org/autopsy/. 

RegRipper 

RegRipper ï ʵʪʦ ʥʘʧʠʩʘʥʥʘʷ ʥʘ Perl ʫʪʠʣʠʪʘ, ʧʦʟʚʦʣʷʶʱʘʷ ʠʟʚʣʝʢʘʪʴ ʠ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʟʥʘʯʝʥʠʷ 
ʚʝʪʚʝʡ ʨʝʝʩʪʨʘ Windows ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ ʩʦʭʨʘʥʠʪʴ ʧʦʣʫʯʝʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚ ʬʘʡʣ ʦʪʯʝʪʘ. 
ʋʪʠʣʠʪʘ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʨʘʙʦʪʳ ʩ ʦʙʨʘʟʘʤʠ ʜʠʩʢʦʚ, ʘ ʥʝ ʩ çʞʠʚʦʡè ʩʠʩʪʝʤʦʡ. ɼʣ ̫ʜʦʩʪʫʧʘ ʢ 
ʨʝʝʩʪʨʫ RegRipper ʥʝ ʠʩʧʦʣʴʟʫʝʪ Win32API. ɼʣ ̫ ʨʘʙʦʪʳ ʩ ʧʨʦʛʨʘʤʤʦʡ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 
ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ ʠʣʠ ʫʪʠʣʠʪʫ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

C: \ RR>rip.exe  

Rip  v.2.8_20130801  -  CLI  RegRipper  tool  

Rip  [ - r  Reg hive  file]  [ - f  plugin  file]  [ - p plugin  module]  [ - l]  [ - h]  

Parse  Windows  Registry  files,  using  either  a single  module,  or  a plugins  file.  

 

  - r  Reg hive  file...Registry  hive  file  to  parse  

  - g ................Guess  the  hive  file  (experimental)  

  - f  [profile].......use  the  plugin  file  (default:  plugins \ plugins)  

  - p plugin  module...use  only  this  module  

  - l  ................list  all  plugins  

  - c  ................Output  list  in  CSV format  (use  with  - l)  

  - s  system  name.....Server  name (TLN  support)  

  - u username........User  name (TLN  support)  

  - h.................Help  (print  this  information)  

 

Ex:  C: \ >rip  - r  c: \ case \ system  - f  system  

    C: \ >rip  - r  c: \ case \ ntuser.dat  - p userassist  

    C: \ >rip  - l  - c  

 

All  output  goes  to  STDOUT; use  redirection  (ie,  > or  >>)  to  output  to  a file.  

http://www.rekall-forensic.com/
http://www.sleuthkit.org/sleuthkit/
http://www.sleuthkit.org/autopsy/
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ʉʪʘʥʜʘʨʪʥʳʡ ʜʠʩʪʨʠʙʫʪʠʚ ʩʦʜʝʨʞʠʪ ʙʦʣʝʝ 300 ʨʘʟʣʠʯʥʳʭ ʧʣʘʛʠʥʦʚ. ʉʢʘʯʘʪʴ RegRipper ʤʦʞʥʦ ʧʦ 
ʩʩʳʣʢʝ https://github.com/keydet89/RegRipper2.8. 

STRINGS 

Strings ï ʩʪʘʥʜʘʨʪʥʘʷ ʫʪʠʣʠʪʘ UNIX-ʧʦʜʦʙʥʳʭ ʆʉ, ʧʨʠʤʝʥʷʝʤʘʷ ʜʣʷ ʧʦʠʩʢʘ ʧʝʯʘʪʘʝʤʳʭ ʩʪʨʦʢ, 
ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʩʣʫʞʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ ʠʥʜʠʢʘʪʦʨʘʤʠ. ʆʥʘ ʚʳʚʦʜʠʪ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ 
ʧʝʯʘʪʘʝʤʳʭ ʩʠʤʚʦʣʦʚ, ʦʙʥʘʨʫʞʝʥʥʳʭ ʚ ʟʘʜʘʥʥʦʤ ʬʘʡʣʝ. ʄʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʚʠʟʫʘʣʴʥʦʛʦ 
ʘʥʘʣʠʟʘ ʜʘʤʧ-ʬʘʡʣʦʚ (core dump) ʠʣʠ ʜʣʷ ʧʦʠʩʢʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʇʆ, ʠʩʧʦʣʴʟʫʝʤʦʤ ʧʨʠ 
ʨʘʟʨʘʙʦʪʢʝ ʫʛʨʦʟʳ, URL-, IP-ʘʜʨʝʩʘʭ, ʩ ʢʦʪʦʨʳʤʠ ʤʦʞʝʪ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʬʘʡʣ, ʢʣʶʯʝʡ 
ʨʝʝʩʪʨʘ, ʢ ʢʦʪʦʨʳʤ ʦʥ ʤʦʞʝʪ ʦʙʨʘʱʘʪʴʩʷ, ʘʜʨʝʩʦʚ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʠʥʳʭ ʠʥʜʠʢʘʪʦʨʦʚ. 

ɺ ʨʘʤʢʘʭ ʧʘʢʝʪʘ Cygwin ʫʪʠʣʠʪʘ Strings ʧʦʨʪʠʨʦʚʘʥʘ ʥʘ Microsoft Windows. ʉʢʘʯʘʪʴ ʧʘʢʝʪ ʤʦʞʥʦ 
ʧʦ ʩʩʳʣʢʝ https://cygwin.com/. 

ʀʅʉʊʈʋʄɽʅʊʓ ɼʃʗ ʋɼɸʃɽʅʀʗ ʋɻʈʆɿ 

KASPERSKY VIRUS REMO VAL TOOL  

Kaspersky Virus Removal Tool ð ʙʝʩʧʣʘʪʥʘʷ ʧʨʦʛʨʘʤʤʘ ʜʣʷ ʧʨʦʚʝʨʢʠ ʠ ʣʝʯʝʥʠʷ ʟʘʨʘʞʝʥʥʳʭ 
ʢʦʤʧʴʶʪʝʨʦʚ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Windows. 

ʋʪʠʣʠʪʘ ʥʝ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ. ʇʦ ʦʢʦʥʯʘʥʠʠ ʣʝʯʝʥʠʷ 
ʢʦʤʧʴʶʪʝʨʘ ʧʨʦʛʨʘʤʤʫ ʩʣʝʜʫʝʪ ʫʜʘʣʠʪʴ ʠ ʟʘʤʝʥʠʪʴ ʧʦʣʥʦʮʝʥʥʳʤ ʘʥʪʠʚʠʨʫʩʦʤ. ɺ ʧʨʦʛʨʘʤʤʝ 
Kaspersky Virus Removal Tool ʦʪʩʫʪʩʪʚʫʝʪ ʬʫʥʢʮʠʷ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ. ʏʪʦʙʳ ʧʦʣʫʯʠʪʴ ʧʨʦʛʨʘʤʤʫ ʩ 
ʘʢʪʫʘʣʴʥʳʤ ʥʘʙʦʨʦʤ ʙʘʟ, ʝʝ ʥʝʦʙʭʦʜʠʤʦ ʢʘʞʜʳʡ ʨʘʟ ʟʘʛʨʫʞʘʪʴ ʩ ʩʝʨʚʝʨʦʚ çʃʘʙʦʨʘʪʦʨʠʠ 
ʂʘʩʧʝʨʩʢʦʛʦè. 

ʆʩʥʦʚʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ Kaspersky Virus Removal Tool: 

Å ʆʙʥʘʨʫʞʝʥʠʝ ʠ ʫʜʘʣʝʥʠʝ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. 
ʆʙʥʘʨʫʞʝʥʠʝ Adware ʠ ʣʝʛʘʣʴʥʳʭ ʧʨʦʛʨʘʤʤ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ 
ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ ʜʣʷ ʥʘʥʝʩʝʥʠʷ ʚʨʝʜʘ ʢʦʤʧʴʶʪʝʨʫ ʠʣʠ ʜʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷ. 
Å ʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʬʘʡʣʦʚ ʧʝʨʝʜ ʣʝʯʝʥʠʝʤ/ʫʜʘʣʝʥʠʝʤ. 
Å ɿʘʱʠʪʘ ʦʪ ʫʜʘʣʝʥʠʷ ʩʠʩʪʝʤʥʳʭ ʬʘʡʣʦʚ. 
Å ʇʨʝʜʦʪʚʨʘʱʝʥʠʝ ʣʦʞʥʳʭ ʩʨʘʙʘʪʳʚʘʥʠʡ. 

ɿʘʧʫʩʢ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

ʉʢʘʯʘʪʴ Kaspersky Virus Removal Tool ʤʦʞʥʦ ʩ ʩʘʡʪʘ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʧʦ ʩʩʳʣʢʝ 
http://www.kaspersky.ru/antivirus-removal-tool. 

ɼʨʫʛʠʝ ʙʝʩʧʣʘʪʥʳʝ ʫʪʠʣʠʪʳ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʜʣʷ ʫʜʘʣʝʥʠʷ ʦʪʜʝʣʴʥʳʭ ʚʠʜʦʚ 
ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʤʦʞʥʦ ʥʘʡʪʠ ʥʘ ʩʘʡʪʝ ʊʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ 
http://support.kaspersky.com/viruses/utility?CID=acq-freekasp-
USA&_ga=1.198229483.571661967.1434556259. 

KASPERSKY RESCUE DIS K 

Kaspersky Rescue Disk ʧʨʠʤʝʥʷʝʪʩʷ ʧʨʠ ʪʘʢʦʡ ʩʪʝʧʝʥʠ ʟʘʨʘʞʝʥʠʷ, ʢʦʛʜʘ ʥʝ ʧʨʝʜʩʪʘʚʣʷʝʪʩʷ 
ʚʦʟʤʦʞʥʳʤ ʚʳʣʝʯʠʪʴ ʢʦʤʧʴʶʪʝʨ ʩ ʧʦʤʦʱʴʶ ʘʥʪʠʚʠʨʫʩʥʳʭ ʧʨʦʛʨʘʤʤ ʠʣʠ ʫʪʠʣʠʪ ʣʝʯʝʥʠʷ 
(ʥʘʧʨʠʤʝʨ, Kaspersky Virus Removal Tool), ʟʘʧʫʩʢʘʝʤʳʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

ʇʨʠ ʵʪʦʤ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʣʝʯʝʥʠʷ ʧʦʚʳʰʘʝʪʩʷ ʟʘ ʩʯʝʪ ʪʦʛʦ, ʯʪʦ ʥʘʭʦʜʷʱʠʝʩʷ ʚ ʩʠʩʪʝʤʝ 
ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʥʝ ʧʦʣʫʯʘʶʪ ʫʧʨʘʚʣʝʥʠʷ ʚʦ ʚʨʝʤʷ ʟʘʛʨʫʟʢʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ɺ 
ʨʝʞʠʤʝ ʘʚʘʨʠʡʥʦʛʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʜʦʩʪʫʧʥʳ ʪʦʣʴʢʦ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʦʙʲʝʢʪʦʚ ʠ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ, 
ʘ ʪʘʢʞʝ ʦʪʢʘʪ ʦʙʥʦʚʣʝʥʠʡ ʠ ʧʨʦʩʤʦʪʨ ʩʪʘʪʠʩʪʠʢʠ. 

https://github.com/keydet89/RegRipper2.8
https://cygwin.com/
http://www.kaspersky.ru/antivirus-removal-tool
http://support.kaspersky.com/viruses/utility?CID=acq-freekasp-USA&_ga=1.198229483.571661967.1434556259
http://support.kaspersky.com/viruses/utility?CID=acq-freekasp-USA&_ga=1.198229483.571661967.1434556259
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ʉʢʘʯʘʪʴ Kaspersky Rescue Disk ʤʦʞʥʦ ʩ ʩʘʡʪʘ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʧʦ ʩʩʳʣʢʝ 
https://support.kaspersky.ru/viruses/rescuedisk. 

ʉʇɽʎʀɸʃʔʅʓɽ ʈɽʐɽʅʀʗ ʃɸɹʆʈɸʊʆʈʀʀ ʂɸʉʇɽʈʉʂʆɻʆ 

ɸʅɸʃʀʊʀʏɽʉʂʀɽ ʆʊʏɽʊʓ ʃɸɹʆʈɸʊʆʈʀʀ ʂɸʉʇɽʈʉʂʆɻʆ ʆɹ ʋɻʈʆɿɸʍ ʂʃɸʉʉɸ 
APT 

ɸʥʘʣʠʪʠʯʝʩʢʠʝ ʦʪʯʝʪʳ ʦʙ ʫʛʨʦʟʘʭ ʢʣʘʩʩʘ APT ʧʦʟʚʦʣʷʶʪ ʧʨʠʤʝʥʷʪʴ ʧʨʦʘʢʪʠʚʥʳʡ ʧʦʜʭʦʜ ʢ ʟʘʱʠʪʝ, 
ʙʣʘʛʦʜʘʨʷ ʵʢʩʢʣʶʟʠʚʥʦʤʫ ʜʦʩʪʫʧʫ ʢ ʧʦʜʨʦʙʥʳʤ ʦʧʠʩʘʥʠʷʤ ʢʨʫʧʥʳʭ ʢʘʤʧʘʥʠʡ ʢʠʙʝʨʰʧʠʦʥʘʞʘ. 
ʇʦʜʧʠʩʢʘ ʥʘ ʦʪʯʝʪʳ ʚʢʣʶʯʘʝʪ ʚ ʪʦʤ ʯʠʩʣʝ ʜʦʩʪʫʧ ʢ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʠʥʜʠʢʘʪʦʨʘʤ ʢʦʤʧʨʦʤʝʪʘʮʠʠ 
(indicators of compromise, IOC) ʚ YARA ʠ OpenIOC ʬʦʨʤʘʪʘʭ. ɿʘ ʧʦʩʣʝʜʥʝʝ ʚʨʝʤʷ ʙʳʣʦ 
ʦʧʫʙʣʠʢʦʚʘʥʦ ʙʦʣʝʝ 60 ʧʦʜʨʦʙʥʳʭ ʦʪʯʝʪʦʚ ʦʙ APT-ʫʛʨʦʟʘʭ. 

ʇʨʠʤʝʨʳ ʦʪʯʝʪʦʚ ʤʦʞʥʦ ʥʘʡʪʠ ʥʘ ʧʦʨʪʘʣʝ  https://tip.kaspersky.com/AptReporting. 

  

https://support.kaspersky.ru/viruses/rescuedisk
https://tip.kaspersky.com/AptReporting
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ʇʈʀʄɽʈ ʈɽɸɻʀʈʆɺɸʅʀʗ ʅɸ 

ʀʅʎʀɼɽʅʊ ʀɹ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʨʘʩʩʤʦʪʨʝʥ ʚʦʟʤʦʞʥʳʡ ʩʮʝʥʘʨʠʡ ʮʝʣʝʚʦʡ ʘʪʘʢʠ, ʘ ʪʘʢʞʝ ʧʦʢʘʟʘʥʳ ʜʝʡʩʪʚʠʷ, 
ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʙʫʜʫʪ ʧʨʦʚʝʩʪʠ ʩʦʪʨʫʜʥʠʢʠ, ʦʪʚʝʪʩʪʚʝʥʥʳʝ ʟʘ ʀɹ ʘʪʘʢʫʝʤʦʡ ʦʨʛʘʥʠʟʘʮʠʠ. 

ɸʊɸʂɸ 

ʅʠʞʝ ʦʧʠʩʘʥ ʧʣʘʥ ʘʪʘʢʠ, ʢʦʪʦʨʳʡ ʤʦʛ ʙ  rʙʳʪʴ ʨʘʟʨʘʙʦʪʘʥ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ. ɺ ʢʚʘʜʨʘʪʥʳʭ 
ʩʢʦʙʢʘʭ ʦʙʦʟʥʘʯʝʥʳ ʧʦʨʷʜʢʦʚʳʝ ʥʦʤʝʨʘ ʰʘʛʦʚ ï ʜʘʣʝʝ ʦʥʠ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʢʘʯʝʩʪʚʝ 
ʩʩʳʣʦʢ ʧʨʠ ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ ʘʪʘʢʫ. 

[ʐʘʛ 1] ʇʣʘʥʠʨʫʝʪʩʷ ʘʪʘʢʘ ʥʘ ʙʘʥʢ ʩ ʮʝʣʴʶ ʧʦʣʫʯʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ʩʠʩʪʝʤʝ ʫʧʨʘʚʣʝʥʠʷ 
ʙʘʥʢʦʤʘʪʘʤʠ ʜʣʷ ʭʠʱʝʥʠʷ ʜʝʥʝʛ. ʇʦʩʣʝ ʚʳʙʦʨʘ ʙʘʥʢʦʚ ʜʣʷ ʘʪʘʢʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢ 
ʠʩʧʦʣʴʟʫʝʪ ʤʝʪʦʜʳ ʨʘʟʚʝʜʢʠ ʠ ʩʦʮʠʘʣʴʥʫʶ ʠʥʞʝʥʝʨʠʶ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʩʧʦʩʦʙʘ 
ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ ʢʦʤʧʴʶʪʝʨʥʫʶ ʩʝʪʴ ʙʘʥʢʘ. 

[ʐʘʛ 2] ɺ ʨʝʟʫʣʴʪʘʪʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʨʝʰʘʝʪ ʦʪʧʨʘʚʠʪʴ ʥʝʩʢʦʣʴʢʠʤ ʩʦʪʨʫʜʥʠʢʘʤ ʙʘʥʢʦʚ 
ʩʦʦʙʱʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ (spear phishing) ʦʪ ʠʤʝʥʠ ʬʠʥʘʥʩʦʚʦʛʦ ʨʝʛʫʣʷʪʦʨʘ ï 
ʎʝʥʪʨʘʣʴʥʦʛʦ ʙʘʥʢʘ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ (ɹʘʥʢ ʈʦʩʩʠʠ). ʕʪʠ ʩʦʦʙʱʝʥʠʷ ʙʫʜʫʪ 
ʩʦʜʝʨʞʘʪʴ ʚʣʦʞʝʥʥʳʡ pdf-ʜʦʢʫʤʝʥʪ, ʠʩʧʦʣʴʟʫʶʱʠʡ ʫʷʟʚʠʤʦʩʪʠ AdobeÈ Reader ʜʣʷ 
ʟʘʛʨʫʟʢʠ ʥʘ ʢʦʤʧʴʶʪʝʨ ʞʝʨʪʚʳ ʜʨʫʛʠʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʘʪʘʢʠ (payload). 

 
ʈʠʩʫʥʦʢ 8: ʇʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ spear-phishing ʯʝʨʝʟ ʩʦʦʙʱʝʥʠʝ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ 
[ʐʘʛ 3] ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʞʝʨʪʚʘ ʧʦʣʫʯʠʪ ʧʠʩʴʤʦ ʠ ʧʦʧʳʪʘʝʪʩʷ ʦʪʢʨʳʪʴ pdf-ʬʘʡʣ, ʥʘ ʝʝ 

ʢʦʤʧʴʶʪʝʨ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʦ ʧʨʠʣʦʞʝʥʠʝ-ʟʘʛʨʫʟʯʠʢ. ʕʪʦ ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʧʠʰʝʪ 
ʩʝʙʷ ʚ ʘʚʪʦʟʘʛʨʫʟʢʫ ʠ ʧʨʠ ʩʣʝʜʫʶʱʝʤ ʚʢʣʶʯʝʥʠʠ ʢʦʤʧʴʶʪʝʨʘ ʟʘʛʨʫʟʠʪ ʩ ʩʝʨʚʝʨʘ 
ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʧʨʦʛʨʘʤʤʫ-ʙʦʪʘ, ʢʦʪʦʨʘʷ ʦʙʝʩʧʝʯʠʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ 
ʚʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʥʷʪʴ ʢʦʤʘʥʜʳ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʞʝʨʪʚʳ. 

[ʐʘʛ 4] ʇʨʠʣʦʞʝʥʠʝ-ʟʘʛʨʫʟʯʠʢ ʜʦʙʘʚʠʪ ʧʨʦʛʨʘʤʤʫ-ʙʦʪʘ ʚ ʘʚʪʦʟʘʧʫʩʢ. ʇʨʠ ʵʪʦʤ 
ʧʨʠʣʦʞʝʥʠʝ-ʟʘʛʨʫʟʯʠʢ ʥʝ ʫʜʘʣʠʪ ʩʝʙʷ ʠʟ ʩʧʠʩʢʘ ʘʚʪʦʟʘʛʨʫʟʢʠ, ʯʪʦʙʳ ʧʨʠ ʩʣʝʜʫʶʱʠʭ 
ʟʘʧʫʩʢʘʭ ʧʨʦʚʝʨʷʪʴ ʥʘʣʠʯʠʝ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʨʦʛʨʘʤʤʳ-ʙʦʪʘ. ɺ ʩʣʫʯʘʝ, ʝʩʣʠ 
ʧʨʦʛʨʘʤʤʘ-ʙʦʪ ʥʝ ʙʫʜʝʪ ʦʙʥʘʨʫʞʝʥʘ, ʧʨʠʣʦʞʝʥʠʝ-ʟʘʛʨʫʟʯʠʢ ʧʦʚʪʦʨʥʦ ʟʘʛʨʫʟʠʪ ʝʛʦ. 
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[ʐʘʛ 5] ʇʨʦʛʨʘʤʤʘ-ʙʦʪ ʧʦʩʣʝ ʟʘʧʫʩʢʘ ʙʫʜʝʪ ʧʦʩʪʦʷʥʥʦ ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ʚ ʧʘʤʷʪʠ 
ʢʦʤʧʴʶʪʝʨʘ. ʏʪʦʙʳ ʥʝ ʚʳʟʳʚʘʪʴ ʧʦʜʦʟʨʝʥʠʡ ʫ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʚ ʩʧʠʩʢʝ ʟʘʧʫʱʝʥʥʳʭ 
ʧʨʦʮʝʩʩʦʚ ʦʥʘ ʙʫʜʝʪ ʤʘʩʢʠʨʦʚʘʪʴʩʷ ʧʦʜ ʠʟʚʝʩʪʥʦʝ ʧʨʠʣʦʞʝʥʠʝ lsass.exe (Local 
Security Authentication Server), ʢʦʪʦʨʦʝ ʚʩʝʛʜʘ ʟʘʧʫʱʝʥʦ ʥʘ ʚʩʝʭ Windows-
ʢʦʤʧʴʶʪʝʨʘʭ. 

 
ʈʠʩʫʥʦʢ 9: ʆʙʳʯʥʦ lsass.exe ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʧʫʱʝʥ ʚ ʦʜʥʦʤ ʵʢʟʝʤʧʣʷʨʝ ʦʪ ʠʤʝʥʠ 
ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ʅʘʧʨʠʤʝʨ, Stuxnet ʠʩʧʦʣʴʟʦʚʘʣ ʬʘʣʴʰʠʚʳʡ lsass, ʯʪʦʙʳ 

ʩʢʨʳʪʴ ʩʚʦʸ ʧʨʠʩʫʪʩʪʚʠʝ ʚ ʩʠʩʪʝʤʝ. 

[ʐʘʛ 6] ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʢʦʤʘʥʜ ʙʦʪ ʙʫʜʝʪ ʧʝʨʠʦʜʠʯʝʩʢʠ ʦʙʨʘʱʘʪʴʩʷ ʢ ʩʝʨʚʝʨʫ ʫʧʨʘʚʣʝʥʠʷ 
(C&C), ʧʦʜʢʦʥʪʨʦʣʴʥʦʤʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ. 

[ʐʘʛ 7] ʇʨʠ ʧʝʨʚʦʤ ʦʙʨʘʱʝʥʠʠ ʙʦʪ ʧʦʣʫʯʠʪ ʢʦʤʘʥʜʫ ʥʘ ʜʘʣʴʥʝʡʰʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʧʦ 
ʩʝʪʠ (Lateral movement). ɼʣʷ ʵʪʦʛʦ ʦʥ ʧʦʧʳʪʘʝʪʩʷ ʧʦʜʢʣʶʯʠʪʴʩʷ ʢ ʜʨʫʛʠʤ 
ʢʦʤʧʴʶʪʝʨʘʤ ʚ ʩʝʪʠ. 

[ʐʘʛ 8] ʂʘʢ ʪʦʣʴʢʦ ʙʦʪ ʦʙʥʘʨʫʞʠʪ ʤʘʰʠʥʫ, ʥʘ ʢʦʪʦʨʦʡ ʧʨʦʠʟʚʦʜʠʣʩʷ ʚʭʦʜ ʦʪ ʠʤʝʥʠ 
ɸʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʦʥ ʦʙʨʘʪʠʪʩʷ ʥʘ C&C ʜʣʷ ʟʘʛʨʫʟʢʠ ʧʨʦʛʨʘʤʤʳ Mimikatz ʠ ʩʨʝʜʩʪʚʘ 
ʫʜʘʣʝʥʥʦʛʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Ammy Admin. ʇʨʦʛʨʘʤʤʘ Mimikatz ʧʦʟʚʦʣʠʪ 
ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʧʦʣʫʯʠʪʴ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ ʧʘʨʦʣʠ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ 
ʚʚʦʜʠʣʠ ʩʚʦʠ ʣʦʛʠʥ ʠ ʧʘʨʦʣʴ. 

 
ʈʠʩʫʥʦʢ 10: ʇʨʠʤʝʨ ʚʳʧʦʣʥʝʥʠʷ ʧʨʦʛʨʘʤʤʳ Mimikatz. ɺ ʦʪʢʨʳʪʦʤ ʚʠʜʝ 
ʚʳʚʦʜʷʪʩʷ ʚʩʝ ʣʦʛʠʥʳ ʠ ʧʘʨʦʣʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʘʨʦʣʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Active 

DirectoryÈ. 
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ɺ ʩʣʫʯʘʝ ʫʩʧʝʭʘ ʙʦʪ ʩʤʦʞʝʪ ʧʦʜʢʣʶʯʠʪʴʩʷ ʢ ATM Gateway ʠ ʧʨʦʠʟʚʝʩʪʠ ʘʪʘʢʫ ʥʘ 
ʙʘʥʢʦʤʘʪʳ. ʅʘʧʨʠʤʝʨ, ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʞʝʪ ʚʥʝʜʨʠʪʴ ʚ ʙʘʥʢʦʤʘʪʳ ʧʨʦʛʨʘʤʤʫ, 
ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʚʳʜʘʚʘʪʴ ʜʝʥʴʛʠ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʩʧʝʮʠʘʣʴʥʦʡ ʧʣʘʩʪʠʢʦʚʦʡ ʢʘʨʪʳ. 

[ʐʘʛ 9] ɽʩʣʠ ʮʝʣʴ ʘʪʘʢʠ ʙʫʜʝʪ ʜʦʩʪʠʛʥʫʪʘ, ʩʝʨʚʝʨ ʫʧʨʘʚʣʝʥʠʷ ʦʪʧʨʘʚʠʪ ʙʦʪʘʤ ʢʦʤʘʥʜʫ ʥʘ 
ʫʜʘʣʝʥʠʝ ʩʣʝʜʦʚ ʟʘʨʘʞʝʥʠʷ. ʇʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʪʘʢʦʡ ʢʦʤʘʥʜʳ ʙʦʪ ʧʨʝʜʧʨʠʤʝʪ ʚʩʝ 
ʚʦʟʤʦʞʥʳʝ ʜʝʡʩʪʚʠʷ, ʜʣʷ ʪʦʛʦ ʯʪʦʙʳ ʩʢʨʳʪʴ ʬʘʢʪ ʟʘʨʘʞʝʥʠʷ ʠ ʧʦʤʝʰʘʪʴ 
ʚʦʟʤʦʞʥʦʤʫ ʨʘʩʩʣʝʜʦʚʘʥʠʶ. 

ɼʘʣʝʝ ʙʫʜʫʪ ʨʘʩʩʤʦʪʨʝʥʳ ʩʧʦʩʦʙʳ ʧʦʤʝʰʘʪʴ ʜʦʩʪʠʞʝʥʠʶ ʮʝʣʝʡ ʘʪʘʢʠ. 

ʈɽɸɻʀʈʆɺɸʅʀɽ 

ʆʇʀʉɸʅʀɽ ʉɽʊɽɺʆʁ ʀʅʌʈɸʉʊʈʋʂʊʋʈʓ 

ʂʘʢ ʦʪʤʝʯʘʣʦʩʴ ʚʳʰʝ, ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʫʛʨʦʟʳ ʥʘʯʠʥʘʝʪʩʷ ʩ ʧʦʜʛʦʪʦʚʢʠ (ʪʝʦʨʝʪʠʯʝʩʢʦʝ ʦʧʠʩʘʥʠʝ 
ʵʪʘʧʘ ʩʤ. ʚ ʨʘʟʜʝʣʝ ʇʦʜʛʦʪʦʚʢʘ).  
ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʘʪʘʢʫʝʤʘʷ ʦʨʛʘʥʠʟʘʮʠʷ ʙʳʣʘ ʛʦʪʦʚʘ ʢ ʘʪʘʢʘʤ: 
Å ɹʘʥʢ ʠʩʧʦʣʴʟʫʝʪ SIEM-ʩʠʩʪʝʤʫ IBM QRadarÈ, ʚ ʢʦʪʦʨʫʶ ʠʥʪʝʛʨʠʨʦʚʘʥʳ ʧʦʪʦʢʠ ʜʘʥʥʳʭ ʦʙ 
ʫʛʨʦʟʘʭ, ʩʦʙʨʘʥʥʳʝ ʩʧʝʮʠʘʣʠʩʪʘʤʠ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. 

Å ɼʣʷ ʜʦʩʪʫʧʘ ʚ ʠʥʪʝʨʥʝʪ ʚʩʝ ʩʦʪʨʫʜʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ Squid, ʦʪʧʨʘʚʣʷʶʱʠʡ 
ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʷʭ ʚ SIEM. 

Å ɼʣʷ ʨʘʙʦʪʳ ʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʦʡ ʠʩʧʦʣʴʟʫʝʪʩʷ MTA Postfix, ʢʦʪʦʨʳʡ ʪʘʢʞʝ ʦʪʧʨʘʚʣʷʝʪ ʚ 
SIEM ʩʦʙʳʪʠʷ ʦ ʧʨʦʭʦʜʷʱʠʭ ʯʝʨʝʟ ʥʝʛʦ ʧʠʩʴʤʘʭ. ʆʪʧʨʘʚʣʷʝʤʳʝ MTA ʩʦʙʳʪʠʷ ʨʘʩʰʠʨʝʥʳ 
ʠʥʬʦʨʤʘʮʠʝʡ ʠʟ ʟʘʛʦʣʦʚʢʦʚ (headers) ʧʠʩʴʤʘ, ʩʦʜʝʨʞʘʱʝʡ, ʥʘʧʨʠʤʝʨ, ʚʩʝ ʟʘʧʠʩʠ 
Received, ʜʘʥʥʳʝ ʦ ʧʦʜʧʠʩʠ DKIM-Signature ʠ ʜʨʫʛʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

Å ʅʘ ʚʩʝʭ ʨʘʙʦʯʠʭ ʩʪʘʥʮʠʷʭ ɹʘʥʢʘ ʫʩʪʘʥʦʚʣʝʥ ʘʥʪʠʚʠʨʫʩ Kaspersky Endpoint Security, 
ʢʦʪʦʨʳʡ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦ ʫʧʨʘʚʣʷʝʪʩʷ ʩ ʧʦʤʦʱʴʶ Kaspersky Security Center. ɺʩʷ 
ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʨʘʙʘʪʳʚʘʥʠʷʭ ʘʥʪʠʚʠʨʫʩʘ ʥʘ ʣʶʙʦʤ ʢʦʤʧʴʶʪʝʨʝ ʪʘʢʞʝ ʧʦʧʘʜʘʝʪ ʚ SIEM. 

Å ɼʣʷ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʩʝʪʝʚʳʭ ʧʘʢʝʪʦʚ ʚ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ɹʘʥʢ ʧʨʠʤʝʥʷʝʪ ʢʦʤʧʴʶʪʝʨ ʥʘ ʙʘʟʝ 
ʆʉ Linux. ɹʘʥʢʦʤʘʪʳ ʦʪʜʝʣʝʥʳ ʦʪ ʦʩʥʦʚʥʦʡ ʩʝʪʠ ʙʘʥʢʘ, ʜʦʩʪʫʧ ʚ ʩʝʪʴ ʙʘʥʢʦʤʘʪʦʚ 
ʨʘʟʨʝʰʝʥ ʪʦʣʴʢʦ ʥʝʢʦʪʦʨʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ. 

Å ʂʨʦʤʝ ʪʦʛʦ, ɹʘʥʢ ʠʤʝʝʪ ʘʢʪʠʚʥʫʶ ʧʦʜʧʠʩʢʫ ʥʘ ʨʝʰʝʥʠʝ Threat Lookup ï Kaspersky Threat 
Intelligence Portal. 

 
ʈʠʩʫʥʦʢ 11: ʆʙʱʘʷ ʩʭʝʤʘ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ ɹʘʥʢʘ 
















