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PexoMeH a3l

B CkaxabiM ronoM yBennuvBaeTcsl KOMMUECTBO LIENEBbIX aTak, Pearisyembix o
MPW HEMOCPEACTBEHHOM Yy4acTum Yenoseka. s nx appekTBHOro
OBHaPYKEHNs1 HEOBXOAVMO BHEAPUTb aKTVBHbIA Monck yrpo3 (threat hunting)
B COYETaHN C KNAaCCUYECKM MOHUTOPUHIOM CObbITuiA 6e3onacHocTy! o

B Llenesble ataku XopoLLO BOCTPOV3BOASTCS B pamkax KubepyyeHili ¢ ydactmem
Red team? noatomy nocneaHme sBstoTcs OTNYHBIM CMOCOBOM TPEHVPOBKY
KOMaHL, Mo OBHAPYXKEHWIO aTak 1 OLIEHKI 6e30MacHOCTV OpraHM3aLmmn

' https://www.kaspersky.com/enterprise-security/managed-detection-and-response
* https://www.kaspersky.com/enterprise-security/security-assessment

Bonee 14% NHUMOEHTOB BbICOKOTO YPOBHSI KOUTUYHOCTU CBSI3aHbI
C BPEAOHOCHBIMU MPOrpaMMamul, YTO 4oKa3biBaeT HEOBXOAMMOCTb
MHOIOYPOBHEBOIO MOoAxoaa K 3alumTe®

WcronbsosaHue 6aabl 3HaHuin MITRE ATT&CK* criocobeTtayeT addexTrBHOCTY
06Hapy>xeHUst. Camble CNOXKHbIE aTaKyl COCTOST U3 MPOCTbIX LLIAroB, TEXHUK,
1 OBHapPY>KEHE OHOTO LLIara MOXET MO3BONMTb BbISBUTbL BCIO aTaKy

* https://www.kaspersky.com/enterprise-security/wiki-section/products/multi-layered-approach-to-security

* https://attack.mitre.org/
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https://www.kaspersky.com/enterprise-security/managed-detection-and-response
https://www.kaspersky.com/enterprise-security/security-assessment
https://www.kaspersky.com/enterprise-security/wiki-section/products/multi-layered-approach-to-security
https://attack.mitre.org/
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06 ycaure HMDR

Kaspersky Managed Detection and Response (MDR) X N
MO3BOMSET  OpraHW3auusM  AOMOMHUTL  CyLLECTBYlOLWME

BO3MOXHOCTW OBHapY>XEHWS, a TakXe YCUUTb BHY TPEHHIO perTHHr "“JlabopaTopr
KoMaHZy 6e30MacHOCTY, YTOBbI B peXrMe peasnibHOro BpemMeHm Kacnepcroro™

24x7 3aWmwaTb KOPMOPaTUBHYIO CeTb OT pPacTyLiero
KONMYecTBa CHOXHbIX Yrpo3. Mbl cobupaem TenemeTpuiio

naHannsnpyem ee C ncrnonb3oBaHnem TexHonormm MmalmHHoOro

0By4yeHUs: MpV  HEMOCPEACTBEHHOM Y4acTUM 3SKCMEepTOB 8 MDR
Mo OBHapPYXEHWIO aTak.
AHanutukn  Kaspersky SOC  paccnepytoT — cobbitus
6e30MacHOCT! 1 OMOBELLalOT KJIMEHTa O BPEAOHOCHON L. .
aKTVIBHOCTW, MPEfOCTaBsSs WHCTPYMEHTalbHOE pearnpoBa-
HIE 1 pEKOMEHAALINN.
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HHbpac Tk TUpa KOoOMMAaH KM

f0xeaT ycauri MDR: oTpacau

B 2021 rony cepsric MDR vcnonb3oBancs B pasHblx OTpacnsxX. BonblLUMHCTBO HaLLMX KTMEHTOB OTHOCHATCS K MPOMBILLIIEHHBIM,
drHaHcoBbIM 1nn VIT-opraHnsaumsm.

30,1
.- KonnuecTso knneHToB, % .- [ons 3aperncTpupoBaHHbIX NHLMAEHTOB, %

Tl I L EL Pk

Crtpoutenbcteo O6pasoBaHne ®uHaHchl [nwesas locyupexxaeHus 3ppaso- WT MpombiwneHHocte CMU HOpyroe  PosHuuHas  Tenekom TpaHcnopT
NPOMBbILLNIEHHOCTb OoxpaHeHue Toprosnsi

' https://www.kaspersky.com/about/press-releases/2022_kaspersky-managed-detection-and-response-gets-highest-rating-in-gartner-peer-insightstm
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https://www.kaspersky.com/about/press-releases/2022_kaspersky-managed-detection-and-response-gets-highest-rating-in-gartner-peer-insightstm
https://www.kaspersky.com/about/press-releases/2022_kaspersky-managed-detection-and-response-gets-highest-rating-in-gartner-peer-insightstm
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OxpgaTt uycauyrt MDR: pervoHn
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YTO6bI NPaBUIBHO MOHATH UMEIOLLLYIOCS HPOPMALMIO 06 Yrpo3sax, HeOHBXOANUMO YTOUHUTb PACNPOCTPaHEHHOCTb
YCIyru B pasfinyHbIX PervioHax: NpUpoaa MHLUMOEHTOB, TaKTVKMN 1 TEXHUKN UMEIOT reorpadpuyeckyto cneumduky.
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Pexrir HocnoassosaHiAa  MDR

B 2021 rony MDR kaxgblli AeHb Monyyan orpoMHOe KONMMYECTBO TeneMeTpuu, B pesyrbtaTte Yero GpopmmpoBancb cobbiTus
BesonacHocTn. 36,26% chopMUpoBaHHbIX COBLITUI Be3onacHOCTY Bbinn 0B6paboTaHbl POBOTOM Ha OCHOBE MALLMHHOMO OBYyYeHIS.
6,67% cobbiTuii 6esonacHocT, obpaboTaHHbix aHammTukam SOC, Bbinn cneacTBreM peanbHbiX WHLMAEHTOB, O KOTOPbIX

coobLLanock knveHtam Yepes noptan MDR.

ExxegHeBHble cobbITA
OT OOHOro XOCTa

~1 T

OTOT NokasaTeslb MOXET 3HAaYMTENbHO
MEHATbCH B 3aBNCNMOCTN
OT aKTUBHOCTW XOCTa

N3 KoTopbIX ObINIM 06PabOTaHbI

414K
CcoObBbRITHH

besonacHOC T

150K+ cobBbITUIA BesonacHOCTY Bbio
0bpaboTaHo aBTOMaTLNYECKN

¢ nomotubto W, a 264k+

6b|)'||/| npoaHanmsmpOBaHb|
aHanuTukamu SOC

B pesynbTaTe knneHTam
coooLwmnmn o

= 479
HHUHMOEH TaX

~18k cobbITuin BesonacHOCTH
cBunoeTenbCcTBOBaIN 06 NHUMNOeHTax,
yTO cocTaBngeT ~7/% oT obLlero
KOnmM4yecTBa CoBbITI

s DipeErK THBHOC TE pearvpoeaHeA

o

77.39% NHUMOEHTOB OCTaHOB/EHbI
rnocne NepBoro oroBeLLeHns. OTo
CBUOETENLCTBYET O BbICOKOW
abdeKTUBHOCTN peakumn.

B aTy kaTeroputo nonapatoT 1 TUNOBLIE
VHUMOEHTBI C YETKUMU CLEHAPVISIMUA
pearnposanns’. [Jons KpUTUYHbBIX
VHUMAEHTOB 30ech camas H3kas — 11,.38%

I 20.4

. : . 1,4

1 cobbiTre 6e3onacHoOCTU % 2-4 cobbiTng BesonacHoOCTU

1713% VHUAEHTOB BbISIBNEHbI HA OCHOBE
2-4 cobbiTuin 6esonacHocTw. [ng
npepoTBpaLLeHns obxona oBHapyXeHVs
LNSi OHOIA YrpO3bl Mbl ICMOSNb3YeM
pa3Hble TEXHONOrK, Co34atoLLVve
pa3Hble cobbITVs 6e3onacHocT. OTa
KaTeropyisi LeMOHCTPUPYET HaMm
ByayLLme BO3MOXHOCTY MO YTyULLEHNO
06paboTku coBbITHA Be3oNacHOCTH

nn 26,4

5+ cobbITUIN BesonacHoOCTH

Menee 5,48% VHUWOEHTOB CBA3aHbI C 4

1 Bonee cobbITnaMM 6e30MacHOCTU. DTO
Cnyyaw, Korfa peakuyis 6bina oTKIIoHeHa
KIIEHTOM U HeadpPeKTMBHa: HOBas
Lienesas aTaka, TpebyloLLas TLATeNbHOro
paccnefnoBaHis Nepes pearvipoBaHnem,
VN KIIMEHT 3arnpocuin MOHUTOPWHT aTaki
6e3 akTMBHOro NpoTueoaeicTams. [ons
VHLWAEHTOB BbICOKOI KPUTUYHOCTY 30eCh
camas 6onbluas v npesbilLaeT 27%,

a HU3KOM KpUTNYHOCTY — BCero ~12%

B 2o

E I E I 27,2
-

' MpuMepammn MoryT SBASTbCS: NoaMeHa paiinos yHKLMOHana creumnanbHbix BoamoxHocTein Windows (T1546.008), o6HapyseHme aamna namsti npouecca LSASS (T1003.001),
obHapy>xeHune gavna peectpa Windows (T1003.004), o6HapyxeHune Rootkit (T1014), ataka rpy6oii cvnel (T1110) n mHorve opyrue
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KpHTHYHOC TE HHUMOEHTOE

Mbl coobLaem 3akasurikam TOMbkKO 06 MHLMAEHTAaX, Ha KOTOPbIE BO3MOXHa 3 PeKTUBHAg peakLins C X CTOPOHbI.
aTaka C yyaCcTreM Yenoseka Unm BmpycHoe

L]
1 'q' -
3apaxkeHune, okasbliBatoLlee cepbe3Hoe

BbICOKadA KOPUTUYHOCTb BO3elicTBME Ha BusHec
u
E E -

| |
20

HU3Kag KOUTUYHOCTb

HeT I'IO,D,TBep)K,D,eHVIVI y4yacTng YenoBeka,
cTeneHb BO3,D,eI7ICTBVI9| Ha 6usHec — cpenHaa

6e3 CyLLEeCTBEHHOIO BO34EICTBIS

Ha BU3HecC, TeM He MeHee, CYLLEeCTBYIOT
MEpPONPUATIS, KOTOPbIE MOBLICAT YPOBEHb
H6e30onacHoOCTn

|

B 2021 rony Mbl eXxefHeBHO 06Hapy>u1Banv 6onee 04HOMO KPUTUYHOTO MHLIMAEHTA.
Ha npviBeaeHHO HXe orarpaMme OTPaXXeHO KOIMUYECTBO MHUMAEHTOB B OTHOLLEHNM K 10 000 KOHEUHBIX TOUEK B MOHUTOPVIHIE,
pacrpeneneHHoe no NHOyCTPUSM.

B 45 | B .- Bbicokast KpUTUYHOCTb HLMAEHTOB
u 57 CpeaHsis KPUTUYHOCTb MHLMOEHTOB

I 70 - 25 Hu3skast KPUTUYHOCTb MHLMAEHTOB

I 35
5 o 26 . . 9 =2 14 . 79 1
! ] = i : = : : | | | = |
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E . 1 -
Crpoutenscteo O6pasoBaHne ®PuHaHchl [Mnwesas locyupexxaeHus 3ppaso- NT MMpombiwneHHocte CMU Opyroe  PosHuuHas  Tenexom TpaHcnopT
MPOMBILLIEHHOCTb OXpaHeHue Toproens

F CHOoONBHKO BpeMeHH TPhebyeTcA oA obHapyMeHKA

HHUMOeHTa?

XKN3HEHHBI LMK CcoBbITUS 6Ee30MacHOCTW  HauMHaeTCs
B ouepenon, oTkyaa aHaiutrk SOC 6GepeT ero
B paboTy, UCXOAS U3 KPUTUYHOCTM 1 BPEMEHM A0 HapPYLLEHS
meTpuk SLA' Ecnv  aHanms nokasbiBaeT noXxHoe
cpabaTbiBaHNe?, cobbiTMe 6e30MacHOCTM UrHopUpyeTcs,
co3[alTCs  KNMEHTCKME W/unn rnobanbHele GUbTPbLE.
B npoTuBHOM cnyyae cobbiTve GesonacHOCTVM MMMopP-

TUPYeTCs B UHUNOEHT, KOTOPLIA UM MOXET OblTb 3aKpbIT
Kak ToxHoe cpabaTbiBaHue, Uiy o Hem ByaeT oTnpasneHa
nHpopmauns knneHty uepes noptan MDR BmecTe ¢
pekomMeHaoyemoli  peakunein. OpobpeHne  KIMEHTOM
pekoMeHpaumii No pearnpoBaHnio Yyepes nopTan npmuee-
[ET K aBTOMaTUYECKOMY VX BbIMOSTHEHNIO areHTaMu Ha KOHeY-
HbIX TOYKaX.

o R
o B Cawmble CNoXHbIE MHLMAEHTBI, TPEByIoLLIMe Borblue BPEMEHN Ha AOMONHUTENbHOE
B MIH oboratleHne aaHHbIX 1 NPoBepKu. [1o cpaBHeHVIO C NpeaplayLLyIMM Neprofami’ Ham
yOanocb CoKpaT/Tb 3TO BpeMs 3a cHeT BorbLLel aBToMaT3aLmm paboTbl aHanMTVKa
BbICOKAst KPUTUUHOCTb 1 BBEZIEHUSI HOBbIX MOJIEN TENEeMETPIN, CYLLIECTBEHHO YCKOPSIIOLLVIX TPUaXx
E
Hanbonee pacnpocTpaHeHHbI YpOBEHb KPUTNYHOCTW. B cpaBHeHUM ¢ npeabioyLwymm
ﬁ
neprioaamMy 3TO BpeMs! YBEINYIOCH 3a CHET BbISIBNIEHNSI HOBBIX TUMOB VHLIMAEHTOB,
B MEHH L5l KOTOPbIX ELLIe HE peann3oBaHa aBToMaTveckas obpaboTka. [Jpyras npuymHa — a1o
yBEMYeHne Ymcna KpUTUYHbIX MHLAEHTOB, MPYBOASILLEE K COKPALLEHIIO PECypCOoB
cpenHsst KpUTUYHOCTb aHan1TVIKOB, BblAENSieMbIX Ha 06paboTKy MHLIMAEHTOB CpeaHel 1 HN3KOM KPUTUYHOCTU
e ]
ﬁ
4 ﬂ B E MIH NHUMOeHTb caMoii HU3KOW KPUTUYHOCTY NPOBENW GorblLUE BPEMEHW B OYepeam
HU3Kas KOUTUYHOCTb
e ]
e, -

06


https://media.kaspersky.com/ru/business-security/mdr-analyst-report-2020.pdf
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MMoviponoa KpHH THYHBEEE, MHUWMOEH TOE

* Karoew nNpHM4YKiHeEl KPpH THYHBRIX HHUKMOSHTOBT?

4o, 7 5,9:= 2,9 14,0 15,0:x 5,9= 15,0

LleneBbie ApTedakTsl BHyTpeHHwiA BpenoHocHoe KnbepyueHus CouvanbHas KpuTnuHble
aTaku LiereBbix aTak HapyLLmTenb no VHXeHepus YSI3B/MOCTU I::

|_ —

TR N
F LI~ L e
Bonee 40% Bcex  [MouTtn 6% HemHorum Atakn Knbepyuerus Oxono 55% YyTb meHee 13%
BbISIBNIEHHbIX VHLWOEHTOB MeHee 3% BPELOHOCHOIO (TecTupoBaHvie VHLVOEHTOB — VHLUMAEHTOB
B 2021 CBsi3aHbl WNHUMOEHTOB O c cepbe3HbIMY  HaMPOHVKHOBEHME,  pe3ynbTaT CB9I3aHbl
KPUTWYHBIX C OBHapy>EHHbIMI ~ BbiN CBSI3aHb! MOCNEACTBUSMA —  YUYEHVSICyYaCTVieM  YCTELLHOrO ¢ Ny6anyHo
VHUMOEHTOB crnefamyvi paHee € BHYTPEHHUMM 14% ReadteamuT.n) NCMONb30BaHVIS LOCTYTMHBIMY
Oblnn CBA3aHbI aKTVBHbIX aTaK Hapywutenamu' cocTasuni 18%. coumarnbHoM KPUTWNYHBIMU
C LeneBbiMu C yuacTmem VIHXXeHepn YSI3BYMOCTSIMMU
aTakamu yernoseka C nocreayoLLM
(uenesble aTakut pasBUTMEM,
NN KNbepyYeHrs) MPVIBEALLINM
K CepbesHbIM
MOCNeACTBUSM

sKax MHOro oprad[dagiid C ToOAEHYAMCE
C HPpHMTH4YHBIMKM HMHUMOEHTaMHM?

2,4 9.3 9,49 - 14.7 16,2 = o 15,7~

LleneBble ApredakTbl BHyTpeHHWiA BpenoHocHoe KnBepyueHus CoupanbHas KpuTnuHble
aTaku LierneBbix aTak HapyLmTenb no VHXXeHepus YSI3B/MOCTH

p T 16 - =15
e3y1'leaTbI NO 3akKa3unkam

B 3HAUMTE/NbHON CTeneHN Llenesbie aTaku KnbepyueHus BpenoHocHoe MO
NMOBTOPSAOT CTATUCTUKY

no KoNm4yecTBY NHUMNOEHTOB. cﬂaﬂbﬁeﬁmww
BO3AENCTBYEM
ﬂmp,epbl aHanorn4HbI: Ha 6rsHec
= -

'B MHLWAEHTax Takoro Tvina Ham He YAanock 06Hapy>XWTb Kaknx-6o NPU3HAKOB BHELLHKX 3M10YMbILLIEHHWKOB, 1 MOAO3PUTENbHbIE AENCTBUS BbIMOMHSINCE OT UMEHM
LeACTBITENbHBIX MPVBUNErMPOBaHHbIX YUeTHbIX 3anvceit. Mbl 3anpalumsany, Gbina i oGHapy>KeHHas akTMBHOCTb JIEMUTYMHOI UM HET, HO He MOJTyYan OTBETa, MOSTOMY Y Hac HeT
OCHOBaHWI KnaccnPULIMPOBaTL 3TU MHLMAEHTbI Kak TOXHOMONOXMTESbHbIE (HAanpUMep, 3TO MO BbITb MOMBITKM MPoBepUTb paboTocnocobHocTe MDR nnm feitcTBrTensHO
He3akoHHble AeiicTaus VIT-nepcoHana, 0 KOTOPbIX 3aKa3umKu MPEAnoYnn HaMm He coobLLaTb)

Hasap, -J o7 L- Briepen
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MMoviponoa KpHAH THYHBEEE, MHUWMOSHTOE

}HDHH‘-IEDTBD opraHi3aumid nNno oTpacaAam,
C TOAKHYBUWMXCA C HKPHMTHM4YHBIMH HHUMWMOEBEHTaMK, -

5,8
29

I3,9 » 4.9 I 3.9
2,9 1.9 ' 3.9 1.9
| .2’9 i 3.9
§ 78 09 v i3
- 09 4!9
09 ’
0.9 09 09 49 29 19 W29
o9 Moy 29 oo 0.9 19 29 19
. 0.9 g
0.9 0.9 - 19 8.8 107 w09 8.8 09 09
—_ 0.9 98 39 : 39 B 09 49 =09 B9
_ — _ - - o o - =
e
e @ =R O QP
Crtpoutenb- O6pasosaHune ®PuHaH-  Muwesas loc- 3npaeo- NT MpombiwnesHocts CMU Opyroe PosHuuHas  Tenekom  TpaHcnopT
cTBO cbl NPOMbILL- YYPEXAEHUSI OXpaHeHne Toprosns
JNeHHOCTb

OcHoBHble BbIBOAbI N3 CTAaTUCTUKN:

B BonblumHCTBO OTpacneii CTONKHYIMCh CO BCeMM
TUNaMy KPUTUYHBIX MHLMOEHTOB

B Lenesble aTaku 6binv 0BHAPY>XEHbI BO BCEX MHAYCTPUSIX,
3a ncknoyeHnem O6pasoaHnsg 1 CMU

B B otpacim CMU o6HapyXnBannch NHUMAEHTbI, CBA3aHHbIe
CO cnefamm NpoLUbIX B3/IOMOB

=,

B [pakTuueckm Bce otpacam, kpome CTponTenscTea,
O6pa3zoBaHus 1 Tenekoma, NPakTUKOBaN Te UK NHble
BUIbl KNBepyyeHuin

B CouvanbHas nHxxeHepust No-NpexHemy KpaiHe
nonynspHa 1 apPekTrBHA

.. Llenesble aTakm .- ApTedakTsl Lienesbix aTak

Knbepyuerus .- CouwanbHas HXeHeprs

* honryuecTeo HKPpHM THYHBDK

.- BHyTpeHHWin HapywmTens BpenoHocHoe MO

.- KputuuHble ysssrmocTu

HHUHMOBHTOE MO OTPpacAAn, -~

.1,3 22
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Crtpoutenb- O6pasosaHune duHaH-  Muwesas loc- 3npaeo- WNT MpombiwneHHoctse CMU Opyroe PosHuuHas  Tenekom  TpaHcnopT
cTBO chbl NPOMbILL- YYPEXAEHUSI OXpaHeHne Toprosns
JNIeHHOCTb

N3 cTaTncTnkm mo>kHo caenaTtb cnepyioujne BbiBoabl:

B HaunBonbluee KONMYECTBO MHLMAEHTOB, CBA3AHHbIX
C LieneBbIMM aTakamu, BbiNo BbISIBNIEHO B FOCYAaPCTBEHHBIX,
NPOMBILLNEHHBIX, VT 1 pUHAHCOBBIX YUpeXASHNSX

®OuHaHcsl 1 T nnavpytoT no KonnyecTsy knbepyyeHuit

CTpOI/ITeJ'IbCTBO 1 Tenekom cTankmeanmcb
C LenesbiMn aTakamMmun, HO He NpoBoAvI KVI6epy'~IeHVI9|

B YcnelwHas coupanbHast HXeHepus 1 nyBamniHo
LOCTYTHbIE YSI3BUMOCTUN KOPPENMpytoT
C VHUVAEHTaMU, CBS3aHHbIMY C LieNIeBbIMM aTakamu

B O6HapyxeHHble Lienesblie aTaky 0BbIUHO MOBTOPSIOT
CTaTUCTVKY UHLMAEHTOB, CBS3aHHbIX C OBHapy>XXeHnem
apTedakToB NPOLLMbIX aTak C y4acTem YenoBeka

-_] 08 L- Bnepen
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TexHoaorrii obHapymeHIA.

TanKn THEHM, TEeXHHMHKM M nNpoueadJdpel

S A04YrMbilSIEeHHHMRKROE

* Tan THEHM SA0YHMBHILWAEHHWMKOEB

MDR nosBonsieT obHapy>X1BaTb MHUMAEHTbI Ha pasHbix aTarnax ataku. O6bIMHO UHUNMOEHT
npoxoauT yepes Bce ctagum (TakTukn MITRE ATT&CK), Ho Ha onarpaMmme Huxe Mbl

>

oToBpaXxaem TakTUKY B MOMEHT OBHapyXeHs nHunaeHTa .. I /|
-'.---

OcHoBHble TaKTUKHN, C NTOMOLLbIO KOTOPbIX Mbl OGHGPY)KIIIBaeM NMHUMNAOEHTbI:

1 coupanbHaga nHxeHepnd

B  O6HapyxeHvie Ha aTane [1oaroToskM K aTake MOXeT
nokasaTbCsl CTpaHHbIM. Ho 3TO MHUMAEHTHI TUNa
«0BHapy>XeH NOLO3PUTESbHBIN Baiin», KOraa NOTeHLWansHO
OnacHbIli UHCTPYMEHT Habniopancs 6es kakx-nMbo =
MPUW3HaKOB 3anycka. YacTo 3TO CBA3aHO C KUGepyYeHUSIMU,

HO VHOTZia MO3BONSET BbISBUTL PearnbHOrO aTakyHoLLEero,
elLie He NepeLueaLLero B akTUBHYIO dpasy

1 cpegHen KpUTUYHOCTH

NOXHbIX cpabaTbiBaHwiA

B  O6HapysxeHvie Ha aTane BbinosHeHe oueHb NoXoxe
Ha npeabloyLee, HO 30echb Mbl HabohanM 3anyck
WHCTPyMeHTa. BbinonHeH e TSKeno cKpbITb, MO3TOMY
HanBorbLLEE KOMMYECTBO KPUTUYHBIX MHLOEHTOB 6biNo
0BHapy>eHo Ha 3TOM aTare. YacTo aTakyloLLme NCMoNb3yoT
roToBble HABOPbI IHCTPYMEHTOB, 1 3TO MOATBEPXXAAET BCE

KONINYEeCTBOM JTOXXHbIX CpaGaTblBaHI/lf;l

B [lepsoHauanbHbIi 4OCTYMN B OCHOBHOM MOKPLIBAETCS B [opusoHTansHoe nepemvelleHne 0BbiMHO XOPOLLO
nnatdopmoii Kaspersky Anti-Targeted Attack 3aMeTHO, HO KONMYECTBO OBHApPYKEHHDBIX 30eCh
Ha CeTeBOM NepuMeTpe: oBHapyX1BaeTcs GULLNHF KPUTWYHBIX MHLWAEHTOB MeHbLUE

B Hasrtane YHpaBﬂeHVIe I KOHTPOJIb Tak>XXe MHOIro
BbISIBNIEHO aTak, HO, B OCHOBHOM, 3TO UHLIMAEHTbI HU3KOM

Ha atane O6Hapy«eHe BbiNo BbISBNEHO OYEHb Mano
VHUMAEHTOB. OTO CBA3aHO CO CNOXHOCTHIO CO3AaHUS
LeTeKTupytoLLeli Norkx ¢ npuemMneMbiM KOMYeCTBOM

B HavnBornee ycrelwHo BbISBNSIOTCS aTaky Ha aTanax
MonyuyeHre yyYeTHbIX AaHHbIX, 3aKkpenneHne
1 [NoBbILLeHVIe NpUBUNErUN, NPUYEM C HAUMEHBLLIVM

m]
eLLe BbICOKYt0 3bbEKTMBHOCTD BbISBNEHNS aTak Ha OCHOBE Monerrku OGXO'Déa SALLVMITBI TAKXE 4aCTO NPUBOAAT
MICMONb3YEeMbIX MHCTPYMEHTOB K YCNELHOMY OOHaPYXEHNIO
L
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TakTHEM M TEXHOJAONHMH
obHapuxeHI1A

B MDR Mbl aHanMsmpyem TenemeTputo C pasHblX TUMOB CEHCOPOB: KOHEUHas TOuka, ceTeBas CucTemMa OBHapyXeHus
BTOp>XeHuin (COB) n necounnua. Cetesble COB 1 necoyHuLa sBnsiioTcs YacTbio nnatdopmbl Kaspersky Anti-Targeted Attack
(KATA). Jonn nHUMaeHToB, 06HapY>XEHHbIX Pas3NYHbIMU TUMaMU CEHCOPOB, NPeaCcTaBNeHbl Ha AnarpaMme Huxe.
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Moprotoeka [MonyueHve BeinonHerve Sakpennenme Moebiwerne  O6xopn

K aTake nepeo-
(Resource payanbHoro
Development) ~ nocryna
(Initial access)

nOJ‘IY‘-IeHI/Ie nepeoHavanbHoro

pocTyna
B o001

DuUWNHroBoE BNOXeEHME

TI078

Vicnonb3oBaHvie AeNCTBUTENbHDBIX
YYeTHbIX 3anuceil

EPP/EDRY  IDS T1190

VcnonbsoBaHve \/QSBVIMOCTSVI
I'Iy6}'|l/MHO AOCTYMHOro NPUIOXeHnsd

EPP/EDRy  IDS 33

Vlcnonb3oBaHve BHELIHNX CJ'Iy>K6
YOaneHHoro oocTyna

o R

DuwmnHrosas ccblnka

O6xopa 3aWmUThbI

EPP/EDR T1036.005
Mackupogska nog nerutiMHoe
MecTononoxeHue

T1036.003

ﬂepel/lMeHOBaHVle CUCTEMHbIX yTUNNT

EPP/EDR T1562.001

OTkntoyeHve nnn moandukaums
CPEeACTB 3awmThl

C60p AaHHbIX

EPP/EDR M9
ABTOMaTV3MPOBaHHbI CEOP AAHHBIX

EPP/EDR T1560.001

ApxmsmposaHme C NMOMOLLbIO YTUNINT

EPP/EDR T1005

C60p aaHHbIX O NIoKanbHoN cucTeme

(Execution) (Persistence) npvBunervii  3awmTbl

TA0006 TA0007 TA0008 TA0009
MonyueHne OGHapyxeHne opusoH- C6op
yueTHbix  (Discovery) TanbHoe AaHHbIX

(Privilege  (Defense AaHHbIX
escalation) evasion) (Credential weHne
access) (Lateral movement)
BbinonHexne Bakpennexue
T1204.002 T1098

3anyck BpegoHocHoro daiina

T1059.001

WcnonbaosaHue PowerShell

EPP/EDR T1053

BmelwaTtensctso B paboTy
NNaHNPOBLLKOB

1047

BmewaTtenscteo B Windows
Management Instrumentation (WMI)

T1669.002

BmewaTensctBo B Windows service
control manager

MonyyeHne yueTHbIX AaHHbIX
EPP/EDR T1003
HocTyn Kk y4eTHbIM aHHbIM OC

EPP/EDR} IDS Tmo

ATaka rpy6oii cunbl

Tmo.001

Mop6op napons

PasBenka

EPP/EDRy DS T1595.002
CkaHuvpoBaHe yS3BUMOCTEN
EPP/EDR T1592

C6op nHbopMaLn O XOCTe XepTBbl

EPP/EDR T1590.005
C6op aaHHbIX 06 IP-agpecax

MaHunnynsaumm ¢ y4eTHOM 3anmcbio

EPP/EDR T1547.001

[o6aBneHue B paspensl peectpa Run
11 nanky aBTosarpysku (Startup)

T1546.008

3anyck yepes GyHKLMM Ang nioaen
C OrpaHNyYeHHbIMN BOSMOXHOCTSIMM

O6Hapy>xeHue

EPP/EDR T1033

O6Hapy>xeHune BnagenbLa/
nosb3oBaTens CUCTEMbI

EPP/EDR T1007
OBHapy>KeHre CUCTEMHbIX CryX6

TI016

PackpbiTiie napameTpos
KOHUrypaLmm ceTn

YnpaeneHue n KOHTPONb

T1071.001

KoMMyHMKaLmmn ¢ NoMOoLLIbIo
Web npoTokonos

Tio9s

Vicnonb3oBaHvie NpoToKoIoB
He NpUKNagHoOro YpoBHS
EPP/EDRy  IDS T1071.004

KommyHmkaumm ¢ nomolusio DNS

MoaroToBka k aTake

T1587.001
Cos,uaHme BPELOHOCHbIX MporpamMm
EPP/EDR IDS T1588.002

MonyueHune NHCTpyMeHTOB

nepeme- (Collection) (Command

A2 PRLHE D

TAOOM TA0010 TA0040

YnpaeBneHne Oxkcdunb-  Yiuep6b

1 KOHTpOIb )d_[:al.wm (Impact)
Itration)

and control)

MoebiweHne npueunernii

EPP/EDR T1055.002

BHenpeHue PE B npouecc

TI085

BHepnpeHve Kopa B npoLecc

TI068

Vcnonb3oBaHue ysa3sumocTeli
ANs NOBbILLEHNSA FIpVIBVIJ'IeI'V\VI

lopusoHTanbHoe NnepemelneHne

EPP/EDRS DS T1210

VlcnonbaosaHue ysa3sumocTein
yoaneHHbix cny>xe6

EPP/EDR3 DS T1021

VcnonbaosaHuve cnyx6
yAaneHHoro focTyna

EPP/EDR T1021.006
Vcnonb3osarne WinRM
Ywep6

EPP/EDR} DS T1496
3axsaT pecypcos

Tiess

LLndpoBaHme faHHbIX Kak Lenb
aTaku

EPP/EDR T1485

YHu4TOXEHNE AaHHbIX

Okchunbrpaums

El—— ros

Beirpyska faHHbIx Yepes
arnbTepHaTVBHbIA NPOTOKON

T1020.001

[y6nvposaHue Tpaduka

Beicokas adpdekTrBHOCTL NecoyHmLbl 1 ceTeBbix COB Ha aTane [lepsoHayarnsHoro focTyrna obycnoBneHa pacnpoCTpaHeHHbIM CLeHapemM
ncronb3oBaHus KATA ans obHapyxeHust dumHroBbix atak. Takke ceteBas COB addekTrBHa Ha aTane [[oprsoHTambHbIX MepemeLLeHIT,
aHa aTane YrpasieHe 11 KOHTPOJ b OHa MPOCTO HE3aMeHVIMAa.

Ha aTanax BbinonHeHus, 3akpennerus, [NoBbieHns npvisuneruii, Obxopa 3almThl, MonyyeHns yueTHbIX AaHHbIX 1 Yilepba CEHCOP KOHEYHOM
TOUKY SBMSIETCS OCHOBHBIM. VIHTEPECHO OTMETUTb, UTO TaKTVKa [ OPUI3OHTASIbHBIX MEPEMELLEHI M TakXKe XOPOLLO MOKPLIBAETCS.
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TexHHMHEH SA04YMeIuAeHHHMHKOE

* HHC ThYMEeH Te, NMPpHMEeEHASeHMEIE B aTalkax

f_;,: 3n0oyMBbILLNEHHVKM UCMOMb3YIOT BCTPOEHHbIE YTUNUTEl OC, UTO6LI MUHUMUN3MPOBATL PUCK OBHapPYXeHUs
BO BPeM$ fOCTaBK/ CBOUX MHCTPYMEHTOB Ha B3/TOMaHHYIO CUCTEMY.

HHumaeHT © lolbins, -
3.4 e cmd.exe 7.5
1.1 777 powershell.exe =5,0
1.1 "7 rundll32.exe Z,.2
‘_} Boe MHLMOEH Th certutil.exe 1.9
I |
.m; = ! regexe 1,0
HPM THHYHOGC ThH : .

Camble nonynsipHble LOL-yTunuTsl, koTopble Habnopanicb
npakTUYeckn B NOOOM MHUMAEHTE, aTo cmd.exe 1 power-
shell.exe. rundll32.exe Tak>xe 4OBOMBHO MONYNSAPEH B MHLMAEH-
Tax BCEX YPOBHEN KPUTUYHOCTMI.

KpuTuyHble VHUMOEHTHl  OTAMYaloTCsl  BOoMblUMM  pasHo-
obpasunem nucnonbayembix MHcTpymeHToB LOL. B gornonHeHve
K BblLLeynoMsaHy TbiM LOL-y TnanTam B KpUTUYHBIX MHLMAEHTaX
YacTo BCTpeyaninch reg.exe, te.exe n certutil.exe.

s KaacoHMioMsEauiAa HHUHMaeHToE Nno MITRE ATTARCK
5

Halua norvika o6Hapy»eHus nopgaepxvsaeT knaccudukaumo MITRE ATT&CK. [1ns kaxaoro npasunia 0BHapyXeHNs Mbl
paccunTbIBAEM KOHBEPCIIKO 1 BKITa, MOSTOMY Mbl MOXEM MNOAENUTLCS MMM U s TexHuKk MITRE AT T&CK. Huke nepeunc-
NeHbl BOCEMb TEXHVIK, MOKa3aBLUMX HaMBObLLYIO KOHBEPCUIO, @ CedytoLLas TENIoBas kapTa AEMOHCTPYPYET BKIa,

OBHapYy>eHHbIX HaMu TexHIK B 20212,

80, 0 o0, 8B o2, 94 a0, 6

T1003: OocTyn

T1569: BmelwatenscTBo
B CYICTEMHbIE Cy>6bl

T1021: icnonb3oBaHne TMO: Ataka

K Y4eTHbIM AaHHbIM OC rpy6oii cunbl

yOaneHHbIX Cnyx6

HocTtyn k namstn LSASS,
cekpeTam LSA v aTaka
DCSync Habnopanuch
NPaKTUYECK B KaXAOM

CucTeMHble Cry>6bl O4eHb
nonynspHbl Ans 3anycka
BPEAOHOCHOrO KOHTEHTA

PasznuyHble TVnbl BHELLHUX
cepBuUcoB, Takmx kak RDP,
ceTeBble afMVHNCTPaTUBHbIE
nanku Windows, DCOM

Ewe onHa nonynspHas
TEXHVKa [OCTYyNa K yY4eTHbIM
[aHHbIM, AEMOHCTpUpPYtoLLLas
HN3KUIA YPOBEHb NMOXKHBIX

cnyyae B3fioMa joMeHa nm SSH wipoko cpabaTbiBaHWiA

Windows Ha aTane MCMONb30BaNMCh Ha aTare

MonyyeHuns y4eTHbIX AaHHbIX [ OpU3OHTarbHBIX NEPEeMELLIEHNI
=, . . . -
- o o oo

47, 3« 35,2 35,1 34,9

T1558: Kpaxka nnn nopaenka

6unetos Kerberos

T1078: Vicnonb3osaHve oencTsmn-
TENbHbIX YYETHbIX 3aM1CEN

T1190: VicnonssoBaHwve ysa3su-
MocTel NyBnnYHO AOCTYMHbIX
NPUNOXEHN

T1049: O6Hapy>xeHne ceTeBbIX
MOAKMIOYEHNI CUCTEMBI

OTa TexHVKa 1 ee NOATEXHUKN
HabnloAaNMCh NP KaxaoM
B3N1oMe UHPPACTPYKTYpbI
Active Directory

[JoMeHHble 1 noKanbHble
Y4yeTHble 3anncun
ncnonb3oBannchb
3N10yMblILLNEHHKaMK Ong

B 2021 ropy mbl cTankmsanmcs
C HECKOMBKVMY KPUTUYECKMM
YS3BMMOCTSIMU, YTO MPUBENO K
pesynbTaTVBHOCTU 3TOM

TeXHUKN PEKOrHOCLIPOBKM
Bcerga HabnogaoTcs

B VIHLMOEHTAX, Bbl3BaHHbIX
OeCTBUSIMMN YenoBeka, HO

o6xofa 3aLmTbl 1 TeXHUKN 0BbIYHO AEMOHCTPVIPYIOT CaMblid
nocnenyoLero 3akpenneHus BbICOKUIA YPOBEHb NOXHbIX
B cucTeMe cpabartbiBaHuii. OpHako, B 2021
aTa TexHMKa bblia UCKItoUYEHNEM
" o o o -

' https://lolbas-project.github.io/

* KoHBepcmst — OTHOLLIEHME cObbITU 6e30MacHOCTM, KNacCUPULIMPOBAHHBIX Kak MHLMAEHTHI, K 0BLLEMY KONMYECTBY COBLITUI 6830MacHOCTI, COOTBETCTBYIOLLMM KOHKPETHOA
TexHuke MITRE ATT&CK. Bknan — oTHOLeHMe MHLUMAEHTOB, rae Habniofanach Ta Unm nHasi TeXHVKa, K 06LLeMy KonM4ecTBy MHUMOEHTOB
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Web Shell
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Screensaver
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Instrumentation
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T1546.008:
Accessibility
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T1546.010:
Applnit DLLs
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File Execution
Options Injection

T1546.015:
Component Object
Model Hijacking

T1547: Boot
or Logon Autostart
Execution

T1554: Compromise
Client Software
Binary

T1556.002:
Password Filter DLL

T15674.002:
DLL Side-Loading

T1055: Process
Injection

T1068: Exploitation
for Privilege
Escalation

T1134: Access
Token Manipulation

T1548.002:
Bypass User
Account Control

Hasapg

T1014: Rootkit

T1027: Obfuscated
Files or Information

T1036: Masquerading

T1070: Indicator
Removal on Host

TM2: Modify
Registry

T1127.001: MSBuild

T1140: Deobfuscate/
Decode Files
or Information

T1202: Indirect
Command Execution

T1207: Rogue
Domain Controller

T1211: Exploitation
for Defense Evasion
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Proxy Execution
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Script Processing

T1222.001: Windows
File and Directory
Permissions
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Code Signing
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Tools
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Hidden Files
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Hidden Users
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NTFS File
Attributes
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