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Introduction 
 

The spread of the Internet to even the farthest corners of the Earth means that today, every 

third inhabitant of the planet is a global network user. However, just as in the real world, the 

virtual world has its advantages and its disadvantages. And crime is among those 

disadvantages.  

The Internet is a source of cyber threats, which may affect both individual users and large 

corporations. Some criminals systematically attack large "targets", others prefer the "carpet 

bombing" approach, making just a small amount of profit but from a large number of victims. 

However, they focus their efforts on various popular operating systems. The more popular 

the platform, the more attention it attracts from criminals. 

Attackers normally carefully monitor trends in information technology and quickly create new 

ways of accessing other people's data illegally, taking into account both changing user habits 

and new methods and devices for accessing the Internet. 

In order to evaluate how Internet users react to online threats and how prepared they are for 

these, Kaspersky Lab, together with the independent company B2B International, regularly 

conducts global statistical studies. As part of these studies, users from different countries 

answer questions about their knowledge of current cyber threats and about incidents they 

may have encountered. 

This year special attention has been paid to the needs of modern Internet users, such as the 

protection of digital identity and privacy, valuable financial and personal data, as well as 

multiplatform protection. Kaspersky Lab set itself the aim of finding out what worries Internet 

users most today and what actions they are taking or plan to take to protect themselves. 

See this link for the report from the previous study. 

  

http://www.internetlivestats.com/internet-users/
http://www.internetlivestats.com/internet-users/
https://kasperskycontenthub.com/presscenter/files/2013/10/Kaspersky_Lab_B2C_Summary_2013_final_EN.pdf
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Main findings 
 

Multi-device is becoming the leading trend: 

¶ 77% of respondents use multiple devices on different platforms 

¶ 27% prefer to access the Internet on mobile devices 

¶ Most users (92%) store sensitive information on all of their devices, including mobile 

devices 

Users trust devices with data about their personal lives and this worries them: 

¶ 58% of respondents are concerned that their personal data may be stolen 

¶ 60% of users worry that they may be being spied on via their devices, including being 

looked at through a webcam 

¶ 38% of respondents store highly sensitive information on their devices and are afraid 

that someone will see it 

Financial threats are becoming more and more frequent: 

¶ 80% of users carry out financial transactions of which 40% use mobile devices for this 

¶ 43% of respondents have come across some kind of online financial threat with users 

of Apple devices being the most commonly affected 

¶ 75% of respondents believe that banks, payment systems and online stores should 

provide them with special solutions for secure transactions on their endpoints 

Children are the most vulnerable Internet users, which is also a danger for parents: 

¶ 40% of adults believe that the number of online threats to their children is growing, 

while 22% feel that they cannot control what their child sees or does online 

¶ Over the past 12 months, children of 21% of the respondents faced some kind of 

cyber threat on the web, and 20% lost adults' data or money 

Users are worried about cyber threats but do little to protect themselves: 

¶ Just over half of computers on the OS X operating system and mobile devices on the 

Android platform were equipped with security solutions 

¶ Less than 80% of computers on OS X and Windows were password protected, and 

only 67% of smartphones and 57% of Android tablets had passwords 

¶ Only 38% of respondents take precautions when using free public Wi-Fi networks 
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Methodology 
 

The study was conducted via an online survey from May to June 2014 with users from 23 

countries:  

 

A total of 11,135 people aged 16 and over were surveyed. 51% were men and 49% were 

women. A quarter of respondents were young people aged under 24, 27% of users reported 

their age as between 25 and 34, 21% between 35 and 44 and 15% between 45 and 54. The 

older generation (55 or older) represented 12% of respondents. 

It is important to note that the Internet in the People's Republic of China is very different due 

to state guidelines. The results from China were therefore excluded from the general 

worldwide data statistics in most cases. 
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Section 1. The use of different devices to 

access the Internet 
 

First of all, participants in the survey mentioned the devices they use to go online. It was 

found that 77% of respondents use multiple devices on different platforms at the same 

time. If we look at the devices they use to go online most of the time, we can see that 73% 

prefer traditional desktop and laptop computers, 16% smartphones and 11% tablets. 

The highest numbers of study participants choosing a smartphone as their main gateway to 

the Internet live in the Middle East, Latin America and Asia (up to 27% of respondents from 

these countries most frequently go online from their smartphone). If we take a look at the 

demographic aspect, the highest number of people choosing a mobile format were young 

women aged between 16 and 34:

 

The study also showed that while users choose different devices to access the Internet, they 

don't worry about protecting themselves against online threats in the same way for all of 

these devices. For instance, 92% of users have installed a security solution for their 

Windows computer, but the proportion of protected desktop computers on OS X did not even 

reach 60%, and only 47% of respondents said that they had protection for their MacBook. 

Users of mobile devices are similarly unconcerned ï only 63% of tablets and 58% of 

Android smartphones are protected against cyber threats using special security 

solutions. 

But Windows OS is no longer the sole target of intruders. According to data from the 

Kaspersky Security Network, about 20,000 new malware samples for the Android OS are 
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detected every month in 2014, and a short while ago a network of Flashback bots on over 

700,000 computers on OS X was disabled. Moreover, we must not forget about cross-

platform threats, such as the semi-legal cyber espionage network Hacking Team, which has 

used spyware modules for iOS and Android. 

However, it is not only cyber criminals who pose a threat to the data stored on users' 

devices. According to the survey, 12% of respondents reported their devices were lost, 

stolen or broken over the past year. The highest number of victims are young people aged 

between 16 and 24 (18%), and inhabitants of the Asia-Pacific region, China and emerging 

markets (28%, 27% and 25% respectively).  

 

These kinds of incidents most commonly involve smartphones (11%), and less frequently 

tablets and laptops (6%). They are usually accompanied by the complete or partial loss of 

the data stored on them. Moreover, according to the respondents, 15% of the information 

stored on their devices is unique and, if lost, they would never be able to recover it. 

52% of users surveyed admitted that they value the data on the device more than the device 

itself. And 38% of respondents said that some of the information stored on their device 

is so confidential that they are afraid that someone might see it. Most of these 

respondents live in Russia and China: 69% and 64%. 

In this respect, the respondents were asked whether they protect their gadgets, for example, 

with a password (including graphical passwords). Only 80% of survey participants who used 

a computer on OS X use this simple protection method. The figure was even lower among 

Windows users ï 76%. The least careful respondents were Android smartphone and 

tablet users; 67% and 57% use passwords respectively. 

Furthermore, according to the survey, every third respondent shares their personal device 

with other people, for example family members, including their children, colleagues and 

http://www.kaspersky.com/about/press/major_malware_outbreaks/flashback-mac
http://www.kaspersky.com/about/news/virus/2014/Kaspersky-Lab-discovers-new-Android-and-iOS-mobile-malware
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friends. 32% of these users do not take any further action to protect the device and/or the 

data stored on it as they do not see the risk. The highest number of unsuspecting users are 

found in Japan (44%), while the most cautious live in China and Asia-Pacific (in both regions, 

only 22% donôt take protective measures).

 

However, sharing devices involves further dangers; the owner cannot be 100% sure of the 

computer literacy level of their children, family members or friends. What may seem to be an 

elementary precaution to some people may not even occur to others. A shared device can 

therefore make several users vulnerable.  

Thus, the survey shows that the vast majority of respondents prefer to access the Internet on 

a variety of devices on different operating systems, but that they do not really worry about 

protection. Such carelessness puts the safety of their data and money at risk because, as we 

will see in the following sections, people put a lot of trust in their devices. 
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Section 2. Online user activity  
 

Respondents were asked to indicate what they often do online and which devices they use. 

This year's list of options has been extended to cover as many user interests as possible. 

The proportion of some activities decreased as a result compared with last year's survey; this 

does not mean that users are now less likely to perform these actions, but it shows which 

activities are performed most often and therefore come to mind first. In general, the 

responses were as follows: 

Activity 
Any 

device 
Desktop/ 

laptop 
Tablet 

Smart-
phone 

Any 
mobile 
device 

Online shopping 66% 61% 16% 17% 27% 

Online banking 62% 57% 13% 21% 27% 

Online gaming 30% 22% 10% 12% 17% 

Online gambling/betting 7% 5% 2% 2% 4% 

Using social media sites 66% 57% 23% 40% 47% 

Downloading software/applications 42% 32% 11% 20% 24% 

Downloading media 45% 38% 10% 15% 21% 

Online data storage 26% 22% 7% 10% 14% 

Sharing content/data 42% 34% 10% 19% 24% 

Instant messaging/video calling 45% 33% 13% 24% 30% 

Visiting adult websites 15% 12% 3% 4% 6% 

Using online payment systems 35% 31% 7% 9% 13% 

Visiting online dating websites 8% 6% 2% 3% 4% 

Watching movies/videos online 46% 38% 15% 13% 24% 

Listening to music/radio 55% 42% 15% 30% 36% 

Email 90% 83% 29% 51% 60% 

Education/learning 36% 31% 10% 10% 16% 

Working 48% 44% 9% 13% 18% 

Reading news, articles, books, etc. 68% 57% 23% 30% 42% 

Any financial activity 80% 75% 22% 30% 40% 

Any activity 98% 94% 40% 64% 73% 

 

As can be seen from the table, email has not lost popularity among Internet users ï 90% 

regularly check and send emails from their devices. Second place goes to reading (68%), 

and third place was shared between online shopping and social networking (66%). Social 

network activity on mobile devices was higher, coming in second place after emails while 

reading came third. 

80% of users used their devices to make financial transactions (electronic payments, 

online purchases, etc.), with 40% using mobile Internet for this. Cyber criminals also pay 

attention to mobile platforms: according to Kaspersky Security Network, which receives 
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information about cyber threats from around the world, the number of malicious programs 

designed to steal financial data from Android devices increased by 14 times last year. 

Due to the fact that most modern devices are equipped with wireless modules and, according 

to ABI Research, more than 4 million free Wi-Fi zones appeared in 2013 alone, it would also 

be interesting to know how people use Wi-Fi connections to do things online. The survey 

confirmed that the vast majority of respondents (90%) use Wi-Fi networks, and this 

percentage is even higher for tablets and smartphones: 98% and 96% respectively. 

 

Half of the respondents (55%) regularly use free public Wi-Fi networks and smartphone 

users are most active in this respect (41%). For comparison purposes, only 23% of 

respondents connect to the access points from their laptops, and 20% from their tablets. This 

may be due to two factors. Firstly, it is much faster and easier to connect to any free Wi-Fi 

network from your smartphone on the go, while tablets or laptops require more time to be 

used as a spontaneous workplace. Another factor may be the users understanding of the 

risks associated with accessing free Wi-Fi. In order to confirm or refute this hypothesis, 

respondents were asked whether they have used any additional security measures in these 

circumstances. 

It was found that only a third of users limit their online activity when connected to free Wi-Fi, 

even fewer (8%) increase the device's protection settings. At the same time, 12% of public 

Wi-Fi users log in to social networks, email and other sites, and another 6% make 

financial transactions or purchases online, thus endangering their data and money. 

The survey participants also reported how much time they spend on the Internet at home: 

38% of users spend between 2 and 9 hours per week on the Internet (approximately one 

hour per day), 35% spend between 10 and 29 hours per week online and 20% spend more 

than 30 hours online (more than 4 hours per day). 

https://www.abiresearch.com/press/global-wi-fi-hotspots-will-grow-to-71-million-in-2
https://www.abiresearch.com/press/global-wi-fi-hotspots-will-grow-to-71-million-in-2
http://www.securelist.com/en/blog/11162/WiFi_Airport_Lost_password
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Young people aged between 16 and 24 spend the most time online: 12% of them spend 

more than 50 hours a week on the Internet. Residents of Russia and the emerging markets 

spend the most time on the Internet (18% and 11% selected this option respectively). 

With such active use of the Internet and its many services, the users' devices inevitably 

contain data, some of which can be classified as critical to security, which will be discussed 

in the next section. 
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Section 3. Data stored on devices and 

attitudes towards this data 
 

The study showed that 92% of users store private information on their devices, the theft 

or loss of which may pose a serious risk. A third of respondents store financial data (bank or 

payment details, PIN codes), and 43% store login details and passwords for accessing email, 

social networks and other profiles: 

Data 
Any 

device 
Tablet 

Smart- 
phone 

Desktop/ 
laptop 

Photos/videos/music created by you 79% 60% 68% 71% 

Personal email messages 68% 49% 55% 61% 

Address book/phone contacts 61% 36% 69% 36% 

Files for personal use 61% 27% 23% 59% 

Files for work use 46% 18% 12% 45% 

SMS or MMS 42% 21% 60% 0% 

Work email messages 38% 23% 28% 34% 

Passwords for personal email accounts 31% 16% 18% 26% 

Passwords for personal online accounts 28% 14% 17% 23% 

Sensitive/personal information 27% 11% 13% 23% 

Other banking details 22% 10% 11% 18% 

Passwords for your work email account 17% 9% 9% 14% 

Other payment credentials  16% 7% 7% 14% 

PIN codes for online banking/payment systems 15% 7% 11% 10% 

Passwords for work via VPN/intranet access 9% 4% 4% 7% 

Any financial data 30% 15% 19% 25% 

Any passwords or account logins 43% 25% 30% 38% 

Any private/personal data 92% 80% 91% 88% 

 

It is worth noting that financial data, login details and passwords were more frequently used 

on traditional computers, while personal files were used on smartphones, which may be 

explained by the fact that phones now serve as a convergent device with rich functionality 

including, for example, a camera. However, the percentage of users storing information of 

interest to cyber criminals (financial data and passwords to their accounts) on mobile devices 

is also quite high. At the same time, smartphones are more likely to be vulnerable to attacks, 

as shown in previous sections. 
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According to the survey, users say that their media files are the most important for them 

(50% of respondents chose this option), with personal files (30%) and work documents 

(25%) coming second and third. Banking data only came fifth (20%), while only 9% of users 

selected passwords. These statistics suggest that most users value the importance of the 

data stored on their device from an emotional point of view rather than looking at how useful 

this data could be to cyber criminals. 

 

Despite the fact that precious memories and the fruits of intellectual labour are priorities for 

the users, only 29% confirmed that they backed up all of their files. The smallest number of 

users doing so live in China (12%) and Russia (13%). In contrast, 11% of all respondents 

said that they do not back up and do not plan to do so in future, and in Russia the portion of 

such users was 22%. 
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87% of those who still back up their files use physical media such as external hard drives 

(79%), as well as CDs and DVDs (8%), with only 12% using cloud storage. 88% of those 

who use cloud storage also synchronise all or part of their devices using this method. 

Significantly, 24% of respondents using physical media to back up lost their data at 

some point because the media had been damaged (10%), stolen (3%), lost (10%) or had 

become unreadable (8%). However, despite the risks associated with physical media, many 

users do not trust cloud storage ï 22% of respondents are not sure that their data will be 

safe, and another 31% would not save their most important files using cloud storage because 

they are scared of leaks. 

The following section will describe the cyber threats that users currently face. 
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Section 4. Cyber threats faced by users and 

their implications 
 

Respondents described the dangerous situations they had faced on the web over the last 12 

months, and rated how negatively this had affected them. B2B International experts then 

calculated the average cost of "successful" cyber attacks for users. 

¶ 31% of respondents admitted that their device had been infected by malware: 

 

Users who were most affected by this cyber threat live in the Asia-Pacific region (61%), 

emerging markets (59%) and China (52%). An interesting point was that Windows users 

were not the most affected by malware over the 12 month period in question. Those who 

prefer to access the Internet via smartphones and Android tablets were actually the most 

common victims, 41% and 36% respectively.  

¶ 14% of users reported that their account for social networks, email or payment 

systems had been attacked (30% in the Asia-Pacific region and 26% in China and 

Russia): 
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¶ 43% faced various online threats that aimed to access the users' money: 

According to statistics, financial threats are most common for fans of Apple devices (52% on 

the iPad, 51% on desktop computers, 49% on the MacBook) and Android tablet users (50%). 

It is interesting to note that respondents who spend more time online using tablets are more 

likely to face attempts to access their finances. 

Moreover, 9% of Android tablet owners reported that money had been stolen from 

them as a result of online fraud. The average for all devices was 5%. This may be due to 

the fact that Android devices are the most vulnerable according to the survey. 

If we calculate the direct and indirect financial losses users faced due to various cyber 

threats, we get the figures given below. 

As a result of infection by malware or an account being hacked, a fifth (21% of respondents) 

incurred costs in buying special software, paying an IT specialist, replacing device 

components, etc. In this respect, the average "price" of this type of attack over the past 12 

months was $161. The most "expensive" malware incidents occurred in countries of the Asia-

Pacific region ï $212. 

For respondents who had money stolen from them directly via a fraudulent scheme, the 

average cost per user per incident was $218, with 18% of users having lost an amount 

exceeding $1000: 
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In terms of the biggest losses reported by users from Europe and North America, the 

average amount of money stolen was $314 and $263 respectively. Most money was lost by 

people aged between 25 and 34: 

 

We should note that 44% of victims said that they were unable to fully recover their 

stolen money. The most unlucky users in this respect were from Russia ï 71% of Russian 

users did not get their money back in full; the lowest figure was from North America (28%). 

Such a large gap can be explained by the policies of financial and e-commerce companies 

for recovering funds for users and victims of financial fraud, which vary from country to 

country.

 

Having established the threats faced by the respondents during the period in question and 

the costs incurred, we can compare this information with what they think about the threats 

they face, what they know about the current cyber threat landscape and who they think is 

responsible for their protection. The next section will discuss these points.  
































