T UM | A AT e QUM W |

BULLETIN 2013 ’}ALWARE

\jap T oﬂ .HP W

KASPER§KYS




s

The top stories of 2013

Costin Raiu, David Emm

Once again, it's time for us to deliver our customary retrospective of the key events that have defined the
threat landscapein 2013. Let’s start by looking back at the things we thought would shape the year ahead,
based on the trends we observed in the previous year.

m Targeted attacks and cyber-espionage

m The onward march of ‘hacktivism’

m Nation-state-sponsored cyber-attacks

m The use of legal surveillance tools

m Cloudy with a chance of malware

m Vulnerabilities and exploits

m Cyber extortion

= Who do you trust?

® Mac OS malware

= Mobile malware

m Dude, where's my privacy?!

If we now focus on the highlights on 2013, you can judge for yourself how well we did in predicting the
future.
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New “old” cyber-espionage campaigns

Quite often, the roots of targeted attacks reach back in time from the point at which they
become known and are analyzed and reported. It’s true also of some of the major cyber-espio-
nage campaigns we've seen this year.

Red October is a cyber-espionage campaign that has affected hundreds of victims around the
world - including diplomatic and government agencies, research institutions, energy and
nuclear groups and trade and aerospace organizations. We have published the results of our
analysis in January 2013, but it's clear that the campaign dates back to 2008. The malware is
highly sophisticated — among other things, it includes a ‘resurrection mode’ that enables the
malware to re-infect computers. Interestingly, Red October didn't just harvest information
from traditional endpoints, but also from mobile devices connected to the victims’ networks
— a clear recognition by cybercriminals that mobile devices are a core component of today's
business environment and contain valuable information.

Operation “Red October”

Victims of advanced cyber-espionage network
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RedOctober victims map

In February, we published our analysis of MiniDuke, designed to steal data from government
agencies and research institutions. Our analysis uncovered 59 high profile victim organiza-
tions in 23 countries. MiniDuke combined the use of ‘old school’ social engineering tactics
with sophisticated techniques. Compromised endpoints received instructions from the com-



http://www.securelist.com/en/analysis/204792262/Red_October_Diplomatic_Cyber_Attacks_Investigation
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mand-and-control server via pre-defined Twitter accounts (and used Google search as a fallback
method).

We learned of a wave of attacks in March that targeted top politicians and human rights
activists in CIS countries and Eastern Europe. The attackers used the TeamViewer remote ad-
ministration tool to control the computers of their victims, so the operation became known
as ‘TeamSpy’. The purpose of the attacks was to gather information from compromised
computers. Though not as sophisticated as Red October, NetTraveler and other campaigns,
this campaign was nevertheless successful —indicating that not all successful targeted attacks
need to build code from scratch.

NetTraveler (also known as “NetFile”), which we announced in June, is
another threat that, at the time of discovery, had long been active - in
this case, since 2004.

This campaign was designed to steal data relating to space exploration,
nano-technology, energy production, nuclear power, lasers, medicine
and telecommunications. NetTraveler was successfully used to compro-
mise more than 350 organizations across 40 countries. The targets were

from state and private sector organizations that included government
agencies, embassies, oil and gas companies, research centers, military

NEtFlI9'801 .exe contractors and activists.

In April we published a report on the cybercrime group ‘Winnti'. This group, active since 2009,
focuses on stealing digital certificates signed by legitimate software vendors, as well as intel-
lectual property theft (including theft of source code for online game projects). The Trojan
used by the group operated as a fully-functional Remote Administration Tool — giving the
attackers full control over the compromised computer. In total, we found that more than 30
companies in the online gaming industry fell victim to the group’s activities — mostly in South-
East Asia, but also affecting companies in Germany, the US, Japan, China, Russia, Brazil, Peru,
Belarus and the UK. This group is still active.

The Icefog attacks that we announced in September (discussed in the next section of this
report) were focused on the supply chain and, as well assensitive data from within the target
networks, also gathered e-mail and network credentials to resources outside the target
networks.



http://www.securelist.com/en/analysis/204792287/Winnti_More_than_just_a_game
http://www.securelist.com/en/analysis/204792307/The_Icefog_APT_Frequently_Asked_Questions
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Cyber-mercenaries: a new emerging trend

On the face of it, Icefog seems to be a targeted attack like any other. It's a cyber-espionage
campaign, active since 2011, focused mainly in South Korea, Taiwan and Japan, but also in the
US, Europe and China. Similarly, the attackers use spear-phishing e-mails — containing either
attachments or links to malicious web sites — to distribute the malware to their victims. As with
any such attack, it's difficult to say for sure how many victims there have been, but we have
o seenseveral dozen victims running Windows and more than
350 running Mac OS X (most of the latter are in China).

OF CLOAK AND THREE However, there are some key distinctions from other attacks

?‘DAGGE}I}S that we've discussed already. First, Icefog is part of an

\  =“=£ 7" -also known as “three

| coages”r e s s an emerging trend that we're seeing — attacks by small groups
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of cyber-mercenaries who conduct small hit-and-run attacks.
Second, the attackers specifically targeted the supply chain
— their would-be victims include government institutions,
military contractors, maritime and ship-building groups, tel-
ecommunications operators, satellite operators, industrial
and high technology companies and mass media. Third, their
campaigns rely on custom-made cyber-espionage tools for
Windows and Mac OSX and they directly control the compro-
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mised computers; and in addition to Icefog, we have noticed

that they use backdoors and other malicious tools for lateral
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movement within the target organizations and for exfiltra-
tion of data.

The Chinese group ‘Hidden Lynx’, whose activities were reported by researchers at Symantec

in September, fall into the same category - ‘guns-for-hire’ performing attacks to order using
cutting-edge custom tools. This group was responsible for, among others, an attack on Bit9
earlier this year. Going forward, we predict that more of these groups will appear as an under-
ground black market for “APT" services begins to emerge.



http://www.symantec.com/connect/blogs/hidden-lynx-professional-hackers-hire
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Hacktivism and leaks

Stealing money - either by directly accessing bank accounts or by stealing confidential data-is
not the only motive behind security breaches. They can also be launched as a form of political
or social protest, or to undermine the reputation of the company being targeted. The fact is
that the Internet pervades nearly every aspect of life today. For those with the relevant skills,
it can be easier to launch an attack on a government or commercial web site than it is to co-or-
dinate a real-world protest or demonstration.

One of the weapons of choice for those who have
an ax to grind is the DDoS (Distributed Denial of
Service) attack. One of the biggest such attacks
in history (some would say *the* biggest) was
directed at Spamhaus in March. It's estimated

that, at its peak, the attack reached a through-
put of 300gbps. One organization suspected
of launching it was called Cyberbunker. The

conflict between this organization and Spamhaus
dates back to 2011, but reached a peak when
Cyberbunker was blacklisted by Spamhaus a
few weeks before the incident. The owner of

Cyberbunker denied responsibility, but claimed to
be a spokesperson for those behind it. The attack
was certainly launched by someone capable of
generating huge amounts of traffic. To mitigate

this, Spamhaus was forced to move to CloudFlare,

N VA
A Q a hosting and service provider known for dissipat-

ing large DDoS attacks. While some of the ‘it's the
end of the world as we know it’ headlines might have overstated the effects of this event, the
incident highlights the impact that a determined attacker can have.

While the attack on Spamhaus appears to have been an isolated incident, ongoing hacktiv-
ist activities by groups who have been active for some time have continued this year. This
includes the ‘Anonymous’ group. This year it has claimed responsibility for attacks on the
US Department of Justice, MIT (Massachusetts Institute of Technology) and the web sites
of various governments - including Poland, Greece, Singapore, Indonesia and Australia. The
group also claims to have hacked the wi-fi network of the British parliament during protests in
Parliament Square during the first week of November.

Those claiming to be part of the ‘Syrian Electronic Army’ (supporters of Syria’s president,
Bashar-al-Assad) have also been active throughout the year. In April, they claimed responsi-



http://www.securelist.com/en/blog/208194203/The_Biggest_DDoS_Ever_that_Almost_Broke_the_Internet
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bility for hacking the Twitter account of Associated Press and sending a false tweet reporting
explosions at the White House — which wiped $136 billion off the DOW. In July the group
compromised the Gmail accounts of three White House employees and the Twitter account of

Thomson Reuters.

It's clear that our dependence on technology, together with the huge processing power built
into today’'s computers, means that we're potentially vulnerable to attack by groups of people
with diverse motives. So it's unlikely that we'll see an end to the activities of hacktivists or
anyone else choosing to launch attacks on organizations of all kinds.
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Ransomware

The methods used by cybercriminals to make money from their victims are not always subtle.
‘Ransomware’ programs operate like a computer-specific ‘denial-of-service’ attack — they block
access to a computer’s file system, or they encrypt data files stored on the computer. The
modus operandi can vary. In areas where levels of software piracy are high, for example, ran-
somware Trojans may claim to have identified unlicensed software on the victim’s computer
and demand payment to regain access to the computer. Elsewhere, they purport to be pop-up
messages from police agencies claiming to have found child pornography or other illegal
content on the computer and demanding a fine. In other cases, there’s no subterfuge at all
- they simply encrypt the data and warn you that you must pay in order to recover your data.
This was the case with the Cryptolocker Trojan that we analyzed in October.

Cryptolocker encrypts data stored on a computer, making it impossible to access or restore it
without knowing a special key. The cybercriminals give their victims only three days to pay up
—and they reinforce their message with scary wallpaper that warns them that if they don’t pay
up in time their data will be gone forever. They accept different forms of payment, including
Bitcoin. The most affected countries are the UK and US, distantly followed by India, Canada
and Australia.

Us GB IN CA AU FR (N ES NZ IE IT MY TH ZA AE BD ID KR PL DE NL HK PK BG GR 56 TR TW BE

In this case there’s little difficulty in removing the malicious application, or even rebuilding
the infected computer. But the data may potentially be lost forever. Sometimes in the past,
we've been able decrypt the hijacked data. But that isn’'t always possible if the encryption is
very strong, as with some of the Gpcode variants. Itis also true of Cryptolocker. That's why it’s
essential that individuals and businesses always make regular backups. If data is lost — for any
reason —an inconvenience doesn’t turn into a disaster.



http://www.securelist.com/en/blog/208214109/Cryptolocker_Wants_Your_Money
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Cryptolocker wasn’t the only extortion program that made the headlines this year. In June
we saw an Android app called ‘Free Calls Update’ — a fake anti-malware program designed to
scare its victims into paying money to remove non-existent malware from the device. Once
installed, the app tries to gain administrator rights: this allows it to turn wi-fi and 3G on and
off; and prevents the victim from simply removing the app. The installation file is deleted
afterwards, in a ploy to evade detection by any legitimate anti-malware program that may be
installed. The app pretends to identify malware and prompts the victim to buy a license for
the full version to remove the malware.
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Mobile malware and app store (in)security

The explosive growth in mobile malware that began in 2011 has continued this year. There are
now more than 148,427 mobile malware modifications in 777 families. The vast majority of it,
as in recent years, is focused on Android — 98.05% of mobile malware found this year targets
this platform. This is no surprise. This platform ticks all the boxes for cybercriminals: it's wide-
ly-used, it's easy to develop for and people using Android devices are able to download
programs (including malware) from wherever they choose. This last factor is important: cyber-
criminals are able to exploit the fact that people download apps from Google Play, from other
marketplaces, or from other web sites. It's also what makes it possible for cybercriminals to
create their own fake web sites that masquerade as legitimate stores. For this reason, there is
unlikely to be any slowdown in development of malicious apps for Android.

The threat isn’t just growing in volume. We're seeing increased complexity too. In June we
analyzed the most sophisticated mobile malware Trojan we’'ve seen to-date, a Trojan named

Obad. This threat is multi-functional: it sends messages to premium rate numbers, downloads
and installs other malware, uses Bluetooth to send itself to other devices and remotely
performs commands at the console. It is also impossible for the victim to simply remove the
malware from the device. Obad also uses multiple methods to spread. In addition to Bluetooth,
it spreads through a fake Google Play store, by means of spam text messages and through redi-
rection from cracked sites. On top of this, it's also dropped by another mobile Trojan — Opfake.
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Watering-hole attacks

When targeting a specificcompany, cybercriminals sometimes utilize method known as a ‘water-
ing-hole’ attack, which combines two attack methods: spear-phishing and drive-by downloads.
The attackers study the behavior of people who work for a target organization, to learn about
their browsing habits. Then they compromise a web site that is frequently used by employees
— preferably one that is run by a trusted organization that is a valuable source of information.
When employees visit a web page on the site, they are infected - typically a backdoor Trojan is
installed that allows the attackers to access the company’s internal network. In effect, instead
of chasing the victim, the cybercriminal lies in wait at a location that the victim is highly likely
to visit — hence the watering-hole analogy.

It's a method of attack that has proved successful for cybercriminals this year. Hard on the
heels of our report on the Winnti attacks, we found a Flash Player exploit on a care-giver web
site that supports Tibetan refugee children, the ‘Tibetan Homes Foundation’. It turned out
that this web site was compromised in order to distribute backdoors signed with stolen certif-
icates from the Winnti case. This was a classic case of a watering-hole attack — the cybercrimi-
nals had researched the preferred sites of their victims and compromised them in order to
infect their computers. We saw the technique used again in August, when code on the Central
Tibetan Administration web site started to redirect Chinese-speaking visitors to a Java exploit
that dropped a backdoor used as part of a targeted attack.
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Thenin September we saw further watering-hole attacks directed against these groups as part
of the NetTraveler campaign. All of these attacks are further testimony to the fact that you
don’'t need to be a multi-national corporation, or other high-profile organization, to become
the victim of a targeted attack.

11
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The need to re-fForge the weakest link in the
security chain

Many of today’s threats are highly sophisticated. This is especially true for targeted attacks,
where cybercriminals develop exploit code to make use of unpatched application vulnerabili-
ties, or create custom modules to help them steal data from their victims. However, often the
first kind of vulnerability exploited by attackers is the human one. They use social engineering
techniques to trick individuals who work for an organization into doing something that jeop-
ardizes corporate security. People are susceptible to such approaches for various reasons.
Sometimes they simply don't realize the danger. Sometimes they're taken in by the lure of
‘something for nothing’. Sometimes they cut corners to make their lives easier — for example,

using the same password for everything.

Many of the high profile targeted

attacks that we have analyzed this
year have started by ‘hacking the
human’. Red October, the series
of attacks on Tibetan and Uyghur
activists, MiniDuke, NetTraveler and
Icefog all employed spear-phishing to
get an initial foothold in the organ-
izations they targeted. They frame
their approaches to employees using
data that they're able to gather from a
company web site, public fForums and
by sifting through the various snippets of information that people post in social networks.
This helps them to generate e-mails that look legitimate and catch people off-guard.

Of course, the same approach is also adopted by those behind the mass of random, speculative
attacks that make up the majority of cybercriminal activities — the phishing messages sent out
in bulk to large numbers of consumers.

Social engineering can also be applied at a physical level; and this dimension of security is
sometimes overlooked. Even if the need for staff awareness is acknowledged, the methods
used are often ineffective. Yet we ignore the human factor in corporate security at our peril,
since it's all too clear that technology alone can’t guarantee security. Therefore it's important
for all organizations to make security awareness a core part of their security strategy.

12
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Privacy loss: Lavabit, Silent Circle, NSA and the
loss of trust

No ITSec overview of 2013 would be complete without mentioning Edward Snowden and
the wider privacy implications which followed up to the publication of stories about Prism,
XKeyscore and Tempora, as well as other surveillance programs.

Perhaps one of the Ffirst visible effects was the shutdown of the encrypted Lavabit e-mail
service. We wrote about it here. Silent Circle, another encrypted e-mail provider, decided to
shut down their service as well, leaving very few options for private and secure e-mail exchange.
The reason why these two services shut down was their inability to provide such services under

pressure from Law Enforcement and other governmental agencies.

Another story which has implications over privacy is the NSA sabotage of the elliptic curve

cryptographic algorithms released through NIST. Apparently, the NSA introduced a kind of
“backdoor” in the Dual Elliptic Curve Deterministic Random Bit Generation (or Dual EC DRBQ)
algorithm. The “backdoor” supposedly allows certain parties to perform easy attacks against a
particular encryption protocol, breaking supposedly secure communications. RSA, one of the
major encryption providers in the world noted that this algorithm was default in its encryption
toolkit and recommended all their customers to migrate away from it. The algorithm in
question was adopted by NIST in 2006, having been available and used on a wide scale at least
since 2004.

Interestingly, one of the widely discussed incidents has direct implications for the antivirus
industry. In September, Belgacom, a Belgian telecommunications operator announced it was
hacked. During aroutine investigation, Belgacom staff identified an unknown virusin a number
of servers and employee computers. Later, speculations appeared about the origin of the virus

13


https://www.securelist.com/en/blog/9149/Securing_your_Email_space
http://www.wired.com/threatlevel/2013/09/rsa-advisory-nsa-algorithm/
http://threatpost.com/belgian-telco-belgacom-compromised
http://threatpost.com/belgian-telco-belgacom-compromised

KASPERSKY SECURITY BULLETIN 2013 THE TOP STORIES OF 2013

and the attack, which pointed towards GCHQ and NSA. Although samples of the malware have
not been made available to the security industry, further details appeared which indicate the
attack took place through “poisoned” LinkedIn pages that had been booby-trapped through

man-in-the-middle techniques, with links pointing to CNE (computer network exploitation)
servers.

All these stories about surveillance have also raised questions about the level of coopera-
tion between security companies and governments. The EFF, together with other groups,
published a letter on 25th October, asking security vendors a number of questions regarding

the detection and blocking of state-sponsored malware.

At Kaspersky Lab, we have a very simple and straightforward policy concerning the detection
of malware: We detect and remediate any malware attack, regardless of its origin or purpose.
There is no such thing as “right” or “wrong” malware for us.

14


http://arstechnica.com/tech-policy/2013/11/uk-spies-continue-quantum-insert-attack-via-linkedin-slashdot-pages/
http://arstechnica.com/security/2013/10/dear-av-provider-do-you-enable-nsa-spying-yours-eff/

KASPERSKY SECURITY BULLETIN 2013 THE TOP STORIES OF 2013

I Android
2,49%

I Windows components

2,63%

M Oracle Java

90,52%

Vulnerabilities and zero-days

Cybercriminals have continued to make widespread use of vulnerabilitiesin legitimate software
to launch malware attacks. They do this using exploits — fragments of code designed to use a
vulnerability in a program to install malware on a victim’s computer without the need for any
user interaction. This exploit code may be embedded in a specially-crafted e-mail attachment,
or it may target a vulnerability in the browser. The exploit acts as a loader for the malware the
cybercriminal wishes to install.

Of course, if an attacker exploits a vulnerability is known only to the attacker — a so-called
‘zero-day’ vulnerability — everyone using the vulnerable application will remain unprotected
until the vendor has developed a patch that closes up the loophole. But in many cases cyber-
criminals make successful use of well-known vulnerabilities for which a patch has already been
released. This is true for many of the major targeted attacks of 2013 —including Red October,
MiniDuke, TeamSpy and NetTraveler. And it's also true for many of the random, speculative
attacks that make up the bulk of cybercrime.

Cybercriminals focus their attention on applications that are widely-used and are likely to
remain unpatched for the longest time — giving them a large window of opportunity through
which to achieve their goals. In 2013, Java vulnerabilities accounted for around 90.52% of
attacks, while Adobe Acrobat Reader accounted for 2.01%. This follows an established trend
and isn't surprising. Java is not only installed on a huge number of computers (3 billion,
according to Oracle), but its updates are not installed automatically. Adobe Reader continues
to be an application exploited by cybercriminals, though the volume of exploits for this appli-
cation has reduced greatly over the last 12 months, as a result of Adobe’s more frequent (and,
in the latest version, automatic) patch routine.

M Adobe Acrobat Reader M Internet Explorer To reduce their ‘attack surface’, busi-

2,01% 1,32% nesses must ensure that they run the

M AdobeFlashPlayer  |3test versions of all software used in the
0,53%

| MS Office
0,51%

company, apply security updates as they
become available and remove software
that is no longer needed in the organi-
zation. They can further reduce risks by
using a vulnerability scanner to identify
unpatched applications and by deploying
an anti-malware solution that prevents
the use of exploits in un-patched
applications.
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The ups and downs of cryptocurrencies - how
the Bitcoins rule the world

In 2009, a guy named Satoshi Nakamoto published a paper that would revolutionize the world
of e-currencies. Named “Bitcoin: A Peer-to-Peer Electronic Cash System”, the paper defined
the foundations for a distributed, de-centralized financial payment system, with no trans-
action fees. The Bitcoin system was implemented and people started using it. What kind of
people? In the beginning, they were mostly hobbyists and mathematicians. Soon, they were
joined by others — mostly ordinary people, but also cybercriminals and terrorists.

Back in January 2013, the Bitcoin was priced at 13$. As more and more services started
adopting the Bitcoin as a means for payment, the price rose. On April 9, 2013, it reached $260
dollars (the average price was $214) before crashing the next day as Bitcoin-rich entities
started swappina them for real life monev.
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Bitcoin daily average price (Mt. Gox,

In November 2013, the Bitcoin started gaining strength again, surpassing the 400$ mark,
heading towards 450$ and perhaps above. So why are Bitcoins so popular? First of all, they
provide an almost anonymous and secure means of paying for goods. In the wake of the sur-
veillance stories of 2013, there is perhaps little surprise that people are looking for alternative
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forms of payment. Secondly, there is perhaps little doubt that they are also popular with cy-
bercriminals, who are looking at ways to evade the law.

On Friday, October 25, during a joint operation between the FBI and the DEA, the infamous
Silk Road was shut down. Silk Road was “a hidden website designed to enable its users to

buy and sell illegal drugs and other unlawful goods and services anonymously and beyond
the reach of law enforcement”, according to the Press Release from the US Attorney’s Office.
It was operating on Bitcoins, which allowed both sellers and customers to remain unknown.
The FBI and DEA seized about 140k Bitcoins (worth approximately $56 mil, at today’s rates)
from “Dread Pirate Roberts”, Silk Road’s operator. Founded in 2011, Silk Road was operating
through the TOR Onion network, having amassed over 9.5 million BTC in sales revenue.

In May, we wrote about Brazilian cybercriminals trying to impersonate Bitcoin exchange

houses. Bitcoin mining botnets have also appeared, as well as malware designed to steal

Bitcoin wallets.

Althoughit's clear that cybercriminals have found safe havens in Bitcoins, there are also many
other users who have no malicious intentions. As Bitcoin becomes more and more popular, it
will be interesting to see if there is any government crackdown on the exchanges in a bid to
put a stop to theirillicit usage.

If you happen to own Bitcoins, perhaps the most important problem is how to keep them safe.
You can find some tips in this post published by our colleagues Stefan Tanase and Sergey
Lozhkin.

17
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Conclusions and looking forward:
“2014, the year of trust”

Back in 2011, we said the year was explosive. We also predicted 2012 to be revealing and

2013 to be eye opening.

Indeed, some of the revelations of 2013 were eye opening and raised questions about the
way we use the Internet nowadays and the category of risks we face. In 2013, advanced threat
actors have continued large-scale operations, such as RedOctober or NetTraveler. New tech-
niques have been adopted, such as watering-hole attacks, while zero-days are still popular
with advanced actors. We've also noticed the emergence of cyber-mercenaries, specialized
“for hire” APT groups focusing on hit-and-run operations. Hacktivists were constantly in the
news, together with the term “leak”, which is sure to put fear into the heart of any serious
sys-admin out there. In the meantime, cybercriminals were busy devising new methods to
steal your money or Bitcoins; and ransomware has become almost ubiquitous. Last but not

least, mobile malware remains a serious problem, for which no easy solution exists.

Of course, everyone is curious about how all these stories are going to influence 2014. In our
opinion, 2014 will be all about rebuilding trust.

Privacy will be a hot subject, with its ups and downs. Encryption will be back in fashion and
we believe countless new services will appear, claiming to keep you safe from prying eyes.
The Cloud, the wonder child of previous years, is now forgotten as people have lost trust and
countries begin thinking more seriously about privacy implications. In 2014, financial markets
will probably Feel the ripples of the Bitcoin, as massive amounts of money are being pumped
in from China and worldwide. Perhaps the Bitcoin will reach the mark of $10,000, or perhaps it
will crash and people will start looking for more trustworthy alternatives.
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The number of serious cyber-attacks detected over the last two years has increased so much
that new attacks rarely cause much surprise. It's now commonplace for antivirus companies to
issue areport about the discovery of another botnet or highly sophisticated malware campaign
that is gathering data.

Companies are increasingly falling victim to cyber-attacks. According to a survey conducted by
Kaspersky Lab and B2B International, 91% of the organizations polled suffered a cyber-attack
at least once over a 12-month period, while 9% were the victims of targeted attacks.

Viruses, worms, spyware and other malicious programs 66%

Spam 61%

Phishing attacks

X

* I
a
ES

Network intrusion / hacking

Theft of mobile devices (smartphones/tablets) 21%

- I

°
=

DoS,DDoS attacks

3

Theft of larger hardware (desktops, laptops etc.)

Corporate espionage (involving people,not IT systems) 13%

Targeted attacks aimed specifically
at our organization / brand

o
S

None

2
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The extensive use of computers and other digital devices in all areas of business has created
ideal conditions for cyber espionage programs and malware capable of stealing corporate
data. The potential is so great that malicious programs may soon completely replace company
insiders as a way of gathering information. However, the risks to the corporate sector do not
end there. This dependence on the reliable operation of computers and the channels that
connect them means cybercriminals are presented with a variety of other ways to target
companies using destructive programs, from so-called encryptors and shredders that spread
like the plague in a corporate environment, to an army of zombies that devours every available
resource on web servers and data transfer networks.

The motives

m Stealing information. The theft of valuable corporate data, commercial secrets, personal
data of staff and customers, and monitoring of company activities are common goals of
businesses that turn to cybercriminals to penetrate their competitors’ networks or govern-
ment intelligence agencies.

m Wiping data or blocking infrastructure operations. Some malicious programs are used to
carry out a form of sabotage — destroying critical data or disrupting a company’s operational
infrastructure. For example, the Wiper and Shamoon Trojans irrevocably wipe system data
from workstations and servers.

m Stealing money. Companies can incur financial losses as a result of activity by specialized
Trojan programs capable of stealing money via online banking systems or which perform
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m Damaging a company’s reputation. Malicious users are attracted by successful
companies and official websites with high visitor numbers, especially those in the
Internet service sphere. A compromised corporate site that redirects visitors to malicious
resources, malicious advertising banners or banners that display a political message
can cause significant damage to a company’s reputation in the eyes of its clients.

Another serious reputational risk is linked to the theft of digital certificates. For public cer-
tification authorities, for example, the loss of certificates or the penetration of the digital
certificate infrastructure can, in some cases, lead to a complete breakdown in trust and the
subsequent closure of the business.

m Financial losses. One popular method of causing direct damage to a company or or-
ganization is by subjecting it to a DDoS attack. Cybercriminals are continuously coming
up with new ways of carrying out such attacks. As a result of a DDoS attack a company'’s
public-facing web resources can be put out of action for several days. In situations
like this clients not only have no access to a company's services — resulting in direct
financial losses for the latter — but they also start looking for a more reliable company,

which in turn reduces the customer base and results in long-term financial losses.

2013 saw an increase in the popularity of DNS Amplification attacks where malicious users,
with the help of botnets, send recursive queries to DNS servers, reflecting the amplified
response to the targeted system. This was the tactic used in one of the most powerful DDoS
attacks this year — the attack on the Spamhaus site.

Target organizations

When it comes to the mass distribution of malicious programs any company can be affected.
Notorious banking Trojans such as ZeuS and SpyEye can penetrate the computers of even small
commercial organizations resulting in the loss of money and intellectual property.

However, there are also numerous cases of
carefully planned activity aimed at infecting
the network infrastructure of a specific or-
ganization or individual. The results of our
research showed that in 2013 the victims of
these targeted attacks included companies
from the oil and telecommunications in-

dustries, scientific research centers, as well
as companies working in sectors such as
aerospace, shipbuilding and other hi-tech
industries.
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Preparing an attack

Cybercriminals have a large array of sophisticated tools to help them penetrate corporate
networks. Planning a targeted attack on a company can take several months, after which all
available tactics are deployed, starting with social engineering and progressing to exploits for
unknown software vulnerabilities.

The attackers meticulously examine the target company’s commercial profile, public resources,
websites, employee profiles on social networks, announcements and the results of various
presentations, exhibitions etc. for any piece of useful information. When planning a strategy
for an intrusion and subsequent data theft, the criminals may study the company’s network

infrastructure, network resources and communication centers.

When planning their attack, the cybercriminals may create a fake malicious website that is an
exact copy of the target’s own site and register it with a similar domain name. It will then be
used to trick users and infect their computers.

Intrusion techniques

One of the most popular techniques for inserting malware in corporate networks in 2013 was
to send emails containing malicious attachments to company employees. More often than
not, the documents in these emails were in familiar Word, Excel or PDF formats. When the
attached Ffile is opened a software vulnerability — if present - is exploited and the system is

infected by a malicious program.

Weak link

Employees who regularly have to communicate with
people outside their corporate structure are often the
recipients of malicious emails. More often than not the
recipients work in the public relations department.
Departments involved in hiring new staff also receive
lots of emails from external users. A cybercriminal may
pretend to be a potential candidate for a job, and send
aresume in an infected PDF file. OF course, the file will
be opened by an HR employee, and if there is a vulnera-
bility on the workstation, it will then be infected.

Finance departments may also receive malicious messages under the guise of requests or
demands from the tax authorities, while legal departments might receive messages that
appear to be from judicial bodies, the police or other government agencies.
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Social Engineering

The content of the message is intended to pique the interest of the employee it addresses,
whetherin relation to his/her job responsibilities or the company’s general sphere of business.
For instance, the hacking group Winnti sent messages to private video game manufacturers
suggesting possible cooperation as part of a targeted attack:

The plan the development of games

liyy wofl (wofl.liyy@gmail.com) [Jobaswre koxrakr 29,09.2012 4:58
Kowmy: pr@

E KO-ELL.jpg.rar

|»

dear friend ,

I have communicated with operation department of your company ,we want to
develop a webgame ( shown in adjunct file) with your company.As our comany is in
entrepreneurial stage , we're lick of talents and resources,we just want to find a good
company to cooperate with . we hope you can give us some suggestions ,thank you !

=

The spyware Miniduke was distributed in a letter about Ukraine’s foreign policy plans and
Ukraine-NATO relations:

Ukraine’s NATO Membership
Action Plan (MAP) Debates

PONARS Eurasia Policy Memo No. 9

Oleksandr Sushko
Center for Peace, Conversion, and Foreign Policy of Ukraine
March 2008

The North Atlantic Treaty Organization is expected to address Ukraine and Ceorgia's
requests to upgrade their relationship with the alliance at its Bucharest summit in April
2008, even if a direct response is not forthcoming, Ukraine submitted its official request
to receive a Membership Action Plan (MAP) in January, setting off a new round of
debates discussing the credibility of Ukraine’s ambitions to become a full-fledged
member of the Euro-Atlantic community.

The debate over a Ukrainian MAFP began in May 2002. when Ukraine's National
Security and Defense Council (NSDC) approved a strategy later signed by President
Leonid Kuchma stipulating Ukraine’s objectives to become a full NATO member. Given
substantial problems with democracy, human rights, and media freedoms within
Ukraine, this ambition (considered mostly as an element of Kuchma's multi-vector
policy) was not addressed by NATO at the time.

Following the Orange Revolution, President Viktor Yushchenko declared his desire
to move forward toward NATO membership. NATO formally invited Ukraine to enter
into an “Intensified Dialogue” (ID) at its meeting in Vilnius in April 2005. This created
a forum to discuss Ukraine’s membership aspirations and the reforms necessary
without prejudicing an eventual decision by the alliance. A meeting of the NATO-
Ukraine Commission aleo agreed on a series of concrete and immediate measures to
enhance cooperation supporting Ukraine's reform priorities. Ukraine has pursued its
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Vulnerabilities and exploits

Cybercriminals actively use exploits to known software vulnerabilities.

The renowned Red October, for instance, used at least three different exploits to known vul-
nerabilities in Microsoft Office: CVE-2009-3129 (MS Excel), CVE-2010-3333 (MS Word) and
CVE-2012-0158 (MS Word). Nettraveler used an exploit of CVE-2013-2465, which is a vulnera-
bility of Java versions 5, 6 and 7; it was only patched by Oracle in June 2013.

However, so-called zero-day vulnerabilities — currently unknown to the software manufactur-
er — are the most dangerous. Cybercriminals actively search popular programs for unknown
loopholes and create exploits to them. If such a vulnerability exists in a piece of software, it
is very likely to get exploited. Miniduke used such a vulnerability (CVE-2013-0640) in Adobe
Reader versions 9, 10, 11 — it was unknown at the time of the attack.

Technologies

Cybercriminals continuously improve malware, using unconventional approaches and solutions
to steal information.

Red October, onceit got a foothold within a system, worked as a multifunctional module-based
platform. It added various modules to the infected system depending on the set target. Each
of these modules performed a certain range of actions: from collecting information about
the infected computer and its network infrastructure, stealing various passwords, keylogging,
self-propagation, sending stolen information etc.
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It should be also noted that cybercriminals have also responded to the development of mobile
technologies and the spread of mobile devices in corporate environments. A modern smart-
phone or tablet PC is effectively a full-bodied workstation storing a huge amount of data, and
thusis a potential target for cybercriminals. The creators of Red October developed dedicated
modules which determined when smartphones running under Apple iOS, Windows Mobile as
well as cellphones manufactured by Nokia connected to the infected workstation, copied data
from them and sent it to the C&C server.

The creators of Kimsuky have integrated an entire module into their piece of malware which
can remotely manage infected systems. Interestingly, they have done so with the help of
TeamViewer, a quite legitimate remote management tool, by introducing slight modifications
into its program code. After that, operators could manual connect to infected computers to
collect and copy information that was of interest.

The Winnti hacker group stole digital certificates from the corporate networks of online game
manufacturers, and used them to sign their malicious driver, subsequently infecting other
companies. For example, a digital certificate was stolen from the South Korean company KOG.
When we informed the company about the theft, the compromised certificate was revoked.

This is the revoked certificate:

G

Certificate

Digital Signature Details 7 |[=

General | Advanced General |De13ils | Certification Path

— . Digital Signature Information
@‘ A certificate was explictly revoked by its issuer.

@,ﬁ Certificate Information

Signer information This certificate has been revoked by its certification

authority.
MName: |KOG Co., Ltd.
E-mail: |Not available
Signing time: |Not available
view Certificate
T E————
Countersignatures
Issued by: VeriSign Class 3 Code Signing 2010 CA
Name of signer: E-mail address: Timestamp

Valid from 18. 05. 2011 te 17. 07. 2012

Details

Install Certificate... | | Issuer Statement

In addition, the 64-bit Trojan included a fully Functional backdoor module. This is the first case,
as far as we know, when a 64-bit malicious program has been used with a valid digital signature
belonging to a legitimate company.

25


www.securelist.com/en/blog/785/the_red_october_campaign_an_advanced_cyber_espionage_network_targeting_diplomatic_and_government_agencies
www.securelist.com/en/analysis/204792305/the_kimsuky_operation_a_north_korean_apt
www.securelist.com/en/analysis/204792305/the_kimsuky_operation_a_north_korean_apt

KASPERSKY SECURITY BULLETIN 2013

CORPORATE THREATS

n Howard Fontenot L~ W Follow

My native town was ruined by tornado.
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The Miniduke spyware used Twitter to receive in-
formation from C&C servers. Miniduke’s operators
used dedicated accounts to publish specially
crafted tweets which included an encoded C&C
URL address.

The Trojan read Twitter on an infected computer
and used the address to connect to the C&C.

FontenotHoward

What gets stolen

Cybercriminals are interested in stealing information of all kinds. It could be cutting-edge tech-
nology developed by companies and research institutes, source codes of software products,
financial and legal documents, personal information about employees and clients, and any
other information that may constitute a commercial secret. This information is often stored
in plain text in corporate networks in the form of electronic documents, draft documents,
reports, drawings, presentations, images etc.

As stated above, cybercriminals take different approaches to data gathering. Some malicious
programs collect practically all types of electronic documents. For example, Red October was
interested in documents in txt, csv, eml, doc, vsd, sxw, odt, docx, rtf, pdf, mdb, xls, wab, rst,
XPps, iau, etc. formats; the malicious program sent all of these to the C&C servers.

Another approach, which we identified with Kimsuky and Icefog is essentially a manual analysis
of the data stored in corporate networks using remote-access technologies integrated into
malware on infected workstations, and the subsequent copying of those documents that were
specifically required or of value to the cybercriminals. When launching such attacks, cybercrim-
inals take into account all the details of the targeted company and have a clear understanding
of what data formats are used in that company and what types of information are stored.
Thus, during Kimsuky and Icefog attacks, the targeted companies lost documents which were
very specific to their activities and were stored in the HWP format which is widely used in
South Korea.

The rise of the cybermercenaries

While analyzing the latest targeted attacks, we came to the conclusion that a new category
of attackers has emerged. We call them cybermercenaries. These are organized groups of
highly qualified hackers who can be hired by governments or private companies to organize
and conduct complex, effective targeted attacks aimed at stealing information and destroying
data or infrastructure.
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Cybermercenaries are given a contract which stipulates
the goals and a description of the task, after which they
start to thoroughly prepare for and then launch the
attack. While earlier attacks tended to steal informa-
tion indiscriminately, cybermercenaries now aim to lay
their hands on very specific documents or the contacts
of people who might own the target information.

In 2013, we investigated the activity of the cybermerce-
nary group Icefog, which launched target attacks under
the same name. During the investigation, we managed
to locate an Icefog operator activity log, which detailed
all the attack activities. It became obvious from that
log that the criminals not only have a good knowledge
of Chinese, Korean and Japanese, but also know exactly where to look for the information
they are interested in.

Consequences of high-profile disclosures

2013 saw some major disclosures about attacks launched by spyware that were related, directly
or indirectly, to the activities of various governments. These disclosures could potentially lead
to a loss of confidence in global services and corporations and greater interest in creating
national equivalents of global services. This might lead to a peculiar type of de-globalization,
causing a growing demand for IT in general, but a fragmentation of the users of the global
network and a certain segmentation of online services. Already in many countries, there are
local versions of global services, including national search engines, mail services, national IM
services and even local social networks.

This growing number of new national software products and services is delivered by national
manufacturers. These companies are typically smaller in size and budget than global market
leaders. As a result it’s possible that their products may not be of the same quality as those
of the larger international companies. Our experience of investigating cyber-attacks suggests
that the smaller and less experienced the software developer is, the more vulnerabilities will
be found in its code. As a result targeted attacks become easier and more effective.

Moreover, as states seize the initiative in controlling information and hardware resources,
some states may legally oblige local companies to use national software products or online
services, which may ultimately affect the security of the corporate sector as well.
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This section of the report forms part of the Kaspersky Security Bulletin 2013 and is based on data obtained

and processed using Kaspersky Security Network (KSN). KSN integrates cloud-based technologies into

personal and corporate products, and is one of Kaspersky Lab’s most important innovations.
The statistics in this report are based on data obtained from Kaspersky Lab products installed on users’
computers worldwide and were obtained with the full consent of the users involved.

2013 in figures

m According to KSN data, in 2013 Kaspersky Lab products neutralized 5 188 740 554 cyber-attacks on user
computers and mobile devices

m 104 427 new modifications of malicious programs for mobile devices were detected.

m Kaspersky Lab products neutralized 1 700 870 654 attacks launched from online resources located all
over the world.

m Kaspersky Lab products detected almost 3 billion malware attacks on user computers. A total of 1.8
million malicious and potentially unwanted programs were detected in these attacks.

m 45% of web attacks neutralized by Kaspersky Lab products were launched from malicious web resources
located in the USA and Russia.
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Mobile Threats

The mobile world is one the fastest-developing IT security areas. It's no great surprise that
mobile malware is approaching the PC threat landscape in terms of cybercriminal business
models and technical methods; however the speed of this development is remarkable.

Mobile botnets actually offer a significant advantage over traditional botnets: smartphones
are rarely shut down, making the botnet far more reliable since almost all its assets are always
available and ready for new instructions. Common tasks performed by botnets include mass
spam mail-outs, DDoS attacks and mass spying on personal information, all of them non-de-
manding actionsin terms of performance and easily achieved on smartphones. The MTK botnet,
appearing in early 2013, and Opfake, among many others, are proof that mobile botnets are
no longer just a playground for cybercriminals, but have become common practice to serve the
main purpose: financial profit.

Significant Events

m Mobile Banking Trojans. These include mobile phishing, theft of credit card information,
transferring money from a bank card to the mobile account and finally to a QIWI wallet

(Russian electronic payment system). In 2013 we also saw mobile Trojans which could check
on the victim’s balance to ensure the maximum profit.

m Mobile Botnets. According to our estimates, about 60% of mobile malware includes
elements of large or small botnets.

m Backdoor.AndroidOS.Obad. This malware is probably the most versatile piece of mobile

malware found to date, including a staggering total of three exploits, a backdoor, SMS Trojan
and bot capabilities and further Functionalities. It's a kind of Swiss Army knife, comprising a
whole range of different tools.

m Using GCMto controlbotnets. The execution of commandsreceived from GCMis performed
by the GCM system and it is impossible to block them directly on an infected device.

m APT attacks against Uyghur activists. APK files have now been added to the arsenal, spying
on the personal information stored on the victim's device and also transmiting its location.

m Vulnerabilities in Android.

m Attacks on PCs through an Android device.
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Statistics

Android is still target number one target, attracting
a whopping 98.05% of known malware. The reasons
for this are Android’s leading market position, the
prevalence of third party app stores and the fact
that Android has a rather open architecture, making
it easy to use for both app developers and malware
authors alike. We do not expect this trend to change
in near future.

To date we have collected 8,260,509 unique
malware installation packs. Note that different in-
stallation packs may launch applications with the
same features. The difference is in the malware

interface and, for instance, the content of the text messages they send out.

The total number of mobile malware samples in our collection is 148,778 at the time of writing

—104,421 of them were found in 2013. The growth of the number of mobile malware samples

is highly visible:
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Among mobile malware, SMS Trojans are still leading the field. However, SMS Trojans, with a
few exceptions, have evolved into bots, so we can easily unite the leaders of both into a single

category — Backdoor Malware. So, 62% of malicious applications are elements of mobile
botnets.

M Trojan-SMS W Backdoor M Trojan W Trojan-Downloader W Other
36% 26% 16% 7% 15%

Malware distribution by behavior type

Main findings:

m All the techniques and mechanisms of infection and malware are moving very quickly from
PC to Android thanks to the openness and popularity of the mobile platform.

m The majority of malicious mobile applications are targeted primarily at stealing money and,
secondly, at stealing personal data.

m The majority of mobile malware is made up of bots with rich features sets. In the near future,
the buying and selling of mobile botnets is likely to begin.

m Online banking is a clear target for mobile malware. Cybercriminals are watching the devel-
opment of mobile banking. If a smartphone is successfully infected, they check whether that
phone is tethered to a bank card.
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Vulnerable applications exploited by
cybercriminals

The following rating of vulnerable applications is based on data about exploits blocked by our
products and used by cybercriminals both in Internet attacks and in compromising local appli-
cations, including users’ mobile devices.

M Android I Adobe Acrobat Reader M Internet Explorer
2,49% 2,01% 1,32%

M Windows components I Adobe Flash Player

2,63% 0,53%
I Oracle Java B MS Office
90,52% 0,51%

Distribution of exploits in cyber-attacks by type of attacked applicatio

Java vulnerabilities are exploited by drive-by attacks conducted via the Internet, and new Java

exploits are now present in lots of exploit packs.

Android vulnerabilities are used by cybercriminals (and sometimes users themselves) in order
to gain root privileges, which grants unlimited abilities to manipulate a system.

Online threats (attacks via the web)

The number of attacks launched from web resources located all over the world increased from
1595587 670 in 2012 to 1 700 870 654. That means that Kaspersky Lab products protected
users an average of 4 659 920 times every day when they were online.

The top 20 most active malicious programs are responsible for 99.9% of all web attacks on
users' computers.
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Countries where online resources are seeded with malware:

TOP 10

In order to conduct 1 700 870 654 attacks over the Internet, cybercriminals used 10 604 273
unique hosts, which is 4 million more thanin 2012. 82% of notifications on blocked web attacks

were generated by blocking web resources located in ten countries.

m UsA 25,54%

O

Russia 19,44%

the Netherlands 12,80%
Germany 12,51%

Great Britain 3,46%
Ukraine 2,90%

France 1 ,69%

Vietnam 1,33%

Canada 1,14%

Virgin Islands 1,00%
other 18,19%

Distribution of online resources seeded with malicious programs, by countr

China, which was the traditional leader prior to 2010, dropped out of the top 10.

Countries where users face the highest risk of online infection

Top 20 countries with the highest risk of computer infection via Internet:

Country* % of unique users**

Kazakhstan 55.62%

Russia 54.50%

Vietnam 50.34%

Belarus 47.08%

Kyrgyzstan 44.04%
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12 Austria 42.05%

14 India 41.90%

16 Georgia 40.96%

18 Algiers 39.98%

20 Italy 39.61%
All countries can be assigned to one of the following categories based on their risk level while
surfing the Internet:

m High risk. This group includes 15 countries from the TOP 20 in the range of 41-60%. They
are Russia, Austria, Germany, several former Soviet republics and Asian countries. This group
has more than halved since last year when it consisted of 31 countries.

m Moderate Risk. A total of 118 countries in the range of 21-40.99%: Australia (38.9%), the
USA (38.1%), Canada (36.5%), Italy (39.6%), France (38.1%), Spain (36.7%), the UK (36.7%),
the Netherlands (27.3%), Finland (23.6%), Denmark (21.8%); Poland (37.6%), Romania
(33.2%), Bulgaria (24.1%), Brazil (34.6%), Mexico (29.5%), Argentina (25%), China (32.2%),
Japan (25.3%).

m Low risk (0-20.99%). A total of 25 countries: the Czech Republic (20.3%), Slovakia (19.7%),
Singapore (18.5%) and a number of African countries

Infection %
M 619 M 19-26 26-33 W 33-43 M 43-57

The average global Internet threat level grew by 6.9 percentage points—in 2013, 41.6% of user
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computers encountered attacks at least once. The Internet is still the main source of malware
for users in the majority of countries worldwide.

Local threats

Kaspersky Lab antivirus solutions detected nearly 3 billion malware incidents on computers
participating in the Kaspersky Security Network. In total, 1.8 million malicious or potentially
unwanted programs were detected in these incidents. This number does not include online
threats, malicious e-mails or network attacks.

Risk of local infection by country

The Top 20 positions in this category were held by countries in Africa, the Middle East, and
South East Asia. In 2013, an average of 60.1% of computers connected to KSN were subjected
to at least one attack while surfing the web compared to 73.8% in 2012.

Countries can be divided into categories in terms of local threats. Considering the overall
reduction in the level of local infections most probably caused by the decline in the use of
flash drives for exchanging information, we have lowered the threshold for the group levels
(compared with the statistics for 2012).

%

Infection %
M 14-24 W 24-33 33-42 W 42-51 M 51-69

= Maximum risk (over 60%): four countries including Vietnam (68.1%), Bangladesh (64.9%),
Nepal (62.4%) and Mongolia (60.2%).

m High risk (41-60%): 67 countries across the globe, including India (59.2%), China (46.7%),
Kazakhstan (46%), Azerbaijan (44.1%), Russia (41.5%), most African countries.
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m Moderate local infection rate (21-40.99%): 78 countries across the globe, including Spain
(36%), France (33.9%), Portugal (33.1%), Italy (32.9%), Germany (30.2%), the USA (29%), the
UK (28.5%), Switzerland (24.6%), Sweden (21.4%), Ukraine (37.3%), Brazil (40.2%), Argentina
(35.2%), Chile (28.9%), South Korea (35.2%), Singapore (22.8%).

m Low local infection rate (0- 20.99%). Nine countries from across the globe.
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Mobile threats

Having begun many years ago with the Gpcode Trojan,
malicious ransomware has developed into two main
types - Trojans that block the computer’s operation
and demand money to unblock it, and Trojans that
encrypt the data on the computer and require even
bigger sums to decrypt it.

In 2014, we can expect cybercriminals to take another
logical step in the development of these types of
Trojan programs and turn their attention to mobile
devices. Android-based devices will no doubt be the
first to be targeted. Encryption of user data on smart-
phones - photos, contacts, correspondence — is easy
if the Trojan has administrator rights, and distributing
such programs (including via official stores like Google
Play) is not difficult either.

It seemsthat the trend of making malicious programs even more complicatedin 2013 will continue nextyear.

As before, the fraudsters will try to get at users’ money with the help of mobile Trojans. Tools developed to

access bank accounts of mobile device owners (mobile phishing, banking Trojans) will be further improved.

Mobile botnets will be sold and bought and will also be used to distribute malicious attachments on behalf
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of third parties. Vulnerabilities in the Android OS will be exploited to infect mobile devices; it's
unlikely they will be involved in drive-by attacks on smartphones.

Attacks on Bitcoin

Attacks on Bitcoin pools, exchanges and Bitcoin users will become one of the most high-profile
topics of the year.

Attacks on stock exchanges will be especially popular with the fraudsters as their cost-to-in-
come ratio is very favorable.

As for Bitcoin users, in 2014 we expect considerable growth in the number of attacks targeting
their wallets. Previously, criminals infected victim computers and went on to use them for
mining. However, this method is now far less effective than before while the theft of Bitcoins
promises cybercriminals huge profits and complete anonymity.

The problems of protecting privacy

People want to hide their private life from
intelligence agencies around the world. It is
impossible to ensure user data is protected
without popular Internet services - social
networking sites, mail and cloud services —
taking appropriate measures. However, the
current protection methods are not enough.
A number of these services have already
announced the implementation of additional
measures to protect user data, for example,
encryption of all data transmitted between
their own servers. Implementing more sophis-

ticated protection measures will continue,

and s likely to become a key factor when users

choose between rival web services.

End users also face problems as they try to protect the information stored on their computers
and devices, while also ensuring their online behavior remains confidential. This will lead to
greater popularity for VPN services and Tor-anonymizers as well as increased demand for local
encryption tools.
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Attacks on cloud storage Facilities

‘Clouds’ are facing tough times. First, trust in cloud storage has been hit hard by Snowden’s
leaks and the newly discovered facts of data collection by various state-sponsored intelligence
services. At the same time, the types of data being stored in these facilities are becoming ever
more attractive to cybercriminals. Three years ago we assumed that in due course it would
be easier for a fraudster to hack a cloud storage provider and steal company data from there,
rather than hacking the company itself. It looks like that time is almost upon us. Hackers are
targeting cloud service employees, seeing them as the weakest link in the security chain. A
successful attack here could hand cybercriminals the keys to huge volumes of data. In addition
to data theft attackers may be interested in deleting or modifying information, which in some
cases may be even more valuable for those who commission the attacks.

Attacks on software developers

Something related to the problem mentioned above is the likely rise in attacks on software
developers. In 2013, we uncovered a series of attacks staged by the Winnti cybercriminal gang.
The victims of these attacks were gaming companies that had had their online games server
sources stolen. Adobe was yet another victim - its Adobe Acrobat and Cold Fusion sources fell
prey to the attackers. There are also earlier examples of successful attacks by the fraudsters:
in 2011, they targeted RSA and managed to get hold of Secure ID source code which they used
in a subsequent attack on Lockheed Martin.

The theft of popular product sources gives attackers an excellent opportunity to find vulnera-
bilities in the products and then to use them for their own fraudulent purposes. Additionally,
if cybercriminals have access to the victim’s repositories, they can modify the program source
code and embed backdoors to them.

This again puts at risk the developers of mobile applications, which are created in their
thousands and distributed to hundreds of millions of devices.

Cyber-mercenaries

Snowden’s leaks have demonstrated that one of the goals of cyber espionage between states
is to provide economic aid to “friendly” companies. This factor has broken down ethical barriers
which initially restrained business from using radical methods to compete with their rivals. In
the new realities of cyberspace, businesses are facing the possibility of conducting this kind of
activity for themselves.

The companies will have to resort to business cyber-espionage as a means of remaining com-
petitive because their rivals are already spying in order to get a competitive advantage. Some
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companies may even spy on government structures as well as on their employees, partners

and suppliers.

Thiswill only be possible if companies employ cyber-mercenaries, organized groups of qualified
hackers who can offer bespoke cyber-espionage services. Most probably, these hackers will
describe themselves as cyber-detectives.

In summer 2013 Kaspersky Lab detected commercial activity by the Icefog cyber-mercenary
gang.

Fragmentation of the Internet

Amazing things have happened to the Internet. Many experts, including Eugene Kaspersky,
are talking about the need to create some kind of parallel “safe Internet” which won't allow
anonymous users to roam, with potentially criminal intent. Meanwhile, cybercriminals have
created their own Darknet based on Tor and 12P technologies allowing anonymous cybercrim-
inal activity, commercial activity and communication.

VR At the same time, the Internet has begun
\ ‘ to break up into national segments. Until
recently this only really applied to the
Great Firewall of China. But the People’s
Republicis no longer aloneinits efforts to
separate and manage their own Internet
resources. Several countries, including
Russia, have adopted or are planning to
adopt legislation prohibiting the use of
foreign services. Snowden’s revelations
have intensified the demand for these
rules. In November, Germany announced

that all communications between the

German authorities would be Fully locked
within the country. Brazil has announced its plans to build an alternative Internet channel so
as not to use the one that goes through Florida (USA).

The World Wide Web has begun to break up into pieces. Individual countries are no longer
willing to let a single byte of information out of their networks. These aspirations will grow
ever stronger and legislative restrictions will inevitably transform into technical prohibitions.
The next step will most likely be attempts to limit foreign access to data inside a country.
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As this trend develops further it will soon lead to the collapse of the current Internet, which
will break into dozens of national networks. It is possible that some of them will prove unable
to communicate with each other at all. The shadowy Darknet will be the only truly world-wide
web.

The pyramid of cyber-threats

The easiest way to describe the anticipated events and trends of 2014 is to do it graphically in
the Form of the pyramid of cyber-threats which we presented a year ago.

This pyramid consists of three levels. The threats used in attacks on ordinary users by regular
cybercriminals driven solely by the prospect of financial gain are at the bottom of the pyramid.
The middle level hosts the threats used in targeted corporate cyber-espionage attacks as well
as so-called police spyware exploited by states to spy on their citizens and companies. The top
of the pyramid is for the threats created by states to conduct cyber-attacks on other nations.

Most of these cyber-threat developments belong to the middle layer of threats. Therefore, in
2014 we expect significant growth in the number of threats related to economic and domestic
cyber-espionage.

There will be an increase in such attacks as the cybercriminals currently attacking ordinary
users transform into cyber-mercenaries and cyber-detectives. Furthermore, it is highly likely
that cyber-mercenary services will be provided by IT specialists who have never before been
engaged in criminal activity. The halo of legitimacy that comes with working for reputable
companies will contribute to the development of this trend.
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