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Monthly Spam Landscape

Spam activity in April 2007 was overall consistent with trends observed in previous reports 
with the exception of an interesting reduction in image spam in April compared with March. 

Highlights included:

•  Image spam percentages in April averaged at 27% compared with 37% for the month of 
March. Symantec will continue to monitor this trend to determine if this is a temporary blip 
or part of a developing trend. Further trend analysis will be included in Symantec’s next   
State of Spam report.

•  Spam levels remained consistent for the month of April at the SMTP layer and remained on 
average around 65%.

•  The development of several interesting spam techniques, including: 
– Company character assassination spam emerges 
– Images upload hosting solutions used in stock spam attack  
– 419 spam takes on a new twist 
– Image spam variations

Percentages of Email Identified as Spam

Defined:

Worldwide Internet Mail Gateway Spam Percentage represents the number of messages 
that were processed and classified as spam versus the total number of messages processed 
when scanned at the mail gateway. This metric represents SMTP layer filtering and does not 
include the volumes of email detected at the network layer.

A trend line has been added to demonstrate a 7-day moving average.
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Global Spam Categories

Defi ned:

Spam category data is collected from classifi cations on messages passing through the 
Symantec Probe Network.

Global Spam Categories (90 Days)
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Category Definitions

•  Products Email attacks offering or advertising general goods and services.  Examples: 
devices, investigation services, clothing, makeup

•  Adult Email attacks containing or referring to products or services intended for persons 
above the age of 18, often offensive or inappropriate.  Examples: porn, personal ads,  
relationship advice

•  Financial Email attacks that contain references or offers related to money, the stock  
market or other financial “opportunities.”  Examples: investments, credit reports,  
real estate, loans

•  Scams Email attacks recognized as fraudulent, intentionally misguiding, or known to 
result in fraudulent activity on the part of the sender.  Examples: Nigerian investment, 
pyramid schemes, chain letters

•  Health Email attacks offering or advertising health-related products and services.   
Examples: pharmaceuticals, medical treatments, herbal remedies

•  Fraud Email attacks that appear to be from a well-known company, but are not. Also 
known as “brand spoofing” or “phishing,” these messages are often used to trick users 
into revealing personal information such as email address, financial information and pass-
words.  Examples: account notification, credit card verification, billing updates

•  Leisure Email attacks offering or advertising prizes, awards, or discounted leisure  
activities.  Examples: vacation offers, online casinos, games

•  Internet Email attacks specifically offering or advertising Internet or computer-related 
goods and services.  Examples: web hosting, web design, spamware

•  Political Messages advertising a political candidate’s campaign, offers to donate money 
to a political party or political cause, offers for products related to a political figure/cam-
paign, etc.  Examples: political party, elections, donations

•  Spiritual Email attacks with information pertaining to religious or spiritual evangeliza-
tion and/or services.  Examples: psychics, astrology, organized religion, outreach 

• Other Emails attacks not pertaining to any other category.
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Regions of Origin

Defined:

Region of origin represents the percentage of messages reported coming from each of the 
following regions: North America, South America, Europe, Australia/Oceania, Asia and Africa.
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Percent Image Spam

Defined:

The total number of image spam messages observed as a percentage of all spam observed.

Internet Email – Percent Image Spam

A trend line has been added to demonstrate a 7-day moving average.
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Developing Spam Techniques

Company character assassination spam emerges

While we continue to obtain evidence linking spam with other security threats such as virus-
es and trojans, company character assassination spam is a new and evolving spam trend. 
In a recent spam attack analysed by Symantec, a well-known American fast food company 
was targeted. The email offered $500 worth of this company’s food. However the email also 
disparaged the company’s food and general reputation.
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Images upload hosting solutions used in stock spam attack

In this era of instant interactive communication, it is important for users to be able to up-
load images so that friends and relatives around the globe can view them. Users frequently 
use free image-upload solutions to host these images. One of these legitimate solutions was 
specifically targeted in a recent image stock spam attack. The spammer was able to upload 
images and then use a URL link of this image in its spam emails. The use of a randomized 
URL through a free image hosting service may add some difficulty to some anti-spam URL 
technologies that require a precise URL path. However any anti-spam technology that al-
lows for pattern matching in URLs can easily account for this level of randomization.

The link resolved to this image
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419 Spam takes on a new twist

419 spam, named after an article of the Nigerian Criminal Code which deals with fraud, has 
primarily been used to defraud individuals by using stories about African dictators and the 
sale of natural African reserves such as oil and gas. Recently Symantec has observed some 
interesting twists on this type of spam.

Twist #1: US Soldier in Iraq 

Premise behind this spam:

- US soldiers posted in Iraq stumble across $750 million on April 18, 2003

- One soldier gave his share of $20 million to an English air force pilot for safekeeping

-  After being discharged from the army, the soldier returned to Iraq on humanitarian service 
but last month was critically injured.

-  The former US soldier wants an American to contact the English air force pilot so that they 
can obtain the $20 million. The former soldier requests that 50% of the money should be 
donated to charity with the honest American keeping the remainder of the money.
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Twist #2: Identity theft 

Premise behind this spam

- Zenith Bank Benin will issue the email recipient with an ATM card

-  The user may withdraw $1500 per day using this card and may withdraw up to a maximum 
of $950,000

–  In order to receive this ATM card, the user must send the ATM payment department some 
personal information such as name, age, current occupation and copy of identification
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Image spam variations

-  Image spam continues to evolve with some recent stock spam images actually written in 
languages other than English.

-  Up to this point it was primarily stock and product spam which used image spam  
obfuscation techniques, but recently Russian bride spam have been adding noise to their 
images. If you look carefully in the image below you can see the small subtle noise  
patterns in the images.


