KASPER§KY#2

CNAM U OPULLIUHT
BO BTOPOM
KBAPTAJIE 2015

TaTbsiHa LLlepbakoBa,
Mapwus Beprenvc,
Hanexna emunaosa



CNAM N PULLNHT BO BTOPOM
KBAPTAJIE 2015

OIrNMABJIEHUE

CNAM: OCOBEHHOCTW KBAPTAJIA

KASPER§KY2

3amymneHv|e AOMEHOB

CTATUCTUKA

OULLNHT

3

3

MwupoBble CO6bITUA B HUFTEPUACKOM CName 4
O6HoBNeHUs anropmuTmMa noncka Google 6
8

Jonsa cnama B no4TOBOM Tpaduke 8
CTpaHbl — UICTOYHUKM CNama 9
Pa3mepbl cnamoBbIX Nnucem 10
BPEAOHOCHbIE BJIOXXEHWA B NMOYTE 10
CemMencTBa Bpe4OHOCHbDIX MpOrpamm 11
CTpaHbl — MULIEHWN BPeAOHOCHbBIX PaCCbUIOK 12
Ocob6eHHOCTN BpefOHOCHOTO Cnama 13
15

OpraHusauum - M1LWEHN aTak 17
TOP 3 aTakyeMmbix OpraHmn3saumnm 20
21

3AKJTKOMEHUE




CNAM U ®ULLUNHI BO BTOPOM » Q
KBAPTAJIE 2015 I(ASPERS I(Y_'J

CMNMAM: OCOBEHHOCTU KBAPTAJIA

3awymisieHne oOMEHOB

Mbl yxe HOAPOCHO QHANMSMDOBANN CUTYAUMIO . vy oor st sostpoommmatstns
C 60/blLUMM KOJIMYECTBOM HOBbIX AJOMEHHDbIX 000000000577 0060000000000002141
30H, a TaKXe MaCCOBbIM CO30aHMNEM B 3TWUX - YouMayQualiy for a Reverse Mortgage {http://0x45a27efd/
30HaXx ChnaMepcCKmMx JOMEHOB, MpeAHa3HaY€HHbIX - hitp://0x6C.0x38.0x9.0¢BC/
cnednanbHO Ona npoBeaeHnsa HenermtnMHbIX Dr. Oz suggests this weight loss ingredient
. g (http 110242.0336.0xC122/604/3363 jpg}

paCCbanK' ﬂ'aﬂbHeMLLIMM aHanus CnaM_paCCbIHOK « {http://0xC2.2188528?HTslccs2oLdsqX4YigsMjccixIF C4j3Vn5bt3oDM4ccsH
MOKasaJsl, YTO ChamMepbl AeNalOT CTABKY HE TONIbKO  MyRDvoNTmasirn. o oNT2e10STICOUaTKePIOPUNamNGdqTrVY

! WIPXr1HZQILIP7wQn6w5vPLdps8MwOxs9bl8zoYm_B05f5g1B8UYnerul7
Ha orpoMHoe KOJ'II/I‘-IeCTBO HOBb|X ,D,OMeHOB, gg?g&ﬁ?grthZMgf f_ccqnZUN2r5xq4gfDgKxUUrwiOr1E_0LsG-
KOTOpPbleE OHW MOIYT MEHATb BHYTPW JAaXe
OOHOWM TEMATUYECKOM PACChINIKM, HO TaKXe M Ha CMOoCOobbl MX TEKCTOBOM peanm3auumn.
Tak, B npeownoM KBapTale Mbl CI)VIKCI/IpOBaJ'II/I pa3nindyHble CnyYan 3allyMNeHnda 0OMEHOB
B CCblJIKaX, NCMNOJIb3OBaHHbLIX ONd nepexona Ha CraMepCKUe pecypcChbl, a TakXXe Ciydaun
obdyckaumm koga B HTML-CTpyKType pacCbliaeMbIX COOOLLEHNI.

BO MHOTMX paccbiikax B 3aMmMCcK CCbIJIOK Ha PEKIaMHbIE PeCypCbl BMECTO JIOMEHA CMaMepbl
ncnonb3oBanu IP-agpeca cantos. HO npu 3TOM faBanu He NpSIMoW, @ BUAOU3IMEHEHHbIN
IP-agpec: npeacTaBnsnM e€ro B BOCbBMEPUYHOM WM LWECTHaALUATEPUYHOMN CUCTEME
CYMCNEHUs, [OOABASIM B HA4YaNnO MPOU3BOJILHOE KOMYECTBO Hynen. OT aToro cam |P-
agpec He MeHseTCs, 3aTO YBEIMYMBAETCS KONMYECTBO BO3MOXKHbIX BAPWUAHTOB €ro 3anncu
(BApPMaATUBHOCTb BHYTPU OAHOW CMaM-pacCblfiKK), YTO, KaK HAaAETCS CrnamMepbl, AOMKHO
BBECTW B 3abnyxaeHue aHTUCnam-oOouasTp. Takme anbTepHaTMBHbIE CMOCO6bI 3anmncu
IP-agpecoB crmamepbl MCNONb30OBaAM KakK B MPSIMbIX CCbIIKAX, TakK M B 3aLUyMJIEHHbIX
peanpekTamu.

From: Mis-sold_PP1_Refund ¢ <t

Cc
Subject: You may be owed more money.that you think - enquire now

//0056.0377.0244.0262,

ab vw_f&ib= Jk89n1jg3jk'9n'urpt rtptnhz3i
. - mogzl6al g0jkidjlkdmjemvdlyjkademdzzy
For james_aguile |mptmajeudzizmikiomg--

Click to follow link

You may be owed more money that you think
Enquire Now

g taken out 8 loan mongsge or ereds card you could have 8 ease for Mis sold PRI eompensation

® HI

Make 2015 your year for claiming back mis-sold Payment Protection Insurance

In excess of

£325million >

claimed back for our customers

From: Vehidle. Sticker.Price <zMsTiWi3gozvol &

To:

Ce

Subject: F R E E.QUOTE:_BLOWOU SAL On_All_2015 Vehicles_- Get The_Best_Price From_Local_Dealers_TODAY!.

hittp:// I com/track/click.php?
u=! 9825135&|d 5b423309893045b9930506

FREE QUOTE: BLOWOU SAL. On All 2015 Vehicles - 9020f5028 8 uri] http: /0,50 0:13.0xd2. |
From Local Dealers TODAY! e

tcpe=rwmmwemeeyefbwpbjwmnfwjbny
mwinllpywewelmyfpmwecweewewlneee
nwimpwinegjewy

Click to follow link

~~~~>>The***Information***is* * *here<<~~~~



https://securelist.ru/analysis/spam-quarterly/25612/spam-i-fishing-v-pervom-kvartale-2015-goda/
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3awymMasanm cnamepsbl U UMeHa LOMEHOB. Hanpumep, 3anmcoiBas UMS C UCMOb30BaHNEM
OLHOBPEMEHHO 3arnaBHbIX U CTPOYHbIX cMmBonoB (NEEDHOST.NINjA), a Takxe ncnonb3ys
HEeCKOMbKO pPa3HblX KOAMPOBOK B HTML-cTpykType coobuweHun. Crnamepbl MblTaancb
CKpblBaTb CBOW [LOMEHbI, MEHSA OAWH U3 CUMBOJIOB B MMEHU LOMEHHOW 30Hbl Ha TOT
Xe 13 OPpYron KOAMPOBKU, NM6O Ha MOXOXWM Ha Hero. Beirnsaeno 31o, Hanpumep, Tak -
domainname.com, domainname.c(©).

hittp:// {2 dard
To: iitgjhkvdmirylemed2okh-dnmz7r70
o _rpkjcubabtf00lmchjukzg

Subject: Click to follow link lte

} View Singles in Your Area

o

Find Single

¥

I

@ Moxoaneiit xog:

Oaiin Mpaska Bug Cnpasia

<dir style="color:#ffffff; font-size:0.0159mm; line-height:0.078mm">
</dir>
<center>

<a href = "hctp://_standargs.ccm/]nc—jHKVdI[urumadzokH—anz.7173/ RpKj cUbABt£091nX

<img width="641" height="361" border="0" grc:"http://_standalﬁs.ccm/llTGjHKVdmiIYlCMEdZ

<a href = "neep:// I o= andardh . comAL1 TG EKVdmir¥ ! 1C/Med ! 20kE- . dnMzTr70 6/Lkin6HOTSode
I

<img border="g" src:"hctp://’_standardl /TGIHKVAmMi r¥1CMed20kH-dnM/ 27170 uguE2cvd

<dir style="color:#ffffff; font-size:0.0171lmm: line—height:0.066mm">
1lowed by most of the members of the court, and th and said: "My dear siz,
_"My Dear." —-An expressie very nature of things and ideas. No
distinctionsist newspaper. He lighted his cigar.

royally posses had offered peace immediately

England, however,

pour forth all their train,

Nations on nthe taste of food,

Till my insatiate ragIn long vibrations spent its fury there.r bear,

le/l 3TOM Hepeagko B OAHOM TMUCbME WCMOJIb30Ba/lOCb Cpa3dy HECKO/IbKO MeTOoA0B
3allyMmnieHna: anbtepHaTMBHAA 3almncb IP—aﬂpeca NN UCKaXXeHME Ha3BaHNA OJOMEHa,
a TaKXe TpaaMunmoHHOE 3aroJIHEHWE TeNa TMMCbMa 6E€CCMbIC/TIEHHbIM «KMYCOPHbIM»
TEKCTOM C LEJIbIO MOJIHOCTbLIO 3aBYyaMpPOBaTb CrMaMepPCKYKO TEMaTUNKY NMMNCbMa.

MupoBble CO6bITUA B HUT€PUNCKOM Cname

Bo BTOpOM KBapTane HUreprumnckme nmcbMa 6b11m1 MOCBSILLEHBI 3eMeTpsceHnto B Henane,
BbibOpam npe3unaeHTa Hurepumm n Onumnumage 8 Pno-ge-XXanenpo. Tparnyeckme cobbitus,
LUIMPOKO OCBeLLaemMble B MUPOBbIX CMIW, 13 B rofa B rof MCrob3ytoTCd MOLEHHUKAMK AN
O6bMaHa noJib3oBaTeNien, a NPUAYMAHHbLIE MU CIOXETbl MPAKTUYECKM HE MEHSIIOTCS.

B nmncbme OT MMeHW afBOKaTa, KIMEHT KOTOPOro SKO6bl Norné B Hemane, MOLIEHHWKMN
NPOCAT MoayyaTens CbirpaTb POJib POACTBEHHWMKA MOrM6LIEro M 3a BO3HarpaxaeHue
MOMOYb B MONYYEHUU HACNEACTBA. B APYIMX PACCbI/IKaX MOLUEHHWKM PachpOCTPaHAIn
MNCbMa OT MMEHM Pa3NMNYHbIX OPraHM3aLmMin C NPOCbHOM OKa3aTb MOMOLLb MOCTPAAABLUMM
OT 3eMneTpsiceHns. Hanprmep, B O4HOM K13 NMUcem «npenctasmutesib KpacHoro Kpecta»
NpOCKA Nony4aTens MOMOYb B Pa3MeELLEHVN CEMbU BEXEHLLEB, KOTOPas peLLnia nepeexaTb
B APYrYO CTPaHy M TaM BIOXKUTb UMEIOLLMECS Y HUX CPEACTBA.
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Interest

Associates Inc < J@gmail.com>

Kowmy a50595443d20371cc490

I am Barr. Steve Anderson and it is with a heavy heart I decide to write to you about my late client Mr Kolarov who died in Nepal two weeks ago while on a vacation trip with his wife and only two sons when the earthquake
occurred killing everyone in the area they were camping.

Last week after their bodies were recovered,a burial ceremony was held in memory of the family and they were laid to rest. Since, the next of kin is late, i need you to act as the next of kin to Mr Kolarovs estate so that we can
claim the funds for charity and help those still buried under the wreckage of the massive disaster. Of course we will have our profit. If you can help out with this task, kindly reply and we will tell you what to do. Thanks for your
time.

Warm Regards

Ba

Cc

M sates Inc.

mc com

Te
Bt 28.06.2015 18:51
MRS PAT J ANDANI < @gmail.com>
(NEPAL)EARRHQUAKES

Komy unc ed-recipients;

(NEPAL)EARRHQUAKES
1 MRS)DR JETHRO PATANDANI MEMBER OF INTERNATIONAL RED CROSS ORGANISATION SEEK YOUR ASSISRANCE TO ACCOMODATE ONE OF OUR REFUGEE FAMILIES FROM (NEPAL) DUE
TO THESE EARRHQUAKES THAT HAPPENED IN THEIR COUNTRY THEY DECIDED TO RELOCATE IN YOUR COUNTRY THEY HAVE THIER FUNDS FORE SETTLEMENT AND TO RE-INVEST AGAIN.
WE LOOK FORWARD FOR YOUR QUIK RESPONSE, THANKS

B OoCHOBHOM agpeca OTnpaBUTENEN HUFEPUNCKUX MUCEM 6blIN 3aPErmCTPUPOBaHbI Ha
6eCniaTHbIX MOYTOBbLIX CEPBMUCAX, AAXE eClM aBTOPOM MMCbMa ABASNCS NpeaCTaBUTENb
KakOW-M60 OpraHuM3auMm, Kak B BbllleONMCaHHOM cny4vae. OAHako BCTpeYanmncChb
N MOLUEHHVKW MOXUTPEE, KOTOPbIE CTPEMUNUCH NMPUAATL UMEHU U afpecy OTnpaBuUTens
6onee nermtTUMHbIN BMA. OHW paccbinany MNOAAENbHbIE COOOLWEHNS C MPOCbHOWN
caenatb AOBGPOBOMbHOE MOXEPTBOBAaHME AN OKa3aHMg MOMOLWM MOCTPaAaBLWMM OT
3emMmneTpsaceHus B Henane.

Cp13.05.2015 2231

Relief Support for Nepal

Kowy

Greetings,

With a heavy heart, we are seeking your assistance for the Nepal Earthquake crisis that has thrown the country into a catastrophic state. A 7.8-magnitude earthquake just ripped through Nepal, devastating as it is, we experienced a second
earthquake {7.3) which affected the people assisting survivors and stretched up to neighbouring countries.

According to local media reports, dozens of buildings, including historical landmarks, in the Nepalese capital of Kathmandu have been completely leveled. More than 8,000 people have been killed so far and tens of thousands injured and
misplaced.

‘we have limited support from the government of Nepal as their resources are also being affected by the earthquake and the only resourceful remedy will be from individuals outside of Nepal.
‘You can find out further information about the Earthquake situation on the news or following the links below;

http:, w.bbr m/news/world-asia-32701385
http://www.aljazeera.com/news/2015/05/150512071622053.html

We humbly request your donation to initiate rescue operations to save victims and also provide aid for the rescued victims. Every Saturday for the next 2 months, relief items will be air-lifted from our base in China to Nepal.
Due to the immediate need of financial aid, donations will be accepted by our regional co-ordination agentin China via Western Union or Moneygram with details below;

First Name:

Last Name:

City: Zhencheng

Country: China

Once donation is made, please send an e-mail to @yahoo.com / @sina.cn with receipt of payment and your information along with your phone number so we can extend our appreciation. We also respect
your privacy if you want ta remain anonymous regarding your donation..

However, for donations above 55,000, please send an e-mail to ‘@sina.cn to request for our banking details.

Thank you for your patronage and God bless you for your service to humanity.

Monutmyeckne co6bITUS TakKe He OCTaUCb 6€3 BHUMAHUS KHUFepUMLEBY». B O4HOM
M3 PACCbIIOK MOLIEHHWKM MbITaIMCb 3aMHTEPECcOoBaTb MojyyYaTenss CyMMOM B 2 MIJH
[IONIN1apOB, KOTOPYKO HOBOWM36PaHHbLIM Mpe3naeHT Hurepmm akobbl rOTOB MEPeyYncInTb
NoONb30BaTENIO B KayeCTBe KOMMEHCAUMM 33 MOLIEHHMYECTBO, COBEPLUEHHOE Mo
OTHOLLUEHWIO K MOJTyYaTENIO XUTENAMU €ro CTPaHbI.
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Cp17.06.201516:48
Tri Widodo <
This is Urgent

Komy  undisclosed-recipients:

m.co.id>

From the Presidency.

The Newly Elected President (Muhammadu Buhari) of NIGERIA has arranged the sum of 2,000,000.00 USD ta be transferred to you . This is to compensate you of the countless fee that you have been sending to Nigeria which turns out to be
scam. We are deeply serious for what you have been through.

Kindly accept this offer by sending your personal information to the address below.

More information will be forwarded to you .

@presidency.com

+44
+12

[o cnepytowmx OnMmMmnnmncknx urp B bpasmnmm elle ganeko, ogHako Mbl yxe GUKcupyem
MOLUEHHUYECKNE YBEAOMAEHUS O BbIMIPbILLIE B NIOTEPEID, MOCBALLEHHYIO MOMNYASPHOMY
CMOPTUBHOMY COObITUID. OTMETMM, 4YTO 60/bLIOE KOANMYECTBO MNOAOHGHBIX MUCEM
paccbinanoch B Npeansepun YemnmoHata mmpa no ¢ytéony, ynoMmmHaHme Onmmnuagsl
paHee NMpakTU4eCcKkn He BCTpeyanoch. CoaepaHne nmcemM CTaHAapTHoOe: notepes Obina
npoBeAeHa odULMANbHOM OpraHM3aumen, agpec noayvatens 6ol CnyyYyamHO BblOpaH 13
MUASIMOHOB 3N1EKTPOHHbIX aAPECOB, N5 MONYYEHUS BbIMIPbILA HEOBXOAMMO OTBETUTL Ha
MMCbMO W MPEeAOCTaBUTb YKA3aHHYK MEPCOHaNbHYIO MHGOPMaLMIO.

Cp 06.05.201512:36 @ 2016 Rio Brazil Olympics Promotion Draws.pdf - Adobe Reader

[[Fite e view wincow Help

REeEaM| s e|sw(m=[ ] HA| ot

Rio 2016 Brazil Olympic Promotion <mmssfmaia@ioutiock.com>

Congratulations' Rio Olympic Winner Contact Your Agent For Your Payment.

Komy

CooBueHne 312015 Rio Brazil Olympics Promotion Draws.pdf (279 K6aiitl

{ . &, 4. & 0 B0 B B4
S RATIRATRATINATRAT NS,
2016 BRAZIL OLYMPIC AWARENESS E-LOTTERY PROMOTION VIEW ATTACHED FILE, ® T B mz:‘é‘a&g‘ ?% ) &:ﬁ‘a&g}‘ E%E‘?x%

Director of Informstion 2016 Fio Brazil OlympicPromotional Draw
Cne Churchill Place Carary Wharf —London ELA5LN

2016 BRAZIL OLYMPICS PROMOTION DRAW NOTIGE

Actention: Dear 'Winner,

Congratulation! This is to inform you that Rio Erazil 201€ Sur
Oympics Organizirg Committez (300C) in collaboration with

Diympic Gommitiee and promation companies and Brazi 2016
razilizn Government has heid an Intemet awareness Rafile Draw
ternet email usersarounc the glcbe folloing the successful hasting
; 00 (Teg =mail add-esses that was randomly picked

We are therefore with ereat pleasure to notify fou thatvouilig
16,000,000.00. {Ten miliion) emai’ addresses onfie finagf

Pleas note that this has made you the J wi 650,000, 00 PPty Thousand British Pounds Sterling Only) and
free entrance tickets to watch the game:

BELOW ARE YOUR WINWING DETAILS, TOU ARE #L.S0 TO PROVIDE TOUR PERSONAL INFORMATION BELOW T0 DR OWEN WILSONFCR
BoENENTITD

OOMPUTEN DNAW NUMECR: {77

FINAL JACKFOT NUMEER: 0004

WINNING IRSURANCE POLICY NUMBER: JJA2IUK

MncbMa, B TeNne KOTOPbIX COAEPXKMUTCA TONbKO KPAaTKMUM TEKCT, a NoApO6Has MHGopMaums
HaXOAMTCS BO BNOXeHHOM danne .pdf unm.doc, npnobpeTatoT BCe 6ONbLLYIO MONYAIPHOCTb
y CNamMepoB. DTO MOXeT 6bITb CBA3aHO C TEM, YTO MNUCbMO C KOPOTKMM TEKCTOM CMaMm-
dunbTp C 60NbLUE M BEPOATHOCTBIO MOXET MPUHATH 33 NErMTUMHOE. [TCbMa C BIOXEHHbIMU
danmnamm 0Cob6eHHO OMacCHbl, MOCKObKY MOMb30BATENO NPUAETCS OTKPbLITb BIOXEHUE,
4YTO6bI Y3HaTb COAEPIKAHMNE MUCbMA, U 3TO MOXET MPUBECTM K 3apaXeHMIO KOMMbOTEpPa.

O6HoBneHusa anropmutma noncka Google

Elwle ofHMM MHPOPMALMOHHBIM MOBOAOM KBapTafia, Tak WM MHavye MOBAMSBLUMM Ha
TeMaTuKy Cnama, CTano ovepesHoe OOHOBAEHME anropuTMa nomncka Google Search. OHoO
M3MEHWNO pe3ynbTaTbl MOBUIBHOIO MOMCKA TakKMM O6Pa3OM, YTO Ha BEPXHME MO3NLIUK
CTaNu BbIBOAUTLCS CalThl, aAanTUPOBaHHbIE AN MO6UNbHbIX TeNedOHOB.



http://googlewebmastercentral.blogspot.ru/2015/04/rolling-out-mobile-friendly-update.html
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From: I, il com >

To:

Ce

Subject: Rank Tour Website in Google: Top 10 Guaranteed Premium
Hellc
Dear Site Owne

vould like to improve your business, ranking, traffic and visitors through search engines then check

Subject: Do You Need A New Website? - Look At These

From: e e
To:
Co

Subject: I i

I'm sure you've heard about the recent Google search update that is

affecting all websites. If you haven't already, you need to get the Google
oDile optimized website report [0 make sure your site won't De affecte

negatively. Here is the link for the complimentary report

Call me if you have any questions about this, I'd love to touch base with you.

Respectfully,

Sincerely,

CEO

Email Me

We are speaking with more and more clients
who need a new web site or want a full
refresh of their existing site. Many web sites
are no longer fit for purpose given changes
in technology, Google changes and design
changes.

WE CAN HELP

WHATEVER YOUR BUDGET

B CBS131 C 3TOMHOBOCTbIO 3aMEeTHO BbIPOCIO KONMYECTBO CramMa Ha TeMy SEO — moMcKoBoOro
NPOABMXKEHNS U PACKPYTKM canToB. Crnamepbl TPaAWUMOHHO npepnarany pekaamy
NO CO34aHMIO CAaNTOB JIOOOM CIOXHOCTU W HA3HAYEHMS, MPUBNEYEHUIO HA HUX HOBbIX
KNMEHTOB. YNOP NpM 3TOM 3a4acTyio AeNaNIC UMEHHO Ha HEOOXOAMMOCTb COOTBETCTBUS
CaTOB HOBbLIM KPUTEPUSAM  MOMYASPHON MOWUCKOBOW cUCTEMbl. COMHEBaOLMXCS
BNaAeNblLIEB CAaMTOB CrlaMepbl Myrany NO3NLMSMU Ha NOCEAHMX CTPaHMLAX B pe3ybTaTax
MOWCKa U, Kak CneacTBme, NnoTepen 60MblUeN YaCTN NOTEHLMANbHBIX KIMEHTOB.
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LNong cnama B no4YTOBOM Tpaduke
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Jons cnama B MupoBoM no4TtoBomM Tpaduke, sHBapb — nioHb 2015 roga

YMeHbLLEHME AONM CMaMa B MMPOBOM NMOYTOBOM TpaduKe, HabnoaaBLLIEECS C HaYana roaa,
MOYTM OCTaHOBMNOCL. Bo BTopoM kBapTane 2015 roga nokasatenb cTabuan3nmpoBancs
B panoHe 53,5%, ot 53,63% B anpene ao 53,23% B UtOHe.
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Lons cnama B poccuUrickom no4YToBoM Tpaguke, aHBapb — ntoHb 2015 roaa
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CuTyaumsa co cnaMoM B POCCUIMCKOM MOYTOBOM TpadurKe B LIETOM MOBTOPSIET CUTYaLMIO
B MMpe. Ha NpoTSXXeHMM BTOPOro KBapTana AO/s CramMa YMeHbluanacb npuMepHo Ha 1
Mn.n. mecsau. TakMm o6pa3om, MakCMMasbHOE YNCIO CMAaMOBbIX MMCEM BO BTOPOM KBapTase
6bI10 pasocnaHo B anpene (59,32%), MuHMManbHoe — B uioHe (57,47%)

CTpaHbI — NCTOYHUKU CNaMa

OcTanbHble CTPaHbl ClLA
26,31% 14,59%

Poccua
7,82%

PymbiHuA
1,44%

W3paunb
finouna | 1,55%
1,711% g o Kuait
g _ | 7,14%
Hupepnanpgb!

1,78%
BbeTHam

- s
1,78% _
lepmanua
l0xHasa Kopes

2,03% YKpanna
3,90%

bpasunua
2,21%

Wcnanua | Utanua || Benuko6putanus [§ Aprentuda |\ Opanuua § 3,41%

CTpaHbl — UICTOYHUKM Crnama B Mupe, BTOpoui kBapTan 2015 r.

Bo BTopom kBapTane 2015 ropa cpenn CTpaH-UCTOYHMKOB ClamMa nepBble MecTa Mo-
npexHemy 3aHumann CLUA (14,59%) n Poccus (7,82%), a Ha TPETblO CTPOYKY, BbITECHWB
Ykpauny, nogHsncs Kutam (7,14% npotuB 3,23% B NepBOM KBapTane). Bcnen 3a HuMM
pacnonoxunmce BoeTHam (5,04% npotme 4,82% B nepBom kBapTane), fepmaHug (4,13%
npotuBe 4,39% B nepBOM KBapTase) n YkpanHa (3,90% npoTue 5,56% B NpoLLIOM KBapTane).
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Pa3smepbl cnamoBbIX MUCEM
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[ Qz ] Q"
Pa3mepbl criamMoBbIX MMCeM, rnepBbivi u BTOPOW KkBapTasbl 2015 r.

PacnpepeneHve crnamMoBbIX MUCEM MO O6bLEMY BO BTOPOM KBapTane W3MEHWUNIOCH
He3HauYnTeNbHO. CaMbiMK NONYNAPHBIMW OCTAOTCH OYeHb ManleHbKME MMCbMa Pa3MepoMm
MeHee 2 Kb (65,38%), HO X oNsS MOHEMHOrY YMeHbllaeTcs (C 73,99% B mepBOM KBapTane).
Ha 4,81 n.n. ysennymnace gons nmcem obvemom ot 20 no 50 Kb (8,80%), n HemHoro,
npumepHo no 1 n.n. npuéasnan ponm nncem oé6vemom ot 2 1o 5 KB (17,16%), o1 5 no 10 Kb
(3,32%) n o1 10 no 20 KB (2,94%).

BPEAOHOCHDIE BJIOXXEHUA B NOYTE

reenm o [ -
ram——— .
e——
Trojan-Banker.Win32.ChePro.ink _ 0,87%
Trojan-PSW.Win32.Fareit augm - 0,77%
Trojan.VBS.Agentvh -n,es%

Trojan-
Downloader. Win32_Upatre. Vid 0.68%

Trojan-

Downloader. Win32.Upatre. wi -0'65*
Trojan-Downloader.HTML Meta.as -0,5(1%
Exploit MSWord.CVE-2014-176 1.k -0,49%

0% 1% 2% 3%

TOP 10 BpeOHOCHbIX MPOrpamMm, PacrnpoCTpPaHEHHbIX B MOYTe, BTOpou kBapTan 2015 r.
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JlnonpyeT BO BTOPOM KBapTasie XOPOLO 3HaKOMbIM HaM Trojan-Spy.HTML.Fraud.gen m3
CEMENCTBA TPOSHCKUX MPOrpaMM, peann3oBaHHbIX B BUAe noaaenbHbix HTML-cTpaHuLu,.
3noBpen paccbinaeTcs Mo NeKTPOHHOM no4yTe NoAd BWMAOM BaXHOro COOOLEHWS
OT KPYMHbIX KOMMEPYECKMX 6AHKOB, MHTEPHET-Mara3nHoB, COPTBEPHbLIX KOMMAHWUM
n 1.40. Ha npennoxeHHown nopaensHon HTML-cTpaHuue nonb3oBaTeslb BBOAUT CBOW
KOHOWAEHUMaNbHbIE [OaHHble, MOCAe 4ero BBeAEHHAA WHPOPMaUMS OTMNpaBiseTcs
KnbepnpecTynHMKaM.

Ha BTOpOM u neBatoM no3uumax pacnonaratotca Trojan-Downloader HTML.Agent.
aax u Trojan-Downloader.HTML.Meta.as - 3noBpeabl, npeactasnsowme cooom HTML-
CTPaHuUbl C KOOOM AN nepeajpecauum MnoJib3oBaTeNsl Ha CaUT 3/10YMbILUIEHHMKA.
Tam XepTBY O6bIMHO KAET OUWKMHIOBas CTpPaHW4YKa WAM MNPEeaSIOXEHNE CKayaTb
PacCnpoOCTPaHEHHbLIN B MOcneaHee BpemMs Binbot — npunoxeHne ang paboTbl C CEPBMCOM
aBTOMATMYECKOMN TOProOBAM OUHAPHBIMK OMNUMOHaMU. PacnpoCTpaHSOTCS 3/10BpEebI
yepe3 MOYTOBbLIE BJIOXEHUS U Pa3NMYaloOTCA TOMbKO CCbUIKOW, MNepeHanpaBastoLen
NOJIb3OBAaTENS HA CaNUT 3/IOYMbILLIEHHNKOB.

3aMblkaeT nepByto TpoWKy 3noBpen Trojan.Win32.Fsysna.brtr, kOTOpbIM npencTaBnseT
cobon nNpocTton cnam-60T. OH OT UMEHU MHOULMPOBAHHOM MaLLUHbI NepeHanpaBnseT
cfnam OT KOMaHAHOro LeHTpa Ha mail-cepsep.

Ha 4eTBépTOM no3vumm pacnonoxunca Trojan-BankerWin32.ChePro.ink. 3nospep
BbiNO/IHeH BBuAe CPL-annneTa (KOMMOHeHTa NaHeN ynpaBieHus) M 3aHMMaeTCs 3arpy3Kom
Ha KOMMbIOTEP XepTBbl TPOSHLEB, MPefHa3HaYeHHbIX A8 KPaxXm KOHOUAEHLMASIbBHOW
drHaHCOBOW MHDOPMALMKN. BOCHOBHOM 3/I0BPE bl 3TOMO THMNa HaueneHbl Ha 6pa3nnbckme
M NOPTYranbCKmne 6aHKM.

Hanee cnenyet Trojan-PSW.Win32.Fareit.augm. 3noBpenbl cemencTsa Fareit KpagyT KyKu
6pay3epoB, Naponu ot FTP-KAMEeHTOB M MOYTOBbLIX MPOrpamMMm, a 3aTeM OTCbIIAOT 3TU
[LaHHbIE Ha YAANeHHbIN CePBEP 3/10YMbILLNEHHNKOB.

CenbMyto M BOCbMYO CTPOKM 3aHMMAIOT TPOSHLbI-3arpy3dnkmn cemencTtBa Upatre: Trojan-
DownloaderWin32.UpatreVxd wn Trojan-Downloader.Win32.Upatrevwi. Vix ocHoBHas
3afa4a — 3arpys3uTb, pacnakoBaTb W 3anyCTUTb APYTrYtO BPEAOHOCHYIO MPOrpammy.
3noBpepn 06bI4HO MackmpyeTcs nog PDF- nnn RTF-0oKyMeHT.

3amblkaeT pecatky Exploit MSWord.CVE-2014-1761.k. 27170 pokymeHT Word, KOTOpbIN
COOEPXUT 3IKCMJIOUT WU, MNpPU HanMYMM COOTBETCTBYIOLLEN YA3BMMOCTW, 3arpyxaeT
Ha KOMMbIOTEP XXepPTBbl APyrne BpefOHOCHbIE MPOrPamMMsbl, 3aHMMaOLWMECS KpaXemn
NepPCOHasbHbIX AAHHbIX.

CemelicTBa BpeAOHOCHbIX NMporpamm

ECnv roBopmTb O MONYASIPHbIX BO BTOPOM KBapTaJie CEMENCTBAX BPEAOHOCHbIX MPOrpamm,
TO, KaK 11 B MepPBOM KBapTasie, BO3raBuI0 3TOT cnncok Upatre. 3noBpeabl 5TOro ceMencTBa
O6bIYHO CKaYMBAKOT Ha KOMMbIOTEPBI XEPTB TPOsHUA-6aHKepa, M3BeCTHOro kak Dyre/
Dyzap/Dyreza. CnMCoK aTakyeMbIX 3TUM BaHKEPOM QUHAHCOBbLIX YUYPEXAEHN 3aBUCUT
OT danna KOHPUrypaLumm, KOTOPbIW 3arpyxaeTcs M3 KOMaHLHOrO LeHTpa.

HabupatoT nonyngapHoOCTb 1 3noBpeabl cemenctsa MSWord.Agent, B nepBomM kBapTane
OHM ObIIN NNLWb TPETBUMW. HaMOMHUM, 4TO 3TU NpPeAcTaBnatoT cobom ¢amn .doc co
BCTPOEHHbIM MaKpOCOM, HanncaHHbIM Ha Visual Basic for Applications (VBA), koTopbin
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BbINOJIHAETCS MPW OTKPbLITUU LOKYMEHTa. 3N0Bpe[, 3arpy)aeT W 3arnyckaeT [pyroe
BpeaoHocHoe [0, Hanpumep O4HOTO 13 NpeacTaBuTenen cemenctesa Andromeda.

CHOBaBEpPHYNMCbBTPOMKY MnaepoB6aHkepblZeuS/Zbot.MNpeacTaBUTeNMaTOrO CEMENCTBA
npenHa3HavyeHbl 4719 aTakM Ha CepBeEPbI U MONb30BATEbCKME KOMMBIOTEPDI, @ TaKXe ANs
nepexeBaTa AaHHbIX. XoTa ZeuS/Zbot cnocobeH BbIMOAHATb Pa3fiMyHble BPELOHOCHbIE
[EeNCTBMUS, Yalle BCEro OH UCMNONb3yeTCs ANS KPaXKM 6aHKOBCKOM MHOPMaLMK. TakxKe OH
MOXeT ycTaHaBnmBaTb CryptoLocker — BpeJOHOCHYIO MPOrpaMmy, BbIMOTAIOLLYIO AeHbMM
3a pacwmdpOBKY AaHHbIX MONb30OBATENS.

CTpaHbl — MULLEHUN BPEAOHOCHbIX PacCbl/IOK

OcTanbHbie CTpaHbl
21,77%

LT
19,59%

H0xHo-AdppuKaHcKan
Pecnybnuka
1,28%

ABcTpua

1,43%
Benuko6puranua

ToHKOHT 6,31%

1,64%
AinoHna '
1,75%
bpasunua
Monbiua ' 6,04%

1,83% J Manaii3us

1,92%
. CWA

5,03%
BbeTHam
2,40% Poccua

Wcnanua 4,74%

2,60%

WUtanua Opanuyua
3,25% ABctpanua 4,28%
3,81%

PacnpeaeneHune cpabaTbiBaHWI MOYTOBOro aHTUBMpPYCa No CTpaHaM, BTopou kBapTtan 2015 r.

Tponka nuaepoB CTPaH, Ha TEPPUTOPUIO KOTOPBIX PacChlIAaeTCs HanbOo bLLee KOMYECTBO
BPEAOHOCHOIrO Crnama, CHOBa rnpeTepnena maMeHeHusa. [lepmaHusa (19,59%), koTopas
B NepPBOM KBapTase 6bl1a UL YETBEPTOM, MOAHANACH Ha MEPBYIO CTPOUKY: HA TEPPUTOPUN
3TOM CTpaHbl Mbl 3adUKCUPOBANU MNATYHO YaCTb BCEX CpabaTblBaHUM aHTUBUPYCA.
Benukobputanums (6,31%), 3aHMMaBWwasg MO MUTOraMm MepBOro KBapTana JUAMPYIOLLYIO
no3MLMIO, CMECTUNIACh Ha BTOPOE MECTO, Ha TPETbeN CTPOUKE pacnonoxmnacs bpasmnms
(6,04%).
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CLUA (5,03%), Ha TeppUTOPUIO KOTOPLIX TPAANLMOHHO PaCcCbINIanoCh 60MbLLIOE KONNYECTBO
nMcemM C BPEAOHOCHbIMU BJIOXEHWUSIMUK, B pe3ynbTaTe OKasaincCb JIMWb Ha YETBEPTOM
No3nLUNN.

Tak)xe CTOUT OTMeTUTb, YTo Poccus (4,74%), 3aHMMaBLLas NO UTOramMm NepBOro KeapTana
nvwb 10-10 CTPOKY, BO BTOPOM KBapTane nogHsnach Ha 5-e mecTo.

Oco6eHHOCTU BpeaOHOCHOro cnama

BoBTOpOMKBapTaneBcnam-TpaprKe Mbl MpoaomKanam GUKCMPoBaTb BPEAOHOCHbIE MMCbMa
C MaKpOBMPYCaMM, MUK PACCHIIKM KOTOPbIX NpULIENcs Ha npowbii kBapTan. OTMeTUM,
4YTO UX KONMYECTBO CHU3UIIOCH, OAHAKO OHW MO-MPEXHEeMy NpPeAcTaBNslOT CEPbe3HYIO
OMaCHOCTb: OBHAPYXKEHHbIE HAMW MAKPOBUPYChl MPUHAANEXANM K KAaTEFOPUM TPOSHLIEB-
3arpy34nkoB M NpeaHasHa4YanncCh Aas CKaumMBaHMs Apyrmx 3nospenbl. MOLWEHHWKM, MbITasChb
y6eanTb nonyyaTens B NErMTUMHOCTU MUCbMA, MaCKMPOBaNM COOBLLEHMS MO AENOBYIO
nepenncky 1 BblAaBann BPeAOHOCHbIE BNOXEHMS 38 GUHAHCOBbLIE AOKYMEHTbI MM 3aKas3bl.

B HEKOTOPbLIX MMCbMaX 3JIOYMbIWNEHHWKU YKa3blBaJln I'IO,B,pO6HbIe KOHTaKTHblIE OJaHHblIE
oTrnpaBnTend, BCTaBAIM NOrotunbl And npunoaHna MucCbmy OCI)VILI,l/IaJ'IbHOFO BW1Aa,
a YKa3aHHble B MMCbME 31EKTPOHHbIE aapeca 6pan|/1 n3 nona From. I'Iepel-lmcneHHoe
0enano MOLEHHMYECKOe NMMCbMO ellle bonee y6e,ﬂ,l/ITeﬂbeIM Ona nonydvaten4.

Ham Tak)ke BCTpeYasnCb MMUCbMa, KOTOPble MMUTUPOBaNM OPULManbHble COOBLLEHNS
OT peasibHbIX KOMMaHWKM, MpUYeM 3/10yMblLUIEHHUKN CTapasncCb, YTOObI COLepXaHue
COObLLEHMS 6bIIO CBA3AHO CO Chepor AeATENbHOCTbIO KOMMNaHUW. Hanpumep, nncbma
OOHOM M3 OBHAPYXXEHHbIX PACCHINOK BblAaBaM Cebs 3@ YBEAOMJIEHMS O MONYyYEHUU
TEKCTOBOrO COOBLLEHMS, HAaMUCaHHbIE OT MMEHM KOMMaHWK, NPefoCTaBASIOWEN YTy
B chepe TeneKOMMyHMKaLMN. TeKCT COoOoOLLeHUsa nonyyaTenb MOr NpPOYnTaTb, OTKPbLIB
BnOxeHne B dopmate Microsoft Word, HO B AENCTBUTENBHOCTU BMECTO O6ELLaHHOW
nHbopMaLmMm B cCoobLeHMN coaepxxancs Trojan-DownloaderVBS.Agent.am;.

Rebecca McDonnell <t i co.uk>

Telephone order form

Meagan Whitney <Neal.23d@donhansel

Remittance Advice for 757.58 from VIETNAM HLDG LTC
@

ony - 1 \ a Tichaona o . e c .
fony Muzurg, Tichaona < com

Debtors Balance 10.04.2015 srxisx
CooBuerne [ SNB1F7MIQ.xs (32 Kéaim) o o
Cootuerme W TELEPHONE PURCHASE ORDER FORM.doc (69 KéaiT)
CooBuwehme (7 Debtors Balance 0.04.2015 sv.yls« (114 Kéai)

VIETNAM HLDG LTD Meagan Whitney

Telephone order form attachad

Regads,
Good day,

Rebecca McDonnell

Pleace find the weely Debtors Balance report with one week cach flow farecast.
Rusness Administrator

RingCentral <service@ringcentral.com>
New Text Message from (815) 965-2323 I R B

Kowy ] undisclosed-recipients; DDI: 01744
Fax: 01342
Cooblerne 1815 965-2323.d0c (83 K6aiiT) el e——l—— .k

1 hevs puleomiments un =aui deblor as per M Sewpersad ienmaks un e previous 1epor.

Best Regards

Tich Muzuro
Credit Controller

(815) 965-2323 has sent you a text message. Offica: +263 | Mobile: +263
The message can be found in the attached document. trauzuro@ com e, S e m
1&berdeen Foad, Nyakamete, Mutare, Zimbabwe

S
-equw"
.

= This emall has been checked for viruses by Avast zntivirus
WWNW. 3Vast.com

Ewe ogHoM He Tepstowen CBOeN NONynIpHOCTU TEMATUKOM AN KM6EepnpeCcTynHUKOB,
paccblnatoWmx BPeAOHOCHbLIM CraMm, SIBASETCS MACKMPOBKA MUCEM MNOJL YBeLOM/EHUS
O nony4YeHmm GakcoB UM CKAHOB Pa3INYHbIX LOKYMEHTOB. Takme noanefiku pacCblialoTCs
B OCHOBHOM Ha aHMMMNCKOM U HEMELIKOM £3blKaX, a BJIOXEHMS, KOTOpPblE BblAAKOTCS
MOLLEHHMKaMK 3@ dannbl C GakCaMmM U CKaHaMM, COOAEPXKAT Pa3NnNYHbIE BUAbI 31OBPELOB:
3arpysumkun Trojan.Upatre n Trojan.Downloader, a Takxe kennorrep HawkkyePHPLogger.
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TekcT B Tene Nofo6HbIX MMCEM MOT 6bITb MPenebHO KPaTKNUM UK, HAO60POT, COAEPKATb
AeTanbHyto MHGOPMALMIO O MONYYEHHOM AOKYMEHTE.

P . l.nel

aksnfafez745 <aksnfaf T P R e im.Schultz@®
ksnfgfez745 <aksnfq Tim.Schultz <Tim.Schultz@F e el iment
Scan Fax
Komy h Komy 2 - a e o a5 an001 e,
Coofuwenue Emnfﬁﬁ?éﬁlﬂ‘?-ﬂp (27 K aiiT) COOBLIEHHE grax 15GUAKTFI3.7ip (L7 KBaiir)
Plecase chesk attachment for my guatations to knew the items needed For ny company needa.
Models: HP vt543 Fax #1sGUAKTF)j3 Eegards

Scan id:643765184

Davis Person

Incoming Fax <Incoming.Fax @ >

admin <am mmy.com:> .
[SPAM] You Have a New Fax Message [SPAM] Incoming Fax
Komy i

KoMy i

Coubuenne || 1B -15413526550.9395257 736033 77 2.cip (18 Kbaih | Coobuenne  YBtax 955-447.9478.2ip (20 Keaiim) | BawskeHue 6e3 UMEHN 000030t (125 6aiiT)
*You Have aNew Fax Message AR R AR R R R R RS AR R R
Gtlw i e INCOMING FAX REPORT
Pt e g S FEEFFFFFFEEEFEE TR E IR EIEFEFEF TR I E IR L LR L TR E AR E IR EREF TR LS
Pages: 2
To: .com

This email has been protected by YAC (Yet Another Cleaner) hitp://w Date/Time: Wed, 12 May 2015 11:58:27 -1200
Speed: 4451bps
Connection time: 03:00
Pages: 2
Resolution: Normal
Remote |D: 955-447-5478
Line number: 2
DTMF/DID:
Description: Internal only

To download / view please download attached file

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

B cenTabpe 2014 rona mMbl 3adMKCUPOBANU BPEAOHOCHYIO PACChINKY C HETUMUYHBIM AN1S
Crama BROXeHmem — apxmeoM B ¢opmaTte ARJ. B 2015 roay MOLUEHHWMKN NPOAOHKUN
MCMONb30BaTb HETPAAMULIMOHHbBIE apXMBbI AN PAaCNpOCTPaHeHUs 3N10BPeLOB: B arnpesne
M Mae B crnam-Tpaduke paccbinannmcb MUCbMa C BIIOXKEHUSMU .cab KM .ace, Takxke
aBnsoWMMmnca  dannaMmm  apxmMBOB HEMONYNSIPHOro cendyac <¢opmaTa. B apXmMBax
cogepxanmce TposiHel, Trojan-DownloaderWin32.Cabby n kemnorrep HawkEye Keylogger.
B OT/IMYME OT MONYNSAPHbIX B CMNamMe PacCLUMPEHUI .ZIp U .rar, BNOXeHWUs .cab 1 .ace MoryT
6bITb HE3HAKOMbI MONb30BATENIM U MOTOMY Bbl3blBaTb MEHbLLE MOAO3PEHMN.

Cp 15.04,2015 11:29 YT130.04.2015 1:35
Pearlie Kunicki < S > Selene Dellosso < i .com:>
Message from Briggs Equipment UK Ltd 4 pages from +07408992052
Komy = n Komy
CooBleHne B briggs_equipment_uk_ltd.cab (22 Ksaiir) CooBuenne B WSBE522684275DC. cab (13 Keaitr)

Sender: +07407800718 Number: +07408552052

Sender: Briggs Equipment UK Ltd Size: 3325

Date: 2015.04.15 08:27:56 CST ID: W5BE522684275DC

Pages: 5 Filename: W5BE522684275DC.cab

ID: [2COWBC244652EC48
Filename: briggs_equipment_uk_ltd.cab =
Selene Dellosso
- Bc03.05.2015 1:45
Pearlie Kunicki = -
; . y.org

INWVOICE

Komy undisclosed-recipients:

CooBweHne EINVOICE.E:& (340 K&aiT)

Dlease find attach copy of mvoice we recerve from you, and reconfirm to us before we proceed with the payment.
Thanks & Regards

Michael Wells.
Marketing Specialist

Kukuljanovo 312
51227 Kukuljanovo-Rijeka-Croatia
Tel-+385 (51)51 503 107
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Bo BTopom kBapTane 2015 roga MOWEHHUKM B paMKax O4HOW PACChISIKM PaCnpOCTPaHSAIN
BpeLOHOCHble ¢ansbl BO BAOXeHUsx B ¢opmate ZIP n APK. Ecnn ZIP-apxuBsbl
BCTPEYAOTCS B MOAABAAIOLLEM BONbLMHCTBE CNaM-COOBLEHNIM, TO BNOXeHUs dopmMaTa
APK cpaBHUTENbHO penkn, TaK Kak SIBASIOTCSH apPXMBHbIMU WCMOHSAEMbIMU dannamm-
npunoxeHnamMmm ang Android. B OOGHapy>XeHHbIX HamMu ZIP-apxmBax Haxoguacsa TposHew,
cemenctBa Upatre, a ¢anmn Check_Updatesj.apk petekTupoBancs Kak TpOsiHEL-
wnodposanbmMk SLocker ana cuctembl Android, Npu 3anycke KOTOPOro mMpoucxoanaio
lWndpoBaHME N306PaXKEHUN, JOKYMEHTOB 1 BUAEODANIOB, HAXOASALLMXCS HAa YCTPOMNCTBE.
Mocne 3TOro MNOMb30OBATENO MOKa3blBaNOCh COO6LlEHNE C TpebOBaHMEM 3annaTuTb
OEHEXXHYIO CYMMY 3a pacluMOpoBKY ¢amnoB. Paccbinasg 3noBpefbl BO BJIOXEHUAX
dopmaTta ZIP n APK B paMmkax 04HOWM pacCbUIKM, MOLLEHHUKM, BO3SMOXHO, PaCCYUTbLIBAJIN,
YTO UX XEepTBaMWM CTaHYT He TONbKO nosb3oBatenn K, HO 1 Bnagenblbl CMapTHOHOB
M NnaHweToB Ha Android, paboTatoLme C 31eKTPOHHOWM MOYTOM C STUX YCTPOUCTB.

B719.05.2015 16:57

o
Sally
SOy

(¥

elc
elc

D

\ n Stochliya
FlashPlayer Update
Komy

Konwna

CoobweHne | Attachment information..txt (149 B6aiT) || Check Updatesj.apk 3 MianT)

New Flash Player Update.

BT19,05.2015 22:00
director ® i Sl : z 2 i i
gdireciori@ ’ berver.com
FlashPlayer Update

Komy

Konwna

CooBweHne Eplayer Updates.zip (15 K&aiiT)

New Flash Player Update.

PULLUHT

Bo BTOpomMm kBapTane 2015 roga Ha KOMMblOTEPax MONb3oBaTeNeEM MNPOAYKTOB
«JlabopaTtopum Kacnepckoro» 66110 3adpurkcrpoBaHo 30 807 071 cpabaTbiBaHMM CUCTEMbI
«AHTUONWNHI». B 6a3bl «JlabopaTopum» Kacnepckoro 3a aToT nepuon aobasneHo 509
905 macok puwmHrosbix URL.

Ha npoTsHKEHUU YyXKe HECKONbKMX KBApPTaJiOB HaAMOOMbLIMA MPOLEHT aTaKOBAHHbIX
dvwepamMy nonb3oBaTenen Habnogaetca B bpasmnmm. OgHako BO BTOPOM KBapTase
2015 ropa 3TOT MOKasaTenb CHU3MACS MOYTWU B ABa Pa3a MO CPABHEHWIO C MpeablayLim
KBapTanoM. TO e caMmoe NPOoM30oLIIO C NOKa3aTeNIMN MHOTUX APYTUX CTPaH.



CMAM 1 OULLMHT BO BTOPOM 2
16 KBAPTAJE 2015 KASPERS KYs

% of affected users
EEC-3 EE:-5 []5-7 EE7-12 BN 12-20

leorpagus ¢puLumnHroBbix atak*, BTopowu kBaptan 2015 roaa

* [lpoueHT nonb3oBaTENEN, Ha KOMMbIOTEPAX KOTOPbIX CcpaboTana cCucTemMa
CAHTUPUWKMHI», OT BCeEX MNOJMb3OBaTeNen NPOAYKTOB «JlabopaTtopum Kacnepckoro»
B CTpaHe.

TOP 10 cTpaH no NpoueHTY aTaKoOBaHHbIX NOJIb3OBaTeNei:

CrtpaHa % [Nonb3oBaTenen

1 bpa3unus 9,74
2 WHavsa 8,3

3 Kutam 7,23
4 Poccus 6.78
5 ®paHuus 6,54
6 AnoHus 5,93
7 Manansns 5,92
8 Tlonbla 5,81
9 KasaxcTaH 5,79
10 OA3 5,75
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OpraHmauMM - MULLEHU aTakK

CTaTucTmka no MUWEHSIM aTak pULIEpPOB OCHOBaHAa Ha CpabaTblBaHUSIX 9BPUCTUYECKOTO
KOMTMOHEHTA CUCTEMbl «AHTUPUILIMHTY. IBPUCTUYECKUM KOMIMOHEHT CUCTEMDbI
CAHTUPUIUMHT» CpabaTblBA€T, KOrAa TOJ/b30BaTE/b TEPEXOAUT TIO CCbLIKE Ha
PUIWMHTOBYIO CTPaHULLY, a MHpOpmMaUms 06 3TOVM CTpaHULe elle OTCYTCTBYET B 6a3ax
«JlabopaTtopumn Kacnepckoro». Tlpyu 3TOM HEBa)KHO, KakMM O6pPa3OM COBEPLUAETCS
JaHHbIV IePEeXO; B PE3YNbTaTE HaXXaTUST HA CCbLIKY B PULIMHTOBOM MUCbME, B COO6LLEHUM
B COUMAJ/IbHOWN CETU U1, HATIPUMEP, B pPe3y/ibTaTe AeNCTBUS BPELOHOCHOM NMPOTPaMMBbl.
B pe3ynbTaTe cpabaTbiBaHWUST B 6pay3epe TMOnb30BATENb BUAUT NPENYTIPEXAAIOLMMN
6aHHEP O BO3MOXXHOMW YTPO3e.

Kateropus «no6anbHble noOpTanbl» BHOBb MepeTsHyna Ha cebs O6O0Nbly A0
cpabaTtbiBaHUM - BO BTOpOM kBapTane 2015 roma en cootBeTcTBOBano 42,35%, 4TO
Ha 16,69 n.n. 6onblUe, 4eM B NepBOM KBapTane. Takxe HeMHoro Bbipocna (Ha 0,13 n.n.)
nons kateropumn «porpaMmbl MFHOBEHHOTO O6MeHa coobleHnsammny (4,05%). MpoueHT
OCTa/lbHbIX KaTeropum noHmsunacs: «CoumanbHble CeTn K 6norm» notepsnu 2,6 mn.n.,
«baHku» - 5,56 n.n., «OHNnamH-marasmHbl» - 1,56 n.n., «[lnatexHole cnctemo» - 2,84 n.n.,
«TenedoHHble U MHTEPHET NpoBanaepbl» - 1,33 n.n., «OHnanH-urpe» - 0,78 n.n.

Mporpammbl OHnajiiH-urpbl
MrHOBEHHOro o6meHa 2,62%
coobLeHnamm
4,05%
TenedoHHble u
MHTepHeT-
npoBaiigepbl
5,57%

natexHble cucTembl

5,85% [mo6anbHble
MHTepHeT-nopTanbl
42,35%

OHnaiH-MarasmuHbl
8,12%

baHku
13,42%

CounanbHbie ceTu U
6noru
14,75%

PacnpeaneneHne opraHn3auuii, aTakOBaHHbIX ¢puLLepamm Mo KaTeropusiM, BTOpowu keaptan 2015 r.



18

CMNAM U ®ULLINHT BO BTOPOM
KBAPTAJIE 2015 KASPE RS K\{_"

Mporpammbl MFHOBEHHOrO OOMeHa COOBLWEHUSMM MONb3YKTCS MNOMNYNSPHOCTHIO Y
MOLLEHHUKOB MO MHOXECTBY MPUYMH. Hanpumep, KMbepnpecTynHUKM YaCTO MCMOMb3YIOT
yKpaAeHHble aKKayHTbl 4115 AaNbHeNLWeN PacCbiiKM GULINHIOBbLIX COOBLLEHNIM UK CCbIIOK
Ha BPeAOHOCHbIE MPOrpPamMmbl MO CMMCKY KOHTAaKTOB XXePTBbl, PACCbIIKM CMamMa, BbIMOraHms
OEeHer 1 ApYrmx MOLIEHHUYECKMNX CXEM.

PacnpeneneHne ULLINHIOBBIX aTak Ha o/ib30BaTe/NeN MPOorpamMm MrHOBEHHOIro 0O6MeHa COOBLYEHNAMM,
BTopow kBapTtan 2015 roga

Bonblwas 4YacTb cpabaTbiBaHMA B AAaHHOW KaTeropuy MnpuUXOAMTCS Ha MNOMNYNSPHbIN
KUTANCKUMN CEPBUC MIHOBEHHOTO OOMeHa coobuweHnaMmn QQ, noaaepXrBaembln
TeNleKOMMYHUKaLMOHHOW KOMNaHuen Tencent.


https://securelist.ru/blog/intsidenty/23888/russkoyazychnoe-moshennichestvo-v-skype/
https://securelist.ru/blog/intsidenty/23888/russkoyazychnoe-moshennichestvo-v-skype/
https://securelist.ru/?s=skype
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lMpumepsl GULLIMHIOBbIX CTPaHUL], UMUTUPYIOLMX CTPaHWULbI BXoAa B cepBuchl QQ

Ha BTOpoM mecTe nporpamma Skype (8,88%), npuHaanexaulas Microsoft. Ee gona 6onee
4YeM Ha MOoPSLAOK MeHbLLE OV Inaepa.

¢ | |B- coogie P

L] uisacad.uis.edu/~kswand/login.skype com/login.htm

SYPe)

Skype Account Authentication

Please verify your identity.

Secure Account Verification

Please enter the correct information requested below.

Skype Name
Skype Password
Your E-mail Address

Your E-mail Password

o/

Microsoft

© 2014 Skvoe and/or Microsoft.

he *S" logo are trade marks of Skype or

lMpymep ¢ULIMHIrOBOV CTpaHULibl, MPeaiaraloLen rnob3oBatensam Skype sepudnumpoBaTb CBOV aKKayHT.
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TOP 3 aTakyeMbix opraHunsaumm

Kak Mbl OTMe4anu B npeabliaylimx OTyeTax, OCHOBHas 4acTb HeueneBoro ouiunHra
HampaB/iieHa Ha MOJib30BaTeNeN HECKONIbKMX Haunbosiee NMOMynsapHbIX KOMMNaHUW. Takme
KOMMaHMN MMEIOT MHOXECTBO KJIMEHTOB MO BCEMY MUPY, Bnarofaps Yemy y MOLLEHHNKOB
60/bLUE LAHCOB NOMACTb B Lie/lb, OpraHmn3ysa odepenHyo GULLMHIOBYIO aTaky.

Ha TOP 3 aTakyembix duLiepamm opraHmsaumm npmxoantcs 45,14% Bcex eTEKTUPYEMbIX
OULINHIOBBIX CCbISTOK.

OpraHusauus % OT BCeX AeTeKTUPYeMbIX PULLMHIOBbIX CCbIJIOK
1 Yahoo! 29,03%
2 Facebook 10,44%
3 Google 5,67%

Mo cpaBHeHMIO C nepBbiM KBapTanom 2015 roga cocTaB MepBOM TPOMKKM OCTancs 6e3
M3MEHEHWN. B Hee Mno-npexHemy BxoaaT Yahoo! (+23,82 n.n.), Facebook (-0,53 n.n.)
n Google (-2,44 n.n.). 3HauMTENbHOE YBENMYEHNE AONWN CpabaTbiBaHMN Ha danblUMBbIE
CTpaHuLbl, Mackmpyemsble nog Yahoo!, cTano BO3MOXHbIM 6/1arofgaps 0oLemMy CHUXEHMIO
KONMYEeCTBaA [AETEKTOB;, B UYMC/IEHHOM BbIPAXXEHUU KONMMYECTBO CpabaTbiBaHMM Ha
noAAenbHble CTpaHuMLbl Yahoo! BbIpOC/IO HE3HAYUTENbHO.

Bo BTOpom kBapTane 2015 roga Mbl CTONIKHYIMCh C MacCOM OULLMHIOBbLIX CTpaHWLL,
KOTOpPbIE UMNTUPOBANM Ny6AMKaLMIO Ha CTpaHuue Facebook, coaepallyto OTKPOBEHHOE
YouTube-Bunaeo. [1py nonbITke 3anyCTUTbL BUAEO MPONUCXOANIO CKaYMBaHNE BPELOHOCHOM

MnporpamMmMsbl Ha KOMIMbIOTEP XEPTBbLI.

E YouTube

Ooopps ! Has Cancelado la instalacio, Por favor ace;
reproductor

lMpumepb umuTupyrowmnx Facebook danblumBbix CTPaHUL, PacrpoOCTPaHSIIOWMNX BPEAOHOCHbIE paiisibl
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3AKJTIOMEHME

[Jons cnama B NOYTOBOM Tpaduke No ntoram BTOporo keapTana 2015 roga coctasuia
53,4%, 4TO Ha 5,8 N.N. MeHbLUE, YeM B MpeablayLLeM KBapTane.

Bo BTOpOM KBapTane UCTOPUMN HUTEPUNCKMX MUCEM OCHOBbLIBANIMCh Ha PeasibHbIX COObITUAX:
npeactoswen Onumnuage B Puo-ge-XaHenpo, npowedwmx B Hurepmm Bbi6Opax
Npe3naeHTa, a TaKkxKe 3eMNeTpsceHnn B Henane. MOLWEHHWKM 3aMaHMBaNuM noJjiydatenemn
He TOJIbKO ObeLLlaHNEM BO3HArPaXXAeHUs UM KOMMNEHCALUMM 3@ HAHECEHHbIN yLLlepo, HO
N YNOMWHAHMEM O BbIUIPbILLIE B IOTEPEID, a TaKxXe NMpoCuMan caenaTb 6e3Bo3Me3gHoe
NOXXepPTBOBaHWe A5 MOCTpanaBLUMX B Henane.

MHdOopMaLMOHHBIM MOBOAOM K yBENMYEHMIO CraMa Ha TeMy SEO cTan BbinyCK o4epeHOro
obHoBNeHMs anropntma noncka Google Search. Llenbto 06HOBNEHMS 6bl1 NOABEM CaNTOB,
afanTUPOBAHHbBIX A1 MOOWIbHBIX TenedOHOB, Ha 6oee BbICOKME MO3MLMN B pe3y/bTaTax
MO6WNBHOrO MOMCKa.

Tpovika nnaepoB cpeam CTpaH — MCTOYHMKOB CMamMa, PacChblIaeMOro rno BCEMY MUPY, BO
BTOPOM KBapTasje BbIrnaamT crnenytowmm obpasom: CLUA (14,6%), Poccua (7,8%), Kutam
(7,1%).

PenTWHI BpeOOHOCHbIX MPOrpamMM, pPacnpoOCTPaHEHHbIX B MOYTe, MO UTOraMm BTOPOTrO
KBapTana Bo3rnasnaseT Trojan-Spy.HTML.Fraud.gen. Cpean cemMencTB BpefOHOCHbIX
nporpaMmm MAepPOM CTano cemencTso Upatre. Han6onee 4acTo BpeAOHOCHbIM aTakam
NoABEPraAnCh Monb3oBaTeNM lepMaHumn — Ha UX OO Npuwnock 19,6% cpabaTbiBaHU
MOYTOBOro aHTUBMPYCa.

BpenoHocHble dalnbl, BNOXEHHbIE B MUCbMA, 3/IOYMbIWAEHHMUKM BblAaBann 3a akchbl
N CKaHbl, 06bHOBNeHMs Flash Player n genoyto nepenncky. Takxe KnoepnpecTynHUKN
NPOLO/HKUAN pacChinaTb MakpoBMpYyChl B fokyMeHTax Word v Excel, natoc ncnons3sosanu
He XapaKTepHble AN cnama apxmBsbl (.cab v .ace) n damnbl .apk.

Bo BTopom kBapTane 2015 roga Mmbl 3adumkcmpoBanm 6onee 30 MAH cpabaTblBaHUMN
cUCTeMbl «AHTUDULLIMHIY Ha KOMMbIOTEPAX MONb3OBaTENEN MPOAYKTOB «JlabopaTtopumm
Kacnepckoro». Haunbonblwimii NpoOLEHT aTakOBaHHbIX duepamMn Nonb3oBaTenemn
Habnofancs B bpasmnmm, HECMOTPS Ha TO YTO NOKa3aTe b CTPaHbl CHU3UACS NMOYTU B ABa
pasa Mo CpaBHEHUIO C MpeablAyLMM KBapTaIOM.



O «JlabopaTopumn Kacnepckoro»

«JlabopaTopums KacnepcKoro» — KpyrnHewuLiasi B MMpe 4aCTHas KOMaHus,
pab6oTarolyas B cpepe MHPOpMaLMOHHOM 6€30MacHOCTH, U OAMH N3 Hanboee
6bICTPO Pa3BMBAIOLLUMXCS BEHAOPOB 3aLUNTHbIX peLueHur. KomrnaHus BXoAUT B
4YeTBEePKY BeAYLUNX MUPOBbIX MPOU3BOANTENEN PeLUeHU A1 obecriedeHus | T-
6e30MacHOCTHM roJib30BaTener KOHeYHbIX ycTpouicTs (IDC, 2014). C 1997 roaa
«JlabopaTopums Kacrnepckoro» co3aaeT MHHOBALUMOHHbIE U 3¢ PEKTUBHbIE 3aLUNTHbIE
peLueHns: M CEPBUCHI 151 KPYMHbIX KOPIOPaLUmMmn, NpeanpusiTuii CoeaHero m

MaJsioro 6msHeca v JOMalLlHUX Nofb3oBaTenen. «J/labopatopums Kacrnepckoro» —
MexXayHapoaHas KomrnaHums, paboTtarowyas nodt B 200 CTpaHax M TepPUTOPUIX
MUpa, ee TexHONormm 3awmiyaroT 6onee 400 MUIIMOHOB MO1b30BATE/IEN MO BCEMY
mupy. bonee noapobHas nHPopmaLms 4OCTYrNHa Ha cariTte www.kaspersky.ru.

Securelist, pecypc akcnepToB «JlabopaTtopunm Kacnepckoro»
C aKTyaslbHOM MHDOPMaLMen O Knbepyrposax

B2B 6nor «Jlabopatopum Kacnepckoro»

Brnor EBrenna Kacnepckoro W B2C 6nor «JlabopaTtopuun Kacnepckoro»
8 "]
W HoBocTHas cnyx6a ™ Bnor Kaspersky Academy
ucs «JlabopaTopum Kacnepckoroy Aedemy
Mockga, 125212 TenedoH: +7-495-797-8700
JleHnHrpanckoe wocce, A.39A, ctp.3 +7-495-737-3412
BU, «Onumnumsa MNapk» Ddakc: +7-495-797-8709
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