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B TeyeHne wmHOrMX neTt cneumanucTel «Jlabopatopum Kacnepckoro» oOHapyxvBalwT U WCCNeayloT
KMOepyrposbl, HamnpaefieHHble Ha  pas3fnyHble  MH(POPMAUMOHHBIE  CUCTEMbI —  KOMMEPYECKMX
N TOCYyOapCTBEHHbIX OpraHm3aunii, 6aHKOB, TENEKOM-0NepaTopoB, NPOMbILLSIEHHbIX NPEeaNPUATUR U YaCTHbIX
nuu. LleHTp pearnpoBaHust Ha MHLUMAEHTbI MHGOOPMaLMOHHON 6€30NMacHOCTM NPOMBbILLIIEHHbLIX MHAPACTPYKTYP
«JlabopaTopuu Kacnepckoro» (Kaspersky Lab ICS CERT) nybnuvkyeT pe3ynbTaTbl UCCrieaoBaHui naHawadpra
Yyrpo3 asnsi CUCTEM NMPOMBILLSIEHHOW aBToMaTM3auun, NosyYyeHHsble B TedeHne nepeoro nonyroams 2018 roga.

OcHoBHas uenb nybnukaumn — UHPOPMALMOHHAA nNoAAepPKKa rnobanbHbIX W FOKaNbHbIX KOMaHz4
pearMpoBaHuUs Ha WHUMOEHTbI, ChneuManuctoB Mo WHAOPMaLMOHHOW ©e3onacHOCTU  NpeanpusaTuii
n uccnegoBaTenen B 0611acTn 3aWmLEHHOCTY NMPOMBbILLSIEHHBIX OO BEKTOB.
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https://ics-cert.kaspersky.ru/
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OCHOBHbIe cOObITUSA nonyroaus

Yassumoctu Spectre n Meltdown B npoMbILWISIeHHbIX peLleHUsaxX

B Hauane 2018 roga B npoueccopax Intel, ARM64 n AMD 6binn oGHapyXeHbl ya3BUMOCTH,
NO3BOMSIOLME NOMYYNUTb HECAHKLNOHMPOBAHHBIN AOCTYM K COAEPXXMMOMY BUPTYarbHON
namsTn. ATaku, MCNonb3yroLme 3T yA3BUMOCTH, Bbinn Ha3BaHbl Meltdown n Spectre.

BbisiBneHHas npo6nema CBA3aHa C TpeMsa yA3BUMOCTAMMU!

e 0bxopa nposepku rpanuny, (CVE-2017-5753/Spectre);
e MaHUNynauus ueneeBbiM kalwem agpecoB BeTBreHun (CVE-2017-5715/Spectre);
e OcefaHue OaHHbIX B kawe nocne otmeHbl onepaunn (CVE-2017-5754/Meltdown).

ATakn Spectre no3BonNsOT NOMb30BATENLCKOMY MPUNOXEHUIO MONYYNTb AaHHbIE APYron
nporpammel, Meltdown — Taike cogepxvnmMoe namsaT sgpa.

HaHHasi npobnemMa 3aTpoHyna MHOXECTBO KOMMbIOTEPOB, CEPBEPOB Y MOBUIBHBIX YCTPOWCTB
nog ynpaeneHueM onepauunoHHbix cuctem Windows, macOS, Linux, Android, iOS n Chrome
OS, ncnonb3yLwmnx ya3smMMble Mykponpoueccopsl. [NpombiwneHHoe obopyaosaHve —
cepepbl SCADA, NpOMBILLSIEHHBIE KOMMBIOTEPBI U CETEBBIE YCTPOWCTBA C YA3BMMbIMU
npoLeccopammn — TakKe okasanoch noasepxeHo yassmmocTtam Meltdown n Spectre.

OpHow 13 nepBbix 06 YA3BUMOCTSIX CBOUX NPOAYKTOB 3asaBuna komnaxus Cisco. Cpeaun
3aTPOHYTbLIX YCTPONCTB — MapLupyTmdaTopbl Cisco 800 Industrial Integrated Services n
kommyTtatopel Industrial Ethernet 4000.

3atem yBegomneHus o BNuaHun yassumocten Meltdown n Spectre Ha cBou NpoayKThbl
onybnmkoBanu gpyrme NpoMbILLNEHHbIE BEHAOPbI.

O06 yaA3BMMOCTM AECSTKOB CBOMX NPOAYKTOB, BKITOYAs CUCTEMbI YIPaBNEHUS], pasfnyHble
nNpoMbILeHHbIE KoMnbloTepbl U HMI, nponHdopmupoBana ceoux knneHtoB PHOENIX
CONTACT.

B yncne yA3BMMbIX MPOAYKTOB koMnaHun Yokogawa okasanuck ctaHuua ynpaeneHus (FCS)
cuctembl CENTUM VP/CS 3000 1 koHTponnep cuctemsl 6esonacHoctu (SCS) ansd cuctemsl
npoTuBoaBapuinHon 3awnTbl ProSafe-RS.

YassumocTtn Meltdown u Spectre 3aTpoHynu Takke NpoMbILLNIEHHOe 0bopyaoBaHue Siemens:
yctponictea RUGGEDCOM APE n RX1400 VPE, naHenu onepatopa SIMATIC HMI cepun
Comfort, npombiwrneHHble komnbtoTepbl SIMATIC IPC, nporpaMmmupyembin norMyeckmn
koHTponnep SIMATIC S7-1500 Software Controller n gpyrue.

Momumo nHdpopmaumm o6 yassumocTtsix Meltdown n Spectre komnaHus Siemens coobuimnna
0 NOABEPXKEHHOCTU CBOUX PELLEHUN eLle ABYM OpeluaM 13 rpynnbl ya3BMMOCTEN Nnog,
Ha3BaHuem Spectre Next Generation (Spectre-NG), koTopble Oblnn 06HapyXeHbl No3gHee
B mae 2018 ropga.

MHdpopmaumio 06 cnonb3oBaHUM yA3BMMbIX MPOLLECCOPOB B CBOMX NPoAyKTax onybnmkoBanm
Tarke Schneider Electric, ABB, OSlsoft u gpyrue BeHOopbl.

Energetic Bear / Crouching Yeti: ataku Ha cepBepbl

B despane Kaspersky Lab ICS CERT ony6nvkoBan ot4yeT 06 nccrneaoBaHnmn TakTUKN
nepBOHaYanbHOro 3apaXxeHusl, UICNoNb3yeMown LLUMPOKO n3sectHon APT-rpynnuposkow
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https://spectreattack.com/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5753
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5715
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5754
https://ics-cert.us-cert.gov/alerts/ICS-ALERT-18-011-01
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180104-cpusidechannel
https://ics-cert.us-cert.gov/alerts/ICS-ALERT-18-011-01
https://cert.vde.com/en-us/advisories/vde-2018-003
https://cert.vde.com/en-us/advisories/vde-2018-003
https://www.yokogawa.com/solutions/products-platforms/announcements/important-notice/cpu-vulnerability/
https://cert-portal.siemens.com/productcert/pdf/ssa-168644.pdf
https://cert-portal.siemens.com/productcert/pdf/ssb-068644.pdf
https://www.heise.de/ct/artikel/Exclusive-Spectre-NG-Multiple-new-Intel-CPU-flaws-revealed-several-serious-4040648.html
https://www.schneider-electric.com/en/download/document/SEVD-2018-005-01/
http://search-ext.abb.com/library/Download.aspx?DocumentID=9AKK107045A8219&LanguageCode=en&DocumentPartId=&Action=Launch
https://techsupport.osisoft.com/Troubleshooting/Alerts/AL00333
https://ics-cert.kaspersky.ru/reports/2018/04/23/energetic-bear-crouching-yeti-attacks-on-servers/
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Energetic Bear/Crouching Yeti, n pe3ynbTaTbl aHanm3a HeCKOIbKMX Be6-CcepBepoB,
CKOMNPOMETMPOBaHHLIX rpynnon B TedeHne 2016 — B Havane 2017 roga, NnpeaocTaBreHHbIX
HaM Ans MccrnegoBaHus UX BriagenbLamm.

"pynnuposka gencteyet no kpariHen mepe ¢ 2010 roga 1 atakyeT opraHmsauumn U YacTHbIX
nn B pasHbix cTpaHax mupa. lNepBoHayanbHo nccnegosatenu CrowdStrike obHapyxunu
$OKYC Ha SHEPreTUKy 1 NPOMBILLNEHHOCTb, YeM, BEPOATHO, 0BYCroBNeHoO Ha3BaHme
«EnergeticBear». Bnocneactsum, korga Obinu BbisiBNEHbl 6onee LWMpoKMe NHTepechl
rpynnupoBkun, nccriegoeatenu «Jlaboparopum Kacnepckoro» ganu en nmsa Crouching Yeti.
Cpean muwieHen aTakyowmx npeobnaaatot komnaHum B Espone u B CLUA, a B nocnegHue
rogbl 3HaYNTENbHO BbIPOCHO KONMYECTBO aTak Ha koMnaHun B Typuuu. Mo yTBepKaeHuAM
US-CERT v HauuoHanbHoro ueHTpa knbepbesonacHoctn BenvkobputaHum

(UK National Cyber Security Centre), APT-rpynnupoBka Energetic Bear/Crouching Yeti
CBsi3aHa C POCCUMNCKUM NPaBUTENbLCTBOM.

TunuyHas TakTUKa NepBOHAYanbHOro 3apaxeHusi, UCnonb3yemMasi rpynnow, NpeacTaBnseT
co60i MHOroX040BYI0 KOMOMHALMIO, HAYMHAIOLLYIOCS C PaCChINKy (OMLLMHIOBBLIX MUCEM

C BPEAOHOCHBLIMM OKYMEHTaM1 U 3apaxkeHusl pasnnyHbiX cepeepoB. HekoTopble 3apaKeHHble
cepBepbl UCNOMb3YTCS MPYMNMOo Kak BCNOMOraTesbHble — TOMbKO Af1s pa3MeLLeHust
pasnM4Horo MHCTpyMeHTapus. [pyrue 3apaxatotcs Ans Toro, Ytobbl MCMONb30BaTb MX

B watering hole-aTakax — Ha ogHMX cepBepax pasmMellanacb SMB-ccbinka, KoTopasi Bena Ha
ApYrvie cepBepbl, OCYLLECTBISBLUME KpaXy AaHHbIX ayTEHTUMUKALMM NOTEHUMATBHBIX XEPTB.

3a peaKkMMu UCKNIoYEHUAMM 418 NTPOBEAEHNS aTak rpynnupoBska

Energetic Bear/Crouching Yeti ncnonbsyet nybnuyHbli MAHCTpymeHTapuin. Bce ncnonbsyemoie
3M10YMbILLNIEHHMKAMW YTUMUTBI, KOTOpble 0OHapyxunu akcnepTbl Kaspersky Lab ICS CERT,
UMEIOT OTKPbITLIN NCXOAHBIN KOA, Haxoaswmics B ceobogHom goctyne Ha GitHub. Takas
TakTuKa genaet 3agadvy atpubyuun atak Energetic Bear/Crouching Yeti Becbma cnoxHown 6e3
[OMNOJSHUTENBHBIX «MapKepOB» rpynmnbl.

B 6onblimnHcTBe Habnogaembix Kaspersky Lab ICS CERT cnyyaeB aTakyloLMe BbINOMHANM
3a7a4n Mo NOUCKY YA3BUMOCTEN, 3aKpeneHnio Ha pasnuyHbIX y3nax u Kpaxe OaHHbIX
ayTeHTudmkaumm ans obecneyeHns BO3MOXHOCTU JarNbHENLLEro pasBuUTUS ataku.

PesynbTaTthl aHanu3a cCKOMNPOMETMPOBAHHBLIX CEPBEPOB N AENCTBUIA HA HUX aTaKyLLMX
nokasanu, 4to anga Energetic Bear/Crouching Yeti npaktnyecku nobon yassumbli cepeep
B MHTEpHeTe MOXeT NPeACTaBnsaTb MHTEPEeC B KayecTBe «nnaugapma» Ang passutus
AanbHENLIMX aTak Ha LeneBble 06beKTbI.

Takke BecbMma pa3HoOOpa3HoK okasanachk reorpacums nepBoHavanbHbIX, MPOMEXYTOYHbIX

1 nocnenyoLwmx Lenen nccrnegoBaHHOM cepmm aTak rpynnmpoBky. Hanbonbliee konmyecTso
XepTB U uenen okasanocb B Poccuu, Ha BTopom MecTe — Typumsa u YkpauHa. MeHee
NOMOBWHbI aTaKOBaHHbIX CUCTEM MMENO OTHOLUEHME K MPOMbILLNIEHHOCTU, CENbCKOMY

N KOMMYHanbHOMY XO351CTBY.

KpuntomManHepbl B MPOMbILLSIEHHbIX CETSAX

B dpesparne 2018 roga B CMW nosiBunock cpasy HECKOMbKO COOBLLIEHMI O 3apaXKeHnn
NPOMBILLIEHHbIX NPEANPUATUA BPEAOHOCHBIM NPOrpamMmMHbIM obecnedeHmemM ¢ pyHKLMEN
MaWMHVHra KpUNToBanoThI.

B 04HOM 13 BOAOOYMCTHBIX CTaHUMn B EBpone 3apakeHHbIMW OKasanuch YeTbipe cepBepa
noj ynpasneHvem onepauunoHHor cuctemsl Windows XP ¢ nporpammHbiM obecneveHnem
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https://securelist.com/files/2014/07/EB-YetiJuly2014-Public.pdf
https://securelist.ru/pochemu-my-pereimenovali-energetic-bear-v-crouching-yeti/21446/
https://www.us-cert.gov/ncas/alerts/TA18-074A
https://www.ncsc.gov.uk/alerts/hostile-state-actors-compromising-uk-organisations-focus-engineering-and-industrial-control
https://www.ncsc.gov.uk/alerts/hostile-state-actors-compromising-uk-organisations-focus-engineering-and-industrial-control
http://www.securityweek.com/cryptocurrency-mining-malware-hits-monitoring-systems-european-water-utility

Lab ICS CERT KASPERS KVY4

Hons
KOMNbIOTEPOB
ACY, aTakoBaHHbIX
BPEAOHOCHbLIMM
nporpaMmamu gns
MaWHUHra
KpUNTOBanoT

CIMPLICITY SCADA ot komnaHuun GE Digital. BpegoHocHoe MO 3ameansano paboty HMI
n SCADA-cepBepoB, UCMOMb3yeMbIX ANS MOHUTOPUHIa TEXHONOTMYECKUX NMPOLIECCOB.

Tarke atake nogseprnvck obnayHble cepsepbl KoMnaHuy Tesla ¢ uenbl UCNonb30BaHus
YacTu UX MOLLHOCTEeN Anga Ao6blumn kpuntoBantoTel Monero. KubepnpecTynHuky atakoBanm
dpenmopk Kubernetes, koTopbii akcnnyaTnpyeTcsa B MHPaCTPYKType BeAyLLero
npouns3BoaunTens anekTpomobunen, n BHeapunu B Hero BpegoHocHoe MO ansa reHepaunm
KpMNTOBanoThI.

Mo gaHHbIM KL ICS CERT 31 WMpoKo obcyxaaemble MHLUMAEHTbI — Aaneko He eAMHUYHbI
N OTpaxkatoT OOLLYHO HeYTELUNTENbHY TEHAEHUMIO.

C anpens 2018 roga B «Jlabopatopun Kacnepckoro» Hadanu ncnonb3oBaTb 6onee TouHble
BEpAMKTbI AN cbopa cTatucTukm o manHepax. Kak cnegcteve, nNo Hallen ctaTucTuke
npoueHT komnbtoTepoB ACY, aTakoBaHHbIX BPEAOHOCHbIMY NporpaMmamm Anst ManHuHra
KPUNTOBASIOT, C anperns pes3ko BbIpocC M No utoram nepsoro nonyroavs 2018 roga goctur
6% — 370 Ha 4,2 n.n. 6onbLle, Yem B NpeAbiayLEeM NONyroanu.
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OcHoBHasi npobrnema, cBA3aHHasi ¢ paboTol BpeAOHOCHbIX NporpaMm-MaiHepos,
3aksoYaeTcs B YBENIMYEHUM HArpy3Kkn Ha NPOMBbILLIIEHHbIE MHPOPMALIMOHHbLIE CUCTEMbI, YTO
MOXET OKasaTbCA HEeMprUemrnembiM Ans CUCTEM MPOMbILLIIEHHOW aBToMaTU3aLUmumn — yrpoxaTb
CTabUNbHOCTM UX PYHKLUMOHMPOBAHWS M CHKATb YPOBEHb KOHTPONSA 3a TEXHONOMMYECKUM
NpoLeCCoM NpeanpusTHs.

MaccoBble ataku Ha KoMMmyTaTopbl CiSCO 3aTPOHYIIN OO BLEKTbI
KPUTUYECKON MH(PPaACTPYKTYPbI

6 anpens no Bcemy Mupy 6binn 3achnkcMpoBaHbl MaccoBble aTaku Ha KommyTaTopbl Cisco
10S. ATtakm npuBenu k cb6oto B paboTe HEKOTOPbIX MHTEPHET-MPOBANAEPOB, AaTa-LEHTPOB
1 Beb-canToB.

3noyMbILLNEHHUKM Ucnonb3oBanu ya3snumocts CVE-2018-0171 B nporpammHOM obecneveHnm
Cisco Smart Install Client. o pesynbTatam nccnegosaHum komanasl Cisco Talos, B mupe
HacunTbiBaeTcsa 6onee 168 000 NnoTeHLManbHO NOABEPKEHHbBIX €A YCTPONCTB.
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https://www.bleepingcomputer.com/news/security/tesla-internal-servers-infected-with-cryptocurrency-miner/
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180328-smi2
http://blog.talosintelligence.com/2018/04/critical-infrastructure-at-risk.html
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[na ataku ucnonb3oBarncs cneumanbHbli 60T, KOTOPbIN 0BHAPYXMBaAET ysI3BUMbIE
yCTPONCTBA, Nepe3anucbiBaeT Ha HUx obpas cuctembl Cisco I0S n mensieT
KOH(UrypaumoHHbI harn. B pesynbtate 3Toro yCTpoMCTBO CTAHOBUTCS HELOCTYMHbIM.

B ocHoBHOM aTakam nogeprivck opranmnsaumm Poccun n Mipana. Mo gaHHbiM Cisco Talos,
cpegun KoMnaHum, NoABEPrLLMXCS aTakaM, oKasanucb U 00 LEKTbI KPUTUYECKON
MHAOPACTPYKTYPbI.

HoBoe BpeaoHocHoe MO VPNFilter ¢ coyHKumnen moHntopmuHra SCADA

B mae 2018 roga 6b1ro obHapyxeHo HoBoe BpegoHocHoe MO VPNFilter, koTopoe 3apasunnio
He MeHee 500 TbiCAY MapLUpyTM3aToOPOB 1 YCTPOUCTB XpaHeHus gaHHbix (NAS) B 54 cTtpaHax
mupa.

BpenoHocHas nporpamma VPNFilter umeeT CnoxHyo MOAYIbHYO apXUTEKTYPY, KOMMNOHEHTbI
KOTOPOM peanuayroT pasnuyHble PyHKLUMK, Cpean KOTopbIX cOop ceTeBoro Tpadumka

W OAHHbIX, BbINOSIHEHME KOMAHA, U yNpaBrneHne yCTPOMCTBOM, NepexBaT NakeToB, a Takke
MOHUTOPUHI NpoTokonoB Modbus 1 B3aumMogencTame ¢ ynpaBnsoLLMM CEPBEPOM Yepes CeTb
Tor.

[nst tHPMUMPOBaHKA 3nNoBpes NCMOMNb3yeT pasnnyHble N3BECTHbIE YSI3BUMOCTU, OOHAKO
BEKTOP 3apaXkeHWs1 Ha JaHHbI MOMEHT He siceH. [pu 3apaXkeHun Ha yCTPOMCTBO
yCTaHaBMMBaeTCHa YCTONYMBbLIN K Nepesarpyske YCTPOMCTBA KOMMOHEHT, COCOBHbIN
3arpykatb AONOMHUTENbHbIE BPEAOHOCHBIE MOOYIN.

Takum obpasom, VPNFilter TpebyeT npuctansHoro BHumaHus MIb-coobLyecTBa, Tak Kak aToT
3roBpen MOXeT ObITb NCMOMb30BaH AN KPaXKu y4EeTHbIX AaHHbIX, 0BHapyXeHnst
npombiwneHHoro SCADA-060pyAoBaHus, a Takke NpoBeAeHUs pasnmyHbIX atak

C MCNONb30BaHNEM 3apaXkeHHbIX YCTPOMCTB B cocTaBe OoTHeTa.

ATtaka Ha CNyTHUKOBbIE CUCTEMbI

B ntoHe 2018 roga cTano n3BecTHO 0 MacluTabHon knbepatake ¢ Tepputopum Kutasa Ha
TEeneKOMMYHVKaLMOHHbIE NPEANPUATUS, ONepPaTOPOB CMYTHUKOB CBA3N, @ Takke 0OOPOHHBLIX
nogpsigumkos B CLLUA n ctpaHax KOro-BocTtouHon Asuun.

B xofe ataku 3noyMbILLNEHHUKM MHULMPOBANIU KOMMNLIOTEPDI, UCMONb3yeMble A5
ynpaBneHusi CnyTHUKamMu CBA3M 1 cbopa AaHHbIX reono3vunii. Mo MHEHW0 3KCNepToB, Lemnbo
kmbepaTaky BbInu LLNMOHAX W NepexBaT AaHHbIX U3 IPaXaHCKUX U BOEHHbIX KaHarnoB CBS3W.
OpHako noTeHuUManbHO ataka Morna NpUMBECTU K HECAHKLMOHUPOBAHHOMY U3MEHEHWHO
No3uLMI YyCTPOWCTB Ha opbuTe 1 nomexam npu obmeHe AaHHbIMM.

Cpeawn obHapyXeHHbIX 3noBpenoB — TposiHLUbl Rikamanu n Syndicasec, nporpamma anst
noxuieHus gaHHblx Catchamas, kennorrep Mycicil n 6akgop Spedear.

[na 3apaxeHus BpeAoHOCHbIM 1O 3M0yMbILLNIEHHUKN NCNOMNBb30BaNu NErmTMMHbIE
WHCTPYMEHTbI 1 cpeacTBa agMuHUcTpupoBaHusa PsExec, Mimikatz, WinSCP n LogMeln.
Takas TakTMKa NO3BOSISET aTaKyHLLMM CKpbIBaTb CBOK aKTUBHOCTb M OCTaBaTbCS
He3aMe4eHHbIMU.
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https://www.kaspersky.ru/blog/cisco-apocalypse/20136/
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BaxHble nccnegoBaHusi: noapooHocTn o BpeaoHocHom MO Triton

AKTUBHOCTb

B koHue nepsoro nonyrogms 2018 ctanun nssecTHbl NogpobHOCTH 0 BpegoHocHoM 10
TRITON, koTopoe Bbi3Bano cbomn B pabote cucTembl NPOTMBOABAPUNHOMN 3aLUUTDI
npeanpuaTus, aTakoBaHHOIO B Aekabpe npoLuioro roga.

BpenoHocHoe MO Triton cosgaHo cneunaneHO Ans BMeLlaTenbcTBa B paboTy cuctem
npoTmnBoaBapuiiHon 3awwmThl Triconex Safety Instrumented System (SIS) ot Schneider
Electric. N3BecTHO, 4TO ANst yaanéHHoro B3anmoaencTusi ¢ Triconex npyu nomoLLm cpeapl
nporpammupoBaHus TriStation 1131 ncnonb3yeTcs 3akpbIThii ceTeBow npoTokon TriStation.

AHanns BpegoHocHoro NO nokasan cyLecTBeHHOE COBNageHne BO BPEAOHOCHOW nporpamme
1 B nporpammHom cpanne TriStation tricom40.dll cneumdnyHbIX CTPOK, TaKMX KakK, Hanpumep,
MHEMOHMYeCKMe Ha3BaHUA komaHa npotokona TriStation. 3 yero nccnegosateny caenanm
BbIBOJ, YTO ANs peanv3auumn ceTeBoro B3anmogenctams ¢ Triconex paspabotumkm Triton, no
BCEW BUAMMOCTM, OCYLLECTBUNN obpaTHyto pa3paboTKy ncnonHsaeMbix ¢annos M3 coctaBa
TriStation 1131.

loT-00THeTOB

C Havana roga HabngaeTcs akTUBHbBIA POCT Yncra HOBbIX 60THETOB M3 |0T-yCTPONCTB, YTO
NoATBEPXAAEeT MPOrHO3bl 3KCMEPTOB O 3aMETHOM yBenuyeHur yncna loT- 3ombu-ceten
B 2018 rogy.

Haunbonee 3Ha4MMbIMy COBBITUSIMU C TOYKM 3peHNs MHOPMaLMOHHOW 6e3onacHoCTH
MHTepHeTa Belen ctano nossnexHve Hosoro 6oTHeTa Hide 'N Seek (HNS), a Takke
obHapyxeHue HOBbIX Mogudmkauni 3anospega Mirai — BpegoHocHoro MO OMG n WICKED.

O6HapyXeHHble 6OTHETLI NO-MPEXHEMY COCTOAT NPEUMYLLLECTBEHHO U3 HE3aLLULLEHHBIX |P-
Kamep v mapLupytusaTopoB. OgHaKo NOCTENEHHO 3MOYMBILLNIEHHUKN HA4YMHAKOT UCNOMNb30BaTh
Apyrve Tunbl «yMHbIX YCTPOWCTBY. Tak, B anpene 2018 roga 6b1n 06HapyxeH 60THeT,
COCTOSILLMIA, B TOM YUCIIE U3 UHTEPHET-TENEBN30POB. DTOT OOTHET MCNONb30Barcs Ans
ocyuwecteneHuss DDoS-aTak Ha opraHu3aLuum MHaHCOBOrO CEKTOPA.

B ycnoBusx ctonb 6ypHoro pa3sutusi BpegoHocHoro MO, HaueneHHoro Ha ycTponcTea
WHTepHeTa Bellei, CyLLLEeCTBEHHBIM CTarno M3BECTUE O NOsIBNEHNM 06LLEeA0CTYNHOro
WHCTPYMEHTA ANs aBTOMaTUYECKOro nouncka v B3roma ya3sumbix loT-ycTpoiicTs. My6nukauus
TakUX NPorpaMmM B OTKPLITOM JOCTYMNE MOXET 3HAYUTENBHO pacLUMPUTL KPyr
3110YMBbILLNEHHMKOB, UCMOMb3YIOLWNX l0T-yCTpoicTBa AN aTak Ha KOMMbIOTEPHbLIE CUCTEMbI

n ceTw.

ATaku nporpamMmM-BbIMOratenem

HecmoTps Ha rnobanbHoe yMeHblUeHe KoNnMYecTBa Nofb3oBartenen, arTakoBaHHbIX
nporpaMmamMu-BblMoratensamu, NpoLUeHT kKoMmnbioTepos ACY, Ha KOTOPOM 6binu
3abroKMpoBaHbI aTtaku BeiIMoraternen, Belpoc — ¢ 1,2% 1o 1,6%. XoTa 3TOT nokasaTenb

W KaXeTcs He 04YeHb 3HaYUTEeNbHbIM, ONACHOCTb TAaKoro poda BpeAoHOCHbIX NporpaMm A
NPOMBILLIIEHHBbIX NPeAnpuUATUA TpyAHO HedooueHusaTb nocne WannaCry n ExPetr.

B nepBom nonyroamu BbiMorateny HanoMHUNIM o ce6e onacHom cuTyaumen, BO3HUKLLEN

B MEOULMHCKOM YYpexXaeHun B pedyrnbTaTe 3apaXXeHusi Bpe4OHOCHbIM LUMPOBasbLLMKOM.
CornacHo coobuieHnam CMU, 3noymelneHHuKkn atakosanu deaepanbHbli LLEHTP
Henpoxupyprum B ropoe TiomeHb. B xoae aTaku 3noymbllLneHHMKaM yaanock nonyynTb
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https://www.fireeye.com/blog/threat-research/2018/06/totally-tubular-treatise-on-triton-and-tristation.html
https://www.fireeye.com/blog/threat-research/2018/06/totally-tubular-treatise-on-triton-and-tristation.html
https://ics-cert.kaspersky.ru/news/2017/12/18/triton/
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https://labs.bitdefender.com/2018/01/new-hide-n-seek-iot-botnet-using-custom-built-peer-to-peer-communication-spotted-in-the-wild/
https://ics-cert.kaspersky.ru/news/2018/02/27/omg/
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https://72.ru/text/incident/65119911/
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OOCTYN K cepBepam, Ha KOTOPbIX pacnonarannucb KOMMOHEHTbI MEAULIMHCKOM
nHpopmaumoHHom cuctembl "MEOUAIOI™, ncnonb3yemon B kavyecTBe 6a3bl AaHHbLIX ANsi
CHMMKOB, pe3ynbTaToB aHanM30B U Opyron nHopmaumm, Heo6xXoAMMON B MPOLECCe NeYvYeHns
NnaLuneHToB.

B pe3ynbTarte B TOT MOMEHT, kKorga Heo6xoamMMo ObINo HavyaTb SKCTPEHHYO onepaLmio Ha
ronoBHOM moasre 13-neTHen naumeHTkn, obHapyxmnocs, 4to cuctema "MEOUANIOM™
HeJoCTYMHa — Kak No3)e BbIICHUIOCh, N3-3a TOro, YTo dhalnbl, Heobxoaumble onst paboTbl
cepBucoB, bbinNn 3awmngpoBaHbl BpegoHOCHON nporpaMmoint. K cuactbio, Meavkam yaanochb
yCMeLLHO NPOBECTU onepaumo, HECMOTPS Ha NOTEPHO AOCTyNa K 3Ha4YMMOW MHhopmaLuumn o
pesynbTatax AnarHoCTUKMU.

LleHTp Henpoxmpyprun B TIOMEHM OKa3ancsa He e4MHCTBEHHOW XXepPTBOW AaHHOW CEpUM aTak.
YCTaHOBMNEHO, YTO 3MOYMbILLIIEHHMKN LiefieHanpaBneHHO aTakoBanM MMEeHHO MegULUHCKME
yyupexaeHusl, npy 3ToM LWMGPOBaHUIO NOABEPINNCE UCKITOUYNTENBHO dhannbl, Haxoaawmecs
Ha cepBepax, KoTopble obecneunBatoT paboTy CepBUCOB, KPUTUYECKN BaXKHbIX AN paboThbl
opraHu3aumm. 3To roBOpuUT O HAMEPEHWM NPUYNHUTB Kak MOXHO BonbLumi yuiepb pabovmm
npoueccaM MeAMLUUHCKON OpraHn3auunu.

OTa cepuna aTak ABNAeTCA ApKUMM NMpMMepom Toro, 4Y1o 3J1I0yMbILLJTIEHHUKN MOTYT HE NMPOCTO
BbIBOAUTb U3 CTPOA KOMMNbKOTEPHbIE CUCTEMbI MEOULIMHCKUX yqpemp,eHMVl, HO 1N OKa3blBaTb
HenocpeacTtBeHHOE BJIMAHME Ha Mnpouecc liev4eHna nauyneHToB.

ATakm Ha npoMbIilWSieHHbIe nNpeanpunAaTnAa € UCNoJib3oBaHUeM RAT
dumnHroBble aTakm ¢ ucnonb3osaHuem RMS n TeamViewer

Kaspersky Lab ICS CERT pacckasan 06 o4yepeHOWN BOMHE PACCHINIOK OULLIVHIOBbLIX MUCEM

C BPEOOHOCHbLIMU BNOXEHUSAMU, HaLeNEeHHbIX NPENMYLLECTBEHHO Ha NPOMBbILLMEHHbIE
komnaHun B Poccun. BpegoHocHas nporpamma, ucnornb3dyemasi B atakax, yctaHaBnvBaeT

B cuctemy nerutumHoe MO ans yganeHHoro agMmmHucTpuposaHus TeamViewer nunu Remote
Manipulator System/Remote Utilities (RMS), koTopoe no3sonseT 3noyMblLUNEHHUKaM
nonyyatb yaaneHHbIN KOHTPOSb Ha atakoBaHHbLIMU cucTtemamu. Vicnonb3yoTcs pasnuyHble
TEXHWKW, NO3BONSAOLLME CKPbITb MPUCYTCTBUE U aKTUBHOCTb HENErMTUMHO ycTaHoBmneHHoro 0.

Mpu HeobxooMMOCTH AanbHeNLWero NPOABMXEHUS BHYTPU CETU CKOMNPOMETMPOBaHHON
opraHn3aumm 3noyMbILLIIEHHMKN MOTYT 3arpyaTb AOMNOMHUTENbHbIV HAbOp BPeAOHOCHOrO
MO c yyeToM 0COBEHHOCTM aTaku Ha Kaxayto xepTBy. Takon Habop MoxXeT coaepxaTb
LUMWOHCKME NporpamMmbl (Spyware), 4ONOMHUTENbHbIE YTUNUTBI Y4aneHHOro
agMUHUCTpUpOBaHus, BpegoHocHoe MO ang akcnnyataumm yassumocTten B OC

u npuknagHom MO, a Takke yTunuty Mimikatz, no3sonsioLLyto NoNy4YnTb JaHHbIE aKKayHTOB
yyeTHbIx 3anucen Windows.

duwnHroBble NMCbMa 3aMacknpoBaHbl Mo NErMTUMHBIE KOMMEpPYECKME NPEANIOKEHMS, UX
copepxaHue COOTBETCTBYET AesATENbHOCTU aTaKyeMol opraHn3aLmm u yynToiBaeT
crneundmrky paboTbl COTPYAHUKA — nony4vaTtens nucbma. o nmeromMmMes 4aHHbIM, OCHOBHOW
Lerbto aTakyloLWmX ABMSIETCA Kpaxa AeHEeXHbIX CPeCTB CO CHETOB opraHm3aumun. O4eBngHo,
4YTO, MOMMMO (PUHAHCOBLIX NMOTEPb, AAHHbLIE aTaku NPUBOAAT K yTeYke KOHUAEHUNaNbHbIX
AaHHbIX opraHmMsauun.

OT4eT ObINT ONYONMKOBaH B Havare aBrycra, O4HaKko 3Ta cepus atak gnurcs ¢ Hosiopsa 2017
roga.
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ATaku c ucnonb3oBaHmemMm RAT B TEXHONIOrMYECKOW CETU KOMMaHUu

Mpoayktamun «JlabopaTtopum Kacnepckoro» 6b1num npeaoTBpaLleHbl MHOXECTBEHHbIE NOMbITKA
aTak, HanpaBsfieHHble Ha TEXHONOMMYECKYH0 CETb aBTOMOOMNECTPOUTENBHOWN/CEPBUCHOM
KOMMaHWU1, B YaCTHOCTU — Ha KOMMbIOTEPDI, MpeAHa3Ha4YeHHble AN ANarHoCTUKN ABUraTenemn
n 60pTOBbIX cucTtem rpy3oBmkoB 1 TSKETION TEXHUKU.

Mo MeHbLUEen Mepe Ha OOHOM U3 KOMMbIOTEPOB B TEXHONOIMMYECKON CETU KOMMNaHMmM Obin
YyCTaHOBMEH U nepuognyeckn ncnone3oBarncs RAT. B TeyeHne HECKONbKMX MECSLEB HAa 3TOM
KoMMbloTepe OblNo 3a61T0KMPOBaHO MHOXECTBO MOMbITOK 3anycka pa3fiuyHbIX BPe4OHOCHbIX
nporpamm, 3anyckaembix Yepe3d RAT. Cpeaun npounx 6binm 3abnokuposaHbl mogndurkalmmn
BpeaoHocHoro N0, getektupyemoro npogykramm «Jflabopatopum Kacnepckoro» kak Net-
Worm.Win32.Agent.pm. lNpumeyaTenbHo, 4TO B Cryvae 3anycka AaHHbIA YepBb
He3ameanMTeNnbHO Ha4YMHaEeT pacrnpoCTpaHEHUE MO JIOKANbHOW CETU, UCMOSb3Ys IKCMIONTHI
Aans yassmmocten MS17-010 — Te camble, koTopble 6binn onybnmkosaHel ShadowBrokers
BecHon 2017 roga u UCnonb3oBanuch B aTakax HalwymeBLwunx wndposansmkoB WannaCry
n ExPetr.

Momummo aToro 6bino 3abnokmpoBaHo BpegoHocHoe MO cemenctea Nymaim. MNMpeacraButenu
3TOro CEMENCTBA YacTo ABMAKTCA 3arpy3vmkamum mogmndmkaunm 6oTHeT-areHTa cemencTea
Necus, KOTOpbIN, B CBOKO OYepeb, HYacToO MCMONb3yeTCs AN 3apaXKeHUss KOMMNbIOTEPOB
BbiMoOraTensimm cemencrtaa Locky.

OcHoBbIBasAiCb Ha NepUoaNYHOCTM NONbITOK 3anycka BpegoHocHoro MO vyepes RAT u apyrux
AaHHbIX, Mbl Monaraem, YTo AaHHble ayTeHTudmkaumm RAT 6binv CKOMMPOMETUPOBaHbI

1 UCMONb30BaNUCh 3M10YMbILUNIEHHWKAMM A4Sl aTaky Ha KOMMNbIOTEPbI 3TON OpraHM3auumn us
WHTEpHeTa.

Hanvnuue nporpamm ansa yganeHHoro agMuHuctpupoaHus (RAT) Ha komnbrloTepax ACY
WHOrfa ABnseTCsi NPOM3BOACTBEHHON HEOOXOAUMOCTbBIO, OAHAKO OHWN CTAHOBSATCS OYEHb
ONacHbIMU, eCNN UCNONb3YTCS 3MOYMbILLUNIEHHUKaMM UKW NONaaatoT NOA UX KOHTPOrb.
Mbl npoBenu cneunanbHOe uccnegoBaHue 3Ton NpobnemMsbl, pesynbTaTbl KOTOPOro
onybnukyem B 6nunxkariiee Bpemsi.
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CtaTtuctuka yrpos

Bce cmamucmu4yeckue OaHHble, UCMO/Ib308aHHble 8 om4yeme, Mofy4YeHbl C MOMOWbIO pacrpedesieHHoU
aHmusupycHol cemu Kaspersky Security Network (KSN). JaHHbie rosnydeHsl om mex rnosnb3oeamereli KSN,
Komopble rnodmeepdusnu ceoe coeracue Ha UX aHOHUMHY repedady. B cuny oepaHudeHul npodykma
U 3aKoHoOamersibHbIX O2paHuU4deHul Mbl He udeHmuguuupyeM KOHKPEemHY KOoMraHur/opeaHu3ayur, om
komopot KSN roriydaem cmamucmu4deckue 0aHHbIe.

MeTtoponorusa

[daHHble nonyyeHbl ¢ 3awmiaemMbix npoayktammn «Jlabopatopun Kacnepckoro» KOMNbOTEPOB
ACY, kotopble Kaspersky Lab ICS CERT OTHOCUT K TEXHOSIOrMYECKON MHAPACTPYKTYpe
opraHusauuii. B aTy rpynny BXxoasiT KOMMbOTEPLI, paboTatoLme Ha onepaumoHHbIX CUCTEMaXx
Windows v BbINONHSAOWME OOHY NN HECKOMNBKO (PYHKLMI:

e cepBepbl ynpaeneHus n cbopa gaHHbIx (SCADA);

e cepBepbl XpaHeHUsa AaHHbIx (Historian);

e w03kl gaHHbIX (OPC);

e CTauMoHapHble paboyve CTaHUMM NHXEHEPOB 1 ONepaTopoB.;
¢ MObunbHblE paboyne CTaHUMM UHXEHEPOB 1 ONepaTopos;

¢ Human Machine Interface (HMI).

Kpome ToOro, B CTaTUCTUKY BKIMHOYEHbI AaHHbIE, NOMYYEHHbIE C KOMMBIOTEPOB
agMMHUCTPATOPOB TEXHOMNOMMYECKUX ceTen u paspabotynkos MO ons cuctem
NPOMBbILLMIEHHON aBTOMaTM3aLMu.

ATakoBaHHbIMU Mbl CYATAEM T€ KOMMbIOTEPDI, HA KOTOPbIX B TEYEHME OTYETHOrO nepuoaa
X0Ts1 6bl 0OQMH pa3 cpaboTanu Halm 3aWuTHbIe pelleHus. MNpu nogcyeTe NpoLeHTa
aTaKoBaHHbIX MaLUMH UCMONb3YETCA KONMYECTBO YHUKa/IbHbIX aTaKOBaHHbIX KOMMbIOTEPOB
MO OTHOLLEHUIO KO BCEM KOMMbIOTEPAM M3 HaLLeW BbIGOPKK, C KOTOPbIX B TEYEHUE OTUYETHOIO
nepuvoaa Mbl nony4anyu 06e3nmMyeHHyo nHopmaLmio.

Cepsepbl ACY TI1 1 cTaumoHapHble KOMMNbIOTEPbI NHXEHEPOB 1 ONepaTopoB YacTo HE UMEIT
NMOCTOSAHHOIO MPSAMOro BbIXOAA B MHTEPHET U3-3a OrPaHUYEHNA TEXHONOMMYECKON CETU.
[ocTyn B MHTEPHET MM MOXET ObiTb OTKPbIT, HANPUMEP, HA BPEMSI TEXHOSIOMMYECKOTO
obcnyxmBaHus.

KoMnbloTepbl CUCTEMHBIX/CETEBBIX aAMWHUCTPATOPOB, UHXEHEPOB, Pa3paboTUMKOB U
WHTErpaTopoB CUCTEM MPOMbILLIMIEHHOW aBTOMaTU3aLM1 MOryT UMETb YacTble UNu Aaxe
NepMaHeHTHbIe NMOAKMIOYEHUS K UHTEPHETY.

Kak cnencteue, B Hallel Bbibopke KoMMNbloTepoB, koTopble Kaspersky Lab ICS CERT
OTHOCUT K TEXHONOMMYECKOM NH(PpaCTPYKType opraHu3aumi, B nepsom nonyroguu 2018 roga
PerynspHoO NN NOCTOSIHHO MOAKMYANMCh K MHTEpHeTY 42% malumH. OcTarnbHble — He Yalle,
a MHOrue 3Ha4uTenbHO pexe, YeMm pas B MecslLl.
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lNMpoueHT aTakoBaHHbIX KoMnbloTepoB ACY

Honga aTtakoBaHHbIX KoMmnbloTepoB ACY B nepsoM nonyroaun 2018 B Mupe Bbipocrna Ha
3,5 n.n. n coctaBmna 41,2%. 3a rog aToT nokasaTesnb yBenuuuncs Ha 4,6 n.n.

MpoueHt
aTaKoBaHHbIX 50%
komnbloTepoB ACY o
41,21%
40% 36,61% 1O T
30%
20%
10%
0%
H1 2017 H2 2017 H1 2018
PocT npoueHTa aTakoBaHHbIX koMnboTepoB ACY cBsidaH, B OCHOBHOM, C 00OLUM
MOBbILLEHWEM BPEOOHOCHOWN aKTUBHOCTH.
Meorpadumn

leorpacms atak Ha

CUCTEMbI
NPOMbILINEHHON
aBTOMaTM3aLmu,
nepsoe nonyrogume
2018, 5
NPOLIEHT ~
aTaKoBaHHbIX
komnbloTepoB ACY
B CTpaHe

% of ICS computers attacked in 2018 H1

0. IEEEEEE

=

NAHOWA®T YrPO3 N1 CUCTEM MPOMBILNEHHON 11

ABTOMATU3ALIN, MEPBOE MOJTYTOOME 2018 © AO «JTABOPATOPUA KACIMNEPCKOIO», 1997 — 2018



Lab ICS CERT

KASPERIKY 3
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Lab ICS CERT KASPERS KVY4
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permoHax mupa, Adppua
BTOpOE nonyroave HxkHaA A3WA
2017 v nepeoe LienTpansHan A3us
nonyrogue 2018

BocTovynana AsuA
NatvHCKaA AMepura
PoccuAa

Cpenuuid BocTok
Bocroynan Eepona
KO#Han EEpona
ABCTpanuA
Janaawan EBpona
CepepHan AMepnka

CepepHan EBpona

m2018-H1 wm2017-H2

CpaBHeHue nokasatenen pa3nuMyHbiX PEFMOHOB MUPa NoKasbIiBaeT, YTO:

e cTpaHbl Adpukn, Asum 1 JTaTnHCKon AMepuK/ SBRASIOTCSA ropasfgo MeHee
Graronony4HbIMKU MO NPOLEHTY aTakoBaHHbIX koMnbloTepoB ACY, Yem CTpaHbl
EBponbl, CeBepHon AMepukn 1 ABCTpanuu;

e nokasaTtenu BoctouHon EBponbl 3aMeTHO BbiLe, YeM 3anagHowu;

e [POLEHT aTakoBaHHbIX komnbtoTepoB ACY B KOxHon EBpone Bbilwe, 4em B CeBepHoOM
n 3anagHow Espone.

MoXXHO NpegnonoXuTb, YTO Takas CUTyauus ces3aHa ¢ 06bemamMu CpeacTB, BKNaabiBaeMbIX
opraHu3auvsamMun B pelleHnst Ans 3awutbl HPPaCTPYKTYpbl. [10 OLleHKaM aHanuTu4eckomn
komnaHuu IDC, B 2017 roay KpynHenwmnmmn peiHkamu b ¢ reorpaduyeckon ToUKM 3peHnst
asnanucs CLUA n 3anagHas Espona.

lMokaszaTtenu cTpaH BHYTPU OTAENbHBIX PETMOHOB MOTYT 3HAaYUTENBHO OTNMYaThes. Tak, Ha
oHe GonbLuMHCTBA CTpaH Adpukn Hambornee GrnarononyyHass 06¢cTaHOBKa HabnogaeTcst
B FOAP, a cpegu ctpaH CpegHero BocToka 3ameTHO ny4ile aeno obctont B N3panne u
KysenTe.

dakTopbl, BNusilowme Ha KubepbesonacHocTb KomnbiotepoB ACY

Kak Mbl BUOMM, NoKasaTenu pasHbiX CTpaH MMpa nonagatT B 4OCTATOYHO LUMPOKUIA
OnanasoH — oT 14 o 75 npoueHTOB aTakoBaHHbIX koMMbioTepoB ACY. Mel nonaraem, 4Yto
CTOJIb 3HAYMTESTbHbBIE OTNINYNSE MOTYT ObITb CBSI3aHbI 1 C OOLLIMM YPOBHEM Pa3BUTOCTU CTPaH,
N C YyPOBHEM KMbepbe3onacHOCTU, 1 C YPOBHEM BPELOHOCHOW akKTUBHOCTM B Pa3HbIX CTpaHax.

Tak, BCe CTpaHbl, UMeloLLMe, NO HALLIMM AaHHbIM, MMHUMArbHbIA NPOLEHT aTakOBaHHbIX
komnbtoTepoB ACY, knaccudunumpoBaHbl MexayHapoaHbiM BantoTHbIM (DOHAO0OM Kak
3KOHOMUYeckun passuTblie. K Tomy e 6 n3 10 cambix 611arononyyvHbIX No NPOLEHTY
aTakoBaHHbIX koMmnbioTepoB ACY cTpaH — CLUA, Bennkobputanua, Huagepnanasbl, Lseuus,
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KASPERIKY 3

MpoueHT
aTakoBaHHbIX
KOMNbIOTEPOB
ACY B cTpaHe
(ocb X)

U ee MeCTO B
penTuHre cTpaH
no BBI Ha aywy
HaceneHus

(ocb Y),

nepsoe
nonyroaue 2018

Weenuapusa n N3pauns — B 2017 roay Bowwnum B TOP 20 rnobansHoro nHaekca
KnbepbesonacHocTu, paspaboTaHHoro MexayHapoaHbiM coto3om anekTpocsssun (1ITU).

AHanu3 cooTBETCTBUS NPOLIEHTa aTakoBaHHbIX KOMNbOTEPOB ACY B KaXKOoW U3 cTpaH

M MX NO3ULNIA B penTUHre no ypoBHto BBIT Ha gywy HaceneHns nokasan, YTo Mexay 3aTuMm
nokasaTensmu CyLLLeCTBYET BbICOKas NONOXUTENbHASA KOppenaums (C MHOXECTBEHHbIM
koadhpuumeHTom koppensaumm R = 0,84 n koadpdumumeHTom 3HaummocTn P<0,001). 3a
HEKOTOPBIMU UCKITIOYEHUSIMU, B CTPaHax C BbICOKMM ypoBHeM BBI1 Ha gywy HaceneHus
(nepBble MecTa B COOTBETCTBYIOLLEM PEWTUHIE) MPOLEHT aTakoBaHHbIX KomnbioTepoB ACY
MEHbLLE, YeM B CTpaHax C HU3kum ypoHem BBI1.
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7 13 10 cambIx Hebraronony4HbIX CTPaH No NPOLLEHTY aTakoBaHHbIX KoMMbioTepoB ACY
B 2017 rogy He nonanu B NEpBYI COTHIO CTPaH No ypoBHi0 BBl Ha Ayuly Hacenenus.

Bbicokuii nokasaTernb NpoLeHTa atakoBaHHbIX komnbloTepoB ACY B pasBuBaOLLMXCSA CTpaHax
MOXET ObITb CBSI3aH C TEM, YTO NMPOMbILLMIEHHOCTb B 3TUX CTpaHax OTHOCUTENBHO Monoaasl.
Kak n3BecTHo, 3a4acTyto Npu NPOEKTUPOBaHMM U BBEAEHUUN B 3KCMNNyaTauuio NPOMBbILLIIEHHbIX
00bEKTOB NepBooYEpeHOE BHUMAHNE yAEeNAeTCa 3KOHOMUYECKUM acnekTam nx paboThbl

1 cbmanyeckor 6e3onacHOCT TEXHOMNOrMYECKOro npolecca, a obecneyeHunio
MHOPMaLIMOHHOM 6Ee30MacHOCTUN CTaBUTCSt 3HAYUTENBHO Gornee HU3KUIA NPUOPUTET.

BeposiTHO, Te HeCKOMbKO MPUMEPOB, KOTOPble OTMEYEHbI Ha AMarpamme, — 3TO HEKOTOpbIe
CTpaHbl, B KOTOPbIX AOCTYMHbIE PECYPCHI MCMOMB3YIOTCA AN 3aLUMTbI MPOMbILLINEHHbIX
akTMBOB OT knbepaTak 6onee (Hag NYHKTUPHOW NIMHMEN) UM MeHee (Mog, NYHKTUPHON NNHMEN)
appeKkTnBHO, YeM B ApYrnx cTpaHax.

YT106b! OLIEHUTb YPOBEHb BPEAOHOCHOW aKTMBHOCTM B Pa3HbIX CTpaHax, Mbl MOCYUTanNM
NPOLEHT BCEX aTaKOBaHHbLIX KOMMbIOTEPOB (AOMAaLUHMX, KOPNOPaTUBHbLIX MOMb30BaTeENen n
komnbioTepoB ACY) B kaxxgon n3 ctpaH. Ml obHapyxunum, 4to cyecTByeT BbiCOKas
NnonoXuTenbHast Koppensaums (C MHOXeCTBEHHbBIM KoadhduumeHTom koppensauun R = 0,89 n
koadhpuumeHToM 3HaumMmocTn P<0,001) mexay NpoLeHTOM aTakoBaHHbIX komnbloTepoB ACY
1 nokasaTenem BPeAOHOCHOW aKTUBHOCTU B CTpaHe (NMPOLEHTOM BCEX aTakOBaHHbIX
KOMMbIOTEPOB).
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OTu gaHHbIEe CcornacylTcs ¢ NPeAnorioXeHNEM, YTO KOMMNbIOTEPbLI B MHADPACTPYKTYpe
TEXHOMOrMYECKNX CETEN, CONPSXKEHHbIE C KOPNOPATUBHOM CETU U/UNK NoaknovaroLmnecs
WHTEPHETY Jaxe anNn3ofu4ecku, B nogasndaowem 60nbLMHCTBE ClyYyaeB NogBeprarTcs
aTakam BpegoHocHoro N0 B Ton xe Mepe, B KOTOPOW UM NOABEPralTCcs Takne TpaanuMOHHbIE
ONA 3MOYMbILLMIEHHMKOB MULLIEHWN, KaK OOUCHBIE KOMMNbIOTEPbI OPraHM3aLMin U YaCTHbIX ML

B TOW XXe CTpaHe.
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eBce eKoMMNBKTEDRIACY

OTMeTMM, YTO NOYTU BO BCEX CTPaHax, rae B Te4eHne nonyroausi 6uino aTakoBaHo He MeHee
NnonoBuHbI Bcex komnbtoTepoB ACY (TOP 20 Haluero penTuHra), npoLeHT aTakoBaHHbIX
MaLUMH B MHPPACTPYKTYpE TEXHONOMMYECKNX CETEN OKa3arscs Bbille, YeM NnokasaTesb Mo
BCEM aTaKOBaHHbLIM KOMMbOTEPAM B CTpaHe. Takas cuTyaums Bbi3biBaeT 0cobyo TpeBory,
Yy4uTbIBasA, YTO NO AaHHbIM BcemupHoro 6aHka u OpraHmsalmm 3KOHOMUYECKOrO
COTPYAHUYECTBA 1 Pa3BuUTUS 8 CTpaH M3 3Toro cnucka — HaoHesus, Kutan, UHansa, VpaH,
Cayposckasi Apausi, Mekcuka, dununnuHbl n Manansms — B 2017 rogy no o6bemy
npoMbILLIIeHHOro npoussoacTsea sownu B TOP 30.
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OCHOBHbIe UCTOYHUKHN 3apaxeHus

OcHoBHble
UCTOYHMKM Yrpos3,
3a6110KMpOBaH-
HbIX Ha
komnbloTepax ACY
(npoueHT
aTaKoBaHHbIX
komnbloTepoB ACY
no nonyroansm)

OCHOBHbIE UCTOYHVKM 3aPaXKEHUSI KOMMbIOTEPOB B TEXHOMOMMYECKOW UHPPACTPYKType
opraHusaumi — UHTePHET, CbeMHbIE HOCUTENM 1 3NEKTPOHHAs MnoyTa.

WHTepHeT 3a nocneaHne rogbl cTan OCHOBHBIM MCTOYHMKOM 3apaXKeHWsi KOMMbIOTEPOB
TEeXHonornyeckon NHpacTpykTypbl opraHmdauun. bonee Toro, npoueHT koMmnbioTepoB ACY,
Ha KOTOpbIX ObINM 3a0NoKMpoBaHbI MOMNbBITKM 3arpy3ku BpegoHocHoro MO 13 nHTepHeTa,
[OCTYN K U3BECTHbIM BPEOOHOCHBLIM U (DULLIMHIOBBLIM BEG-pecypcaM, ULLNMHIOBbIE NMCbMa

1 BpeAOHOCHbIE BMNOXEHWs, OTKpbIBaeMble B NOYTOBbIX BEO-cepBucax Yepes bpaysep, pacTer.

Ecnu rog Hasag, B nepsom nonyroamm 2017, MHTEPHET CTan UCTOYHUKOM Yrpos,
3abnokmpoBaHHbIX Ha 20,6% komnbtoTepoB ACY, € KOTOPbIX Mbl MOfy4aeM 06e3nu4eHHy
cTaTUCTKKy, TO B nepeoM nonyroaum 2018 roga — yxe Ha 27,3%.

30% 27, 3%
L 22,7%

20,6%
93% 794 84%
. . 3,0% 3,8% 3,8%
B .

20%
15%
10%
%
0%

HuTepHer CBEMHBIE HOCHTENH MoyTOBLIE ENMHEHTRI

EH1 2017 mH2 2017 mH1 2018

Takas guHamuKa KakeTcsi 3aKOHOMEPHOW — COBPEMEHHbIe TEXHONOrMYeckme ceTn TpyaHo
Ha3BaTb U30NMPOBAHHbLIMU OT BHELLHMUX CUCTEM. B HacTosiLee BpeMsi conpsikeHne
TEXHOMOIMYECKOM CETU C KOPNOPATUBHOM CETbI0 HEOOGXOAMMO Kak Ans ynpaBneHust
NPOW3BOACTBOM, Tak U AN aAMUHUCTPUPOBAHUS NMPOMbILLUSIEHHBIX CETEN U CUCTEM.
BbIHY>KA€HHON HEOBXOAMMOCTBIO MOXKET ObITb U AOCTYN K UHTEPHETY M3 TEXHONOMMYECKOM
CETU — HanpuMep, AN CONPOBOXAEHNS U TEXHUYECKOWN NoaaepKKM CUCTEM NPOMbILLIIEHHON
aBTOMaTU3aLMN COTPYAHMKAMM OpraHM3auui-noapaaYmkos. KoMmnboTepbl NogpsaymKkos,
pa3paboTyYnKOB, MHTErPATOPOB, CUCTEMHbIX/CETEBLIX aAMUHUCTPATOPOB, KOTOPLIE
MOAKIOYaTCS K TEXHOMOMMYECKol ceTn obenyxmBaemMoro npeanpusTns u3BHe (HanpsMyto
WNW yaaneHHo) 1 Npy 3TOM 4acTo UMeOT CBOBOAHbLIM AOCTYN K MHTEPHETY, Takke MoryT ObiTb
OOHUM 13 KaHaNoB NPOHMKHOBEHMS BpeaoHocHoro MO B TeXHoNorndeckue cetu.

Kpome Toro, Takom kaHan co3gatrT NogKMoYEeHNS K UHTEPHETY KOMMNbIOTEPOB U3
TEXHOJIOrMYECKON CeTn Yepes ceTM MOBUIbHBIX OnepaTopoB (C MOMOLLLH MOBUIBHBIX
TenedgoHoB, USB mogemos w/unu Wi-Fi poytepos ¢ nogaepxkon 3G/LTE). Bropoe u TpeTbe
MecTa cpean Hambornee pacrnpoCTpaHEHHbIX MCTOYHUKOB 3apaXKeHWsi MPOMBbILLEHHbIX CETEN
3aHSNM CbEMHbIE HOCUMTENN MHAOPMAaLUKN N NOYTOBbIE KITMEHTbI, COOTBETCTBEHHO.
MokasaTenu No aTMM UCTOYHMKAM 3apaXKeHUI 3a NONyrogne U3MeEHUIMCb HE3HAYUTENBHO.

MokasaTenu no ocTanbHbIM UCTOYHMKAM 3apakeHui He npesblwatoT 1% 1 ocTanuck Ha
YPOBHE MPOLLSIOro Nonyroausi.

NAHOWA®T YIPO3 /19 CUCTEM MPOMBILUNEHHON 16
ABTOMATU3ALIN, MEPBOE MOJTYTOOME 2018 © AO «JTABOPATOPUA KACIMNEPCKOIO», 1997 — 2018



Lab ICS CERT KASPERS KVY4

MuHopHbIe
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PeiepBHble KONHW  ApXHEBl (Backups) CeTeBble NankW Ofna4vHeIe
Windows XpaHunuua
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OCHOBHbIe UCTOYHUKM 3apaxeHUsa KomnbrotepoB ACY B pernoHax

OCHOBHbIe 0% A%  10% 15% 20% 25% 20% 35% 40% 45% 50%
WCTOYHNKN yrpos, HOro-BocTouHan AanA  e— 43,8%
3a6NoKMpOBaHHbIX Adpika  E— 42 5%
Ha KoMnbloTepax FOMHARA Asns  — 37.4%
ACY B pervionax, LIeHTpansHan Alnn | — 37,4%
nepBoe nonyroaue P — 32 9%
2018 NaTUHCKaA AMepuks | E— 3N1%
CpegHui BocTox  e— 277%
BocToyHan Erpona 26,9%
BocTouHan AsnA [ — 0, 30
KwHaAEepona e 22 5%
ABCTpanNs i 18,8%
JanagHaA Eepona | 15,0%
CepepHan Amvepura B 14,8%
CepepHan Eepona  [EE—— ) 8%
mlHTEpHET ®WCLEMHBIE HOCUTENN B OYTOBLIE KNMEHTE

MUHTepHeT

MHTepHEeT BHOCUT OCHOBHOW BKNag, B ataku Ha koMmnbioTepbl ACY. [osToMy oxugaemo, 4yTo,

KaK 1 B Criyyae BCex aTakoBaHHbIX koMnbioTepoB ACY, ecTb koppensums yposHst BBl Ha

Oylwy HaceneHus u npoueHTa koMnbtoTepoB ACY, Ha KOTOpbIX Gbinn 3abN0KMPOBaHbI Yrpo3bl

U3 MHTepHeTa B pa3HbIX CTpaHax (MHOXECTBEHHbIN KO3 durLmeHT koppensaunm R=0,82,

KoapuumeHT 3HauymmocTu P<0,001).
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CbeMHble HocuTenu

B criyyae c yrpo3amu co CbeMHbIX HOCUTENEN 38 HEKOTOPbLIMU UCKITIOYEHUAMU CUTYaLNs
aHanorm4yHas — B cTpaHax u Hu3kuM yposHeM BBIT Ha gywy HaceneHns npoueHT
komnbioTepoB ACY, aTakoBaHHbIX CO CbEMHbIX HOCUTENEN, Bbille (MHOXECTBEHHbIN
koadhcpmumeHTom koppensaumm R=0,82, koadhpunumeHT 3HaummocTn P<0,001).
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OTO BO MHOIOM onpefensieT PeATUHI PErMOHOB MO MPOLLEHTY KOMMbIOTEPOB, aTaKOBaHHbIX CO

CbEeMHbIX HOCUTENEN.

Apuka

HJ#HaA A3auA
Hiro-BocTouHana A3nA
BocroyHana A3nA
CpegHWid BocTok
NaTHHCKaA AMepukEa
LleHTpaneHanA Aana
HJ#HaA EBpona
PoccuA

BocTouHan Eepona
JanapHanA Eepona
CeBEpHAA AMEDWEA
CeeepHand Eepona
ABCTpAnWA
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MakcumanbHbI NPOLIEHT aTaKOBaHHbIX Yepes3 CbeMHbIe HOocUTeNu koMnbtoTepoB ACY
oTMeuyeH B Adpuke, Ha CpeaHem BocTtoke n B KOro-BoctouHom Asuun. Takue gaHHble MOryT
CBMAETEeNbCTBOBaTb O TOM, YTO B 3TUX perMoHax CbeMHbIE HOCUTENU LLUMPOKO MPUMEHSIOTCSA
ansa nepegayun nHpopmaumm mexagy komnototrepamm ACY, UTO B COBOKYMHOCTU C OBLLMM
HEBbICOKMM YPOBHEM Yrpo3 knbepbesonacHoCT 06ycnaBnnBaeT BbICOKUIA MPOLLEHT
atakoBaHHbIX koMnbtoTepoB ACY. Npu atom B 3anagHon EeBpone n CeBepHon AMepuke 3TOT
nokasartenb — MMHUMarnbHbIA. Mbl Npegnonaraem, 4YTo 370 CBA3aHO Kak ¢ 6onee BbICOKAM
YPOBHEM 3aLUUTHBIX MeP B LIENOM, TaK U C MeHee pacrnpocTpaHeHHbIM UCMOMNb30BaHUEM

CbEMHbIX HOCUTENEN.
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Mo4yToBbIE KNMUEHTDI

A BOT C yrpo3amu 13 no4Tbl CUTyaumsa nHast — NpoueHT koMnbioTepoB ACY, aTakoBaHHbIX
Yyepes NoYTOBbIE KIUEHTHI, He KoppenupyeT ¢ yposHem BBIT Ha aywy HaceneHus.

MecTo cTpaHbl B 14%
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OT0 03HayvaeT, YTO ecrnu cnpaBeaNIMBO NPEANONIOXKEHNE O TOM, YTO OBLLMI BbICOKUIA YPOBEHb
obecneyeHnst MHpOpPMaLMOHHOI BGe30NacHOCTU, XapaKTepeH Ans CTpaH ¢ Bbicokum BBIM Ha
OyLy HacerneHus, 3To He NomoraeT n3baBnUTbCA OT atak U3 NoYTbl. TO eCTb YPOBEHb
obecneyeHnst MHPOPMALMOHHOM BE30NaCHOCTM NPAKTUYECKN HE BITUSIET HA TO, CKOJIbKO
PULLIMHIOBBLIX MUCEM N BPEAOHOCHbIX MOYTOBbLIX BIIOXEHWI NPOXOAMUT Yepes3 CPpeAcTBa 3aLmThl
Ha nepumeTpe ceTu 1 goxoauT Ao komnbiotepos ACY. Mbl MoXeM NpeanonoXnTb, YTO BHE
3aBMCUMOCTM OT OBLLIEr0 YPOBHS kMbepbesonacHOCTU NpeanpuaTusa 3eKTUBHbIE CPeACTBa
3alMTbl OT MOYTOBBIX aTak Ha NepuMeTpe ceTy B0 He NCNONb3YHTCH, MO0 NIO0X0
HaCTPOEHbI.
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KASPERIKY 3

PelTuHr pernoHos
Mo NpoLeHTy
KOMMNbIOTEPOB
ACY, aTakoBaHHbIX
yepes NOYTOBbIE
KNWeHTb,

nepsoe nonyroaue
2018

TOP 15 ctpaH

Mo NPOLEHTY
KOMMNbIOTEPOB
ACY, aTakoBaHHbIX
yepes NoyToBbIe
KIMUEHTHI,

nepBoe nonyrogue
2018

B pewntuHre pernoHoB no npoueHTy kKomnetoTepoB ACY, aTakoBaHHbIX Yepes NOYTOBbIE
KnneHTbl, 6onbLioro pasbpoca 3HavYeHun HeT. Bo3rnaBnseT ero oTHOCUTENbHO
©OnarononyyHas B oCTalnbHbIX OTHOLLEHMAX ABCTpanus, a nokasatenu 60nblUMHCTBA PETMOHOB
konebnioTca B HebonbLWOM nHTEepBane ot 2,5 Ao 4,6 NpoLEeHTOB.
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OTMeTM, Y4TO B PeTUHre cmpaH no NpoueHTy KoMmnbioTepoB ACY, aTakoBaHHbIX Yepes
NoYTOBbIE KNNEHTLI, ABCTpanusa HaxognTcsa nuwb Ha 11-m mecTe. [NprMeyaTtenbHo, YTo

B cnuncok 15 Hanbonee HebnarononyyHblX C TOYKU 3peHMs aTak Yepes NouTy CTpaH nonana
Takke bnarononyyHas no Apyrum nokasarensam benbrus, oTHoCUTEnNbHO BnarononyyHble
Wtanusa n IOAP.
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I ] 50

[aHHble HabnwgeHWs, Ha Hal B3rnsag, Tpe6yr0T 0cob0oro BHMMaHus, NOCKOJIbKY No4Ta 4acTo
NCMNOoJ1b3YyeTCd B LiefieBbiX aTakax Ha NpoMblLUSIEHHbIE NpeanpuaTuA. 0] HEKOTOPbIX TaKMNX
KamMnaHunAaxX Mbl Nncann 3ecb U 3eChb.
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BpepoHocHoe 1O Ha cuctemax NpoMbILLIIEHHON aBTOMaTU3aUum

B nepsom nonyroamm 2018 roga 3awmtHeIMK pelueHnsimu «J1labopatopun Kacnepckoro» Ha
cucTemMax NpoMbILLNIEHHOW aBToMaTusauum 6einno obHapyxeHo 6onee 19,4 Toicay
Moaundukauum spegoHocHoro MO 13 2,8 Thicsy pasnnyHbIX CEMENCTB.

Mo-npexHeMy B noaaBnsowem 60NbLIMHCTBE CRyYaeB NOMbITKU 3apaXeHus1 KOMMNbITEPOB
ACY HocAT criyqanHbli XxapakTep, a He NPOUCXOASAT B X04e LieNleBOv aTaku.

Trojan-Ransom
Met-Worm
Trojan-Spy
Trojan-P3W
Rootkit
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Backdoor M
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|
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MnaTtcopmbl, UCcnonb3yemble BpeaoHOCHbIM MO
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BpefoHocHbIM MO,
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nonyroaue 2018, Visual Basic [ 1)
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JKCNNouTbI

Tunbl
NPUNOXEHUN,
aTaKyeMbIX
3KcnnowWTamu,
NPOLeHT
aTakoBaHHbIX
komnbtloTepoB ACY

Ha rpadhuke Bbilwe

o B nnargopme Windows yuTeHbl Bce yrpo3bl Ans x86 u x64;

e B nnatgopme Browsers y4TeHbl BCe yrpo3bl, atakyloLime bpaysepsbl, a Takke
BpeaoHoCHble HTML cTpaHuubl;

o B nnargopme Microsoft Office yuTeHbl Bce yrpo3sbl, HanpaBneHHble Ha
cootBeTcTBYtowee 0O (Word, Excel, PowerPoint, Visio, 1 1.n.).

B nepsom nonyrogmu 2018 3n0yMbILWLNEHHUKN NPOSOKUIIM aTakoBaTb NErMTUMHbIE CalTbl,
0YEBMOHO, CoAepXallme ysa3BMMOCTU B BED-NPUMNOXeHUsX, ANG pasMeLLeHns Ha HUX
KoMnoHeHToB BpegoHocHoro MO. B yacTtHocTu, yBenmyeHne npoueHTa komnbioTepoB ACY,
aTaKkoBaHHbIX Yepe3 bpaysepbl, Bo nepson nonosmHe 2018 roga obycnoBneHo yBenmyeHmem
KOnM4ecTBa aTtak C UCnonb3oBaHueM Javascript-manHepos.

BmecTe ¢ TeMm, yBenuyeHne npoueHTa komnbioTepoB ACY, atakoBaHHbIX C UCMOMb30BaHNEM
pokymeHnToB Microsoft Office (Word, Excel, RTF, PowerPoint, Visio n gp.) cesazaHo ¢ BonHamu
VLLIMHIOBBIX pacchbinok. B Takmx paccbinkax B 60MbWNHCTBE Cry4aeB NPUKPeEnseHHbIe

K nucbmam BpeAoHOCHble AokymeHTbl Microsoft Office cogepxaT akcnnownTsl,
npefHasHadYeHHble A58 3apaXeHns KOMMNbITEPOB pa3nuyHbIM WwWnmMoHckum 0. Yacto He
nogospesatowme o6 yrpose Nonb3oBaTeNyn NepechinaiT 3apaXeHHble 0UCHbIE AOKYMEHTHI
Konneram, nepegatpT UX Yepes CbeMHbIe HOCUTENW U CeTeBbIe Narnku, 1 Takum obpasom
cnocobCeTBYOT pacnpocTpaHeHuto spegoHocHoro MO. MmeHHo noaTtomy ans
npeaoTBpaLLEHUS 3apaXXeHU KpawnHe KenaTernbHO OrpaHUYMTb NCNOMb30BaHNe 0UCHOro
MO (Micsofot Office, PDF n gp.) Ha komnbioTepax ACY.

MpoueHT komnbtoTepoB ACY, Ha KOTOpbIX Oblnn 3abNOKMPOBaHbI NOMbITKA cpabaTbiBaHNUS
3KCMIOWTOB, BbIpOC Ha 1 n.n. n coctasun 2,8%.

0,0% 0,2% 0,4% 0,6% 0,8% 1,0% 1,2% 1,4% 1,6%

1,35%
Window:
WINDoOWs 0 80%
F 1,18%
12
M3 Office 0. 46%

29%

i 0,
Browsers 0,395

a 0,15%
v 0,132%

m2018-H1 m2017-H2

BaXXHO OTMETUTb, YTO 3MTOYMbILLIIEHHUKM YaCTO UCMONb3YT CKPUNThI-3arpy34ynKi,
HanucaHHble Ha Visual Basic Script, B kauecTBe «None3Hon Harpy3kn» 3KCNIIonToB Unm
HenocpeaCTBEHHO BHeAPAsS X B OPUCHbIE AOKYMEHTbLI. Heobxoaumeim ycnosuem ang
BbIMNONHEHNS TaKNX CKPUNTOB siBNsieTcs Hannume nHrtepnpetartopa Windows Script Host

NAHOWA®T YIPO3 /19 CUCTEM MPOMBILUNEHHON 23
ABTOMATU3ALIN, MEPBOE MOJTYTOOME 2018 © AO «JTABOPATOPUA KACIMNEPCKOIO», 1997 — 2018



Lab ICS CERT KASPERS KVY4

(WSH), koTopbin 06bI4HO ycTaHaBnmnBaeTcs no ymonyaHuo BMecte ¢ OC Windows. Takum
obpasom, ans 3awmTthl oT BpegoHocHoro MO Ha Visual Basic Script pekomeHgyeTcs
otkntountb WHS B peectpe Windows, ecrniu WHS He aBnsieTca HeobxooumbiM Ans paboTsl
ACY. To xe camoe kacaeTcs u BpegoHocHoro 10, HanucaHHoro Ha Java, — B cny4dae, ecnm
Java Runtime He TpebyeTcs ang pabotsl ACY, pekomeHayeTcs oTkasaTbCs OT ero
NCMNOMb30BaHWA OIS CHDKEHUS] pUCKa 3apaXkeHWs.

Okcnnontel ShadowBrokers, yTekiive B MapTe NPOLUSIOro roga 1 UCMNonb30BaHHbIe B aTakax
nporpaMmm-wndgpoanslmkoB WannaCry n ExPetr, MHOrokpaTHO MCNoONb30Banunch

1 B nepBow nonosuHe 2018 roga B coctaee pasnuyHoro BpegoHocHoro N0O. YeenuyeHne
KONM4yecTBa aTak C UCMOfb30BaHMEM 3TUX IKCMITOMTOB SIBNSAETCA MPUYNHOM pOoCTa MpoLeHTa
komnbtoTepoB ACY, aTakoBaHHbIX C UCMONb30BaHMEM BpegoHOCHOro MO 1 akcnnonToB Ans
Windows x86 n x64.

MporpaMmmMbI-LLNUOHDI

MpoueHT koMnbioTepoB ACY, aTakoBaHHbIX BPEAOHOCHbIMM NPOorpamMmmMamu-LLNMoHaMm
(Trojan Spy n Trojan PSW), Beipoc Ha 0,4 n.n.

LLInnoHckue BpeAOHOCHbIE NPOrpamMmMbl YacTO PacnpoCTPaHATCA B (OULLNHIOBBLIX NMMCbMaX.
OpauH n3 apkux npumepos — KOxHasa Kopes, koTopas 3aHsAna TpeTbe MeCcTo B PpenTuHre cTpaH
no npoueHTy komnbtoTepoB ACY, Ha KOTOPbIX BbiNn 3a6NoKMPOBaHbI LUMMOHCKME NPOorpamMmmbl,
¢ nokasaternem 6%. BonbWWHCTBO BPEAOHOCHbIX MPOrpaMM-LLNNOHOB B 3TOW CTpaHe
pacnpoCTPaHANUCL UMEHHO B (PMLLMHIOBLIX NMMCbMaX, HaLEMeHHbIX Ha Nonb3oBaTenen

B A3naTCKO-TNUXOOKEeaHCKOM pernoHe.

MprmeyaTenbHO, YTO BOMBLUNMHCTBO TAKMX (OULLMHIOBBLIX PACCHINIOK OYEHb CXOXM

(o ucnonb3yeMbIM 3aronoBkam/TeKCTy nuceM/MMmeHam pannoB) B pa3nuU4YHbIX permoHax
Mupa, 3a UcknoveHnem Asmmn — B 3TOM pernoHe OULLIMHIOBLIE pacChifikn MMetoT Gornee
BbIP@XXEHHbIA «a3MaTCKUN» KOHTEKCT — B MUCbMaX MCMOMb3YHTCA HAa3BaHUSA UCKIIOYUTENBHO
A3naTCKMX NPOMBbILLNEHHBIX KOMMaHUN.

OTtmeTnm, 4To Kopesi HaxoanTcs Ha TpeTbem MecTe No atakam 63k4opoB, KOTopble Hbinu
3abnokmpoBaHbl Ha 6,4% komnbtoTepoB ACY. Ha nepBom mecTe B 3TOM perTuHre — BeeTHam
¢ Bnevatnaowmmm 9,8%.
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Hawwu pekomeHaauumn

[ns npoTMBOAENCTBUA Yrpo3aM, ONUcaHHbIM B JAHHOM OTYETE, Mbl PEKOMEHAYEM MPUHATL psa Mep Mo
o6ecneyeHnto MHopMaLMOHHO Ge30MacHOCTW.

I'Ipe,qnaraeMblﬁ CMNUCOK Mep I'IpVIBe,EI,éH B nopsdake, KOTOprVI Mo OnbITY HAWKX cneunanncTtoB COOTBETCTBYET
Y6bIBaHVIIO COOTHOLWEHUA NX BaXHOCTU U CITOXXHOCTU UX peann3auunn.

Cnncok He cnegyeT cumTaTth McyepnbiBaroWmM. [py ero coctaBneHnm Mbl OpUEHTMPOBANUCE Ha Npobnembl
WHpopMaLMOHHOM 6e30NacHOCTU NPOMBILLIIEHHbIX NPEANPUATUN N CUCTEM NPOMBILLIEHHON aBTOMaTM3auuu,
0oBHapy>XeHHbIE N NPOaHaNU3NPOBaHHbIE HAMMW B XO4E UCCNeoBaHWM, NPOAEeNaHHbIX B TeYeHMEe OTHYETHOrO
nepuoaa.

Tak, OH He BKN4YaeT Takune Mepbl KakK KOH(*)I/IpraLI,VIFI MeEXCEeTEBOIo 3KpaHa Aana 3anpeta 06paLLl,eHl/Iﬂ n3BHe
TEXHOSOrMYecKon ceTu no NPOTOKOJ1aM, UCMNOJIb3yeMbIM OJ1A aBTOMaTuU3aunm TeXHOJTONrM4eCcKoro rnpolecca,

M 3anpet npamoro o6pau.|,eH|/|ﬂ K y3nam TEXHOJIOrM4YecKon ceTn ua MHTEepPpHeTa — OCHOBbIBAACb Ha pe3ylbTaTax
npoaenaHHbIX HamMn ayguToB U TeCTOB Ha NPOHUKHOBEHNUE TEeXHOIOMM4YeCKmnx ceTten MNPOMBbILLNEHHbIX I'IpeﬂI'IpI/IFlTI/IVI,
Mbl CYMTaEM, YTO nogdasnstowee 60NbLUNHCTBO opraHM3au,vu7| nogobHble Mepbl yXXe NMPUMEHAIOT Ha NpaKTuke.

Mepbl, He Tpebylowme opraHU3aLuMOHHbIX NU3MEHEHUN,
AONOSIHUTENbLHOro NepcoHana, KOppekTUPOBKU GUsHec-

N NPOU3BOACTBEHHbIX MPOLECCOB, CyLeCTBEHHbIX NU3MEHEHUN
WH(POPMaLMOHHbIX CUCTEM

Mbl cuMTaeM, YTo 3TV Mepbl MOMOraloT CAenaTh NepBblii War Ha NyTH K 3aluTe
TEXHOMOrMYeckmx oGbeKkToB npeanpuaATus. Mo Halemy MHEHWIO, 3TM Mepbl NPUMEHUMbI AN
GONbLUMHCTBA OpraHU3aLUuii, BHE 3aBUCUMOCTM OT YPOBHS 3periocTH UX NPOLLECCOB
obecneyeHunsi MHGOPMaLMOHHON B6e3onacHOCTH.

1. 3awutntb BCE Yy3nbl NPOMbILLNIEHHON CETU OT BPEOHOCHbIX atak npu NOMOLLM CPeacTB
aHTMBUPYCHOWN 3aLLMThbI.

e YBegutbcs, YTO BCE OCHOBHbBIE KOMMOHEHTbI 3aLLMTLI BKIMOYEHBbI Y (DYHKLIMOHUPYIOT.

e W3 obnactu 3awmThl He ucknodaTtb katanoru MO ACY TI1, cuctemHble katanorn OC,
npogunun nonb3oBaTenemn.

e [lo BO3MOXHOCTM, HE MCNOJIB30BaThb UCKIIOYEHNSA U3 NPOBEPKM BOOOLLE.

o [lobuTbcs YacTOThl OGHOBEHNS aHTMBMPYCHBLIX Ba3 He pexxe OOHOro pasa B AEHb.
>KenatenbHo 06HOBMATEL 6a3bl B COOTBETCTBMM C PEKOMEHAALMAMUN NPON3BOAMTENS
CPEACTB 3alUnThI.

e YbBegutbCs, UTO HAaCTpPOEHa aBTOMaTMYeckas NPoOBEPKA CbEMHbBIX HOCUTENEN NpuU UX
NoAaKMtoYeHUN.

e [1py BO3MOXHOCTM HACTPOUTb ONepaTUBHOE MONYyYEHNE aKTyallbHbIX BEPANKTOB 13
aHTMBUPYCHOro obnaka NponsBoanTENs.

2. HacTtpouTb npaBuna ceTeBbiX 3KPAHOB Ha rpaH1LEe TEXHOMOTMYECKOW CETH.

e 3anpeTuTb obpalleHus K crnykbam npefocTaBneHnst yaanéHHoro AocTyna K
obbekTam channoson cuctemol, Takum kak SMB/CIFS w/unn NFS (akTyanbHo
B Cny4yae atak Ha cuctembl nog ynpasneHvem OC Linux).

e HacTpouTb nNpaBuna KOHTPOS UCNOMb30BaHNS CPEACTB yAanéHHOro
agMuHucTpupoBaHus. CosgaTe 6enbii CNMCOK aapecoB, C KOTOPbIX BO3MOXEH
yAanéHHbIN JOCTYN K cMCTeMaM B TEXHOMNOMMYECKon ceTu. YbeaunTbcs, 4To B 9TOT
CNMCOK BXOAAT TONbKO agpeca AOBEPEHHbIX PECYPCOB M UCKMOYEHbl 0bnavHble
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WH(PPaCTPYKTYpbl NponsBoaMTenen cpeacTs agMMHUCTPUPOBAHKS, NpoYyme
HeJoBepeHHble U HeU3BeCTHble agpeca.

e 3anpeTuTb NCMOSb30BaHNE BHELLIHUX MOYTOBLIX CEPBUCOB BHYTPU TEXHOIOMMYECKON
ceTu.

e 3anpeTutb ncnonb3oBaHne BHeWHNX HTTP/HTTPS-no4TOBbIX CEPBUCOB.

e 3anpeTutb MCMOMb30BaHUE COLMArbHbIX CETEN.

e 3anpeTuTb Ncnonb3oBaHne obnayHbIX aninoBbIX XPaHUNLL,.

e 3anpeTnTb NCMONb30BaHNE TOPPEHTOB.

3. HacTtpowuTb 3aWwuTy oT cnamoBbiX- U (OULLMHIOBBLIX PACChINIOK Ha rpaHnUe U BHYTpU
KOpropaTUBHOW CETH.
e [lobuTtbcsa YacToTbl 0GHOBMNEHNS aHTUCNAMOBBLIX U aHTUULLMHIOBLIX CPEACTB
C YaCTOTOW, PEKOMEHOOBAHHOW NPON3BOANTENEM.
e [IpK BO3MOXHOCTU HACTPOUTb NOAKMHOYEHME K 061a4HOMY CEPBUCY ONePaTUBHOM
nepefayv BepaVKTOB NPOoU3BoanUTENS.

4. HacTpouTb aHTUBUPYCHYIO 3aLLMTY Ha NEepPUMETPEe CEeTU OpraHM3aumm U KOHTPOrb
obpalLeHnst K Bpe4OHOCHbIM 1 NOTEHUMANbHO ONMacHbIM MHTEPHET-pecypcam.

5. TlpoBecTu ayanT UCNOMb30BaHWNSA MOYTbI BHYTPY TEXHONOrMYECKON CeTU.

e 3anpeTuTb UCMONb30BaHME BHELLHUX MOYTOBbIX CEPBUCOB Ha KOMMblOTEPax
TEXHOMNOTMYECKON ceTun cpeacrteamum aHTVIBI/IpyCHOVI 3alnThbl.

e [1o BO3MOXHOCTM, 3aNpeTuTb UCMOSb30BaHWE KOPNOPaTUBHON MOYTbI BHYTPY
TEXHOMNOrM4YecKkomn CeTHn, yoanutb yCTaHOBJ1€HHbIE NOYTOBbIE€ KITMEHTbI nmbo
3anpeTuTb UX 3anyck cpeacTtBamMum KOHTPOIA 3anycka I'IpI/IJ'IO)KeHVIVI.

e  OTKknIOYMTB MCNONb30BaHUE cepBuca «mailto».

6. [poBecTu ayauT MCNONb30BaHWUs Nanok 06LLEero 4OCTyna BHYTPU TEXHOMNOMMYECKON CeTH.
e  OTKnIOYMTB BCe ceTeBble Nanky obLiero gocTyna, He 06yCcnoBreHHbIe
NPOU3BOACTBEHHOW HEOBXOANMOCTbIO.
o  OTKNIOYNTL CEPBUCHI yaanéHHOro goctyna k gannoson cucteme SMB/CIFS n NFS
Tam, rae B HUX HET NPOU3BOACTBEHHOW HEOBXOANMOCTMW.

7. TlpoBecTu ayauT MCMNOMb30BaHMUS CTOPOHHUX CPEACTB yAanéHHOro agMMHUCTPUPOBaHMS
BHYTPUM TeXHOmnormdeckom cetu, Takmx, kak VNC, RDP, TeamViewer RMS/Remote Utilities.
Ypanutb BCce cpeacTtBa yaanéHHoro agMMHUCTPUPOBaHUS, He 0ByCNOBMEHHbIe
NpOV3BOACTBEHHOW HEOOXOAMMOCTHIO.

8. OTKnuNTb CpeacTBa yaanéHHoro agMMHUCTPUPOBAHNS, NOCTaBNsiEMblE BMECTE
c MO ACY TN (obpaTtutechb k 4OKyMeHTauumn Ha cooTBeTcTBytlolee MO 3a geTanbHbIMM
WHCTPYKUMUSAMK), €CINN B UX UCMONb30BaHMN HET MPOM3BOLCTBEHHOM HEOBX0ANMOCTH.

9. [MposecTtu ayguTt ncnonb3oBaHus npoyero NO B TEXHOMNOrMYECKOW CETU, KOTOpoe
CYLLECTBEHHO yBENUYMBAET NOBEPXHOCTb aTaku cuctem ACY. B cnydae ecrnu
ncnonb3oBaHue 31oro NO He 06YCNOBNEHO TEXHOMOrMYECKOW HEOBXOANMOCTbIO,
aenHctannuposatb ero. Ocoboe BHMMaHue yaenutb cnegyrowum tunam Mo:

o  WHTepHeT-Opaysepsbl.

e  KnuneHTbl coumnanbHbIX CETEN.
e [lo4yTOBbI€ KINEHTHI.

e [10 MS Office.

e [10 Adobe.

e Java Runtime.

e Megua-npourpbiBaTenu.
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CkpunToBble uHTepnpetaTopbl Tuna Perl, Python, PHP.
HenvueHsnoHHoe «nonomMaHHoe» MO — OHO YacTo COAEPXUT 3aKnagku
N NHPULMPOBAHO.

10. Boeikntounte Windows Script Host, ecnu ero 3anyck He TpebyeTtca ansa paboThbl
MO ACY TI1 1 He ob6ycnoBneHo ApYron NPon3BOACTBEHHON HEOBXOAMMOCTLIO.

11. Mpwn BO3MOXHOCTU, OFpaHMYNTb UCnonb3oBaHue npueunernn SeDebugPrivilege ans
noKarnbHbIX aAMUHUCTPATOPOB CUCTEM MPOMBILLNEHHOW CETU NPeaNpPUSTMS Npy NOMOLLM
rpynnoBbix nonutuk gomeHa Windows (MoxeT TpeboBatbcs ansa pabotel HekoToporo MO,
Hanpumep, MS SQL Server — obpatuTech K AOKYMEHTaLMM NPON3BOAUTENEN
COOTBETCTBYIOLLUX CUCTEM.).

Mepbl, paccuynMTaHHbIe HA OpraHN3aLuu C BbICOKUM YPOBHEM 3PEeNioCTU
B obnactn nHcpopmaumMoHHOM 6e30nNacHOCTU

MpyMeHeHne aTux Mep AN HEAOCTATOYHO 3penbIX OpraHn3aunii MoXeT NoTpeboBaTh CyLLECTBEHHbIX BPEMEHHbIX
nnbo pecypcHbIx 3aTpaT, OpraHn3aL M HOBbIX NPOLLECCOB knbep3aluuTbl, UBMEHEHWI LITATHOTO pacnucaHus, obiTb
OCIOXHEHO MPoYMMK 0BCTOSATENBCTBAMU.

1. HanaguTb npouecc o6y4eHUs nepcoHana NnpeanpusTust kKnbeprurveHe.

OpraHum3oBaTb KypcCbl NOBLILEHWS KBanudmkaumm gns coTpyaHMKOB Mo Teme
knbepbe3onacHOCTH, YTOObI MOBLICUTE OCBEAOMMAEHHOCTb NEpPCoHana O COBPEMEHHbIX
yrposax: Lensix, TeEXHM4YEeCKNX MeTodax U cxemax peanusauuy atak Ha
NPOMBILLIIEHHbIE OpPraHU3aLumn, ONacHOCTAX, KOTOPble NPeaCcTaBnsT aTtakm Ans
BU3HEeC- 1 TEXHONOrMYECKMX NPOLIECCOB, METOAOB 3aLUNTLI OT aTak U
npesoTBpaLLeHns MHLUWOEHTOB.

OpraHu3oBaTb nepvoguyveckmne TPEHUHMM No Teme knbepyrpos n cnocobos 3awuThbl
C Y4€TOM M3MeHeHMs naHawadTa yrpo3 1 TPEHUHIN AN HOBbIX COTPYAHMKOB.
PaccmoTpeTb BO3MOXHOCTb MCNOSfb30BaHNS TPEHWUHIOBbIX NnaTdopm (OHMamH nnu
pa3BEPHYTLIX BHYTPW Npeanpusatus), BebmHapos, 3anvncen npeabigyLwmnx TPEHUHIOB
ONS NOBbIWEHNS OCTYNHOCTN TPEHUHIOB ANsi COTPYOHWKOB NPEeAnpUATUS.
BHeOpuTb NpakTUKy KOPOTKNX MHCTPYKTaXKeW nepcoHarna no reme 3awmtbl OT
Knbepyrpos.

Obecneuntb COTPYAHMKOB NPEANPUSATUS COOTBETCTBYOWLMMU NHEAOPMALIMOHHBIMM
mMaTepvanamu — nnakatamu, Gyknetamu v np., HaNOMUHAOLWMMKN O HE06X0ANMOCTH
3almTbI OT Knbepyrpos.

OpraHnsoBaTtb perynsipHble y4yeHusi no knbepbe3onacHOCTH 1 MPOBEPKY 3HAHWN
COTPYAHMKOB B 3TOM 0b6nacTu.

2. OpranusoBaTtb cnyx0y nHopmaLumnoHHon 6e30MacHOCTH N kKMbep3alunThbI
NPOMBbILLITEHHBIX MHPOPMALIMOHHBIX CUCTEM.

Ha3HaunTb OTBETCTBEHHOIO 3a Knubep3awmuTy MHOPMAaLMOHHBLIX CUCTEM
TEXHOSTOrMYecKomn ceTu.

CpenaTb 3aWuTy TEXHOITOTMYECKOM CETM YacTbto 06Lero npouecca obecneveHus Vb
npeanpusiTus.

Hanagutb acbdeKkTMBHYIO paboTy pas3nuUyYHbIX TOPU3OHTaNbHbBIX U BEPTUKASbHBIX
nogpasgeneHnn n cnyxo opraHnsauumn — MHXeHepoB, onepaTopos, IT, b ansa
3aWuThl OT knbeparak.

Hanagutb 3¢deKTMBHBIE KOMMYHMKALMM MO BOMPOCaM Knbep3alumThbl

C NPOU3BOANTENSMU CPeACTB aBToOMaTU3aLMnN 1 NPOU3BOANTENSIMU CPEACTB 3aLUUThI.
OpraHusoBaTb NpoLecc pearMpoBaHns Ha MHUMAeHTbI VB B TexHonornyeckon ceTtu.
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3. BsecTu npakTuky perynspHbix ayaAuToB COCTOSHUSA MHAOPMaLMOHHON 6e30nacHOCTH

MHPOPMALIMOHHBIX CUCTEM TEXHONOMMYECKON CETHU.

e /HBeHTapu3aumsa 3anyLleHHbIX ceTeBbIX CNyX0 Ha BCex y3nax TEXHOOrMYeCcKon
CeTu; N0 BO3MOXHOCTM OCTaHOBUTL (Ny4Lle OTKMOYMTL / yaanuTb) ya3BMMble CETEBbIE
CNyX0bl (ecnn aTo He HaHECET yllepba HeNnPepPbIBHOCTU TEXHOJOMMYECKOTO
npouecca) 1 ocTanbHble CNyX0Obl, He TpebytoLwmecs ANg HeNocpeaCTBEHHOMO
PYHKLMOHMPOBaHUS cUCTeMbl aBToMaTusauun. Ocoboe BHUMaHue obpatuTb Ha
cnyx6bl SMB/CIFS, NBNS, LLMNR.

e AyauT pasrpaHunyeHust goctyna k komnoHeHtam ACY TI1; noctapaTbcs 4o0uThCA
MaKCUMarnbHOW rpaHynspHOCTM AOCTyna.

e AyanT ceTeBOW akTUBHOCTW BHYTPU NPOMBbILLSIEHHON CETU NPeanpusaTusa n Ha eé
rpaHuuax. YCTpaHuTb He 00yCnoBneHHbIe NPON3BOACTBEHHOM HEOOXOANMOCTBIO
ceTeBble COEANHEHMS C BHELLHUMM U CMEXHBIMU MHAOPMALMOHHBIMU CETSMM.

e  AyauTt 6esonacHOCTV opraHv3aumm yaanéHHoro JocTyna K MpoMbILLIIEHHON CeTu;
obpaTtuTtb 0coboe BHUMaHue Ha COOTBETCTBUE OpraHM3auun 4eMUUTApU30BaHHbIX
30H TpeboBaHMAM MHDOPMALNMOHHOK Be30nacHoOCTM.

e AyauT NOMUTUKM M MPaKTUKU UCNOMb30BaHNSA CbEMHbIX HOCUTENen nHopmaumu
W NOpPTaTUBHBIX YCTPONCTB. He gonyckaTb NOAKIHOYEHMS K y3NiaM NPOMbILLSIEHHON
CeTu YCTPOMCTB, NPeoCTaBNSALWMX HENMErMTUMHBIA AOCTYN K BHELIHUM CETSAM
N MHTEepHeTy. 10 BO3MOXHOCTU OTKNIOYUTL COOTBETCTBYHOLLME NOPThI UMK
KOHTPONMPOBATb JOCTYM K HAM NPaBUIibHO HACTPOEHHbLIMU CneumnanbHbIMU
cpeacTeamu.

e  AyauT yyeTHbIX 3anucer U naponbHOM NONUTUKK. [lonb3oBaTensLCckne U cepBUCHbIE
YYETHbIE 3anNUCK OOMKHbI UMETb TOMBKO T€ NpaBa, KoTopbiX TPebyT paboune
HeobxooMMOocCTH. YMCno y4eTHbIX 3anncen nonb3oBartenen ¢ agMUHUCTPATUBHBIMU
npaBamMu SOIMKHO OblTb MakcuUmarbHO orpaHMyeHo. JomkHbl UCNoNb30BaTbCA
CNOXHble Naponu (He MeHee 9 CUMBOJIOB, Pa3fMYHOrO PErucTpa, JONOSIHEHHbIE
undpamm 1 cneumanbHbIMU CUMBOSIaMUK, NAPOSIN HE AOJMKHbI COCTOATh U3 CIOBAPHbIX
cnoB), obsizaTenbHasi CMeHa naponsi 4OMkHa ObITb 3a4aHa JOMEHHOWN MONUTUKON,
Hanpumep, kaxable 90 aHel. o BO3MOXHOCTHY, cnegyeT oTkasaTbcs OT
ncrnonb3oBaHns Hebe3onacHbIX anropuTMoB ayTeHTudmKaumm, Takux kak NTLM,

B nonb3y 6onee 6e3onacHbix NTLMv2 n Kerberos.

4. HanaguTb NpoLeCcC CBOEBPEMEHHOIO YCTPaHEHNSA YyA3BMMOCTEN 6e30NacHOCTU CUCTEM

TEXHOIOrMYEeCcKon ceTu.

e [lony4unTb JOCTYN K UCTOYHMKAM MHAopMaLum 06 ya3BMMOCTAX, OGHapPY>KEHHbIX
B npoayktax ACY TI1, ceTeBbIX yCTPONCTBaX M 0BLLMX KOMMOHEHTaX, HANaanTb
npouecc 06paboTkM 1 aHanm3a Takon MHpopMaLnn.

e BHepgpuTb npouecc perynsipHon NpoBEPKN Ha YSI3BUMOCTM CUCTEM, Pa3BEPHYTBIX
B TEXHOINOrMYECKOWN CETU U Ha eé nepumeTpe. MNogymaTtb 0 BHEAPEHUN
cneumnanmanpoBaHHbIX CPeACTB 0OHapYXeHUs1 YA3BMMOCTEN CUCTEM TEXHONOMMYECKON
ceTu.

e PerynsapHo yctaHaBnvMBaTb OOHOBMNEHUS ONepaLMoHHON cucTemsl, npuknagHoro MO
N cpeacTB 3allMTbl HA cUCTEMbI, paboTatolme B TEXHOMOrMYECKOM ceTn
npeanpuaTus.

o CBOEBpeMEHHO ycTaHaBnMBaTb OGHOBEHMWI NMPOLLMBOK YCTPOWCTB
aBTOMAaTU3MpPOBAHHOIO YNpaBeHNs1 U CPEACTB NMPOTUBOABAPUNHONM 3aLLUTHI.

5. Wcnonb3oBaTh cneayouime cneumann3vpoBaHHble TEXHONOMMN aBTOMaTUYECKNX CPEACTB
3awuTbl. Kak npaBunio, TpebyeT TOHKOM HAaCTPOWMKM, TWATENbHOro TECTUPOBAHUS U
pa3BMUTbIX NPOLLECCOB MOHUTOPUHIA U pearMpoBaHns Ha uHUnaeHTol Ub:

e HacTpouTb KOHTpOIb 3anycka nporpamm B pexume «bernbix cnmckoB» (06bIYHO
BXOOUT B COCTaB pPeLUEHWI N0 aHTUBUPYCHOM 3aLLMTE Y3I0B TEXHONOIMYECKOM CETH).
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Tam, rae 9To HEBO3MOXHO, HACTPOUTL KOHTPOSb 3anycka nporpaMM B pexmme
MOHWUTOPWHIa 1 yBegoMIIeHNst OTBETCTBEHHOrO 3a Vb.

e BHepputb cneumanuanpoBaHHble cpeacTBa (MOryT BXOAWTb B COCTaB peLLeHni no
aHTMBMPYCHOW 3alumuTe y3roB TEXHONOIMYECKON ceTn) obecneveHns LenocTHOCTH
KOMMNbIOTEPOB — KpUTHUYECKMX obnacTen u koHdwurypaumm OC n npuknagHoro [0,

B ocobeHHocTn 1O ACY TTI1. Tam, rae 370 HEBO3MOXHO, HACTPOUTL KOHTPOIb
LEeNOCTHOCTU B PEXMME MOHUTOPUHIAa U YBEAOMIEHUS OTBETCTBEHHOro 3a UB.

e HacTtpouTb KOHTpONb NOAKMYEeHUs BHeWHKX ycTponcTts (USB-Hocutenen,
MOGUIbHBLIX TeNnedoHOoB 1 Mp.).

e  Bkniountb kOMNOHEHTbI Host-based Intrusion Prevention System (HIPS) us coctasa
CpeacTB aHTMBUPYCHOW 3aLUMThI.

o BHepputb cpeacTBa aBTOMaTUYECKON MHBEHTaPU3aLMN N KOHTPONSA NOOKIIOYEHMS
YCTPOWCTB K TEXHONOrM4Yeckon cetn. TpebyeT npmBneYveHnst kBanmuumpoBaHHbIX
cneumnanvcToB Anst MOHUTOPUHIA U peakumMm Ha OOHapy)XeHHbIE MHLMAEHTI.

¢ BHepputb cneumanuanpoBaHHble CpeacTBa MOHUTOPUHIa ceTeBOro Tpaduka
1 oOHapyXeHWs CETEBLIX aHOManui U KOMMbIOTEPHbIX aTak B MHAYCTPUanbHbIX CETSX.
B 6onblIMHCTBE Cry4aeB NpMMeHeHne NogoOHbIX Mep He TpebyeT BHECEHNS
N3MeHeHW B cocTaB 1 kKoHurypauumto cpegcts ACY Tl n moxeT 6bITb NponssedeHo
6e3 ocTaHOBKM X paboTbl. OgHako Ansa adEKTUBHOIO MCMNOSb30BaHUE TaKMX
cpencTBs, ckopee Bcero, notpebyeTcs BblAENEHHbIN BbICOKOKBANU(ULNPOBAHHbIN
nepcoHan, MHTerpauus ¢ NpoYnuMun cpeacTsamm obHapy>KeHUs aHoMarnum n passuTble
npouecckbl obecneveHns Vb TexHonormyeckon n KopnopaTMBHON CETU.

6. BHeapwuTb cneunanunsMpoBaHHble cpeacTsa perucTpaumm 1 asToMmaTusauum npoueaypbl
06paboTkn MHUMAEHTOB VB B TEXHOMOMMYECKo ceTu NpeanpuaTus.

7. Hanagutb npouecc nony4veHus n obpaboTtkm nHdopmMaumm o6 akTyanbHbIX yrpo3ax:

¢ CneunanuanpoBaHHbIX aHaNUTUYECKMX OTHETOB O HOBbIX BbISIBIIEHHbIX aTakax
1 BPEAOHOCHbIX KaMNaHUsIX, HaLueneHHbIX Ha NPOMbILLSIEHHbIE NPeANPUATUS.

¢ OtyéToB 06 MccnegoBaHMAX TakTUK, MeTodoB u cpeacTs (TTP), ncnonb3yembix
N3BECTHLIMU FPYNNUPOBKaMM 3M0YMbILLNEHHNKOB B aTakaxX Ha NPOMbILLNEHHbIE
opraHusaumm.

e  AHanuTnyeckux OTHETOB 06 uccrnegoBaHum naHgwadTa yrpos, NpeacTaBnsoLwmx
OMacHOCTb ANS MPOMBILLIIEHHbIX NPEeANPUATUNA.

e /lHAMKaTOpPOB KOMMPOMETAaLMM Y310B TEXHONOMMYECKOW CEeTw.

e 3OTO MOXET NMOMOYb CBOEBPEMEHHO 1 NPaBUIBHO CpearmpoBaTth Ha HOBYIO aTaky
1 NPefoTBPaTUTb MHUMAEHT.

Mepbl, KOTOpbie I10Tp96yIOT CyweCTBEeHHbIX U3MEeHeHUn

B Koud)urypauuu MU TOMOJIOrMN TEXHOJIOTMYECKON CeTU " COnpsAXeHbl
C NnpoyvMu CyuwleCTBeHHbIMU MOAM(bMKauMFIMM MH(bOpMaLIMOHHbIX
cuctem npeanpumaTusa

1. TloHumMas, 4TO NOSHOCTLIO N30SIMPOBAaTb TEXHOMOMMYECKYIO CETb OT CMEXHbIX CeTEN Yalle

BCEro HEBO3MOXHO, A5l opraHm3aumu 6onee 6e30nacHoOro yaaneHHoro 4ocTyna

K cMcTeMam aBToMaTM3auMm 1 nepegadm gaHHbIX Mexay TEXHONOrMYeCcKon 1 Apyrumu

CeTaAMU, UMELLINMU pasnn4yHble YPOBHU JOBEPUSA, Mbl PEKOMEHOYEM:

e CuncTeMmbl, UMeILLME NOCTOSIHHYIO MU PETYISIPHYIO CBSI3b C BHELLHMMU CETAMU
(MoBunbHble ycTponcTea, VPN-KOHLEHTpaTOpbl, TEPMUHASbHBIE CepBepbI U Mp.)
N30NMpPoBaTh B OTAENbHbLINA CEFMEHT BHYTPU TEXHOMOMMYECKON CeTU —
OEMUNMTapN30BaHHYI0 30HY (DMZ).
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e Cwucrtembl B AEMUNUTAPU3OBAHHOW 30HE pasaenuTb Ha NoACEeTU UNU BUPTYyarbHble
nogcetn (VLAN) n pasrpaHuumTb 4OCTYN MexXay NOACETAMM (pas3pellmTb TONbKO
HeobxoaMMble KOMMYHMKaLUN).

e Becb HeobxoauMbIN 06MeH MHOpMaUmen Mexay NPOMbILLFIEHHON CETbIO Y BHELLIHUM
MUPOM (BKITHOHAs KOPNOPaTUBHYIO OPUCHYIO CETb NMPeanpuaThs) OCYLLECTBNATb
TONbKO Yepe3 DMZ.

e [lpn HeobGxoanmocTn B DMZ MOXHO pa3BepHYTb TEpMUHAaNbHbBIE CEPBEPHI,
MO3BOMSAIOLLME UCMOMb30BaTh METOALI OOPaTHOro NOAKIIOYEHNS (M3 TEXHOMNOrMYECKON
cetn B DMZ).

e [lns gocTyna K TEXHONOMMYEeCKOM CETU U3BHE MCMONb30BaTb TOHKUE KIUEHTbI
(npymeHaa meToabl 06pPaTHOrO NOAKIMOYEHMS).

e He paspewartb JOCTYyN U3 AEMUNNTAPU30BAHHOM 30HbI B TEXHONOMMYECKYHO CEeTb.

e  OrpaHnuuTb CeTEBOW TpadMK MO UCMONb3yEeMbIM MOPTaM M NPOTOKONaM Ha
MOrpaHnYHbIX MapLLpyTMU3aTopax Mexay CeTbio OpraHn3aLmm n CETAMM OPpYrux
KoMnaHui (ecnv nmeeTca nepegada MHpopmMauum U3 TEXHONOMMYECKOW CETU OAHOW
KOMNaHWu1 B APYryto).

e Ecnwn 6nsHec-npouecchl NpeanpuaTusa 4onyckaT BO3MOXHOCTb OAHOHaNpPaBneHHbIX
KOMMYHMKaLWNA, peKkoMeHoyeM pacCMOTPETb BO3MOXHOCTb UCNONb30BaHNA AaTta-
anoaos.

2. Tlepea pa3BépTbiBaHNEM 1 BBOAOM B CTPOWM HOBbIX CUCTEM U KOMMOHEHTOB ACY TT1
pekoMeHayeM NPOBOAUTb X TECTUPOBAHUE Ha NpeaMeT COOTBETCTBUS TpeboBaHAaM
©e30nacHOCTH, BKITHOYAs MOUCK N3BECTHBIX M HOBbIX (HEM3BECTHbIX PAHEE) YSA3BUMOCTEN —
KaK YyacTb npoLecca atTectauum HoBbIX koMnoHeHToB ACY TI1. 9710 no3sonut
CYLLIECTBEHHO COKpaTUTb 3aTpaTbl Ha obecneyeHne Nb cuctem nocne nx BHEAPEHMUS.

3. [lpu npoynx paBHbIX peKomeHayeM oTAasaTb NpeanovTeHne npoaykram, npom3BoanTenmu
KOTOpbIX CTaBUnM 6e30MacHOCTL BO rMaBy yrna npu pa3paboTke apXUTEKTYpbl CBOMX
NPOAYKTOB, HAaNpUMep, UCNOMb3ys NOAXOA NPaBUMLHOMO pasfeneHns LOMEHOB
6esonacHocTy 1 peanuaysa npuHumnel MILS (Multiple Independent Layers of Security).

4, [ns 3awuThbl OT aTak TUMNa «4erioBek nocpeanHe» PEKOMEHZYEM pacCMOTpPeTb HACTPONKY
KPUMNTOCTOMKOrO LWMPpOBaHMS Tpadmka BHYTPU U HA rpaHuLLe TEXHONIOMMYECKON CeTN —
Kak MMHMMYM, Tam, rge aTo No3BonseT ucnonb3yemoe obopynoBaHme, 0CODEHHOCTH
BGU13HEeC- 1 TeXHONOMMYECKoro npoLecca npeanpuaTus.

5. B psiae crny4aeB MOXHO HacTPOUTb WdpoBaHue Tpaduka Mexay KOMMoHeHTaMm
TEXHOJOIMYECKo CeTu, Jaxe ecnn ata yHKUMOHANbLHOCTb He NnoaaepkueaeTcs
COOTBETCTBYOLWNM 060pya0BaHMEM — MPY MOMOLLM AOMOMHUTENbHBLIX CPEACTB.
PekomeHOyeM NPOKOHCYNbTUPOBATLCA C NPOU3BOAMTENEM BaLUUX CUCTEM
aBTOMAaTM3aLUN.

6. [na gocTtyna nepcoHana K cucteMamM TEXHOMOMMYECKOW CEeTU XenaTesflbHO HacTPOouUTb
ncnonb3oBaHne AByXdaKToOpHON ayTeHTUdUKaunn.

7. [Ons ynpolieHns nogaepxku npoueayp U NnpoLeccoB ayTeHTudmKaumm n wngposaHus
pekoMeHayeMm pasBepHYTb MHpacTpykTypy PKI.

8. [nsi CHWXKEHNs1 PUCKOB aTak Yepes Liernoyky NoCTaBLUUKOB U NoapsaumnkoB («supply
chain») pekomeHayem paccMOTPeTb BO3MOXHOCTb BHEAPEHMWS NONUTUKN, MEXAHN3MOB
1 npouenyp KOHTPOMS NOAKIIOYEHUST YCTPOWUCTB (Hanpumep, HOYyTOYKOB NoAPSAYMKOB
N UHXEHEPOB) K TEXHOMOTMYECKOW CETU.
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LleHTp pearnpoBaHus Ha UHUMAEHTbI UH(OPMALMOHHON 6e30MacHOCTU MPOMbILSIEHHbIX UH(PACTPYKTYP
«JlabopaTtopum Kacnepckoro» (Kaspersky Lab ICS CERT) — rno6anbHbii npoekT «JlabopaTopun Kacnepckoroy,
HaLeNeHHbIN Ha KOOpPAMHALMIO OeACTBUA NMpou3BoauTENen CUCTEM aBToMaTu3auuv, BriafenbLeB U OnepaTopoB
NMPOMBILLIIEHHBIX OOBLEKTOB, MccnegoBaTener MHGOpMauuoHHON Ge3onacHOCTM MpU pelleHnn 3adad 3awuThbl
NPOMBILLIEHHbIX NPEANPUATUN N OO BEKTOB KPUTUYECKN BAXKHBIX MHAPPACTPYKTYP.

Kaspersky lab ICS CERT Ics-cert@kaspersky.com

Authorized to Use CERT™
CERT is a mark owned by
Carnegie Mellon University
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