
Indicators  
of compromise

MD5 Description

142aa3bade0947008aaa059ce89f33d4 BugHatch

192ce97a188add6f8182d77f4ed316e2 c:\windows\f5bca9a.exe

53c2f5ebde7c5417b2b4081070643da1 BugHatch

28ee024253e3c07d5c3df984a59fbb6f av.bat

32cf8b43e5be6333bc3b3bc160bae4ae komar65.zip

62487649c1eab1b2c07b5115e71e7881 BugHatch stager

512a0b1d32b43aa427da7ed4031ee382 komar65.zip

617180092c3935de27dfff0090e5de70 BugHatch

07d389a4296550d938e2772f59e64e2c BurntCigar

63a1aa28e048e8a579de961f481cc139 c:\windows\367a266.exe

659d58b0dc9efda1e22c0e09c4a3506e BugHatch stager

1399cc4eedad50867a67ba40c66d1de8 BurntCigar

7c1a6f1e398c4a60b64d187ff2bddb6c BugHatch stager

86ab33b96d659d892c3f4d2beca853f9 Cobalt Strike Stager

Hashes

https://opentip.kaspersky.com/53c2f5ebde7c5417b2b4081070643da1/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/62487649c1eab1b2c07b5115e71e7881/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/617180092c3935de27dfff0090e5de70/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/07d389a4296550d938e2772f59e64e2c/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/659d58b0dc9efda1e22c0e09c4a3506e/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/1399cc4eedad50867a67ba40c66d1de8/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/7c1a6f1e398c4a60b64d187ff2bddb6c/?utm_source=SL&utm_medium=SL&utm_campaign=SL


217.79.243[.]148 http://38.135.122[.]130/agent64.bin

23.160.193[.]145 http://bluetechsupply[.]com/ro.css

38.135.122[.]130 http://217.79.243[.]148/a

64.235.39[.]82 http://31.44.184[.]232[:]443/kzjn

IPs URLs

1da311a1c34ccfdcc5ffbad4b9d070ac BurntCigar

c042116ce24984f722f8aa9b6e17c405 Cobalt Strike Beacon

a092de3695eb437e1494c39f164886f3 BurntCigar stager

a127393fd3eb7fab41e725aed1aada43 BugHatch stager

0be3af0ba82675ed156042c17d1fa891 BurntCigar

bcb175bab456f49a5d7e7e1c21a5f61e BurntCigar

c977394da4c63daee1e9ed38efaefef5 BurntCigar stager

8891610a2b93770752892182fcd1ecb7 BurntCigar

ea3c8639b7839763854e4377f5ef5baf BurntCigar

43bc56681d4149001119ea87021ea52a addp.dll

bbe1b312309d21809746666881c0bb84 BurntCigar stager

467b7dfaf4cc94df587c3b80fc62c9e4 BurntCigar

2c0584f95b33a77e20060cc569a5279a BugHatch

6345AC3F61B9F4CE64E82D3896BAF1FA veeamp.exe

A179C4093D05A3E1EE73F6FF07F994AA Avast vulnerable driver

https://opentip.kaspersky.com/217.79.243.148/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F38.135.122.130%2Fagent64.bin/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/23.160.193.145/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2Fbluetechsupply.com%2Fro.css/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/38.135.122.130/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F217.79.243.148%2Fa/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/64.235.39.82/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F31.44.184.232%3A443%2Fkzjn/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/1da311a1c34ccfdcc5ffbad4b9d070ac/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/c042116ce24984f722f8aa9b6e17c405/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/0be3af0ba82675ed156042c17d1fa891/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/bcb175bab456f49a5d7e7e1c21a5f61e/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/8891610a2b93770752892182fcd1ecb7/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/ea3c8639b7839763854e4377f5ef5baf/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/43bc56681d4149001119ea87021ea52a/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/bbe1b312309d21809746666881c0bb84/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/467b7dfaf4cc94df587c3b80fc62c9e4/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/2c0584f95b33a77e20060cc569a5279a/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/6345AC3F61B9F4CE64E82D3896BAF1FA/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/A179C4093D05A3E1EE73F6FF07F994AA/?utm_source=SL&utm_medium=SL&utm_campaign=SL


bc1q4vr25xkth35qslenqwd7aw020w85qrvlrhv7hc

bc1q5uc0fdnz0ve5pg4nl4upa9ly586t6wmnghfe7x

bc1q6rsj3cn37dngypu5kad9gdw5ykhctpwhjvun3z

bc1q6zkemtyyrre2mkk23g93zyq98ygrygvx7z2q0t

bc1q9cj0n9k2m282x0nzj6lhqjvhkkd4h95sewek83

bc1qaselp9nhejc3safcq3vn5wautx6w33x0llk7dl

bc1qc48q628t93xwzljtvurpqhcvahvesadpwqtsza

bc1qgsuf5m9tgxuv4ylxcmx8eeqn3wmlmu7f49zkus

bc1qhpepeeh7hlz5jvrp50uhkz59lhakcfvme0w9qh

bc1qjep0vx2lap93455p7h29unruvr05cs242mrcah

bc1qr9l0gcl0nvmngap6ueyy5gqdwvm34kdmtevjyx

bc1qs3lv77udkap2enxv928x59yuact5df4t95rsqr

bc1qyd05q2m5qt3nwpd3gcqkyer0gspqx5p6evcf7h

bc1qzz7xweq8ee2j35tq6r5m687kctq9huskt50edv

bc1qvpk8ksl3my6kjezjss9p28cqj4dmpmmjx5yl3y

bc1qhtwfcysclc7pck2y3vmjtpzkaezhcm6perc99x

bc1qft3s53ur5uq5ru6sl3zyr247dpr55mnggwucd3

bc1qp7h9fszlqxjwyfhv0upparnsgx56x7v7wfx4x7
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