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# Hashes
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142aa3bade0947008aaa059ce89f33d4 BugHatch
192ce97a188add6f8182d77f4ed316e2 c:\windows\fSbca%a.exe
b3c2f5ebde7c5417b2b4081070643dal BugHatch
28ee024253e3c07d5c3df984a59fbb6f av.bat
32cf8b43ebbeb333bc3b3bcl60baedae komaré5.zip
62487649cleablb2c07b5115e71e7881 BugHatch stager
512a0b1d32b43aa427da7ed4031ee382 komaré65.zip
617180092c3935de27dfff0090e5de7( BugHatch
07d389a4296550d938e2772f59e64e2d BurntCigar
63a1aa28e048e8a579de?61f481ccl139 c:\windows\367a266.exe
59d58b0dcefdale?22c0e09c4a3506€ BugHatch stager
1399cc4eedad50867a67ba40cb6d1ded BurntCigar
[/clabfle398c4ab0bb4d187ff2bddbéd BugHatch stager

86ab33b96d659d892c3f4d2beca853f9 Cobalt Strike Stager


https://opentip.kaspersky.com/53c2f5ebde7c5417b2b4081070643da1/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/62487649c1eab1b2c07b5115e71e7881/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/617180092c3935de27dfff0090e5de70/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/07d389a4296550d938e2772f59e64e2c/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/659d58b0dc9efda1e22c0e09c4a3506e/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/1399cc4eedad50867a67ba40c66d1de8/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/7c1a6f1e398c4a60b64d187ff2bddb6c/?utm_source=SL&utm_medium=SL&utm_campaign=SL

lda311alc34ccfdcchffbad4b9d070ad BurntCigar

£042116ce24984f722f8aa9bbel7c409 Cobalt Strike Beacon
a092de3695eb437e1494c39f164886f3 BurntCigar stager
a127393fd3eb7fab4le725aedlaada43 BugHatch stager
Dbe3af0ba82675ed156042c17d1fa891 BurntCigar
bcb175bab456f49a5d7e7elc21a5f61g BurntCigar
c977394dadcb63daeelefed38efaefefd BurntCigar stager
B8891610a2b93770752892182fcdlecb?] BurntCigar
a3c8639b7839763854e4377f5ef5baf] BurntCigar
¥3bc56681d4149001119ea87021ea524 addpdll
bbelb312309d21809746666881c0bb84 BurntCigar stager
U67b7dfaf4cc94df587¢c3b80fcé62c9e4 BurntCigar
Rc0584f95b33a77620060cc569a52794 BugHatch
6b345AC3F6IB9F4CE64E82D3896BAFIFA veeamp.exe
IA179C4093D0O5A3EIEE73F6FFO7F994AA Avast vulnerable driver
] IPs =] URLs
R17.79.243[.1148 http://38135.122[.]130 /agenté4.bin
P3160.193[.1145 http://bluetechsupply[.Jcom/ro.csq
[38.135.122[.]130 http://217.79.243[.1148/4

64.235.39[.182 http://31.44184[.]1232[:]1443 /kzjr|



https://opentip.kaspersky.com/217.79.243.148/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F38.135.122.130%2Fagent64.bin/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/23.160.193.145/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2Fbluetechsupply.com%2Fro.css/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/38.135.122.130/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F217.79.243.148%2Fa/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/64.235.39.82/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/http%3A%2F%2F31.44.184.232%3A443%2Fkzjn/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/1da311a1c34ccfdcc5ffbad4b9d070ac/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/c042116ce24984f722f8aa9b6e17c405/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/0be3af0ba82675ed156042c17d1fa891/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/bcb175bab456f49a5d7e7e1c21a5f61e/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/8891610a2b93770752892182fcd1ecb7/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/ea3c8639b7839763854e4377f5ef5baf/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/43bc56681d4149001119ea87021ea52a/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/bbe1b312309d21809746666881c0bb84/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/467b7dfaf4cc94df587c3b80fc62c9e4/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/2c0584f95b33a77e20060cc569a5279a/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/6345AC3F61B9F4CE64E82D3896BAF1FA/?utm_source=SL&utm_medium=SL&utm_campaign=SL
https://opentip.kaspersky.com/A179C4093D05A3E1EE73F6FF07F994AA/?utm_source=SL&utm_medium=SL&utm_campaign=SL

BTC wallets

bclgdvr25xkth35gslenqwd7aw020w85qrvirhv7hc
bc1gbucOfdnzOvebpg4nld4upafly586té6wmnghfe7x
bclgérsj3cn37dngypubkad9gdwbSykhctpwhjvun3z
bclgbzkemtyyrre2mkk23g93zyq98ygrygvx7z2q0t
bc1g9cjOn9k2m282x0nzjélhgjvhkkd4h95sewek83
bclgaselpPnhejc3safcq3vnbwautxéw33x0llk7dl
bclqc48q628t93xwzljtvurpghcvahvesadpwaqtsza
bclggsufSm9tgxuv4ylxemx8eegndwmimu7f49zkus
bclghpepeeh7hlz5jvrp50uhkz59lhakcfvmeOw9gh
bclgjepOvx2lap93455p7h29unruvrO5cs242mrcah
bclgr9l0geclOnvmngapéueyy5ggdwvm34kdmtevjyx
bclgs3iv77udkap2enxv?28x59yuactbdf4t95rsqr
bclqyd05g2mb5at3nwpd3gcgkyerOgspaxspbevcf7h
bclgzz7xweq8ee2j35tqéromé87kctq?husktb50edv
bclqvpk8ksldmyébkjezjssPp28cgjddmpmmijxdyl3y
bclghtwfcysclc7pck2y3vmjtpzkaezhcméperc99x
bclgft3s53urbuqbruésl3zyr247dpr55mnggwucd3

bclgp7h9fszlgxjwyfhvOupparnsgx56x7v7wfx4x7
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